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ABSTRACT

Private and secure systems require thorough evaluations to ensure that they are providing
adequate protection while maintaining the utility of the underlying system. However, these
evaluations frequently neglect to account for the ways in which the defense itself affects the
environment in which it is deployed. In this thesis, we investigate this pitfall in the study of
three defense techniques: adversarial training, machine unlearning, and differential privacy.
In one work, we show the limitations of assuming a fixed adversary when training adver-
sarially robust models and design a theoretically-motivated training scheme that provides
protection when adversaries are allowed to modify their attacks to evade existing defenses.
In another, we relax the assumption that deletion requests are independent when individuals
are allowed to delete their data from AI models and explore how different user behaviors
can impact the utility of downstream models. Finally, we examine the US Census Bureau’s
implementation of differential privacy in the 2020 census and ask whether the addition of
privacy preserving noise will make it more difficult for states to comply with federal re-
districting law. These contributions highlight the subtle ways in which private and secure

systems alter the environments in which they are deployed.



CHAPTER 1
INTRODUCTION

The design of private and secure systems requires understanding threats as they exist in
the real world. When designing these systems, we model the behaviors of adversaries are
modeled and conduct thorough evaluations to ensure that realistic threats are adequately
defended against. However, strong defenses rarely last forever. A system that is resilient to
even the strongest adversaries may begin to fail soon after it is publicly deployed. This is
sometimes due to technological or theoretical advances that enable new attacks that could
not have been anticipated. However, in other cases, a defense itself creates the conditions
that lead to its failure.

Take, for example, a lock on a door. Locks are typically installed to prevent those without
keys from entering. In an ideal world, the lock would have no other effect. However, consider

the unintended consequences that might result from installing a lock:

e Someone without a key might develop new lock picking techniques in an attempt to

gain unauthorized access.

e The lock may be seen as an indication of something valuable behind the door, making

it a target for thieves.

e People with keys may find themselves inconvenienced by having to unlock the door

and instead opt to leave it propped open, giving access to those without keys.

In this scenario, the security provided by the lock was weakened because we failed to properly
model how those who interacted with the lock would respond to its presence.

What a simplistic approach to threat modeling often ignores is the fact that environments
can be responsive to the presence of privacy and security interventions. This responsiveness

can lead to unintended consequences of deploying a defense. Adversaries could become

1



stronger, incentive structures could realign, and users might circumvent new systems. These
effects, along with countless others, have the potential to negate the expected benefits of
improved privacy and security. This thesis argues that, while responsiveness is a serious issue
for privacy and security, careful evaluations and thoughtful designs can be used to anticipate
and mitigate the environmental changes induced by privacy and security interventions to
ensure long-term resilience.

These phenomena are related to a concept called performativity, which originally has its
roots in the philosophy of language [Austin, 1975, Searle, 1975]. In this context, performativ-
ity refers to how utterances can not only describe reality but also be drivers of change. The
notion of performativity has been extended to describe how scientific theories can themselves
change the systems that they are attempting to model. This concept has been studied in
fields such as economics [MacKenzie et al., 2020]|, network theory [Healy, 2015], and machine
learning [Perdomo et al., 2020]. In the areas of privacy and security, we propose the following
definition for the performativity of a defense technique, taking particular inspiration from

the concept of performative prediction introduced by Perdomo et al. [2020]:

Definition 1 (Performativity of Defenses). A defense technique is performative if it induces

changes in the environment in which it is deployed.

We leave this definition rather broad in recognition of the complicated and unpredictable
nature of the social and technical systems within which defenses are deployed. Although this
language is rarely used specifically in the context of privacy and security, we posit that a
large majority of defenses deployed in the real world could be considered performative under
this definition. This thesis studies cases in which the performativity of a defense causes a
degradation in the effectiveness of that defense. This kind of feedback can arise in unexpected
ways, which complicates its study. For instance, a defense can induce non-adversarial changes
in behavior can negatively impact a system.

This thesis analyzes the performative aspects of privacy and security through three case
2



studies:

Adversarial Machine Learning. Adversarial training has shown promise in defending
ML models against adversarially perturbed inputs. However, adversaries frequently
try to evade defenses, and it has been shown that adversarial training provides little
protection when assumptions about the capabilities of the adversary are violated. We
use data-driven methods to better understand how threat models impact internal rep-
resentations of data that are learned by neural networks. Building on these results, we
design a theoretically-motivated regularization approach for adversarial training which
can adapt to new and evolving threats as they are encountered after deployment. This

chapter is based on work published in Cianfarani et al. [2022] and Dai et al. [2025].

Machine Unlearning. Machine unlearning has been proposed as a remedy for the use of
unauthorized data in the training of AI models. However, the behavior of the public
when they are given the ability to request their data be deleted is underexplored in the
literature. For example, people may strategically coordinate their decisions to unlearn
in order to influence an Al model, or they may decide to unlearn only after seeing a
new model update. We study how different models of individual and group behavior
might affect the final model after unlearning. For instance, groups that collectively
make decisions to remove subsets of the training data may have different impacts than
individuals independently deciding whether or not to request unlearning. We show
that, in certain settings, there are fundamental gaps between the capabilities of data
subjects to influence the final model under these different behavioral assumptions. This

chapter is based on work currently in preparation.

Redistricting with Private Data. The accuracy of official statistics is vital for many use
cases, but releasing overly precise data can expose individuals to privacy harms. After

the US Census Bureau adopted differential privacy in 2020, it drew criticism from many

3



who argued that the new data aren’t be fit for use in many applications. We study the
fear that differential privacy will alter the a way that redistricters draw legislative maps
and lead states to inadvertently enact maps that are in violation of federal redistricting
law. We run a large scale empirical study to evaluate this claim and clarify the effect
that differential privacy has on redistricting. Using these empirical findings, we develop
statistical models that help us understand the impacts of differential privacy and show
how these impacts can be minimized using simple mitigation techniques. This chapter

is based on work published in Cianfarani and Cohen [2026].



CHAPTER 2
MULTI-ATTACK ROBUSTNESS

2.1 Introduction

The rise of Al has brought with it a host of new security concerns. While much attention
is focused on the threats posed by sophisticated attackers to cutting edge Al systems, it
remains difficult to defend relatively simple models against relatively simple adversaries.
One foundational task in ML security that remains unsolved is defending against adversarial
examples: test-time inputs which have been modified in such a way that cause disagreement
between humans and ML classifiers.

The defense technique that has shown the most promise in addressing this threat is
adversarial training [Madry et al., 2018, Goodfellow et al., 2014]. Adversarial training refor-
mulates the minimization objective of the standard training process as a min-max objective.
Whereas standard training minimizes loss over a set of training samples, adversarial training
minimizes the maximum loss of any point within a neighborhood of each training sample.
This neighborhood around a sample is traditionally intended to define the set of points that
are perceptually indistinguishable from that sample (see Section 2.2.1 for a more thorough
explanation). We refer to the adversarially chosen point within this neighborhood as a per-
turbed sample or an adversarial example interchangeably, and the difference between the
perturbed sample and the original sample as an adversarial perturbation. In our discussion
of adversarial training, we refer to models trained using methods that account for adversarial
examples as robust models and those trained without these methods as non-robust models.
Similarly, we refer to accuracy on non-perturbed input as benign accuracy and on adversarial
examples as robust accuracy.

While simple in principle, we run into issues when we attempt to formalize the underlying

threat model. One issue is the capabilities of the adversary, particularly what types of adver-
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sarial neighborhoods we define around input data. As stated above, prior works have tended
to focus on imperceptible perturbations, opting to define adversaries that are restricted to
adding perturbations with bounded ¢, norm (typically for p € {1,2,00}). In the image
domain, this represents low magnitude, high frequency noise which doesn’t meaningfully
change the image when viewed from a moderate distance.

The standard formulation of adversarial training has proved useful for defending models
against prespecified adversaries. Standardized evaluation suites such as AutoAttack [Croce
and Hein, 2020b| have allowed comparisons between robust models and have shown a clear
improvement in the efficacy of new adversarial training methods. However, these improved
defense mechanisms belie some of the more subtle difficulties raised by the threat of adversar-
ial examples in the real world. For one, the capabilities of an adversary are not necessarily
known in advance. In the literature, adversaries are often modeled as being able to add
perturbations to inputs with bounded £, norms in a way that is imperceptible to the human
eye. In reality, perturbations may not be bounded have bounded /), norms, and may instead
recolor images, introduce compression artifacts, or spatially modify images in minimal ways.
These perturbations need not even be imperceptible, as long as they do not change the se-
mantic meaning of an image. Furthermore, the capabilities of the attacker may change over
time. An adversary might notice that their attacks are unsuccessful and change their ap-
proach to evade existing defenses. A meaningful defense must account for both uncertainty
about the adversary’s capabilities and the possibility of adaptive adversaries.

Broadening the scope of adversarial training in this manner brings with it new questions.
For one, is it even possible to defend against arbitrary unconstrained adversaries? Some
adversaries may simply be too strong to defend against in any meaningful sense. There
may be other sets of adversaries against which it may be possible to defend individually but
not all simultaneously. Our work does not attempt to fully solve the problem of adversarial

training. Instead, we focus on a more constrained problem called multi-robustness: a model’s



ability to be robust to multiple types of adversarial perturbations (as defined by different
neighborhoods). We seek to better understand the complexities of multi-robustness and
make improvements on existing methods.

Our work addresses these problems from the perspective of representation learning. By
representation, we mean the neuron activations within a model induced by a given input (or
batch of inputs). Under this framework, we characterize adversaries not by their inherent
properties but by the patterns they induce in model representations. The main hypothesis
we explore in this chapter is: if a model has learned similar representations of two attacks,
then it will display similar levels of robustness to those attacks. Our work consists of two
parts. First, we study the validity of this hypothesis from both a data-driven and theoretical
perspective. Then, we use insights about robust representations in order to design a new
adversarial training method that accounts for uncertain and changing adversaries. Our main

research questions are described below.

2.1.1 Research Questions

Understanding Adversarial Examples Our first task was to better understand how
learned representations of adversarially-perturbed samples relate to downstream ad-
versarial robustness. We approached this through two analytical frameworks: one
data-driven, and one theoretical in nature. Our work was the first to apply represen-
tation similarity techniques to the problem of adversarial robustness. Our empirical
results demonstrate the usefulness of this approach for understanding certain prop-
erties of adversarially-trained models, like transferability, model capacity, and robust
overfitting. However, when applied to the problem of multi-attack robustness, similar-
ities between attacks don’t correlate strongly with robustness in models adversarially

trained against multiple attacks.

In a second attempt, we look towards learning theory to better understand robust
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representations. Our theoretical results directly tie a model’s robust accuracy against
multiple different attacks to the model’s internal representations of those attacks. Put
simply, if the representations of two attacks are close in parameter space, then the
model will have a similar level of robustness to both attacks. Not only does this result
provide formal guarantees of robustness, it also suggests regularization techniques that

can be used to enhance the multi-attack robustness.

Defending Against Multiple Adversaries We apply our insights about multi-attack ro-
bustness to a setting called continual adaptive robustness (CAR), first introduced by
Dai et al. [2024]. Using insights from our theoretical results, we design a regularization-
based adversarial training approach which can efficiently update models to be robust
to new adversaries as they are encountered in the wild. We demonstrate the improved
performance of our technique over baselines and highlight the need for additional re-

search in this area.

2.2 Background: Adversarial Machine Learning and Neural

Network Representations

2.2.1 Adversarial Machine Learning

Adversarial Examples: Adversarial examples are perturbed inputs to machine learning
models that intentionally induce misclassification [Biggio et al., 2014, Szegedy et al., 2014].
For an input z € X', an untargeted adversarial example with respect to a hypothesis h € ‘H

and loss function ¢ : ) x ) — R is generated by adding a perturbation ¢ such that

d = argmax ((h(xz+9),y),
z+0eC(x)



Network Benign accuracy Robust accuracy

Train Test A Train  Test A
Non-robust 100.0% 94.9% 5.1% 0.0% 0.0% 0.0%
Robust 100.0% 87.6% 12.4% 98.2% 44.2% 54.0%

Table 2.1: Baseline Model Performance. Performance of non-robust and robust WRN-
28-10 networks trained on the CIFAR-10 dataset. In particular, the robust network exhibits
a large gap between benign and robust test accuracy, as well as high robust generalization
gap (the difference between robust accuracy on the train and test set, as captured by A).

where y is the label of the original class and C' : X — X represents the adversarial con-
straint or neighborhood. These constraints are often formulated as a bound on the £)-norm
of the perturbation [Madry et al., 2018, Carlini and Wagner, 2017|, although other types of
constraints have been studied in the literature, such as spatial transformations [Xiao et al.,
2018, color shifts [Laidlaw and Feizi, 2019], JPEG compression and weather changes [Kauf-
mann et al., 2019], bounded Wasserstein distance [Wong et al., 2019, Wu et al., 2020] as well
as attacks based on distances that are more aligned with human perception such as SSIM
|Gragnaniello et al., 2021] and LPIPS distances [Laidlaw et al., 2021, Ghazanfari et al., 2023].
Robust Learning: Adversarial training [Madry et al., 2018] has emerged as the most
effective methods to train robust classifiers. It modifies the empirical risk minimization
procedure in non-robust training to a min-max optimization, where the inner maximization

focuses on finding the strongest adversarial example for each input during training:

min [E
heH (a,y)~D

x,fggfx)ﬂ(h(x’),w] , 21

where D is a data distribution and h is a model in hypothesis class H.

Adversarial training induces a trade-off between robustness to adversarial examples and
accuracy on unperturbed samples, as we show in Table 2.1. Though adversarially trained
models are more robust to adversarial examples than models trained with standard methods,

they usually have significantly lower accuracy on benign data. A more advanced method,



TRADES |Zhang et al., 2019], attempts to better balance this tradeoff by directly minimizing
loss at the original training sample while incorporating a term which encourages smoothness

within the adversarial neighborhood. The optimization problem becomes the following:

. /
pin B b))+ g (0GB (2.2)

where A is a regularization parameter. Various other improvements to adversarial training
have been proposed, including architectural improvements [Wang et al., 2023b, Peng et al.,
2023|, ensembling techniques [Bai et al., 2024, Pang et al., 2019], and utilizing synthetic
training data [Sehwag et al., 2022, Gowal et al., 2021].

Multi-Robustness. The property that this chapter is primarily concerned with is called
multi-robustness: a model being robust to multiple types of adversarial perturbations (as
defined by distinct constraints on adversarial neighborhoods). Despite the wide variety of
attacks that have been introduced, defenses against adversarial examples focus mainly on
U0 or fo-norm bounded perturbations [Cohen et al., 2019, Zhang et al., 2020, Madry et al.,
2018, Zhang et al., 2019, Croce et al., 2020].

A few prior works have studied the problem of achieving robustness against multiple
attacks, under the assumption that all attacks are known a priori. These include training
based approaches [Maini et al., 2020, Tramér and Boneh, 2019a, Madaan et al., 2020] which
incorporate adversarial examples from the threat models of interest (usually a combination
of £1, l9, and {~ norm bounded attacks) during training. Croce and Hein [2020a] provides
a robustness certificate of all £, norms given certified robustness against /, and ¢ attacks.

Another line of work has looked at defending against attacks that are not known by
the defender, a problem known as unforeseen robustness. These techniques are all training-
based and include Laidlaw et al. [2021] which proposes training based on LPIPS [Zhang et al.,
2018], a metric more aligned with human perception than ¢;, distances, and Dai et al. [2022],

Jin and Rinard [2020] which use regularization during training in order to obtain better
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generalization to unforeseen attacks. Dai et al. [2023] provides a comprehensive leaderboard
for the performance of existing defenses against a large variety of attacks at different attack
strengths.

Our work differs from these lines of works since we assume that while the defender may
not know all attacks a priori, they are allowed to adjust their defense when they become aware
of new attacks. The work most similar to ours is Croce and Hein [2022], which proposes fine-
tuning a model robust against one ¢, attack to be robust against the union of ¢, attacks for
p € {1,2,00}. Specifically, they demonstrate that one can achieve simultaneous multi-attack
robustness for the union of £, attacks by obtaining robustness against {1 and f~, attacks,
and thus propose fine-tuning with ¢1 and ¢, attacks to achieve this efficiently. Our work
differs from this work since we explore adapting to attacks outside of /;, attacks, investigate
ways of improving the initial state of the model prior to fine-tuning, and consider adapting

to sequences of attacks.

2.2.2  Probing Neural Network Representations

Throughout this chapter, we refer to neural network representations: the activations of
neurons at a specified layer of a network when given a batch of data as input. These
representations take the form of n by p matrices, where n is the number of data samples in
the batch and p is the number of neurons in the layer, and represent the output of the the
layer after the activation function has been applied. We characterize activations of internal
layer in a network as benign representations if the input batch is not adversarially perturbed
and adversarial representations if the input batch is an adversarially perturbed.
Representation similarity (RS) metrics allow for the quantitative comparison of the ac-
tivations of different sets of neurons on a given dataset. Comparing learned, internal rep-
resentations within and between neural networks of different architectures is important for

understanding the performance and behavior of these networks under changing conditions.
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Several metrics have been proposed for this purpose: Canonical Correlation Analysis (CCA)
[Hardoon et al., 2004] and its extensions, Singular Vector CCA (SVCCA) [Raghu et al., 2017]
and Projection Weighted CCA (PWCCA) [Morcos et al., 2018], Centered Kernel Alignment
(CKA) |Kornblith et al., 2019], the Orthogonal Procrustes distance [Ding et al., 2021] and
model stitching [Bansal et al., 2021, Csiszarik et al., 2021|. These metrics can all handle
different sized representations, but require that the number of datapoints be the same.

We choose CKA to measure representation similarity due to its desirable properties such
as orthogonal and isotropic invariance, and wide use in previous work [Neyshabur et al., 2020,
Nguyen et al., 2020, Raghu et al., 2020, Vuli¢ et al., 2020|. Ding et al. [2021] have shown
that CKA is nevertheless insensitive to deletions of principal components of representations
that strongly correlate with model accuracy. However, this property does not impact the
manner in which we use CKA. Appendix A.2.1 contains experiments with other RS metrics,
yielding similar discoveries.
Centered Kernel Alignment (CKA): Let X € R"™ Pl with rows z;, and Y € R"*P2
with rows y; be the activation matrices of layers with p; and p9 neurons respectively, usually
defined on the same set of n points.! These activation matrices are then the representations
induced by a particular layer. We also define a n x n centering matrix H = I,, — 11". The

CKA between these activation matrices is then

B tr(KHLH)
OKAK, L) = Vi(KHKH)te(LHLH) (23)

where K;; = k(v;,2), Lijj = l(y;,y;), with k and [ being kernels. When the kernels are

linear and the activation matrices are centered, we get the Linear CKA between activation

1. In our experiments, we sometimes extract activations using two different sets of data. Additional
details of this approach are in Section 2.2.3.
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matrices to be

1Y T X%  (vec(XXT),vec(YYT))

Linear CKA = =
IXTX|pllYTY | F IXTX|pllYTY | F

(2.4)

Since Kornblith et al. [2019] find the use of a linear kernel to be as accurate as and much faster
than other standard kernels, we focus only on linear kernels. Going forward, all references
to CKA will refer specificaly to linear CKA. To reduce memory usage, we use online CKA

which uses batching to get an unbiased estimate of CKA [Nguyen et al., 2020].

2.2.83 Using CKA with Neural Network Representations

A visualization technique we frequently utilize is the cross-layer similarity plot, as illustrated
in Figure 2.2. These plots show the CKA similarity between every pairing of layer activations
between two deep neural networks hj; and hg. Within one of these plots, the pixel at row
¢ and column j therefore represents the CKA similarity between the activations of the ith
layer of hqy and the j' layer of hy. This technique allows for a fair amount of flexibility
in the types of comparison that we can make. For instance, the models hy and hg might
be the same model, in which case the plot would be displaying self similarity. We may
also alter the input data that is being fed in to either model. In our experiments, we often
display similarities between benign and robust representations, as well as between robust
representations that have been perturbed by different types of adversary. To disambiguate

the forms this plot can take, we define the following categories:

e Self Similarity Plot: Both axes represent the same activations.

e Architecture Similarity Plot: The two axes represent activations of models with
different architectures. In our experiments, these are typically different widths of the

WideResNet architecture (i.e. WRN-28-1 compared to WRN-28-10).

e Training Similarity Plot: The two axes represent activations of models that were
13



trained using different training methods. Oftentimes, one model will be subject to stan-
dard training and the other to robust training, but both could be adversarially trained
with respect to different attacks. In some plots, we compare representations from a
network at different points in the training process (i.e. comparing representations after

the first epoch of training to representations after the last epoch of training).

e Attack Similarity Plot: The two axes represent activations of models whose input
data represent different types of adversarial perturbations. Oftentimes, one of the axes
will represent benign activations and the other adversarially perturbed activations, but

both could be attacked with different types of adversarial perturbations.

Occasionally our experiments will compare models that are different in more than one of the
qualities described above. In this case, we will describe the resulting plots as a combination
of the categories (i.e. an Architecture-Training similarity plot). Additionally, we will refer
to representations that correspond to unperturbed input samples as benign representations,
and those that correspond to adversarially perturbed input samples as adversarial represen-
tations. Unless specifically noted, representations being compared in our experiments can

be assumed to be benign.

2.3 Research Questions and Methods

Our overarching goal is to understand how models defend against different types of adver-
saries. As explained above, our initial approach involves the use of representation similarity
metrics, in particular Linear CKA. While this approach is straightforward in application, no
prior work had examined the usefulness of RS metrics in adversarial settings. Our study of

this topic thus involved answering two main questions:

e Are RS techniques useful for studying robust learning in general?

e Can RS techniques guide us towards defenses in multi-robust settings in particular?
14



In this section, we describe our approach for analyzing robust models, inspired mainly
by the experiments of Kornblith et al. [2019]. We then introduce the architectures, datasets,

training methods, and threat models we will be studying in later sections.

2.3.1 FExperimental Setup

Models and datasets. We consider three commonly used image datasets: CIFAR-10
[Krizhevsky et al., 2009], ImageNette [Howard, 2020], and ImageWoof [Howard, 2020], where
latter two are subsets of ImageNet dataset [Deng et al., 2009], which we use due to the
high cost of adversarial training on the full ImageNet dataset. We use the Wide Resnet
architecture [Zagoruyko and Komodakis, 2016] of models on CIFAR-10 dataset and the
ResNet architecture [He et al., 2016] for ImageNette and Imagewoof datasets.
Adversarial training. We follow standard convention [Croce et al., 2020] with {~, pertur-
bations and use € = 7%5 for CIFAR-10 and € = 7%% for ImageNet based datasets, where €
represents the bound on norm of the adversarial perturbation. We use a 10-step projected
gradient descent (PGD) attack to generate adversarial examples during training and use 20
steps when generating adversarial examples at test time, similar to the approach of Madry
et al. [2018].

Threat models. Most of our robust models were trained and evaluated on (o, adversarial
images. To supplement our results, we also ran experiments using conventional /o attacks, as
well as three adversarial attacks included in the Imagenet-UA framework |[Kaufmann et al.,
2019]: JPEG, Snow, and Gabor. The JPEG attack adds ¢, bounded adversarial noise to
the JPEG-encoded space of images, rather than the pixel space of images. The Snow attack
adds adversarially optimized visual occlusions to images that simulate snowfall. The Gabor
attack optimizes the parameters of a Gabor kernel that is used to noise the image. Visual
examples of these attacks are shown in Figure 2.1. Unless otherwise noted, for our CIFAR-10

experiments we run the /o attack with e = 1, the JPEG attack with e = 25, the Snow attack
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with € = 2, and the Gabor attack with e = 75. Table 2.2 has the training and validation

accuracies for models robustly trained using these threat models.

Benign Lo 153 Snow JPEG Gabor

Figure 2.1: Visualization of Adversarial Examples. Adversarial examples generated by
the threat models studied in this section.

Benign Images Adversarial Images

Threat Model — Train Accuracy Val. Accuracy Train Accuracy Val. Accuracy

Base 100.00 94.92 - -
lx (6 = %) 100.00 86.36 99.03 46.34
lr (e=1) 100.00 86.49 99.40 45.76
JPEG (e = 25) 100.00 84.65 91.98 45.52
Gabor (e = 75) 100.00 93.12 99.83 92.47
Snow (e = 2) 100.00 90.23 95.72 67.35

Table 2.2: Baseline Model Robustness. Training and validation accuracies of the WRN-
28-10 models used in this paper’s experiments. The threat model represents the attack that
each model was trained to be robust against, and adversarial images were generated using
the same threat model and attack strength as was used in training.

2.4 Observing the Effects of Robust Training on Representations

Robust training is expected to be a harder training objective than non-robust training, since
it optimizes for both accuracy and robustness. The resulting trade-off is also reflected in final
performance, where the benign accuracy of robust networks is much lower than non-robust
networks [Madry et al., 2018]. In this section, we aim to understand the impact of robust
training on internal representations, in particular by comparing benign representations in
non-robust and robust networks. Further experiments and results from this section are

included in Appendix A.2. We take the following two-fold approach:
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Figure 2.2: Differences in Cross-Layer Similarity and Block Structure Between
Non-Robust and Robust Networks. We measure the similarity of benign representations
across all pairs of layers in both non-robust and robust networks. (a, b, ¢): Robust networks
have an amplified degree of self similarity, even even between distant layers, which leads to
vanishing of the well known block structure characteristic observed in non-robust networks
[Nguyen et al., 2020]. (d) We observe low similarity between representations of benign and
robust models, when experimental setup is identical for both.

1) Comparing characteristics: Absence of block structure. When visualizing self
similarity in non-robust networks, numerous works have revealed a ‘block structure’, with
high similarity between the layers comprising a block, and low similarity outside it [Kornblith
et al., 2019, Nguyen et al., 2020, Raghu et al., 2021] (Non-robust network plots in Figure 2.2).
Nguyen et al. [2020] observe that this block structure arises when the model is overparama-
terized with respect to the task being learned. In other words, when a network has much
more capacity (as measured by number of paramaters) than is necessary to perform well
on a certain task, a block structure will emerge in its self similarity plot. We observe that
when moving from benign to robust training, while keeping everything else constant, the

block structure all but disappears. The lack of a block structure in robustly trained networks
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is accompanied by the presence of long-range similarities between layers, with layers having
high similarity to those much farther away in the network (Figure 2.2).

2) Direct comparison: Poor similarity between representations in non-robust
and robust networks. To further investigate the unique characteristic of robust networks,
we conduct a cross-layer comparison of benign representations in non-robust and robust
networks (Figure 2.2d). We find a very low degree of similarity across both network repre-
sentations, which further shows that robust networks had indeed learned strikingly different
representations than non-robust networks.

Our additional results in Appendix A.2 show that both of these observations generalize
across architectures, datasets and threat models. We further explore the cross-layer similarity
structure of robust networks representations.

Impact of robust training strength. We investigate this disappearance of block struc-
ture in robustly trained networks further by varying both the adversarial budget (¢) used for
training and the width of the network (Figure 2.3). As the training e increases, the block
structure becomes fainter, eventually disappearing entirely. The block structure is also im-
pacted by network width, with it being marginally more pronounced in larger networks.
However, this distinction is largely absent at larger values of €. This establishes that increas-
ing the value of € is making the task more complex, so maintaining the same model capacity
leads to a decrease in relative capacity (indicated by high similarity across representations).
Impact of architecture. Previously Nguyen et al. [2020] observed that increasing net-
work width, thus capacity, leads to the emergence of block structure in non-robust networks.
Thus we incrementally increase the width of robust Wide-ResNet architecture on CIFAR-10
dataset and measure the cross-layer representation similarity of benign features (Figure 2.3,
expanded on in Appendix A.2). Even after increasing network capacity by an order of
magnitude, we don’t see significant variation in the characteristics of robust network repre-

sentations. These results suggest that increasing width in robust networks doesn’t lead a
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Figure 2.3: Self Similarity of Different Architectures and Training Strengths. To
better understand the unique cross-layer characteristics in robust networks (Figure 2.2), we
ablate along two main design choices: 1) Strength of adversarial attacks in robust training
(by increasing perturbation budget (€¢)) 2) Changing network size (by increasing network
width). We observe that the strength of adversarial perturbations predominantly leads
to amplification of cross-layer similarity (i.e. a higher degree of brightness in the plots).
Increasing network capacity, even by an order of magnitude, doesn’t substantially change
this phenomenon.

drastic shift in similarity of internal layer representations.

2.5 Explaining Robust Training with Representation Similarity

While it is clear that representations differ between robust and benign networks, it is not
immediately obvious that these differences yield any meaningful insights about robust train-
ing. To establish the utility of our analytical framework, we show that the representational
structure of robust networks can help us better understand well-documented properties of

these networks. In particular, we show how our representation-based approach can rein-
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force and help explain properties of the internal subspaces of adversarial representations,
the transferability of adversarial examples between models, and robust overfitting. Detailed

results, as well as ablations on architecture and threat model, are available in Appendix A.3.
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Figure 2.4: Divergence of Benign and Adversarial Representations. We compare
how adversarial perturbations distort internal representations with respect to benign rep-
resentations. In (a) we analyze attack similarity across all layers (comparing benign and
{0 representations), while in (b, ¢, d) we plot attack similarity of identical layers (i.e. just
the diagonals of the corresponding cross-layer similarity plots) for different datasets. As ex-
pected, adversarial representations in non-robust networks are highly dissimilar from benign
ones near the end of network. Unexpectedly, such divergence is very small for a non-trivial
fraction of early layers (up to one-third). Robust training successfully reduces the impact of
adversarial perturbations, thus leading to similar benign and adversarial representations in
robust networks.
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2.5.1 Complementing Findings on Adversarial Subspaces

Prior work on understanding robust learning has studied internal network activations from
different perspectives than our RS approach. In particular, a number of works [Sabour
et al., 2015, Wojcik et al., 2021, Ma et al., 2018] characterize how internal representations
of adversarial examples progress through subsequent layers of a deep neural network. These
works observed that the impacts of adversarial examples are more pronounced in later layers
of a network than earlier layers. Below, we report similar results found using our approach.
A fraction of early layers are largely unaffected. In Figure 2.4, we present attack simi-
larity plots comparing benign and adversarial representations for both non-robust and robust
networks. If we narrow our focus to representations from the final layer of the networks, the
CKA similarity between adversarial and benign representations decays to near zero. This
is expected, as adversarial perturbation are crafted specifically to corrupt final layer rep-
resentations. However, when we look at earlier layers, we observe that similarity between
adversarial and benign representations is high for a significant fraction of the network (up
to one-third for ImageNette and Imagewoof datasets). This observation holds across archi-
tectures and budgets, indicating that adversarial perturbations impart a stronger influence
over later layers. While it would be tempting to claim that early layers of benign networks
are therefore adversarially robust themselves, there is reason to doubt that the connection is
so straightforward. Other works have been written which suggest that adversarial examples
crafted in different ways can yield different activation patterns [Athalye et al., 2018] and
that early layers are actually more important to a network’s robustness than later layers
[Bakiskan et al., 2022]. The results we present here are observational, and future work would
be required to better understand how layers of different depths are impacted by adversarial
training.

Network capacity influences the distinctiveness of robust representations. Within

robust networks, benign and robust representations maintain a high degree of similarity for
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most of the depth, with divergence only occurring in the last 10 layers or so (see the orange
lines in Figure 2.4). In our ablation on network size (Appendix A.2.4), we see that increasing
the size of the network leads to increased differentiation, implying sufficient capacity for
increased separability between benign and perturbed representations. This reinforces prior
research finding that, more so than standard training, the task of adversarial training benefits

from higher model capacity [Madry et al., 2018, Xie and Yuille, 2020, Wu et al., 2021].

2.5.2  Predicting Transferability of Adversarial Examples

It is well-known that adversarial examples are frequently transferable: an adversarial ex-
amples crafted to fool one network can reliably fool others that were trained on the same
task (but not necessarily the same dataset). In Figure 2.5a, we measure the transferability
among non-robust and robust networks. Intriguingly, as previously observed by Croce et al.
[2020], transferability is higher among some networks (non-robust to non-robust) while much
poorer for other (robust to non-robust). High transferability points towards similarities in
the decision boundaries learned by different models. It is therefore clear that robust training
yields a meaningfully different decision boundary, particularly in areas where adversarial
examples are clustered. We aim to better understand this phenomenon by comparing the
internal representations of source and target networks. We first generate adversarial exam-
ples, and their corresponding internal representations, from a source network (WRN-28-10
in this case). We compare these with internal layer representations of these same adversar-
ial examples on target network. We consider transfer from non-robust to robust, robust to
robust, and robust to non-robust networks ? (Figure 2.5).

For transfer from non-robust to non-robust or robust to robust, where the highest trans-
ferability occurs, we observe a high degree of similarity between representations at early

layers. It indicates that the transferred adversarial examples distort the internal represen-

2. Robust networks are known to be highly resilient to adversarial examples generated from non-robust
networks (see Figure 2.5a).
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Figure 2.5: Visualizing Transferability with Architecture-Training Similarity. (a)
Measuring the robust accuracy of adversarial examples transferred among robust (R) and
non-robust (NR) Wide-ResNet networks of varying width (R~ refers to Robust WRN-28-z).
Low robust accuracy implies high transferability. (b, ¢, d) We measure RS between source
and target networks, where these representations are extracted using adversarial examples
generated for the source network. When both networks are trained in the same fashion
(non-robust or robust), the layer wise similarity is generally high at earlier layers but drops
off towards the end. In contrast, it drops right after the first layer from robust to non-robust
network, a set of networks which also have least transferability.

tations in a similar fashion as source network. The most intriguing aspect in Figure 2.5a
is poor transferability from robust to non-robust networks. This is reflected in significant
differences in representations where, even between identical architectures, we observe a large
drop in CKA right after the input layer. This suggests that adversarial perturbations gen-
erated from robust networks distort the internal representations of non-robust network in a

strikingly different manner (even at very early layers). The change in the transfered adver-
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sarial representations in non-robust networks may help explain why they have some degree

of robustness to these adversarial examples despite not undergoing robust training.
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Figure 2.6: Variation in the Convergence of Different Layers over the Course of
Training. We measure the training similarity between representations of different layers
after each epoch of training with the representations of the same layers after 100 epochs
of training. We plot results for non-robust and robust (both PGD-based and TRADES)
training techniques. We observe that representations obtained after the first two blocks
converge to their final state very early in the training process and have very little variation
in both non-robust and robust network. We also find that later layers exhibit more complex
behavior, with signs of overfitting when early stopping is not used, and a lack of stability
from one epoch to the next.

2.5.83  Understanding Robust Ouverfitting

Previous research has shown that adversarial training is much more susceptible to overfitting
than standard training [Rice et al., 2020, Kim et al., 2021, Yu et al., 2022|. During training,
there will often be a point where robust loss on the test set will begin to increase while robust
loss on the training set will continue to decrease. In this section, we study this phenomenon
by tracking the evolution of robust representations learned over the course of training epochs
in the optimization process. We study two convergence properties: 1) Rate of convergence at

different layers, and 2) Stability of different layers throughout learning. As in earlier sections,
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we use CKA to measure similarity, but in this section we compare the benign representations
of the same layer across time.

We present our results for the WideResNet architecture (specifically WRN-28-10) trained
for 100 epochs in Figure 2.6. This architecture consists of three groupings of residual blocks
followed by a final average pool layer. To study representation evolution, we compare the
representations at the final layer of each grouping after each epoch to those of the final epoch
(epoch 100). We further investigate this evolution across architectures, different layers, and
attack budgets in Appendix A 4.

Early layers converge faster than later layers. Benign representations after the first two
blocks of WRN-28-10 are highly similar to the representation obtained at the end of training,
after just ten epochs (Figure 2.6). This is true for all the training methods considered. In
Appendix A.4, we show this largely holds true across architectures and smaller budgets.
Our observation relates to the intuition that early layers learn simpler features [Krizhevsky
et al., 2012, Yosinski et al., 2015, Zeiler and Fergus, 2014], thus are learned much faster than
complex feature learned by later layers. Only with stronger attacks (e = %) do we observe
a deviation from this trend where second block convergence is slower.

Overfitting is predominantly visible in later layers. From the cross-epoch heatmap
of similarities between adversarial representations at different epochs (Appendix A.4), we
observe that final layer representations change slowly at the beginning (until around epoch
30) and end of training, and change more quickly in the middle epochs. This clearly shows
that multiple local minima are explored during training. This is true to a less pronounced
degree for benign representations. In Fig. 2.6, we also observe the adversarial validation
loss increasing after around 30 epochs, while the training loss keeps decreasing, indicating
overfitting. After this point in training, the CKA similarity between the epoch 30 and final
representation drops significantly in later layers, while the earlier layers remain unaffected.

This suggests that the phenomenon of robust overfitting is localized to later layers.
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Adversarial training can reduce stability of internal representations during train-
ing. As shown in Figure 2.6, while representations from subsequent epochs tend to be very
similar to each other in non-robust training, in adversarial training there can be very large
jumps in similarity between one epoch and the next, indicating a less stable convergence.
This effect is further accentuated when training with a higher perturbation budget or when
training a larger network (Appendix A.4). Intriguingly, we find that epoch to epoch stabil-
ity of representations is significantly higher for TRADES training than standard adversarial
training, which may help to explain the performance improvements associated with the

method.

2.6 How Do Threat Models Impact Representations?

Up until this point, our experiments have been restricted to a single threat model: /(-
bounded perturbations. In this section, we begin to address the question of how different
threat models affect internal representations. To this end, we consider four additional threat
models: f9, JPEG, Gabor and Snow [Kang et al., 2019] (visualized in Figure 2.1). We also
examine the generalizability of our earlier results across these threat models.

Do visually similar attacks lead to similar robust representations? RS gives us a
method by which we can compare how different classes of adversarial perturbations affect
learned representations. Using CKA, we plotted the training similarity of robust WRN-
28-10 networks adversarially trained against five different threat models ({2, (~, JPEG,
Gabor, and Snow) (Figure 2.7). These comparisons lend credence to conventional knowledge
about these threat models. The training similarity plot between l9 and [, robust models is
strikingly similar to CKA plots between robust models trained on the same threat model.
This mirrors theoretical results on correspondences between ¢, threat models [Trameér and
Boneh, 2019b]. We also observe a higher average similarity when comparing an f~, model

with a JPEG model than with Snow or Gabor models. This makes intuitive sense, given the
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Figure 2.7: Visualizing Relationships Between Threat Models. Training similarity
plots for robust WRN-28-10 models trained against different threat models. As suggested
by prior research [Croce and Hein, 2021], ¢}, robust networks are shown to be highly simi-
lar. JPEG, whose perturbation is £, bounded in the compressed space, also displays more
structural similarities to the £, bounded attacks than to the others. Interestingly, Snow and
Gabor trained models are noticeably more similar to each other than to the other models,
implying an unexpected similarity between the two classes of attack.

l~ constraint inherent in the JPEG attack. When using CKA to compare against the Snow

threat model, we observe that the highest average similarity is achieved with Gabor. This
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represents a novel insight into these threat classes, as correspondence between the two was
not previously known.

Alignment of budgets across different attacks. CKA can also give insight into the
varying effects of changing perturbation strengths within different threat models. Expanding
on our experiments above, we compared representations between different threat models
while varying perturbation strengths. Between f, and Gabor models (Figure 2.8), the
layerwise similarity structure is much more sensitive to changes in the strength used in fo-
robust training than in Gabor-robust training. For more closely related attacks, like £~ and
JPEG (Figure 2.9), we see similar degradations of the structure when changing the strength
of either attack. Furthermore, the structure is largely preserved when the attack strengths
are changed in tandem. These results may be useful for developing techniques for training
models to be jointly-robust against different classes of attack.

Layerwise structure across threat models. We find that across all threat models ex-
cept Snow, robust and benign activations exhibit high similarity (figures in Appendix A.5).
Further, as we change budgets across the same threat model, we find that ¢, threat models

have representations that evolve more gradually.

2.6.1 Does Attack Similarity Predict Joint Robustness?

Returning to our hypothesis about joint robustness, we wish to understand whether CKA
similarity between attack representations is correlated with a model’s robustness to unseen
attacks. In Figure 2.10, we present the robust accuracy of models trained on each attack with
respect to all other attacks. Several patterns are present. For one, robust training against
any of the {9, {5, and JPEG attacks confers some degree of robustness against all of the
attacks. Training against Snow or Gabor, on the other hand, confers negligible robustness
against {9, {~,, and JPEG.

The correspondence between these patterns and those observed in Figure 2.7 is murky at
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Figure 2.8: Similarities Between /, and Gabor Threat Models. Training similarity
between (», and Gabor robust models trained against different attack strengths.

best. On one hand, the internal representations of the Snow attack appear more similar to
those of Gabor than those of the other attacks, and that is mirrored in the robust accuracies
that we measure. However, our CKA analysis would suggest that the ~, is much more similar

to /9 than Gabor, and therefore we would hypothesize that an {.-robust model should be
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Figure 2.9: Similarities Between /,, and JPEG Threat Models.Training similarity
between [, and JPEG robust models trained against different attack strengths.

inherently more robust to fo attacks than Gabor attacks. When we measure robust accuracy
directly, the opposite turns out to be true. Based off of these observations, we hypothesize
that there must be additional structure in representations that is not captured by our RS

analysis which contribute to the robustness of deep neural networks.
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Figure 2.10: Robustness of Models to Unseen Attacks. The rows of each heatmap
represent the attacks that were used to adversarially train a robust model, and the columns
represent the attacks that were used to evaluate each model. Accuracies against the eval-
uation attacks are displayed in each cell of the left heatmap, while the right heatmap is
normalized columnwise such the highest observed robustness to each attack is given a score
of 100.

2.7 A Theoretical Approach

The data-driven approach explored above, while powerful in its own right, doesn’t have strong
explanatory power as to how multi-attack robustness arises in models. Two attacks that
yield similar internal representations in a given model, as measured using CKA, may have
significantly different attack success rates. We now turn to an approach grounded in learning
theory to characterize the relationship between multi-attack robustness and representations.

Many prior works have used theoretical techniques to explain and certify the robustness
of different types of models. Of particular relevance to our work is Nern et al. [2023],
which proves that the gap between a model’s benign and robust loss with respect to any
arbitrary attack is bounded by the ¢ distance between the model’s benign and robust

representations. We adopt techniques from this work and extend them to the multi-attack
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setting to demonstrate how a model’s robustness to a pair of attacks is related to their
distance in the representation space.

Let h : RY — RF be a k class neural network classification model. We focus on the a
model’s robust loss with respect to attacks defined by adversarial neighborhoods C'{ and Cs.

Consider the following two adversarial loss functions:

Li(h):= E ((h(z'),
1) (z.y)eD x’én(i)gff) () y)]
and
Lo(h):= E max ((h(z),y)] .
(xy)ep SUIGCQ(QT)

Without loss of generality, assume that £1(h) > Lo(h). We additionally define Union loss,

the expected loss when we target our network with the union of both attacks:

Elvg(h) = K

(z,y)eD |i€{1,2} [2'€Ci(x)

max [ max K(h(x’),y)”.

We can then bound the difference between L£1(h) and Lo(h), adapting a result from Nern

et al. [2023)], as follows?:

Theorem 1. Assume that loss function £(y,y) is Mi-Lipschitz in || - ||o with My > 0 and

bounded by My > 0, * i.e. 0 < 0(§,y) < My Vi € h(X). Then, for a set of n samples

3. As stated, these results hold for loss functions that are Lipschitz with respect to the £5 norm. We note
that similar bounds can be derived for other norms by applying a constant scaling factor to the first term of
the bound (i.e. for losses Lipschitz with respect to the £; norm, the scaling factor would be /c).

4. We note that surrogate losses such as the cross-entropy used during training are not bounded, but the
0 — 1 loss which is often the key quantity of interest is bounded.
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X1,...,Tn ndependently drawn from D, the following holds with probability at least 1 — p:

n

1 , |
1) = 2200 < M1 S 106 = o)l
h(z") — h(z; J,
# mx () = hz)le )+

where J = Moy %.

Proof. We begin by defining independent random variables D1, ..., D, which represent the
pointwise robust loss gap. This gap represents difference in robust loss exhibited by a model

on a single point with respect to the two attacks:

D; = max ((h(z)),y;) — max C(h(z]),y;
(3 l';ecl(l'l) ( ( ’L) y'L) fE;’GCQ(me) ( ( 2) yz)

We can use Hoeffding's inequality to show that the average pointwise robust loss gap we

observe will be close to the expected pointwise robust loss gap with high probability:

& —92¢2
P ZDi—nE[D] >t) <2-exp| —0
=1 2
n
nlog(p/2)

— P D; — < — =T > 11—
Z i nE[D] < My 9 >1—p
=1
1 ¢ log(p/2)

—P||=Y D; —E[D]| < Mo/ —22L20 ) > 1 — .,
nl_zl i [ ] > M2 —on = P
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Making use of linearity of expectation, the following holds with probability at least 1 — p:

E[D] = |£1(h) — La(h)|

= |E(yy) | max ((h(2"),y) — max €<h<$”>71/)”

'eCy () ’ 2" €Cy(x)
Ly | ’ og(o/2)
= x,g}j“f‘(‘x)é(h(x),yz) z,/glgiz)f(h(:v )syi)| + Moy —5 —. (2.5)

We can further this final term since the loss function ¢(r,y) is Mj-Lipschitz in || - ||2. This
allows us to relate the gap in robust loss with respect to the two attacks to distances in the

logit space between perturbed samples.

1 n
— max ((h(z)),y;) — max L(h(z"),y;
n < veCy () (h(z'),ys) eCh(z) (h(z7),y3)
1 n
<1 30t - 0.0
1=1
1 n
<ML b - ha) 26
1=1
where @), ..., 2}, with 2} € C(x;) and Y, ...z}, with 2/ € Co(z;) are chosen to maximize

0(h(-),y;) for each i. The perturbed samples represented in this inequality might not max-
imize the distance between the logits, but that distance can be bounded by the maximally

distant perturbations within each neighborhood. Making use of the triangle inequality, we
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obtain:

S ) — bl
=1
= 3 Nl — h(az)) — (B2 = h(z)llo
=1
<> = bl lla + 18] = B2
=1
= ;x'e%?}((x) 1h(2) = h(a)ll2 + i 1h(2™) — h(z;)|)a. (2.7)

We then achieve our final result, recalling the assumption that £1(h) > La(h):

Ly(h) = Lo(h) = [L1(h) — La(h)]

1
< Mqi— max ||h(z)) = h(z;)||lo + max h(z") — h(x; + J,
< 17121(36,601(%)” () =Rl e (")~ b))

(2.8)

WhereJ:MQ\/%. ]

Put simply, this result implies that a model will have similar levels of robustness to two
attacks if they are close in /o distance in the model’s the representation space. This points
towards regularization techniques as an approach for enhancing multi-robustness during
adversarial training. Our bound suggests that incorporating a regularization term which
penalizes the distance between robust and benign representations with respect to a single
attack will give the model greater resiliency against unforeseen attacks. Using regularization
when fine-tuning on a new attack could also prevent degradations in robustness against
previously seen attacks. Using similar reasoning, we can also bound the gap between Union

and clean loss:
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Corollary 1. Let

L12(h) = E [max (((h(Poy (2, y, 1), y), L(h(Pey (2, y, b)), y))] -

Then, with probability at least 1 — p,

n

Crah) ~ £00 <M Y- (') = bl

i—1 37/601(331')
+ max ||h<x’>—h<xz->||2)+l

x'eCy(x;)

Proof. Similar to above, define D1,..., Dy as

xeC’l(IJIr:lf)uLjC'g(xl) (h(;),yi) — €(h (), y;)

We then derive the same bound using Hoeffding’s inequality:

—5. 92

exX —F

P nM 2
/log p/ 2)

IP’(ZD —nE[D
:P(EZDZ-—E
i=1

Then, with probability at least 1 — p,

E[D] = |£12(h) = L(h)]

= |E ((h(z)),y) — b(h

(‘T7y) 33/6011(1:1%&;502(33) ( ([E )7y) ( ('r)7y>]‘
< _§ O max (), p) — (h(i), yi) | + Mo log(p/2) (2.9)
N 1 2 €01 (z)UC (x) s v —2n

Using the fact that the loss function £(r,y) is M1-Lipschitz in || - ||2 to bound the above term
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by {9 distance in the logit space:

n

1
n h(a"), i) — O(A(i), v
n;xlecl(glgﬁ@(%) (n(@7), yi) — E(h(xi), yi)

_ %Z [(h(), yi) — E(h(7), 9]

< M1— Z 1h(25) = hw;)ll2, (2.10)

where 2, ..., x), with 2} € C(z;) UC3(z;) are chosen to maximize ((h(-),y;) for each i. The
perturbed samples represented in this inequality might not maximize the distance between

the logits, but that distance can be bounded by the maximally distant perturbations within

each neighborhood.

D lI(]) = h(a)2 < Z max 1h(a") = h(z;)ll2
i=1

1 'eC(x;)UC(x;)

—Z ma | max ()~ bzl

06{01702} T EC

(2.11)
We then achieve our final result :
L12(h) = L(h) = |L12(h) — L(h)]
<M ;( max ) = blalo+ | max (") - Awi)lla) +
(2.12)

where J = Myy/2&(6/2). 0

This corollary helps characterize the trade-off between clean and worst-case robust loss in

our setting. In fact, the gap between Union and benign loss is bounded by the same value as
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the gap between robust loss on attack 1 and attack 2. This also supports the regularization
approach described above, implying that the model’s performance on benign data can be
controlled for.

We note that the results above measure distances between representations at the final
layer of the network (i.e. the logits). We can derive similar results that apply to internal
representations as well. In this setting, we decompose our network into a deep feature
extractor and a final linear layer. The bound is similar to above, except it includes a

multiplicative factor proportional to the magnitude of the final layer weights.

Corollary 2. Let h : R — RS be a ¢ class neural network classification model with a final
linear layer (i.e. h(x) = Wg(z), where g : RT — R”, and W € R"). Assume that loss
0(g,y) is My-Lipschitz in || - ||o for o € {1,2,00}, for g € h(X) with My > 0 and bounded
by My > 0, ice. 0 < U(y,y) < My Vg € h(X). Then, for a set of n samples x;...xp

independently drawn from D, the following holds with probability at least 1 — p:

L1(h) — La(h)

.
< LoV (s oo = atala + e 1ota) ozl )+
where J = Mo %and
,
Wl =l
La(W) = 3 Wil f 1 fa =1,
s Wil 1 lla = I
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Proof. From (2.5), (2.6), and the definition of h, we have that

1 log p/2
L1 = Lo < My [ Wo(a7) = hia)l2 + Mo _27{ '
=1

We then apply Lemma 2 from Nern et al. [2023| and the definition of L:
1 n
M= [Wylw)) = Wo(ai)lla
1=1

< Lo(W MI_ZHQ 7 )|l2-

As in the proof for Theorem 1, the perturbed samples represented in this inequality might

not maximize the distance between the representations, but that distance can be bounded by

the maximally distant perturbations within each neighborhood. Making use of the triangle

inequality, we obtain:

Z () = g(7) 2

= Z I(g(=?) — g(:)) — (g(z) — g(zi) 12

=1
< llgh) — g2 + lla(x) — ga:)2
=1
— /! o )
S;xecl( lg(z") = g(x;) |2 + chz?(c lg(z") — g(x;)]|o.
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We then achieve our final result:

1 - / 1"
< _ _ . _ .
< LM (s ) —omll+ e o) = o(wils) + 1
where J = Myy/80/2). O

When we situate our study of representations within a theoretical framework, we can
paint a much clearer picture of the relationship between representations and robustness. In
our case, the relationship is simple: representations of attacks close in fo distance imply that
multi-robustness is achievable. In the remainder of this chapter, we will use insights from
these theoretical results to guide the design of regularization-based approach for training

multi-robust models.

2.8 Case Study: Continual Adaptive Robustness

To motivate the design of our multi-robust training approach, we will begin by introducing
the adversarial context in which we anticipate our models being deployed. We adopt the
problem setting of continual adaptive robustness (CAR), first defined by Dai et al. [2024],
which aims to achieve robustness against new attacks as they are sequentially discovered.
We survey existing approaches to this problem and propose a novel defense technique. CAR
is visualized in Figure 2.11.

At a high level, CAR describes a setting in which an entity trying to train and deploy an
adversarially robust model does not have full knowledge of the types of adversaries that will
try to attack the model. For instance, the model deployer may only be aware of £, bounded

attacks at the time of training and therefore attempt to train a model that is robust to
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those attacks. After deployment, they may encounter Gabor-bounded adversaries trying to
attack their model. The question becomes how the model deployer can best defend against
adversaries when the set of known attacks is constantly updating. This setup creates two

main goals for the model deployer:

1. Be able to train a model that has some amount of inherent robustness against attacks

that were unknown during training.

2. Be able to efficiently update the weights of the model when a new attack is encountered
so as to enhance robustness against the new attack without degrading robustness to

previously known attacks.

We propose and analyze the first dedicated defense for CAR in this work.

2.8.1 Problem Formulation

Attack sequences: In CAR |Dai et al., 2024], different test-time attacks are introduced se-
quentially (Figure 2.11). Each attack (perturbed input) can be formulated as the maximizer
of the loss Po(z,y, h) = argmax,co(y) ((h(z),y) (within the constraint C') and has a cor-
responding time T'(Pg) at which it is discovered by the defender. We call the set of attacks
known by the defender at a given time ¢ the knowledge set at time t: K(t) = {P |T(P) < t}.
The expansion of K over time models settings such as research groups or a security team
discovering new attack types.

Goals in CAR: A defender in CAR uses a defense algorithm Acagr to deploy a model
ht = Acar(D, K(t),H) at each time step t. Performance at time ¢ is measured by Union

robust loss across the knowledge set: L(h,t) = E(, ) pmaxpe () [C(P(z,y,h),y)]

Definition 2 (Continual Adaptive Robustness [Dai et al., 2024|). Given loss tolerances
Oknown @A dypknown With O < dpnown < Ounknown and grace period At for recovering from a

new attack, a defense algorithm Acygp achieves CAR if for all t > 0:
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o Whent —T(P) < At for any attack P and T'(P) < t, hy satisfies L(ht,t) < dynknown

o Otherwise, L(ht,t) < Sknown-

These criteria capture 3 distinct goals for the defender: (1) The model at time ¢ must
achieve good robustness if no attacks have been introduced recently (within At time). This is
due to the dyyowy threshold on the robust loss in the second criterion. (2) If a new attack has
occurred within At period before the current time ¢, the model at time ¢ must achieve some
robustness against the new attack. This is modeled by the dypknown threshold in the first
criterion. Since 0 < dxpown < Sunknown, CAR tolerates a degradation in robustness between
the 2 cases; (3) The defense is expected to recover robustness quickly after new attacks. This
is modeled by the At time window; At time after the introduction of a new attack, the loss

threshold changes from d,pknown t© dknown-

2.8.2  Baseline Approaches to CAR

CAR through multiattack robustness (MAR). Multiattack robustness aims to defend
against a set of attacks by that are known to the defender at training time. Existing ap-
proaches for achieving multiattack robustness often involve training with multiple attacks
simultaneously [Tramér and Boneh, 2019a, Maini et al., 2020]. However, this type of ap-
proach can be computationally expensive. A trivial (but expensive) defense algorithm for
CAR is to use these training-based techniques on the initial set of known attacks K(0) and
retrain a model from scratch on K (t) every time new attacks are revealed. A significant
drawback of this approach is that the grace period At would increase as the size of the
knowledge set increases.

CAR through unforeseen attack robustness (UAR). Unforeseen attack robustness
(UAR) aims to defend against attacks aims to defend against attacks that were not neces-
sarily known at training time. Examples of this approach include Laidlaw et al. [2021] which

proposes training based on LPIPS [Zhang et al., 2018], a metric more aligned with human
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Figure 2.11: An Overview of the Problem of Adapting to New Adversaries (Contin-
ual Adaptive Robustness) and Our Solution Framework (Regularized Continual
Robust Training). The defender learns about the existence of new attacks sequentially,
and at time ¢ aims to achieve robustness against K (t), the set of attacks known at times
< t. A model hg is deployed at time 0 to be robust against an initial set of known attacks,
and new attacks are introduced at times t1, to, and t3. We propose performing regularized
initial robust training on the initially known attack(s) and then using regularized fine-tuning
to adapt the model against future attacks within time At, leading to a sequence of models

ho, hiy 1w At g Ats Py At

perception than ¢, distances, as well as Dai et al. [2022] and Jin and Rinard [2020] which use
regularization during training in order to obtain better generalization to unforeseen attacks.
An effective UAR defense could trivially serve as an effective CAR defense by training an
initial model which is robust to unforeseen attacks. This approach is efficient as the model
would not need to be retrained as the knowledge set grows. However, it would require much
higher values of dypown as in practice these methods do not obtain state of the art robustness

across attacks, especially those not seen during training [Dai et al., 2023].

2.8.3 QOur Approach: Continual Robust Training

We now introduce continual robust training (CRT). CRT consists of 2 parts, initial training
and iterative fine-tuning (Figure 2.11). The output of initial training is deployed at ¢ = 0
while fine-tuning is used as new attacks are introduced.

At time t = 0, the goal of the defender is to minimize the initial training objective:
L(h,0) = % imq L(h(Pe, . (x93, h)), y;) where {(z;, )} is the training dataset and

Pe

... is the initial attack. Notably, using standard training in this stage yields a high
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0 unknown-

At t > 0, as new attacks are introduced, we use a fine-tuning strategy F' to select the
attack from K(t) to use for each example. Specifically, we formulate this as: L(h,t) =
% MU Po(xi,yi, b)), y;) where Po = F(K(t), (z;,y;)). Fine-tuning strategies include
picking the attack that maximizes ¢(x;,y;), randomly sampling from K (t), and using the
newest attack. A good fine-tuning strategy would be able to quickly adapt the model to
new attacks, allowing it to satisfy a small At threshold. However, naive fine-tuning does
not guarantee good performance across all attacks and may require large values of dyown-
As illustrated in 2.12, a model may lose robustness to the initial attack after the fine-tuning

stage. We now discuss how such degradation can be addressed through regularization.
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Figure 2.12: Impact of Our Proposed Regularization Term (ALR) in Both Training
and Fine-Tuning on Cifar-10. Adversarial {5 regularization (ALR) significantly improves
generalization to the unforeseen StAdv attack when performing adversarial training for /o
robustness. Using ALR when subsequently fine-tuning with only StAdv attack also decreases
the drop in /9 robustness.
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2.8.4  Regularization Methods

Theorem 1 suggests that reducing the sensitivity of logits to either attack has the potential
to reduce the performance gap between attacks (see 2.13 in the Appendix for an empirical
validation of this effect). To this end, we propose incorporating regularization into both
training stages. Specifically, we adopt modified training objective Lieg(h,t) = L(h,t) +
AR(h, K(t)), where X is the regularization strength and R(h) is the regularization term
used. We will now discuss several forms of regularization.

Adversarial ¢y regularization. (ALR) Driven by our theoretical results, we first intro-

duce adversarial /9 regularization:

m

Rapr(h K1) =~ 3 max (") = Azl

m / )
P eC(z;

where C' = Cjpj in initial training and corresponds to attack Po = F(K(t), (z;,v;)) cho-
sen by the fine-tuning strategy. ¢o regularization penalizes the maximum distance between a
sample’s logits and the furthest adversarially perturbed logits within that sample’s neighbor-
hood. Using this regularization term would directly minimize the upper bounds in Theorem 1
and Corollary 1. We note that while ALR is structurally similar TRADES [Zhang et al.,
2019], it uses a Euclidean distance instead of the KL-divergence. This work is the first to
show that this form of regularization is beneficial for multirobustness.

Efficiently approximating ALR. Computing ALR uses multi-step optimization which
can be costly to compute in practice. To improve efficiency in experiments, we consider
(1) using single step optimization for ALR and (2) using randomly sampled, unoptimized
perturbations can help with CAR. For (2), we consider Gaussian noise regularization (GR)

and Uniform noise regularization (UR), specifically:

Rer(h K(1) = -3 [h(a’) — ()l
=1
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where 2/ ~ N(0,0?%) and
Ryr(h, K(t ZHh h(z;)|l2

where 2/ ~ U(—0,0).
Other Baselines. We compare to variation regularization (VR), which has been shown to

improve generalization to unforeseen attacks [Dai et al., 2022]. VR is defined as:
1 m

Ryp(h, K() = — % max |[A(a’) = k(")

m P a2 eC(x;)

where C' = (Cj;¢ in initial training. We also consider VR in finetuning with C' corresponding
to attack P = F(K(t), (z;,v;))-

We note that ALR and VR are inherently related terms. Since VR optimizes over 2
perturbations 2’ and 2 for each example while ALR optimizes only for 2, it is clear that

Ra1r < Rygr. Additionally, we note that:

RVR<h7 K(t)) = — ; z/,ﬁleac)‘{(xi) Hh(x/) — h(x) + h(I) — h(x//)Hz

< max  1h(a') = hla)ll2 + (@) = hiz")ll

= — max ||h(z") = h(z
2 I = bl

= 2RALR

Thus, ALR and VR are related in the sense that Rarr < Ryr < 2RALR-
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Figure 2.13: Comparing Representation Distances and Robust Loss Gap. Adver-
sarial loss gap L1 2(h) — L£(h) (solid blue lines) and average (o distance between logits of {9
(e = 0.5, representing Pp,) and StAdv (e = 0.05, representing Pr,) attacked samples over
25 epochs of fine-tuning using Croce and Hein [2022]’s fine-tuning method (dashed orange
lines), both with and without regularization. Each model is fine-tuned starting from a model
that is adversarially trained against an {9 adversary, as described in Section 2.9.1. In all
training scenarios, there is a visible correlation between the loss gap and the logit distance,
aligning with the theoretical result in Corollary 1.

2.8.5  Experimental Validation of Theoretical Results

We now briefly demonstrate that our chosen regularization terms align with our theoretical
results. In Figure 2.13, we start with WRN-28-10 models that were adversarially trained
to be robust against f/9-bounded attacks, and fine-tune them to increase their robustness
against StAdv attacks using either no regularization, uniform regularization, or adversarial
/9 regularization. We observe a number of trends:

Sensitivity correlates with loss gap. Whether or not regularization is used, there
is a clear correlation between total adversarial sensitivity across both attacks (defined as
MaX, /e () |h(z") — h(z)|| + MAX /ey () |h(z") — h(x)||) and the loss gap between the
union robust loss and the benign loss (i.e. £12(h) — L(h)).

Regularization reduces sensitivity and loss gap. Both metrics are significantly lower
throughout fine-tuning when regularization is used, indicating that regularization is success-
fully targeting our theoretical bounds.

Loss gap increases over time. Across all three models there is an increase in both loss
gap and adversarial sensitivity over the course of fine-tuning. While this may seem like a

47



failure of regularization, the benefit is more apparent when further analyzing what is causing
the loss gap to increase. In the regularized fine-tuning runs, both benign and robust losses
are decreasing, with benign loss decreasing more quickly. This is likely influenced by an
initial increase in benign loss at the very beginning of fine-tuning which is not captured in
Figure 2.13. However, without regularization, benign loss decreases while union robust loss
increases. This shows us that despite theoretically targeting the gap between union robust
loss and benign loss, the use of regularization still aids in individually reducing both losses

in absolute terms.

2.9 Experimental Results

2.9.1 FExperimental Setup

Datasets and Architectures. We largely use the same datasets and architectures dis-
cussed in Section 2.3.1. For datasets, we largely focus on CIFAR-10, with some experiments
on CIFAR-100 and ImageNette. For CIFAR-10 and CIFAR-100 we use the WideResnet-28-10
(WRN-28-10) architecture and for ImageNette we use ResNet-18.

Attacks. To study CRT with a diverse range of attackers, we include results for 12 types of
adversaries. These include the five attacks described in Section 2.3.1 ({2, {0, JPEG, Snow,
and Gabor), StAdv [Xiao et al., 2018], ReColor attacks [Laidlaw and Feizi, 2019|, and an
additional five attacks from Imagenet-UA (Pixel, Elastic, Wood, Glitch, and Kaleidoscope)
[Kaufmann et al., 2019|. For /o attacks, we use a bound € = 0.5 for CIFAR datasets and
e = 1 for ImageNette. For /9 attacks, we use € = %, and for StAdv and ReColor attacks,
we use the same bounds as used in their original papers Xiao et al. [2018]| (¢ = 0.05) and
Laidlaw and Feizi [2019] (e = 0.06) respectively. For ImageNet-UA attacks, we use the
medium distortion strength bounds used by Kaufmann et al. [2019].

Training from scratch baselines. We consider the following baselines for training from
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scratch:

o Training with AVG and MAX objectives |[Tramér and Boneh, 2019al: Trameér and

Boneh [2019a] propose two different training objectives, AVG:

LAVG(h t m|K | Z Z PC vayZ))vyi)a
1= 1Pc€K
and MAX:
Lyiax(h, t) ané%?( )g(h(PC(xwyz)) Vi)
C

for robustness against multiple known attacks.

e Randomly sampling attacks [Madaan et al., 2020]: AVG and MAX require generating
adversarial examples with all attacks for each image. For a more efficient baseline, we

consider randomly sampling an attack for each batch for use in adversarial training.

CRT Baselines. For CRT, we use PGD adversarial training (AT) [Madry et al., 2018] for

initial training and then fine-tune the model using several different fine-tuning strategies:

o MAX objective fine-tuning (FT-MAX) [Tramér and Boneh, 2019a]: We use the MAX

objective for fine-tuning when a new attack is introduced.

e Croce and Hein [2022] fine-tuning (FT Croce): Croce and Hein [2022] introduce a fine-
tuning technique for use with o, and ¢ attacks which we generalize to training with
arbitrary attacks. This approach samples a single attack per batch. The probability

that an attack P is sampled is given by Zer&
PeK(t

orr(P) where err(P) denotes the
running average of robust loss with respect to attack P computed across batches of

each attack.

e Single attack fine-tuning (FT Single): We also consider fine-tuning with only the newly

introduced attack, allowing us to determine the extent to which previous attacks are
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forgotten. The previous two fine-tuning techniques involve replaying previous attacks.

We then investigate incorporating regularization into the initial training and fine-tuning
phases of CRT.

Training and Fine-tuning Procedures. During training, we use 10-step Projected Gra-
dient Descent [Madry et al., 2018| to generate adversarial examples. For the regularization
terms (2.8.4), VR and ALR use single step optimization to reduce time overhead, while UR
and GR use ¢ = 2 and 0 = 0.2, respectively. We train models for 100 epochs for initial
training and 10 epochs for fine-tuning (results with 25 epochs in A.7). We include additional
details about the training procedure in A.6.

Evaluation Attacks and Metrics. Our main results in Table 2.3 and additional ones in
Appendix A.7 use full AutoAttack [Croce and Hein, 2020b] for evaluating £, robustness. For
ablations, we restrict to APGD-T and FAB-T from AutoAttack to reduce evaluation time.
We use 20-step optimization when evaluating StAdv and ReColor attacks and the default
evaluation hyperparameters for ImageNet-UA attacks in Kaufmann et al. [2019]. We report
accuracy on each attack, Union accuracy (overall accuracy when the worst case attack is
chosen for each test example), Average accuracy (average over accuracy on each attack),
and training time (in hours). Metrics are reported for the epoch E* with best performance
on the set of known attacks. For training from scratch, the reported training time is scaled
by fraction of training for the best epoch (i.e. we report % X training time for 100 epochs).
For fine-tuning we report training time for the full 10 epochs. This allows us to see how

much faster fine-tuning is to optimal early stopping when re-training from scratch.

2.9.2  Improving CRT with Regularization

We now analyze the robustness of models trained using CRT with and without regularization.
To model a CAR setting, we consider a sequence of 4 attacks: {9 — StAdv — ¢~ — Recolor.

The first attack is the initially known attack while other attacks are introduced at later time
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glﬁf Procedure Threat Models Clean ly StAdv  fs  Recolor (kf(:\f;n) (13 :101;1111) (ﬁllg; U(iﬁ;n Eii?
E: AT Uy 91.17 | 69.7 208 2841 4494 69.7 69.7 36.28 124 | 8.68
S| AT + ALR (A =1) | o 89.43 | 69.84 48.23 34.00 65.46 | 69.84 69.84 | 54.38 31.27 | 17.17

FT MAX Uy, StAdv 83.73 | 57.07 58.67 12.51  49.03 57.87 51.32 | 44.32 1236 | 4.00

% FT Single lo, StAdv 80.89 | 4545 545 6.09  41.98 49.98 41.05 37.0 587 | 2.78

1 €| FT Croce lo, StAdv 84.7 | 57.88 54.27 14.38  51.08 56.07 48.13 444 138 | 240
E FT Single + ALR | {3, StAdv 87.24 | 62.22 615 21.4 70.87 61.86 55.04 54.0 21.14 | 424

FT Croce + ALR | {5, StAdv 86.03 | 59.18 65.14 15.36  63.31 62.16 55.83 | 50.75 15.29 | 3.47

FT MAX lo, StAdv, (o 83.16 | 65.63 56.68 369  65.69 53.07 35.18 | 56.23 34.83 | 5.62

§ FT Single Uy, StAdv, l 87.99 | 70.53 11.17 41.63 63.46 41.11 7.95 46.7 774 | 1.57

2 Z| FT Croce lo, StAdv, (o 85.05 | 67.3 48.07 33.38 62.52 49.58 2896 | 52.82 28.63 | 2.27
E FT Single + ALR | {5, StAdv, l 88.74 | 69.15 47.33 42.08 68.62 52.85 36.66 | 56.8 36.62 | 2.26

FT Croce + ALR | {9, StAdv, {s 86.57 | 67.99 61.55 36.59 72.16 | 55.38 35.68 | 59.57 3552 | 2.87

FT MAX Uy, StAdv, s, Recolor | 83.64 | 66.21 57.53 37.77  69.32 57.71 36.02 | 57.71 36.02 | 8.45

% FT Single lo, StAdv, loo, Recolor | 90.41 | 66.47 3.93 29.6  69.03 42.26 2.49 4226 249 | 3.11

3 €| FT Croce Uy, StAdv, s, Recolor | 86.64 | 68.76 44.81 36.02  68.05 54.41 29.44 | 54.41 2944 | 2.34
E FT Single + ALR | {2, StAdv, {0, Recolor | 90.45 | 61.58 25.77 27.43  69.26 46.01 19.2 46.01  19.2 | 424

FT Croce + ALR | {5, StAdv, (s, Recolor | 87.62 | 68.14 58.5 36.39 72.35 | 58.85 3492 | 58.85 34.92 | 3.35

Table 2.3: Continual Robust Training on CIFAR-10. Best performance for each time
step are bolded. The defender initially knows about /9 attacks and over time, is sequentially
introduced to StAdv, f~,, and ReColor attacks. We report clean accuracy, accuracy on
individual attacks, and average and union accuracies. The “Threat Models" column specifies
known attacks at the current time step, and accuracies on these attacks are in .
Initial adversarial training occurs at time step 0, and the model is updated through fine-
tuning the model from the previous time step. “Avg (known)" and “Union (known)" columns
represent average and union accuracies on known attacks while “Avg (all)" and “Union (all)"
columns report performance across all four attacks. We report training time for each time
step in the “Time" column.

steps. We present results for CIFAR-10 in Table 2.3. We include results in Appendix A.7 for
Imagenette and CIFAR-100 as well as additional results for longer duration of fine-tuning
(25 epochs) and a separate sequence of attacks: (o — StAdv — Recolor — /(5. For these
experiments, we use A = 0.5 unless specified otherwise.

Regularization reduces degradation on previous attacks. From Table 2.3, we
observe that fine-tuning with only the new attack (FT Single) can lead to degradation of
robustness against previous attacks. The incorporation of ALR significantly decreases this
drop in robustness. For example, when fine-tuning from an ¢ robust model with StAdv
attacks (time step 1 in Table 2.3), FT Single incurs a 24.25% drop (from 69.7% to 45.45%)
in /o accuracy from the initial checkpoint (AT at time step 0). Meanwhile FT Single +
ALR only experiences a 7.62% drop (from 69.84% to 62.22%) in f9 accuracy from the initial

checkpoint (AT + ALR at time step 0). Similarly, after the introduction of £+, attack at time
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Procedure Clean | Avg Union | Time

MAX 84.3 | 54.18 37.44 | 61.09
AVG 87.77 | 545 30.39 | 51.55
Random 86.32 | 54.27 30.76 | 13.15

CRT + ALR | 87.62 | 58.85 34.92 | 26.86

Table 2.4: Comparing Regularized CRT to Retraining from Scratch. Regularized
CRT (using Croce and Hein [2020b] fine-tuning strategy) compared to training from scratch
on {9, StAdv, ~, and Recolor attacks on CIFAR-10.

Initial | Reg A | Clean | £y lso  StAdv ReColor Gabor Snow Pixel JPEG Elastic Wood Glitch Kaleid- Avg  Union
Attack | Type oscope

Uy None | 0 | 91.08 | 70.02 29.38 0.79 33.69 66.93 24.59 14.99 64.22 4513 70.85 80.30 30.08 |44.25 0.10
Uy VR | 0.2 89.99 | 70.38 ' 34.56 13.41 48.99 67.64 29.09 22.57 66.64 4838 73.31 80.07 32.33 | 4894 5.40
lo ALR | 0.5 | 89.57 | 70.29 34.16 17.44 51.04 65.63 28.71 22.50 66.76 48.80 73.24 79.66 28.83 | 4892 5.94
Uy UR | 5 | 88.34 | 66.66 27.41 26.22 60.22 69.16 26.67 22.57 64.08 46.83 71.14 77.60 31.36 |49.16 6.23
Uy GR | 0.5| 86.89 | 68.19 32.02 16.54 58.32 74.85 25.69 21.26 65.32 46.82 74.08 76.99 31.93 |49.33 4.18
lo None | 0 | 85.53 | 59.36 50.98 6.34 56.27 68.94 36.79 20.57 54.02 51.00 6424 7594 39.44 |48.66 1.31
lo VR | 0.2 | 82.58 | 58.36 51.53 18.98 62.12 67.18 39.22 23.62 54.73 52 63.35 71.72  43.18 | 50.50 5.08
lo ALR | 0.5 | 83.18 | 58.21 51.47 19.50  61.02 68.75 37.94 2278 53.89 49.82 63.47 73.57 39.88 |50.02 5.52
loo UR | 5 | 78.04 | 60.28 40.59 42.25 70.00 67.06 33.40 26.57 60.07 49.21 64.61 67.08 38.43 |51.63 8.36
lo GR | 0.5| 80.65 | 59.74 46.12 34.57 70.49 68.33 35.80 26.04 57.28 51.98 6546 70.73 3821 | 52.06 6.28

Table 2.5: Impact of Regularization on Unforeseen Robustness. We consider the
setting where the defender is only aware of a single attack and performs training with and
without different types of regularization: variation regularization (VR), adversarial o regu-
larization (ALR), uniform regularization (UR), and Gaussian regularization (GR) at regu-
larization strength A\. We report clean accuracy and robust accuracies on a range of attacks.

represent an improvement of at least 1% while represent a drop of at
least 1% in comparison to no regularization.

step 2, the accuracy of FT Single on StAdv attacks drops 43.42% (from 54.5% to 11.17%)
while FT Single + ALR only experiences a 14.17% drop (from 61.5% to 47.33%). These
results align with Theorem 1: when incorporating ALR into training, the gap in loss on the
two attacks is lessened.

Regularization improves performance on held out (unforeseen) attacks. We ob-
serve that regularized CRT leads to higher robustness on attacks held out from training.
For example, at time step 1 in Table 2.3, which trains with /o and StAdv attacks, the best
accuracy on Recolor attacks out of unregularized CRT methods is 51.08%, while FT Sin-
gle + ALR achieves 70.87% accuracy on Recolor attacks and FT Croce + ALR achieves
63.31% accuracy on Recolor attacks. The improvement in robustness on unforeseen attacks

aligns with 1 as regularization helps decrease the drop in accuracy between clean inputs and
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Figure 2.14: Change in Union Robust Accuracy After Fine-Tuning with Regu-
larization. We fine-tune models on Imagenette across 144 pairs of initial attack and new
attack. The initial attack corresponds to the row of each grid and new attack corresponds
to each column. Values represent differences between the accuracy measured on a model
fine-tuned with and without reqularization. Gains in accuracy of at least 1% are highlighted
in green, while drops in accuracy of at least 1% in red. Regularization was not used during
the initial training phase, only during fine-tuning.

perturbed inputs. This also aligns with CAR’s goal of having a small ,,known-
Regularization balances performance and efficiency. Our proposed regularization
term adds a small computational overhead over other F'T approaches but generally improves
union performance on the set of known attacks. For example, when considering the sequence
of ¢ and StAdv attacks (time step 1 in Table 2.3), FT Croce + ALR improves union
accuracy over F'T Croce by 7.7% while adding a time overhead of 1.07 hours. Additionally,
when considering the sequence of 3 attacks (¢o, StAdv, and (o attacks), FT Croce + ALR
improves union accuracy over FT Croce by 6.72% while adding a time overhead of 0.6 hours.
This increase in time complexity is much smaller than FT MAX which takes 1.6 hours longer
than FT Croce for /9 and StAdv and 3.35 hours longer for £, StAdv, and {~,. With respect
to goals in CAR, regularization balances dypown and At.

Comparison to training from scratch. In Table 2.4, we report clean, average, and union

accuracies along with total training times for using training from scratch on all 4 attacks
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compared to training sequentially with regularized CRT on CIFAR-10. We observe that
regularized CRT is significantly more efficient than MAX and AVG training (taking a total
of 26.86 hours while AVG and MAX take over 50 hours of training time). Surprisingly, we
find that on CIFAR-10, regularized CRT can outperform training from scratch methods,
achieving 4.35% higher average accuracy compared to the best achieved by training from
scratch. This suggests that transferable robustness between carefully chosen attacks can
improve MAR as a whole. However, we note that the ability to outperform training from
scratch seems to be specific to CIFAR-10; for ImageNette and CIFAR-100 (Appendix A.7)
training from scratch outperforms using fine-tuning in CAR.

Impact of dataset and attack sequence. In Appendix A.7, we provide results on
ImageNette and CIFAR-100 as well as for attack sequence ¢, — StAdv — Recolor — /5.
Overall, we observe that trends such as improved robustness to unforeseen and the union
of attacks are generally consistent. However, the extent to which regularization improves
performance over F'T Croce varies. The choice of the initial attack seems to play a role in
subsequent robustness, and if defenders are aware of multiple attacks, choosing the right one

to start with is an interesting open question.

2.10 Discussion

The performative nature of adversarial training presents difficulties in designing meaning-
ful defenses for neural networks. Our exploration of robust networks using representation
similarity explores how traditional defense techniques leave networks vulnerable to new and
evolving adversaries. Our theoretical results inspire the design of a new defense technique,
continual robust training, which can quickly adapt to these changing adversaries. However,
it is by no means a perfect solution. For some combinations of attacks our approach fails
to outperform the baseline, and our framework still makes assumptions about the adversary

(namely that the perturbations they introduce must be bounded by some norm).
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Future work could focus on tightening the bounds provided by our theoretical results in
order to provide stronger protections against disparate sets of attacks. Another direction
might be to try to anticipate the ways in which adversaries might attempt to evade existing
defenses. This idea echos the framework of performative prediction proposed by Perdomo
et al. [2020], who develop a method for training a model to predict a target variable which

may be influenced by the model itself.
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CHAPTER 3
MODELING DELETION REQUESTS IN MACHINE
UNLEARNING

3.1 Introduction

In recent years, the right to erasure has gained recognition from an increasing number of
legislative and regulatory bodies. Legislation like the General Data Protection Regulation
(GDPR) [European Parliament and Council of the European Union, 2016 in the EU and the
California Consumer Privacy Act (CCPA) |California State Legislature, 2018] in California
give individuals the right to request their data be deleted from databases operated by private
individuals or organizations.

The specific rights conferred by these laws are often textually limited: restrictions are
placed on the types of information that are covered and distinctions are drawn between
public and private information. However, any attempt to confer such a right is inherently
limited by the technical difficulty of erasing data. In the current age of AI, personal data
is aggregated and transformed into the parameters of enormous machine learning models,
where determining the exact contribution of an individual’s data on those parameters is
oftentimes intractable. This has spurred the development of a line of research known as
machine unlearning, where the goal is to design efficient methods to remove the influence of
an individual’s data on a model’s weights.

Machine unlearning is often viewed as a privacy-enhancing technology. However, this
thesis claims that the implications of unlearning in combination with the right to erasure
are not limited to privacy. We argue that machine unlearning facilitates a collective right to
dataset curation.

This thesis demonstrates how collectives can exert influence over the behavior of machine

learning models when individuals are granted the right to remove their data from those
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models. Our theoretical results explore how different types of collective behavior exhibit

different levels of influence over models.

3.1.1 Chapter Summary

Characterizing Deletion Requesters

Inspired by prior work, we present definitions of machine unlearning and deletion requesters.
We then present two qualities that can characterize the behavior of requesters: adaptivity, or
the ability of a requester to respond to previous requests and model updates, and collectivity,
or the ability to act on knowledge of the full training dataset. We also define what it means

for a requester to be optimal, tying it to a quantity we call requester utility.

Understanding Gaps in Performance

We define a simple learning setting within which we study the optimal requesters of different
types. Our main theoretical result is a reduction from the behavior of an optimal unlearning
requester to a solution to an instance of the stochastic knapsack problem. We show separa-
tions between optimal collective and individual requesters, as well as between adaptive and
nonadaptive requesters. These results imply that (1) personal information shared between
individuals and (2) information leaked by the model itself could alter the impacts of deletion

requests on model behavior.

Designing Strong Requesters

Since solving the knapsack problem is often intractable, we show how one can design re-
questers that outperform random requests in terms of utility. Drawing parallels between
unlearning and data valuation, we design a requester based on the Shapley value, as well

as adaptive and nonadaptive variants. We show that although the Shapley requester is
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suboptimal in certain settings, it shows a clear advantage over random requests in image
classification experiments. We also empirically study how adaptivity and collectivity affect

the performance of Shapley-based requesters.

3.2 Related Work

3.2.1 Machine Unlearning

Machine Unlearning was first defined in its modern form by Cao and Yang [2015], who
propose modifications to existing unlearning systems to allow for unlearning. Ginart et al.
[2019] and Bourtoule et al. [2021]| provide more formal definitions and propose unlearning
algorithms for more general learning algorithms. Guo et al. [2019] provide definitions for
certified machine unlearning, which formalizes the indistinguishability between models after

unlearning and models that are retrained from scratch.

3.2.2  Evaluations of Unlearning

A simple framework for evaluating an unlearning method is as follows. First, a model is
trained on a training dataset. That dataset is then split into a forget set (the set of points
to be unlearned) and a retain set (the set of points to be retained). The unlearning method
is applied to the original model to remove the influence of the forget set, and a new model
is trained from scratch on the retain set. These models are then used to measure the
performance of the unlearning method.

Within the machine unlearning literature, there is little standardization in how perfor-
mance is measured. Li et al. [2025] provide a taxonomy of existing approaches. The metrics
used to measure unlearning performance are divided into verification metrics, which can be
used to test whether data in the forget set has been fully removed, and evaluation metrics,

which measure how well an unlearning method approximates retraining from scratch.
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Another aspect of machine unlearning evaluations is the selection method for the forget
set A common approach is random forgetting: the forget set is sampled uniformly from the
training set. Another approach is class unlearning, where the entirety of a given class is
deleted from the training set. Other papers seek to unlearn a collection of points that share
certain qualities. For example, unlearning all of the points that have been targeted by a data
poisoning attack, or the set of points that encode a certain behavior in a generative model.

A distinct line of work has studied how the choice of forget set can impact the fairness
of a model. Several papers Oesterling et al. [2024], Zhang et al. [2024], Liu and Shen [2025]
investigate fairness impacts when deletion requests are biased towards minority or majority
groups. Surve and Pradhan [2025] study the use of machine unlearning as an explainability
technique for understanding fairness violations. They propose optimization techniques to
identify the subset of the training data that contributes the most to the unfairness of the
model.

Common definitions of machine unlearning fail to provide privacy guarantees when re-
quests are allowed to be dependent on previous deletions and model updates. Gupta et al.
[2021] were the first to formalize privacy guarantees in this setting, which they called adaptive
machine unlearning. Follow up works [Chourasia and Shah, 2023, Cohen et al., 2023, 2026|
further refine and strengthen these guarantees, although non-adaptive definitions continue

to be more popular in the literature.

3.2.3 Data Valuation

Our approach to evaluating the impact of deletion requests is inherently tied to the topic
of data valuation. A sizable body of work supports the use of the Shapley value to assign
importance scores to individual data points, especially in machine learning tasks. Other
papers have argued for the use of other valuation algorithms, like those based on the least

core (Yan and Procaccia [2021]) and influence functions (Choe et al. [2024]).
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3.3 Modeling Deletion Requests

3.3.1 Notation and Problem Setup

We will work with an arbitrary data domain X with labels in )} and a learning algorithm
A (X x)Y)" - 0O. Let Rqy: 0 x (X x)) — O be an unlearning algorithm. We work
with datasets D € (X x Y)* sampled from some data distribution D and labeled according
to a binary labeling function f : X — {0, 1}, sampled from some distribution F over binary
functions. For a generic set S = {s1,...,sn}, we use the notation S_; to denote the set
containing all but the ith item in S.

Adopting the conventions from Ginart et al. [2019], we present definitions of ezact ma-

chine unlearning and approximate machine unlearning.

Definition 3 (Exact Machine Unlearning |Ginart et al., 2019]). An unlearning algorithm
for a learning algorithm A, Ry : (X x V)" x © x N — O, is a function that maps a
labeled dataset D € (X,Y)*, a model 0, and an index i € {1,...,|D|} to some new model
0" € ©. Ry satifies exact machine unlearning if, for all D = {(z1,11),...,(Tn,yn)} and
i €{1,...,|D|}, the random variables A(D_;) and R 4(D, A(D),4) are equal in distribution:

A<D \ {(371791)}) =d RA(D,A(D),Z)

Definition 4 (Approximate Machine Unlearning [Ginart et al., 2019]). Unlearning algorithm
R 4 satifies §-approximate machine unlearning if, for all D' € (X xY)* and every measurable

subset S C ©:

P A(D_) eS| D =D >4 P [RA(D,A(D),i) € S| Dy = D.;].
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3.3.2  Deletion Requesters

The object of study in this paper is deletion requesters. Requesters have been objects of study
in prior work, particularly in research on adaptive machine unlearning [Gupta et al., 2021,
Chourasia and Shah, 2023, Cohen et al., 2026]. A deletion requester chooses which points are
deleted from a model and the order in which those points are deleted. The requester and the
unlearning algorithm take part in a multi-round exchange. At each round, indexed by ¢, the
requester outputs a deletion request u? € X x ) consisting of a labeled training sample to be
deleted. We denote the state of the training dataset after round ¢ as DY, where D = D and
Dt = pt-1 \ {u!}. After receiving the unlearning request, the unlearning algorithm outputs
the updated state of the model 6%, such that 6/ = R 4(D'~1, %=1 ') and 8Y = A(DY). We
now formally define deletion requesters. This definition encompasses all deletion requesters;
later, we will define specific subclasses of requesters, specifically those exhibiting adaptivity

and collectivity.

Definition 5 (Deletion Requesters). A deletion requester is a (possibly randomized) stateful
mapping Req : (X XY)* xOX ((XxY)*x0O)* — (X' x)Y) that takes as input an initial training
dataset D and the history of interaction between itself and the algorithms, and outputs a new
datapoint to be deleted in the current round. Given a deletion requester Req and algorithms

(A, R 4), the deletion sequence U = {u'}; can be written as
ul = Req(D, 90),
u® =Req(D, 00,u',6"),
u' = Req(D, o ut, 0, ut Gt_l).
One quality of requesters we study in this chapter is adaptivity. Adaptive requesters are

able to make decisions about which deletion requests to issue based off of previous model
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updates. We motivate this concept with the following examples:

Example 1 (Adaptivite Requester). An online querying interface for a new
large language model is made public in a jurisdiction that allows individuals to
request their data be deleted from model weights. The deployer of the model
promised to unlearn each request and update the model weights immediately
after the request is received. Alice interacts with the model soon after it is
released and decides against requesting her data be deleted. However, after a
few weeks during which the weights of the model were updated several times,
Alice learns that the model is now regurgitating her personal information and

she decides to request the removal of her data.

Example 2 (Nonadaptive Requester). A company is developing an open-
weight model but wants to give the public the opportunity to request their data
be deleted from the model before the weights are published. An online querying
interface for the initial state of the model is made public for a certain period of
time, and individuals are allowed to request their data be deleted. After that time
period, all of the requests that the company received will be unlearned together,
and the final weights of the model will be published. During the querying phase,
Bob interacts with the model and finds that the model does not regurgitate
his personal information so he does not request deletion. After the deletion
requests are unlearned and the final model is published, however, the model does

regurgitate Bob’s personal information.

These examples reflect how an individual might come to different conclusions about whether
to delete their data depending on whether they can act adaptively. Both Alice and Bob
will request deletion if the model leaks information about them. Both Alice and Bob were

comfortable with their data being present in the initial state of the model, but only Alice
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was able to delete her data after the model started leaking it because she was able to react
to the effects of other deletion requests. We present a formal definition of adaptive and

nonadaptive deletion requesters below.

Definition 6 (Nonadaptive/Adaptive Requesters). A deletion requester Req is nonadaptive
if it is independent of all models after time step 0, i.e., if there ewists a mapping Req’ :

(X xV)*xO x N —= (X xY) such that for all t > 1,
ul = Req(D, 00wl ot .t Qtfl) = Req/ (D, 0, 1).

We refer to requesters that are not nonadaptive as adaptive.

This definition of nonadaptive requesters equivalent to saying that the deletion sequence
is fixed before the the first deletion request is sent.

The formulations we present here are adapted from the work of Gupta et al. [2021], but
makes some simplifications. In particular, Gupta et al. [2021] allows for the deletion and
addition of samples, while we focus specifically on deletions. They also consider a publishing
function that passes information about the model to requesters. For simplicity, our requesters
are instead able to observe the full state of the model at each time step. The corresponding
definition from Gupta et al. [2021] of nonadaptive requesters requires that the output of Req
is independent of all models, including 6y. However, we are interested in requesters that are
able to see the initial state of the model, but must fix the order of deletion requests before
the model is updated.

We now introduce a new property of requesters which we term collectivity. We say
a requester is collective if it can make decisions about which samples to delete using full
knowledge of the training dataset. We say a requesters is individual if it must independently
assign a value to each sample individually and only request the deletion of the samples whose

value exceeds a certain threshold. We illustrate collective and individual requesters with the
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following examples.

Example 3 (Individual Requester). A model is trained on data collected
from participants in a medical study. Participants know that their data was used
in training, but for privacy reasons do not know each other’s identities and are
unable to communicate with one another. When making the decision to request
the deletion of their data, participants therefore have no knowledge of the training

dataset beyond what is revealed by the model itself.

Example 4 (Collective Requester). A company releases a language model
trained on books from a certain literary genre. Authors of books in that genre are
represented by a guild. Some of the individual authors are concerned about the
presence of their work in the training data, but defer to the guild on whether or
not to request their data be deleted. The guild holds a vote among its members

and decides that they will all request the deletion of their data.

In Example 3, participants in the study are incapable of exchanging information with one
another, so each participant’s decision to remove their data is independent of the training
dataset conditioned on the initial state of the model. We model this behavior by defining a
scoring function which takes in only a training sample and a model and outputs a real num-
ber. We then send deletion requests in decreasing order by score. For collective requesters,
no such restrictions are imposed. As in example 4, these requesters may use full knowledge
of the training dataset to make its decisions. A formal definition of individual and collective

requesters is presented below.

Definition 7 (Individual/Collective Requesters). A deletion requester is individual if it
can be modeled as taking the highest value datapoints according to a deterministic scoring

function s : (X xY)x© — R without ties. Concretely, for a given time step t in the adaptive
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setting,

u' = argmin s((:c,y),@tfl),
(z.y)eD!1

where D=1 = D \ {ul, e ,ut_l}. In the nonadaptive setting uy = sy, where sy,...s,, are
the pairs (z;,y;) € D sorted in ascending order by s((x,y), 00). We refer to requesters that

are not individual as collective requesters.

The intention of prohibiting ties in the scoring function of individual requesters was to
enforce a meaningful distinction between individual and collective requesters. If ties could
be broken arbitrarily and s was a constant function, then an individual requester could
implement a collective requester through its tie-breaking behavior. A more natural definition
might be to allow for ties but require that they be broken randomly. However, this makes
the analysis of the optimal individual requester much more difficult for reasons we explain in
Section 3.4.4. An equivalent definition to our would be to allow for ties in s but require that
ties be broken lexicographically. We note that given our definition of individual requesters,
identical samples in the training dataset will always be removed sequentially.

It is worth noting that in our definitions, adaptivity and collectivity are binary properties;
a requester is either adaptive (individual) or it is nonadaptive (collective). An interesting
future direction would be to look at the degree to which a requester exhibits adaptivity or
collectivity. For example, if requests came from small groups of individuals who knew each
other’s data but not the data of others outside of their group, or if individuals had incomplete
or coarse knowledge of the training dataset. These requesters are not individual, but the
classes they represent may be meaningfully different than the class of collective requesters
that utilize full knowledge of the training data. We leave the study of these semi-adaptive

and semi-collective requesters to future work.
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3.3.3  Requester Utility

One object of our study is the interaction between requesters and model performance. We
define a model performance metric as a function g : ® — R which gives a real valued
measurement of some property of a model. We intentionally keep the notion of model
performance broad in order to capture the many possible objectives of model training. Works
in the machine unlearning literature tend to measure aspects of model performance before
and after unlearning as a way to evaluate the suitability of proposed methods. The most
common metric of this sort is test accuracy, which is largely standard across evaluations,
but other metrics like group fairness [Oesterling et al., 2024, Chen et al., 2023| or empirical
privacy [Carlini et al., 2022b, Chen et al., 2021| have also been the focus of study.

What is often not considered in prior work is the impact that the deletion requester itself
can have on measurements of model performance after unlearning. Different distributions
of unlearning requests can lead to vastly different performance in downstream models. For
example, unlearning the entirety of a class will likely degrade test accuracy much more than
unlearning uniformly distributed test samples. It would therefore be natural to characterize
deletion requesters by the degree to which they alter model performance. We define a
requester’s utility after ¢ rounds as the difference in this measurement between 6° and 6,

where 0" is the state of the model after ¢ rounds of unlearning.

Definition 8 (Requester Utility). Let D be a training dataset, 60 := A(D) be an initial
model. Let 0% be the state of the model after t rounds of interaction between a deletion
requester and a model trainer. A requester Req’s utility at time step t with respect to g :

© — R (and implicitly with respect to A and R 4) is defined as
utilpeq¢(0°, D,t) = g(6") — g(6°).

Requester utility is defined as a random variable with randomness over A, R 4, and Req.
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At times, we will also reason about the expected requester utility:

Definition 9 (Expected Requester Utility). Let D be a be a distribution on training datasets
in (X x YV)*. A requester Req’s expected utility at time step t with respect to g : © — R is
defined as

f~F
D~D

3.3.4  Optimal Requesters

We seek to characterize the abilities of optimal requesters: those that maximize expected
requester utility. For a given performance function g, we define the optimality of a deletion

requester with respect to the data distribution D, and number of deletions k:

opt,(D, k) = sup util(D, k). (3.1)
g Req Req,g

This optimum is also dependent on A and R 4, although we omit them from the notation

for the sake of brevity.

3.4 Characterizing Unlearning Requesters

Our goal is to show whether the behavior of a deletion requester (i.e. adaptive vs. non-
adaptive, individual vs. collective) has any influence over its maximum achievable utility.
To do so, we instantiate a simple learning task for which it is easier to reason about and
characterize the optimal learning requester which possesses certain qualities. Our model is
loosely based on that of Feldman [2020], which studies the impact of data memorization on
generalization. We will show that, in the setting we consider, we can determine lower bounds
on the gaps between the utilities of the optimal adaptive and nonadaptive requesters, as well

as the optimal collective and individual requesters.
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3.4.1 A Simplified Learning Setting

We instantiate a data domain X consisting of m subpopulations (i.e. X = [m]). We define
a distribution of datasets D on (X x ))* parameterized by m values A1, Ao, ..., Ay, such
that \; € RT. To sample a dataset D from D, we first sample a labeling function f ~ F,
where F is the uniform distribution over all binary functions on X. For each 1 € X we
sample n; ~ Poisson()\;) and add n; copies of item (i, f(i)) to D. Owing to properties of
the Poisson distribution, the expected size of D is N, where N = > .-y A;. Additionally,
since the expectation of n; is \;, the expected proportion of D ~ D made up of copies of
subpopulation ¢ is p; = % We refer to p; as the population frequency of subpopulation il
We emphasize that D is a multiset, in which a given point i can (and likely will, for large
enough N) occur multiple times. There is no label noise in this model; every sample from
the same subpopulation will have the same label.

The fundamental learning task is to learn the function f from labeled data. We measure

the performance of a model 6 : (X x )) — {0, 1} through population error:

err() = E 1[0(x) # y).
(z.y)~D

Given a distribution D, the goal of an optimal learning algorithm is to minimize population
error:

err*(D) := iif DIED err(A(D)).

We now show that in our learning setting, the learning algorithm that simply memorizes
the labels of the samples included in the training dataset and randomly guesses on the rest is
optimal. A similar result is proved in Feldman [2020, Theorem 2.3]. We provide a simplified

justification below.

1. For the sake of clarity, we tend to parameterize D by N and p1, ..., pn, rather than Ay, ..., \,,. These
formulations are equivalent.
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Claim 1. In this setting, the minimum population error err™ (D) is achieved by the learning

algorithm A* which yields a model 0* := A*(D) of the form

5 (z) = Y if (x,y) € D

1[H = 1] otherwise,

where H ~ Bernoulli (%)

Proof. In order for A* to be optimal, it must minimize the following objective:

inf E err(A(D)).
A D~D

Expanding this expression, we get

inf E E 1[0(z) # y]
A DD (2.y)~D
0+ A(D)

We can decompose the inner expectation into error on points that are in D and error on

points that are not in D.

= E E (1(z,y) € D]-1[0(x) # y] + 1[(z,y) & D] - 1[0(z) # y]

0+—A(D)
= E E 1[0(x)#yA(z,y) € DI+ E 1[0(x) #yA(z,y) & D]
oDND (z,y)~D (,y)~D
+A(D)
= E Pr [0(z) #yA(z,y) € D]+ Pr [0(z) #yA(z,y) ¢ D].
D~D_ (z,y)~D (z,y)~D
0+ A(D)

The left inner probability is minimized by A*. Letting 6* = A*(D) 6*(z) = y for all
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(z,y) € D, so this probability will be 0. By Bayes’ rule, the right inner probability is

equivalent to

(1,75)1;2)[9(35) £y | (2,y) ¢ D] Pr[(z,y) ¢ D).

Pr[(z,y) ¢ D] is independent of A, since A and D are fixed before the dataset is sampled.
Let f be the labeling function used to label the points in D. Now, consider a point x € X
such that (z, f(z)) ¢ D. Since the labeling function for D was sampled from the uniform
distribution over all binary labeling functions, its label is independent of the label of any
subpopulation in D. This implies that § = A(D) is also independent of f(z) for all learning
algorithms A that are independent of f conditioned on the training dataset D. Therefore,
the right probability above is a constant which is minimized by any learning algorithm, so

A* minimizes the objective.

]

Since the learning algorithm is memorizing training data and there is no label noise, the
resulting model will be correct on all the subpopulations it has seen during training and
must guess with 50% accuracy on all the subpopulations it hasn’t seen. We can therefore

characterize expected population error of a model output by this learning algorithm:

« i - 1[(1, D
errA ZP J;))¢ ]

3.4.2 Instantiating the Unlearning Problem

The unlearning algorithm we focus on is retraining from scratch:
RA(0,D,i) = Retrainy (0, D,i) = A(D_;).

Seeing as retraining is the “gold standard” for unlearning, this choice allows us to abstract

away any failures of the unlearning algorithm and focus on the impact of deletion requests
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on the downstream models.

As we allude to above, the measurement function g(#) in this setting is err(#). Therefore,
the goal of the optimal unlearning requester is to maximize the population error of the model
output after ¢ rounds of unlearning. Within this setting, we can intuitively understand how
a requester would achieve this goal. In an interaction with the optimal learning algorithm
A*, a deletion requester will only change the model if every instance of a subpopulation is
deleted from the model. Consider the utility of a requester Req after k rounds of unlearning,
letting U be the multiset of k points that are unlearned. Below, we use the notation S; to

denote the number of times subpopulation ¢ occurs in a given multiset S.

utilReqverr(OO, D, k) = err(@k) — err(6Y)

=2 3 w6 £(0) ¢ D\U] - 1[G, 7)) ¢ D)
1€[m)

1
= 5 Z pi']l[Ui > 0 and U; :DZD
i€[m)]

This shows us that the utility of a requester in this setting is completely determined by the
total population frequency of the subpopulations that are completely removed from D. The

optimal requester will therefore maximize this value.

3.4.3 Optimal Requesters and the Knapsack Problem

We now ask: if a requester is constrained to a certain number of deletion requests, what is the
maximum utility the requester can expect to achieve? In this learning setting, it turns out
that an optimal deletion requester (either adaptive or nonadaptive) must solve an instance
of the knapsack problem. In the knapsack problem, we are given a list of items 1,...,m,
corresponding weights w1, ..., w, € RT and values v1,...,vm € RT for each item, and a

knapsack with a given capacity k € N. The goal is to find the subset of items S C [m]
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maximizing ) ;¢ v; subject to Y . cgw; < k.

We reiterate that the task of the optimal requester is to increase the population error
(thereby decreasing the accuracy) of a model as much as possible. In this setting, error will
only increase if all samples from a subpopulation are removed from D. In particular, once a
subpopulation is fully removed, the accuracy of a model will decrease by that subpopulation’s
population frequency. We can therefore restate the task of the unlearning requester: Given a
number of unlearning requests k (capacity), find the subset of subpopulations for whom the
number of times they appear in D (weights) sum to no more than k& and the sum of whose
population frequencies (values) is maximized.

It is straightforward to show that an optimal collective unlearning requester is solving
an instance of the knapsack problem. Collective requesters can act on full knowledge of
the training dataset and therefore are able to compute the weights corresponding to each
subpopulation (w; = n; ¥ i € [m]). Subpopulation frequencies are properties of the data
distribution and accessible to any requester (v; = p; Vi € [m]). Since we are not placing any
restrictions on running time, a collective requester can simply compute the optimal solution
to the knapsack problem and request the deletion of training samples represented by the
subpopulations in the solution.

The connection between individual requesters and knapsack is more complex. As stated
above, all requesters can make use of subpopulation frequencies, but individual requesters
must fix their scoring function s before observing D, meaning they cannot act on full knowl-
edge of the weights. Instead, individual requesters can only act on knowledge of the distri-
bution that the weights were drawn from: in this case, a Poisson centered at \;.

We note that while an individual requester does not a priori know the exact multiplicity of
each subpopulation in the dataset, it is able to sequentially request the deletion of complete
subpopulations. In fact, since we require scoring functions be deterministic and without

ties, individual requesters are only capable of removing whole subpopulations sequentially.
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(We further discuss this restriction on individual requesters in Section 3.4.4.) Similarly, an
individual requester can determine when a complete subpopulation has been removed by
observing the point when the accuracy of the model decreases.

The optimal individual requester turns out to be solving an instance of the stochas-
tic knapsack problem, a setting which has been studied extensively in algorithms litera-
ture [Rothkopf, 1966, Dean et al., 2008, Bhalgat et al., 2011|. Instead of being fixed, item
weights in the stochastic knapsack problem are independent random variables drawn from
known distributions. An algorithm placing items into the knapsack is only able to see an
item’s realized weight after it is inserted; once an item overflows the knapsack, execution is
terminated. The requirement of the stochastic knapsack problem that item sizes be inde-
pendently sampled motivated our choice of data distribution. We note that the distribution
we define is equivalent to sampling from a multinomial distribution with N trials and event
probabilities (p1,...,pm), where N is sampled from a Poisson distribution.

A difference between unlearning in our setting and the standard formulation of the
stochastic knapsack problem is the correlation between item values and sizes. In stochastic
knapsack, item values must be independent of weights, whereas the deletion of a subpop-
ulation increases requester utility by its population frequency unless its multiplicity in the
training dataset is 0. This corresponds to a variant of the stochastic knapsack problem
known as the correlated stochastic knapsack problem [Gupta et al., 2011], in which the value
of an item is correlated with its realized weight. Specifically, each subpopulation has an
associated probability distribution over (size, reward) pairs (; ¢, R; ¢), where m; ; represents
the probability that subpopulation i has instantiated weight ¢ and R; ; is the value of sub-
population 4 if it has instantiated size t. In our setting, m; ; reflects the distributions our
weights are sampled from (7; ; = Pr[Poisson();) = t]) and R; ; is equal to 0 if £ = 0 and p;

otherwise.
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Gaps and Existing Results
Dean et al. [2008] study the adaptivity gap of the stochastic knapsack problem.

Definition 10 (Adaptivity Gap [Dean et al., 2008|). Let Adapt(l) be the supremal expected
value achieved by any adaptive policy (one which can change it’s strategy after observing a
realized item weight) on a problem instance I. Let Nonadapt(l) be the supremal expected
value achieved by any nonadaptive policy (one which must fix insertion order before any

items are inserted) on a problem instance I. The adaptivity gap is defined as

Adapt(])
SUp —————,
7 Nonadapt(/)

where the supremum is taken over all problem instances.

Dean et al. [2008] define the adaptivity gap over all instances of the stochastic knapsack
problem. In this work, we study the adaptivity gap over the subset of instances induced by
unlearning problems, making use of the definitions of adaptive and nonadaptive requesters
in Definition 6. We also introduce what we call the collectivity gap: the ratio between the

expected utility achieved by the optimal collective requester and optimal individual requester.

Definition 11 (Collectivity Gap). Let Coll(I) be the supremal expected value achieved by any
collective policy on a problem instance I. Let Ind(I) be the supremal zpected value achieved

by any individual policy on a problem instance I. The collectivity gap is defined as

Coll(1)
" P nd(1)”

where the supremum is taken over all problem instances.

Again, in this work we define the collectivity gap over all instances of the optimal un-
learning problem, making use of the definitions of collective and individual requesters we

present in Definition 7.
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Gupta et al. [2011] give an upper bound for the adaptivity gap for correlated stochastic
knapsack, constructing a nonadaptive algorithm which is an 8-approximation of the optimal
adaptive algorithm. Thus, there will always exist a nonadaptive unlearning requester whose
utility is at least % that of optimal adaptive unlearning requester.

Dean et al. [2008] give a lower bound of 1.25 for the adaptivity gap for the standard
stochastic knapsack, but this result does not apply to our instantiation of the correlated
stochastic knapsack problem. Dean et al. [2008] arrive at this lower bound by formulating an
instance of stochastic knapsack where the item weights are distributed according to carefully
crafted distributions (which are not Poisson) and showing that the expected value of the
optimal adaptive algorithm is at least 1.25 times greater than that of the optimal nonadaptive
algorithm. It does not follow from this result that the optimal adaptive algorithm has a higher
expected value than the optimal nonadaptive algorithm in the setting where item weights are
distributed as Poissons, as they are in our instantiation of the problem. Barak and Talgam-
Cohen [2026] improve the lower bound on the adaptivity gap for stochastic knapsack to 1.37,

but they also make use of carefully crafted non-Poisson item weight distributions.

3.4.4 Randomized Indiwidual Requesters

One restriction we are making on the abilities of individual requesters is that their associ-
ated scoring functions must be deterministic. Ideally, we would want to be able to model
requesters characterized by randomized scoring functions as well. Under the following con-
jecture, which states that there exists an optimal randomized individual requester of a simple
form, the problem of finding an optimal individual requester would also reduce to correlated

stochastic knapsack as above.

Conjecture 1. An optimal randomized individual deletion requester will never preempt a
subpopulation. That is to say, such a requester will never begin removing samples from a

certain population and switch to removing samples from a different subpopulation before the
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first subpopulation was completely remowved.

We hypothesize that this conjecture is true for both adaptive and nonadaptive requesters
when n; is sampled from a Poisson distribution, as is the case in our setting. When a
copy of a subpopulation is deleted, the expected number of copies off that subpopulation
that remain in the training data will strictly decrease, while the utility gained by removing
that subpopulation in its entirety will remain the same. In that sense, the expected utility
per deletion (the ratio of utility gained by removing a complete subpopulation to number
of remaining elements of that subpopulation) will increase for a given subpopulation after
one of its elements is deleted and remain the same for all other subpopulations. It would
make sense that a requester would not preempt a subpopulation whose expected utility per
deletion is increasing in this way. However, this analysis overlooks the requester’s total
budget of k£ deletions, which may induce non-monotonicity in expected utility per deletion
for a given subpopulation. In our research, we have failed to either prove this conjecture
or find a counterexample. Gupta et al. [2011] demonstrate that there are instances of the
stochastic knapsack problem where the cancellation of jobs is necessary, which is a stronger
notion than preemption that would correspond to a requester preempting a subpopulation
and never returning to it. However, like the prior lower bounds on the adaptivity gap of
stochastic knapsack, this result requires that item sizes be sampled from carefully crafted

non-Poisson distributions.

3.4.5 Understanding Gaps in Requester Utility

Here, we demonstrate the existence gaps between individual and collective requesters and
nonadaptive and adaptive requesters in our learning model. The lower bounds we present
show how requesters that take advantage of collective and adaptive behaviors can have more

influence over models after unlearning.
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Individual vs. Collective. The separation between individual nonadaptive? and collec-

tive requesters can be shown through a simple example. Let N be large. Consider the case

—_

where there are two subpopulations, each of which has a population frequency p; = 5 (i.e.
X ={1,2}, D= <—]§, Q})) The counts of each subpopulation in our training dataset will

be distributed as Poissons, as described in Section 3.4:

N
n; ~ Poisson (5) Vie{1,2}.

Let k = % Since ny and ng are independent and identically distributed, then for large N

we would expect one to be greater than k and one to be less than k.
Theorem 2. The collectivity gap in this learning model is at least %

Proof. Take N — co. We know by the central limit theorem that Poisson (%) approaches
a Gaussian centered at _Z;? so limy_yoo Pr[ny > k] = limpy_ o Prlng > k] = 0.5. Also,
lim oo Pr[ng = 0] = limpy_yoo Prino = 0] = 0 and limpy_,, Pr[ng +no < k| = 0.

To determine a lower bound on the adaptivity gap, we will compute the values of both
utilco1l,err(D; k) and utiling err(D, k), where Coll is the optimal collective requester and
Ind is the optimal individual requester. For a requester Req, the expected utility is defined

as

utilpeq,err(D, k) = DED[err(Qk) — err(QO)]

= E err(A(D\ Ugpeq)) — DIED err(A(D)),

~

where Ugeq is the set of & deletion requests issued by Req. We therefore need to compute

Ep~p err(A(D)), Ep~p err(A(D \ Uco11)), and Ep~p err(A(D \ Urna))

2. In this example, the set of individual adaptive and individual nonadaptive requesters are identical due
to there only being two subpopulations. Since individual requesters are only capable of removing entire
subpopulation sequentially, the entire unlearning sequence is determined by the first point that is unlearned.
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First, we look at the expected error of the optimal learning algorithm on the original
training dataset. Since it is very likely that both subpopulations appear in D, and since the

optimal learning algorithm memorizes labels in the training dataset, we can conclude that

E [err(A"(D))] = 0.
D~D

A collective requester Coll, having full knowledge of ny and no, would be able to choose
the subpopulation corresponding to the smaller n; and request its deletion first, followed by
the other subpopulation. The probability that Coll will be able to delete the entirety of the
first subpopulation it removes is equal to the probability that n; < k or ng < k, which is
Prini <korng <kl=1—Prlny >kandny > k|~ 1— %1 = % The probability that Coll
will be able to delete the entirety of both subpopulations is equal to the probability that
n1 + no < k, which as stated above is about 0. If Coll is able to delete a subpopulation,
then the expected error will be 21;, since the optimal model will now have to guess with 50%
accuracy on that subpopulation, which has a population freqency of % If it is not, then the
expected error will be 0 since the correct labels for both subpopulations are still present in
the updated training dataset. Let A be the event that ny < k or no < k, and let B be the

event that n; > k and n9 > k. By the law of total expectation,

E [err(A*(D\Uco1))] = Y Pr[E]- E [err(A(D\ Ucor)) | £]

D~D pefap PP DD
3 1 1
11730
_3
16’

An individual requester Ind, on the other hand, would not know which of ny and no
is smaller and can therefore do no better than guessing. In the case where ny and ng are

both greater than k (occurring with probability zle), the expected error of the model after

78



unlearning will be 0. In the case where n1 and ng are both less than or equal to k (occurring
with probability %), the expected error of the model after unlearning will be % In the
case where one of n1 and n9 is less than or equal to k and the other is greater (occurring
with probability %), Ind will choose a random subpopulation to delete and be correct with
probability %, so the expected error of the model after unlearning will be % . zll = % Let A
be the event that n; < k and no < k, let B be the event that n;y > k£ XOR ng > k, and let

C be the event that ny > k and ng > k. Then,

E [err(A"(D\Uma))] = > Pr[E]- E_[err(A(D\Urna)) | E]
D~D pefapcy?P DD

11 11 1

“iatgety?

_1

-1

Using these values, we can compute that the expected utility of Coll is

utilcorl,err(D k) = DIED[GH(A*(D \ Uco11))] — DIED[err(A*(D))]

and the expected utility of Ind is

utilingerr(D, k) = DIED[err(-A*(D \ Utna))] — DIED[GTI(A*(D))]

—_

0| — co

utilcollerr (ka)
utj-:l-Inci,err (Dak)

oo
L]

Therefore, the collectivity gap for unlearning is as least
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Nonadaptive vs. Adaptive. The intuition behind the existence of an adaptivity gap
in this setting is simple: having observed the sizes of previously deleted subpopulations,
a requester has more information to determine the optimal next subpopulation to remove.
However, demonstrating an adaptivity gap in this model is not as straightforward as demon-
strating a collectivity gap.

We note that in our setting, the adaptivity gap for collective requesters is 1 (i.e., there
is no gap). This is due to the fact that there is no randomness involved in retraining from
scratch in this learning setting, so an optimal collective requester is able to simulate the
the complete interaction with the unlearning algorithm. An adaptivity gap may appear
for collective requesters if we were to use an unlearning method other than retraining from
scratch.

For simplicity, we will focus on the case of three subpopulations (X = {1,2,3}). In this
setting, the optimal nonadaptive requester Nonadapt outputs an ordering of the subpopula-
tions a, b, ¢ that maximizes expected utility. The utility of this sequence is defined by the

following expression:

utilNonadapt’err(’D, k) = pa . PI‘[TLa > 0 and na S k]
+ pp - Prng > 0 and ng + ny < k (3.2)

+ pe - Pr[ne > 0 and ng + ny + ne < k.

Our goal is to find an adaptive requester which has higher utility than the optimal
nonadaptive requester. We will consider a restricted class of adaptive requesters which we

call thresholded adaptive requesters.

Definition 12 (Thesholded Adaptive Requesters). Given an integer t, thresholded adaptive
requesters are a class of requesters denoted by (a,b,c | t), where a, b, and ¢ are distinct
subpopulations in X. Such a requester would first request the deletion of all instances of

subpopulation a. If ng > t, the requester will then request all instances of subpopulation b,
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followed by all instances of subpopulation c. Otherwise, if ng < t, the requester will then

request all instances of subpopulation ¢, followed by all instances of subpopulation b.

We now present the expected utility of {(a,b,c | t):

util<a,b7c|t>’err(D, k) = pq - Pring > 0 and n, < k]

+ Prng > t] - (pp - Priny > 0 and ng +ny < k | ng >

+ pe - Prine > 0 and ng +np +ne < k | ng > t)
+ Pring <t] - (pe- Prlne > 0 and ng + ne < k| ng <

+ pp - Pr[ng > 0 and ng +np +ne < k| ng < t)).

(3.3)
Theorem 3. The adaptivity gap in this learning model is at least 1.064.

Proof. Let N = 10 and k£ = 8. We perform a grid search over parameters pi, po, and p3
constrained such that pj +po + p3 = 1 with a step size of 0.01. For each choice of (p1, p2, p3),
we explicitly compute the expected utility of the optimal nonadaptive requester (Equation
3.2), as well as the expected utility of the all thresholded adaptive requesters of the form
(a,b,c | t) (Equation 3.3) where (a, b, ¢) is a permutation of (1,2,3) and 0 < ¢t < k. We define
the thresholded adaptivity gap to be the gap between the optimal nonadaptive requester and
the optimal thresholded adaptive requester under a certain set of parameters. Figure 3.1
plots the thresholded adaptivity gap over the parameters of our grid search. We observe a
gap of approximately 1.011 when p; = po = 0.4 and p3 = 0.2. With these parameters, the
optimal nonadaptive requester deletes subpopulations in the order (1,2,3) and the optimal
thresholded adaptive requester is (1,3,2 | 4).

In Figure 3.1, we observe that the highest values are achieved when two of the subpop-
ulation frequencies are approximately equal and larger than the third probability. Based on
this, we parameterize the subpopulation frequencies with a single parameter € and expand
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our search to include expected dataset size N. In Figure 3.2, we plot the result of a grid
search over ¢ and N. We set p; = ps =€, pg =1 —2¢, and k = [0.8N]. In our grid search,
we step over integer values of n between 10 and 50 and values of € between 0.33 and 0.50 with
a step size of 0.01. We observe a maximum thresholded adaptivity gap of approximately

1.064, significantly improving the result above. [

Gap
1.0100

1.0075

1.0050

1.0025

1.0000

P1

Figure 3.1: Thresholded Adaptivity Gaps. A ternary plot of the thresholded adaptivity

gap for three subpopulations plotted over values of (p1, p2, p3). In this plot, N is fixed to 10
and k is fixed to 8.
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Figure 3.2: Thresholded Adaptivity Gaps in a Single Parameter Setting. Plotting
the thresholded adaptivity gap over values of € and number of samples N, such that p; =
pa = ¢ and p3 = 1 — 2. In this plot, we fix k to [0.8V].

3.5 Towards Optimality in Practice

The learning setting for which we demonstrate theoretical gaps in Section 3.4 does not ac-
count for many of the properties that make realistic learning tasks difficult, like complex data
distributions and label noise. While designing optimal unlearning requesters in a realistic
learning setting is likely intractable, there are a variety of heuristic methods that can be used
to outperform random requesters. In this section, we adopt methods from the data valua-
tion literature to design requesters that cause significant degradation in image classification

models. The requesters we design help explain how and when requesters will outperform
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random deletion requests, as well as help clarify the impacts of adaptivity and collectivity.

3.5.1 Data Valuation-Based Requesters

In an attempt to design realistic requesters that approach worst-case performance, we look
towards the data valuation literature. Data valuation attempts to quantify the importance
of each training sample for a model’s performance on a given task by assigning each sample
a value. We specifically consider the data Shapley value, a valuation method that has seen

varied applications in machine learning in recent years (Ghorbani and Zou [2019]).

Definition 13 (Data Shapley Value). Let D = {(z,y;)} ;e[ be a dataset and w : (X x
V)* — R be an arbitrary utility function mapping datasets to scores. The data Shapley value

for the jth point in D s defined as

6;(D,u) = % S w(S U {(xj,;)}) — u(S)

(ls1)
SCD\{(z,y5)} S|

When it is clear from context, we will use ¢; to refer to ¢,;(D, w). Much like a performance
metric g used to compute requester utility, which can represent arbitrary functions of a model,
the function u can represent arbitrary functions of a dataset. To translate the Shapley value

into our unlearning framework, we define the nonadaptive Shapley requester.

Definition 14 (Shapley Requester). For each index i € [n|, the nonadaptive Shapley re-
quester Shap computes ¢;(D,u) and returns the samples in D ordered by decreasing values

of ¢;, with ties being broken randomly.

As we have defined it, the Shapley requester is nonadaptive and collective; the ordering
of deletions is determined based only on the initial dataset, and computing a Shapley value
with respect to a dataset D requires full knowledge of D. We make minor modifications
to this requester in order to isolate the effects of adaptivity and collectivity on requester

performance. First, we define the adaptive Shapley requester:
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Definition 15 (Adaptive Shapley Requester). The order of deletions requested by the adap-

tive Shapley requester uy, ..., up is captured by the following recurrence relation:

u = argmax ¢;(D, u)
J€ln]

t

up = argmax ¢;(D", u),

JEn+1-t]
where D' = D\ {x1,...,24_1}.

The adaptive Shapley requester recomputes the Shapley values after each deletion with
respect to all of the remaining points in the training dataset. Next, we define the individual

Shapley requester:

Definition 16 (Individual Shapley Requester). Let D' € (X x V)" be a dataset drawn
from the same distribution as D. For each index j € [n], the individual Shapley requester

computes ¢;(D" U {(xj,yj)},u) and returns the samples in D ordered by decreasing values

of ¢;(D" U {(x,y;)},u).

The individual Shapley requester operates similar to the original Shapley requester, ex-
cept it computes Shapley values with respect to a dataset sampled independently from D,
but from the same distribution. The individual Shapley requester is inherently nonadaptive:
the computation of gbj(D’ ,U{7j,y;},u) depends neither on prior unlearning requests nor
the state of the model. This formulation is similar in principle to the distributional Shapley

value introduced by Ghorbani et al. [2020].

Definition 17 (Distributional Shapley Value [Ghorbani et al., 2020]). Given a data distri-
bution D supported on X x Y, a utility function u : (X x V)* — R, and some m € N, the

distributional Shapley value for a point (x,y) € X x Y is the expected data Shapley value
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over data sets of size m containing i:

(@ y);uDom) =  E 6y (BU{y)}u).
B~Dm—1

Since the individual Shapley requester only uses a single sample from the distribution to
determine its ordering, it is implicitly computing an unbiased (but high variance) estimator
of the distributional Shapley value. We made this design decision for a number of reasons.
For one, the ordering computed by the individual Shapley requester needs to be independent
of the training dataset D. In our experiments we work with the CIFAR-10 dataset, which
is of modest size (50,000 training examples). In order to sample datasets from the same
distribution, the requester must train on a subset of CIFAR-10 and compute the ordering
using subsets of the same size. If we train on a large subset of CIFAR-10, there will be
significant overlap between the training sets and the subsets used for Shapley computation,
increasing the dependence between the distributional Shapley computation and the true
Shapley value with regards to D. If we train on a small subset of CIFAR-10, there will be
less overlap but the performance of the trained classifiers will be poor. Training on half of
the training set and computing the deletion ordering with respect to the held out set allows
us to ensure that the requester is truly individual.

In this work, we will generally take u(S) to be the test accuracy of a model trained from
scratch on S. With this choice of u, the goal of the Shapley requester and its variants can
be thought of as maximizing with each request the expected decrease in test accuracy after
that sample is deleted. Observe how this corresponds to the requester’s utility when the
performance metric g is chosen to be test error. Ordering deletion requests by decreasing
Shapley value can thus be seen as a greedy heuristic for assembling a set of training samples
which minimizes test accuracy after being unlearned.

We note, however, that the optimization problem that the Shapley requester is solving

is distinct from that of an optimal unlearning requesters. It is straightforward to show that
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the Shapley requester is sometimes suboptimal.

Claim 2. The nonadaptive Shapley requester is not an optimal deletion requester in the

learning setting defined in Section 3.4.

Proof. We will demonstrate a realized dataset in which the Shapley requester does not behave
optimally. Let X = {a,b}, and let p, = % and pp = % Suppose that a dataset D'ef is
sampled such that it contains 1 item from subpopulation a and 2 items from subpopulation
b. Furthermore, let &k = 1.

In this setting, the test accuracy of a model trained on S using learning algorithm A* is
. Di .
S) = o 1ie S]+—=-1 S].
uS)= Yop i€ s+ 516 e S
(3

It is clear from this expression that w(S U {(7, f(i))}) > w(S) if and only if (i, f(i)) ¢ S.
In fact, if (¢, f(i)) ¢ S, then u(S U {(i, f(i))}) — u(S) = 5. We can therefore simplify the

Shapley value in this scenario:

b = % Y u(S U {(zi,y;)}) — u(S)

-1
Scpref (TTSI )

%_ 3 pa;/2 - (i, yi) ¢ 5]

Let j, denote the index in D't of the item from subpopulation a. None of the subsets
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of D"_e;-a contain subpopulation a. Therefore, the Shapley value for this item is

1 pa/2-1((z;,,;,) ¢ 5
gbja = E ) Z (nj—l) /
scoref S|
. 1 pa/2
RS
scoret 5]
e L1 1
— a 2 2 2 2
SAGH) (e (i) Gowy)
Cpaf1 1 1 1
~ % (I NERER 1)
_ Pa 1

Let j; be the index in D'ef of one of the items representing subpopulation b. The subsets
of Dr_e;b that don’t contain subpopulation b are {} and {a}. Therefore, the Shapley value

for an element of subpopulation b is

¢jb - n—1
" SgDr_egb ( 5| )
1 3 /2
o 2
Se{{}{a}} (|S|)
pb 1 1
=% 3y T2
O AG) Gy
_m (1,1
G (1 * 2>
w1
46

Therefore, ¢, = ¢;,. The Shapley requester, which breaks ties randomly, will request
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the deletion of a random sample from D'ef and expect to achieve a utility of

E utilShap@H(HO7 Dref, )= E err(d') — err(?)

Shap Shap
= E err(6y)
Shap
= Prlu! =q] - % +Prful =] -0
_ba 1
6 18

Now, let Shap’ be a requester that behaves identically to Shap unless D = Dref, in which
case it will request deletions in the optimal order (subpopulation a, then subpopulation b).

On dataset D¢f, Shap’ would deterministically achieve a utility of

utilShap/’err(QO, D' 1) = err(6;) — err(6°)

This implies that

E _[utilgnaperr(f, D,k) | D # D™= B [utilgy orr (6, D k)| D # D]

D~D D~D
and
) f . f
D@D[utllshap’err(07 D, k) | D — Dre ] < D]Ep[utllshap/’err(g, _D7 k) | D — Dre :I,
Therefore, utilgnap err(D, k) < utilShap/ﬁrr(D, k) so Shap is subpotimal. O

Despite this suboptimality, there is reason to believe that the Shapley requester is an
effective unlearning requester in practice. In the data valuation literature, techniques are

often evaluated by removing points from a dataset ordered by valuation and retraining
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models on the progressively smaller datasets (see Ghorbani and Zou [2019, Figure 2|, Yan
and Procaccia [2021, Figure 1]). These evaluations show that ordering deletions according
to valuation metrics like the Shapley value can resulting a more rapid degradation in model
performance than random orderings. This indicates a positive correlation between a data

point’s value and its contribution to unlearning utility.

3.5.2  Other Deletion Requesters

The design of these Shapley-based requesters is meant to reflect how a hypothetical individual
might act after learning that their data was used to train an Al model. In this model of
human behavior, an individual whose data is deemed valuable to the model trainer might
feel that they should have been compensated for their data, and therefore they would be
more likely to request deletion. On the other hand, an individual whose data was not deemed
valuable may not feel that they were harmed and therefore be less likely to request deletion.
This, of course, is an overly simplistic behavioral model which does not account for many of
the myriad ways in which people think about the use of their data. However, our framework
for studying requesters allows for flexibility in the types of behaviors that we are modeling.
In our experiments, we work with two additional requesters which are intended to model

different ways individuals might prioritize deletion.

The Loss Requester: An individual may simply want a model to not regurgitate correct
information about them. In this case, the individual would be more likely to request deletion
if the model confidently classifies their data correctly, indicated by a low cross-entropy loss.

Therefore, the loss requester issues deletion requests ordered by decreasing cross-entropy loss

(which we denote by £(-,-)).

Definition 18 (Loss Requester). The nonadaptive loss requester computes the loss £(6°(z), y)

for each point (x,y) € D and returns the samples in D ordered by increasing values of loss.
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The adaptive loss requester issues deletions requests uq, ..., uy such that

U] = arg max E(@O(m), Y)
(z,y)€D

u; = arg max 0071 (z),y),
(z,y)eD

where DI = D\ {1, ... ,Tj1}-

The MIA Requester: An individual may be motivated by privacy concerns presented by
a model more broadly. Rather than their data being regurgitated, this individual is worried
that their data has any sort of measurable influence on the model in such a way that might be
detected by an attacker. This is the type of privacy leakage that is typically measured using
membership inference attacks (MIAs). Therefore, the MIA requester runs a membership

inference attack on each training sample and issues requests by decreasing MIA confidence.

Definition 19 (MIA Requester). Let MIA : © X (X x )V) — R be a membership inference
attack mapping a model and a data sample to a real number. The nonadaptive MIA requester
computes the value MIA(Y, (z,y)) for each point (z,y) € D and returns the samples in D
ordered by increasing values of MIA values.

The adaptive MIA requester issues deletions requests uq, . .., up such that

uy = arg maxMIA(6°, (z,v))
(z.y)eD

u; = argmaxMIA(Gj_l, (x,y)),
(z,y)eD?

where DI = D \{z1,.,m51 )

In our experiments, we adopt LiRA [Carlini et al., 2022a| as a membership inference

attack for this requester.
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The Random Requester: As a baseline, we implement a requester which issues deletion
requests in a random order. This reflects the evaluation methods used for many proposed
machine unlearning methods, which sample forget sets uniformly at random from a model’s
training set. This requester thus reflects the most common approach for evaluating unlearn-

ing algorithms and will serve as the baseline in our exploration of requester utility.

Definition 20 (Random Requester). The random requester Rand returns the simplaes in D

in the order uy, ..., up, where uy, ..., uy is a uniformly sampled permutation of [n].

We note that all three of these requesters are individual. Neither computing the cross-
entropy loss for a datapoint nor computing a LiRA score require knowledge of the particular
samples in the training dataset beyond the point being tested. Additionally, we can easily
modify either of these requesters to be adaptive by recomputing loss/LiRA scores after each

deletion.

3.5.3  Fxperimental Setup

Evaluation methods: We borrow a technique from the data valuation literature to eval-
uate the performance of different requesters. As mentioned in Section 3.5.1, a common
evaluation technique for data valuation methods is to sort points in the training dataset in
decreasing order by valuation and, for some subset of k£ < |D|, computing the performance
of a model trained on the |D| — k least valuable datapoints. These are plotted as series
for different valuation metrics to allow for comparisons between metrics [Ghorbani and Zou,
2019, Ghorbani et al., 2020, Yan and Procaccia, 2021|.

These plots can be easily adapted to evaluate unlearning requesters. Instead of sorting
by valuation according to a metric, we sort training samples according to the order in which
a requester requests their deletion. This applies to both nonadaptive requesters, where the
request order is fixed at the beginning of the interaction, and adaptive requesters, which

recompute orderings in response to each model update. The choice of unlearning algorithm
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can also be varied. In the valuation literature, retraining from scratch on the |D| — k least
valuable points is evaluated, while we can alter this to use any algorithm to unlearn the
first k points that are requested. We call these visualizations unlearning utility plots. In our
experiments, we typically run 10 rounds of unlearning, requesting points in batches of 1,000.
We report average accuracies over 4 trials and give error bars representing one standard

deviation above and below the mean.

Datasets and Architectures. All of our experiments make use of the ResNet18 architec-
ture trained on the CIFAR-10 dataset. Rather than train on the full set of 50,000 training
samples, we train our initial models on a randomly sampled 50% subset of CIFAR-10’s train-
ing set. We use the held-out training samples for the computation of LiRA scores in the

MIA requester and the computation of Shapley values in the individual Shapley Requester.

Requesters. As described above, we run experiments on the Shapley requester, the loss
requester, the MIA requester, and the random requester. Additionallly, we run experiments
on the adaptive and individual variants of the Shapley requester, as well as the adaptive
variants of the loss and MIA requesters.

Since it is computationally infeasible to compute exact Shapley values for a dataset as
large as CIFAR-10, we make use of a method for computing approximate Shapley values. In
particular, we implement a k-nearest neighbors based approach for computing Shapley values
first proposed by Jia et al. [2019]. This involves training a KNN model on the activations
induced by each training sample at the final fully connected layer of the network (i.e. the
input to the final softmax layer). We then compute exact Shapley values for the KNN model,
which can be computed efficiently using dynamic programming. In our experiments, we set
k = 10, which we found yielded KNN classifiers with similar performance to the ResNet18
networks being approximated.

For computing LiRA scores, we adopt the methodology presented by Carlini et al. [2022a].
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We train 500 shadow models, each of which is trained on a random subset of 25,000 CIFAR-10

training samples.

Unlearning Methods. We make use of three unlearning methods which have been pro-
posed in the literature: retraining, relabeling, and SCRUB. retraining is an exact unlearning
method, while relabeling and scrub are approximate unlearning methods. We do not claim
that these algorithms necessarily represent the state of the art as it currently stands. In-
stead, we use them as examples to demonstrate how the utility of an unlearning algorithm
can change depending on the choice of unlearning algorithm

Retraining serves as the “gold standard” baseline for machine unlearning and simply
involves training a new model from scratch on the set of points being retained.

Relabeling |Golatkar et al., 2020| fine-tunes the model on the original training set, except
the set of points being forgotten are relabeled with random labels.

SCRUB |Kurmanji et al., 2023] uses a student-teacher knowledge distillation approach.
The unlearned model (student) is trained in such a way that it behaves similarly to the

original model (teacher) but is uncorrelated with the original model on the forget set.

3.5.4 Results

Comparing Deletion Requesters

We begin by analyzing the nonadaptive variants of the deletion requesters described above
(random, loss, MIA | and Shapley). An deletion performance plot is shown in Figure 3.3, using
retraining as the unlearning method. We observe several trends. Perhaps unsurprisingly, all
requesters degrade the performance of the model. After the removal of 9,000 data points
(36% of the original training dataset), all methods on average reduce test accuracy to below
84%, a reduction of over 4 percentage points below the original model. While all of the

requesters are relatively close in performance, the Shapley performs the best in the end,
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Figure 3.3: Nonadaptive Requester Unlearning Performance. We plot the perfor-
mance of the loss, MIA, and Shapley requesters compared to the random requester. For
each requester, we train an initial model for 50 epochs on a random subset of 25,000 CIFAR-
10 training points and use that model to compute an ordering in which the training sampled
will be unlearned. Points are then unlearned in this order over 9 iterations of 1,000 points
per iteration. Solid lines represent averages over 4 trials, and one standard deviation is filled
above and below the mean.

achieving a final test accuracy of 81.6%. For comparison, the random requester achieves a
final test accuracy of 83.2%. This is directionally in line with results from the data valuation
literature Ghorbani and Zou [2019], although those results would suggest a larger difference
between the Shapley and random requesters. We believe this discrepancy is due to our use

of an approximation of the Shapley value (as described in 3.5.3).

Disentangling Adaptivity and Collectivity

We now measure the performance of the adaptive variants of the requesters we analyzed

above. Results are presented in Figure 3.4. We note that the random requester is inherently
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Figure 3.4: Adaptive Requester Unlearning Performance. We plot the performance
of the adaptive variants of the loss, MIA, and Shapley requesters compared to the random
requester.

nonadaptive and included in this figure as a frame of reference. We observe that ehat the
adaptive loss and MIA requesters perform nearly identically to their nonadaptive variants.
However, the adaptive Shapley requester is much more powerful than its nonadaptive variant,
reducing test accuracy to 62.7% on average. This shows us that adaptive requesters are not
inherently more powerful than nonadaptive requesters. We hypothesize that the Shapley
requester benefits from adaptivity because it attempts to rank points by how important
they are to the accuracy of the model, which is exactly the metric that we are measuring
here.

Additionally, we plot the results for the variants of the Shapley requester in Figure 3.5.
Unsurprisingly, the individual Shapley requester is less powerful than both the adaptive and
nonadaptive variants of the (collective) Shapley requester. Oddly, the individual Shapley

requester also has less utility than the random requester. This is likely due to the high-
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Figure 3.5: Shapley-Based Requester Unlearning Performance. We plot the perfor-
mance of variants of the Shapley requester (nonadaptive, adaptive, and individual) compared
to the random requester.

variance estimator of the distributional Shapley value that we utilize. Results from Ghorbani
et al. [2020] suggest that the individual Shapley requester should be able to outperform the

random requester in at least some settings.

Comparing Unlearning Algorithms

We recreate the plots in Figures 3.3 and 3.4 (which used Retrain as an unlearning method)
using both Relabel (Figure 3.6) and SCRUB (Figure 3.7). One thing we observe is that,
for all requesters interacting with either of these approximate methods, the accuracy of the
model increases after the first round of unlearning. We believe this is because both of these
methods involve fine-tuning the weights of the original model, resulting in a model that has

been trained for longer, and only after the first step have enough points been removed to for
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Figure 3.6: Relabel Unlearning Utility. We plot the performance of nonadaptive and
adaptive unlearning requesters compared to the random requester when the unlearning al-
gorithm is Relabel.

accuracy to start decreasing again.

Looking at the results for Relabel, patterns look broadly similar to those of Retrain. In
particular, the nonadaptive Shapley requester shows slightly higher utility than the other
requesters, and the adaptive Shapley requester displays significantly higher utility. Interest-
ingly, the adaptive Loss and MIA requesters appear to have lower utility than the random
requester, a pattern that is not clearly visible in their nonadaptive variants or when using
Retrain.

SCRUB yields significantly different results. After the initial rise in accuracy, the ac-
curacy of the unlearned models tends to decrease only marginally or not at all. In fact,
the nonadaptive Shapley requester does not appear to reduce the accuracy of the model
after 9,000 deletions. We do observe an gap between the adaptive and nonadaptive Shapley
requester after 3,000 points are unlearned, but the effects are much more muted than with
Retrain or Relabel.

These plots illustrate how the utility of a requester is dependent on the unlearning method

being used. Our results indicate that some approximate unlearning algorithms (like SCRUB)
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Figure 3.7: SCRUB Unlearning Utility. We plot the performance of nonadaptive and
adaptive unlearning requesters compared to the random requester when the unlearning al-
gorithm is SCRUB.

may be more resistant to the effects of requester adaptivity than others (like Relabel). More

work is necessary to better understand this phenomenon.

3.6 Limitations and Future Work

One significant limitation of our framework is that we don’t account for mitigation strategies
that can be used by an unlearning algorithm to lessen the impacts of deletion requesters.
For example, the algorithm could attempt to sample new data from the same distribution
as the deleted data that can be used for fine-tuning the model after unlearning. It is not
immediately clear from our results whether the effects of request distribution would be
difficult to account for. One approach might take inspiration from concepts in performative
prediction [Perdomo et al., 2020]. For example, one might attempt to train a model that
induces distributions of requests from certain requesters that are close to random.

Another limitation is the binary nature of our definitions of adaptivity and collectivity.
More granular definitions might allow us to better understand how different properties of

adaptive and collective requesters emerge. Taking inspiration from ideas in data governance,

99



one might ask how large a data cooperative would have to be in order to influence models
more than individuals could on their own. Recent theoretical work on semi-adaptivity gaps in
the stochastic knapsack problem Barak and Talgam-Cohen [2026] might be useful in analysis

of these requesters.
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CHAPTER 4
REDISTRICTING AND DIFFERENTIAL PRIVACY

4.1 Introduction

In 2021, the state of Alabama sued the US Department of Commerce. Alabama sought
to enjoin the use of a new disclosure avoidance system for the forthcoming release of 2020

decennial census data.

“Forcing the State to redistrict with intentionally flawed data will impede Al-
abama’s ability to draw representative districts with near-equal populations,
which is what the Constitution and one-person, one-vote jurisprudence require.
This will also impede Alabama’s ability to draw districts to protect minority
voting rights as required by the Voting Rights Act.” (Alabama v. Department of

Commerce, 2021)

Concerns persisted even after the data were published. In early 2022, one of us was contacted
by lawyers at the ACLU in connection with racial gerrymandering cases in Georgia and
Arkansas. They wondered whether the new disclosure avoidance system could affect the
reported number of majority-Black districts in a demonstration redistricting plan.!

Every ten years, the US Census Bureau conducts a decennial census and produces the
Redistricting Data Summary Files—the basis for all redistricting for the following decade.
These Redistricting Data are created by first aggregating data from the Census FEdited File
(CEF)—the confidential dataset that reflects the results of the completed census—and then
applying the Disclosure Avoidance System (DAS). Through 2010, the DAS comprised tra-
ditional disclosure limitation techniques, primarily swapping [McKenna, 2018|. These tech-
niques are now understood as lacking formal guarantees against re-identification and indi-

vidualized data disclosures |Garfinkel et al., 2018, Dick et al., 2023].

1. Ultimately, this issue was not raised by defendants. No expert testimony was needed.
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In contrast, the 2020 DAS is based on differential privacy, a modern framework for
formally quantifying and limiting such disclosure risks [Dwork et al., 2006, Abowd et al.,
2022]. The 2020 DAS synthesizes and aggregates a new set of microdata census responses
that have no one-to-one correspondence with the actual microdata in the CEF but closely
approximate many of its statistics. While previous DASes have also introduced error into
census tabulations, the 2020 DAS is the first to perturb total population counts in every
geography smaller than states. This is necessary for the formal guarantees sought by the
Census Bureau. Relative to the population, these errors can be quite large in very small
geographies (24.79% in urban census blocks) but are much smaller even in moderately-sized
geographies (0.31% for counties of less than 1,000 people).

Many viewed the 2020 DAS as undermining the legitimacy of the data’s use for redis-
tricting and called for a rethinking of disclosure avoidance in the census [Kenny et al., 2021,
Schneider, 2021, Wezerek and Van Riper, 2020, Banks, 2025]. Others disagreed |Cohen et al.,
2022, Jarmin et al., 2023]. The argument against the new DAS was made most forcefully
by Kenny et al. [2021]. They analyze the impact of the 2020 DAS using an ensemble-based
redistricting analysis: a modern, computationally-intensive approach to exploring proper-
ties of the space of reasonable redistricting plans in a given geography. They conclude that
“nonrandom local errors can aggregate into substantively large and unpredictable biases at
district levels” and claim “the added noise makes it impossible to follow the principle of One
Person, One Vote, as it is currently interpreted by courts and policy-makers” [Kenny et al.,
2021].

The concern is easy to understand: two districts whose populations are equal according
to the official 2020 Redistricting Data will very likely have different populations according
to the confidential 2020 CEF. If such discrepancies are large or biased, they could impact
electoral power.

Sharp legal thresholds can amplify discrepancies, turning a continuous source of error into
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a discrete category change. For example, 10% population deviation is the cutoff between a
state legislative plan being presumed discriminatory or not. Prior work found that about 5%
of plans generated for the Louisiana state senate using the 2020 Redistricting Data would
have exceeded that population deviation threshold according to the 2020 CEF Kenny et al.
[2021].

This is what Alabama and Kenny et al. [2021] are worried about: that plans created
using the Redistricting Data could turn out to be illegal—potentially “impeding” or even
“inhibiting” the ability to “draw fair lines,” as Alabama put it. (We question the underlying
legal theory, as discussed in Section 4.9.) Despite prior work quantifying the magnitude
and characteristics of the perturbations, little is known about the interaction with threshold

redistricting requirements.

4.1.1 Research Questions

The goal of this paper is to better understand how perturbations from disclosure avoidance
combine with sharp legal thresholds to impact redistricting. What sorts of discrepancies
arise and why? Can they be mitigated?

To that end, we consider a conscientious redistricter who wants to minimize the impact
of disclosure avoidance on their map, even if not legally required. Our redistricter only has
access to the officially published 2020 Redistricting Data (after disclosure avoidance), but
wants their maps to comply with threshold redistricting requirements as measured using the
confidential CEF data (before disclosure avoidance).?

We ask whether there exists methods by which the redistricter is able to achieve two
goals, measured against the confidential CEF. First, to produce plans balanced within One

Person, One Vote (OPOV) population tolerances. Second, to produce plans with as many

magority-minority districts (MMDs) as possible.

2. As explained in Section 4.3.1, we do not have access to CEF and must use a different dataset SWAP
as a stand in. See Section 4.8 for a discussion of how this does and does not affect our results.
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We study both questions at the state legislative level, where the legal standing of such
plans depend on sharp thresholds (see Section 4.2). For OPOV, population deviations less
than 10% are presumptively constitutional; larger deviations are presumptively unconstitu-
tional. And showing that a political geography admits some number of majority-minority
districts—districts with at least 50% of the population in the relevant minority group—is
necessary to successfully overturn racially gerrymandered plans. We focus our examination
of MMDs on majority-Black districts, reflecting a common scenario in voting rights litigation

and the largest racial minority in the USA.

4.1.2  Qverview of Methods

This paper employs ensemble analysis. We algorithmically sample large collections of possible
districting plans and observe how statistics of our ensembles differ between our two data
sources (see Section 4.3 for details).

To study the effect of the DAS, one would ideally compare the data with and without
disclosure avoidance, namely the 2020 CEF and 2020 Redistricting Data. However, the CEF
is confidential to those outside of the Census Bureau. We instead use two Census datasets
which we call SWAP and DEMO as stand-ins for the 2020 CEF and Redistricting Data,
respectively. We are using these datasets exactly as intended: The Census Bureau created
DEMO to help stakeholders study the impacts of the 2020 DAS by comparing it to SWAP.
See Section 4.3 for more information and Section 4.8 for further discussion on the limitations
of using these datasets.

Our high-level approach is simple, and is adapted from Kenny et al. [2021]. First, we
generate an ensemble of many redistricting plans. These plans are drawn to satisfy some
constraint—or to maximize some objective—on the DEMO dataset (standing in for 2020
Redistricting Data). Second, across plans in the ensemble, we see how often the constraint

is violated—or how the value of the objective compares—on the SWAP dataset (standing in
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for 2020 CEF).
We call such disagreements in measurements between DEMO and SWAP discrepancies.
We quantify discrepancies in two important quantities of redistricting plans: the population-

deviation, and the number of majority-minority districts.

4.1.8  Contributions and Main Findings

We investigate the discrepancies that occur when maps created using data perturbed by the
2020 disclosure avoidance system are measured against sharp threshold requirements using
the unseen, unperturbed dataset. Overall, we find that thresholding can amplify the impact
of disclosure avoidance noise, in ways that are well-captured by simple models and possible to
account for. In particular, there exists a method to satisfy population balance requirements
on SWAP using only the DEMO data with confidence. We also provide simple probabilistic
models that help explain our empirical observations.

Below is a summary of our contributions and some of our main findings. Our quantitative
findings are specific to our experimental design (e.g., state legislative districts, using precincts
as building blocks); drawing quantitative conclusions for other redistricting settings (e.g.,
smaller sub-state districts, incorporating different constraints or objectives) would require

adapting our techniques. We discuss these and other important limitations in Section 4.8.

For One Person, One Vote (Section 4.5) We extend the ensemble analysis in prior work
[Kenny et al., 2021] from one state legislative geography to 93. As in the prior work, we
observe significant discrepancies. For example, among plans sampled with at most 5%
population deviation on DEMO, the discrepancy rate—the fraction of plans exceeding
5% deviation on SWAP—was at least 40% in half of the legislative geographies we

examined.?

3. 5% deviation as measured using the method of Kenny et al. [2021] and others, which approximates the
10% deviation threshold as measured by courts (see Section 4.3.3).
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At the same time, there exists a method to draw districts that can substantially reduce
or eliminate observed threshold violations within our district-generation procedure.
The countermeasure is simple: use a population deviation threshold in the redistricting
sampling algorithm that is slightly tighter than the 5% policy target (i.e., applying an
offset). Sampling with a 4.5% limit yields a discrepancy rate of 0% for over half
of geographies examined. Sampling with a 4% limit does so for 90% geographies

examined.

For majority-minority districts (Section 4.6) We extend the ensemble analysis in prior
work [Kenny et al., 2021] from one state legislative geography to 52. We observe signif-
icant discrepancies, but in the opposite direction than prior work (see Section 4.4). For
example, among Georgia state house plans sampled using DEMO, 9% have a different
number of majority-Black districts on SWAP—almost always fewer. When sampling
plans using a method that maximizes the number of majority-Black districts (as is

common in Voting Rights Act litigation), this jumps to 66%.

Simple models for understanding discrepancies In both cases, we give simple prob-
abilistic models that help explain many of the observed phenomena, including the
effectiveness of the mitigation proposed for achieving population balance and the im-
pact of maximizing the number of majority-Black districts on the discrepancies that
result. Our hope is that these models prove useful for thinking about the impact of

disclosure avoidance noise in settings beyond our specific experimental design.

4.1.4 A Note on Relevance

In the spring of 2026, there were two major events the affected the relevance of our findings.
In April, the Supreme Court’s decision in Louisiana v. Callais significantly weakened Section

2 of the Voting Rights Act, making it more difficult for plaintiffs to argue that a map is an
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unconstitutional racial gerrymander. In June, the US Department of Commerce issued an
order prohibiting the use of differential privacy (along with any other disclosure avoidance
technique that makes use of noise infusion) in statistical products released by the Census
Bureau and the Bureau of Economic Analysis [US Department of Commerce, 2026]. The
research this chapter is based on was completed and published before these events, when
differential privacy was expected to be used in the 2030 census and the VRA could compel
states to draw maps with more majority-minority districts. Given the current state of
the legal landscape, it is unlikely that the results we present will be directly relevant to
redistricters after the release of the 2030 Census. However, we still believe that the research
framework we present for understanding and mitigating the effects of differential privacy can
still be useful for practitioners seeking to better account for the effects of noise in their data
analyses.

We present our research below in its original form, demonstrating how redistricters might
have reckoned with differential privacy in 2030 had these legal changes not taken place. In
Section 4.8, we address further how our results can be interpreted in the light of recent

events.

4.2 Legal context

4.2.1 One Person, One Vote

The One-Person, One-Vote principle holds that any two people living in the same state
should have about the same voting power. This means that the total population of different
districts must be balanced according to the decennial census data (despite its imperfections,
see Sec. 4.2.3).

For Congressional districts, “districts [must| be apportioned to achieve population equal-

ity as nearly as is practicable” (Karcher v. Daggett). No amount of population deviation is
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considered de minimis. In practice, many states balance congressional districts to within a
single person in total population. This is one reason that Congressional redistricting is not
the focus of our study: there is no policy-relevant numerical target that a redistricter can
hope to achieve after accounting for noise.

State-level legislative districts must also be balanced in total population, although the
requirement is much less strict. For state legislative districts, population deviations below
10% “will ordinarily be considered de minimis,” while “disparities larger than 10% creates a
prima facie case of discrimination” (Brown v. Thomson 1983). In practice, state legislative
population deviations are often much smaller than 10%.

Note that courts define population deviation as the relative difference between the largest
and smallest districts. We instead adopt the convention of Kenny et al. [2021] and others,
using the maximum relative difference from the ideal district population. A 10% deviation
under the former definition is approximately equal to a 5% deviation under the definition

used in this paper (see Sec. 4.3.3).

4.2.2  Voting Rights Act

Section 2 of the Voting Rights Act of 1965 outlaws vote dilution on the basis of race, includ-
ing racial gerrymandering. While the Court’s decision in Louisiana v. Callais (2026) will
fundamentally change how racial gerrymandering cases are litigated, we out how the law was
interpreted before 2026. The Supreme Court laid out a framework for judging racial gerry-
mandering claims in Thornburg v. Gingles (1986), and recently reaffirmed the framework in
Allen v. Milligan (2023).

To successfully challenge an enacted map, a minority group needed to first pass a three-
part threshold test: the Gingles preconditions. This chapter focuses on the first Gingles
precondition, Gingles 1. (The second and third preconditions together require voting to be

polarized to such an extent that the minority group is prevented from electing its candidates
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of choice.)

Gingles 1 requires the minority group to be “sufficiently large and geographically compact
to constitute a majority in a reasonably configured district” (Allen v. Milligan, 2023). To
provide evidence of this, the plaintiff typically produced for the court one or more demon-
stration maps (eleven in Allen), each with more majority-minority districts than the enacted
map being challenged. Gingles 1 is satisfied if at least one demonstration map is reasonably
configured (“if it comports with traditional districting criteria”).

Throughout this paper, we focus on Black voters. This reflects a common scenario in
voting rights litigation and the largest racial minority in the USA according to Census data.
Hence, districts will be considered majority-minority if a majority of the voting age population
is Black (Bartlett v. Strickland, 2009), excluding those who selected multiple races.

Gingles claims have also been used to allege vote dilution against other minority groups.
We present corresponding results for claims related to majority-Hispanic districts in Ta-

ble B.5 in Appendix B.1.

4.2.8  Redistricting with Imperfect Data

It has long been recognized that the Decennial Census is far from perfect [Zalesin, 2020)].
For example, coverage errors are large and vary by race: estimates for 2020 are 3.30% Black
undercount and 4.99% Hispanic undercount, compared to 0.66% White overcount [Khubba
et al., 2022|. Even if the Decennial Census was a perfect record of the population on Census
Day, populations can change significantly in the 10 years between censuses when districts
have historically remained unchanged.

The Supreme Court recognizes these issues. Generally, the Census’s official Redistricting
Data is considered “the only basis for good-faith attempts to achieve population equality”
despite being “less than perfect” (Karcher v. Daggett 1983). But the Court has also acknowl-

edged that deviating from the Redistricting Data can be appropriate. In Mahan v. Howell
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(1973), a plan was considered malapportioned when about 18,000 people were known to live
off of the naval base in which they were counted in the 1970 Census.

Alabama’s lawsuit against the 2020 DAS raises an important question. What data should
redistricting law treat as the ground truth: the data as collected, edited, and imputed (the
CEF) or as published (the Redistricting Data)? No court has ever faced this precise question.

Kenny et al. [2021] consider Alabama’s view (treating the CEF as ground truth for
redistricting) to be the law as “currently interpreted by courts and policy-makers.” Under
this view, discrepancies between the Redistricting Data and the CEF could plausibly impede
redistricting by forcing mapmakers to account for measurement error, and might even be
argued to inhibit it if no plan could satisfy threshold requirements when judged against
the CEF. (Looking ahead, our results suggest that for the state-legislative setting and plan-
generation procedures we study, the “impede” concern is real but manageable; see Section 4.9
for further discussion).

We agree instead with Cohen et al. [2022]: the Redistricting Data should remain the
only benchmark for redistricting requirements, considering the overall scale of the noise from
disclosure avoidance in the face of other sources of imperfection that the Supreme Court
has long countenanced, and the infeasibility of enforcing requirements measured against a
confidential data source. Under this view, redistricters would not be required to account for
data discrepancies to meet legal threshold requirements, though they may still wish to do so

as a prudential matter.

4.3 Methods and Data

4.3.1 Data Sources

We use data from the 2010 Census P.L. 94-171 Redistricting Data Summary Files (henceforth
SWAP) and the Privacy-Protected 2010 Census Demonstration Data Vintage 2021-06-08
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(DEMO) [Van Riper et al., 2020].

SWAP is the official redistricting data from the 2010 Census, produced by applying the
swapping-based 2010 DAS to the 2010 CEF. DEMO was produced by applying the 2020 DAS
to the same 2010 CEF. Both DEMO and SWAP contain tabulations of population by voting
age, sex, race, ethnicity for each geographic unit on the census geographic hierarchy—census
blocks, block groups, tracts, counties, states, and the nation as a whole.

SWAP and CEF agree on the total and voting age populations of every census geography,
and agree on all statistics at the state level. In contrast, DEMO and CEF agree on the total
population only at the state level, and all sub-state counts may differ. Neither SWAP nor
DEMO agree with the CEF on population by race for census blocks.

To create the input data for our redistricting algorithms, we link these data with TIGER /-
Line Shapefiles [US Census Bureau, 2023b| and block equivalency files for voting precincts
and legislative districts enacted after the 2010 Census [US Census Bureau, 2023a|. For
precincts, we additionally joined our data with dual graphs provided by the maintainers of
the GerryChain software package [Rule et al., 2021] for simpler integration into our algo-

rithm.

4.3.2  Ensemble Analysis

In the past decade, algorithmic methods for studying gerrymandering and redistricting have
made their way from academia [Engstrom and Wildgen, 1977, Cirincione et al., 2000, Chen
et al., 2013, Duchin et al., 2019, Fifield et al., 2020b| to the Supreme Court (Gill v. Whitford
(2018), Rucho v. Common Cause (2019), Harper v. Moore (2022), Allen v. Milligan (2023)).*

Markov Chain Monte Carlo (MCMC) methods enable sampling ensembles of thousands or

millions of redistricting plans from predefined distributions for analysis [DeFord and Duchin,

4. Ensemble-based evidence has been more persuasive at trial courts than at the Supreme Court. It was
received positively by the dissent in Rucho v. Common Cause, but less so in Allen v. Milligan: “[Clourts
should exercise caution before treating results produced by algorithms as all but dispositive of a §2 claim.”
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2022, Autry et al., 2023a, Fifield et al., 2020a|. Our paper makes use of the ReCom algorithm,
a merge-split MCMC algorithm which has been used by expert witnesses in gerrymandering
cases to generate ensembles [DeFord et al., 2021, Harper v. Hall 2022, Allen v. Milligan
2023]. We use the implementation from the GerryChain software package [Rule et al., 2021]
(with some modifications, as described in Section 4.6).

We use voting precincts as the smallest unit of geography for drawing districts.” Keeping
precincts intact is often considered desirable in practice by state legislatures and previous
academic work on redistricting ensembles has used precincts to compose districts [Kenny
et al., 2021]. For a few states, precinct data was incompatible with our experimental setup
(either due to especially large precincts or incomplete geographical data). In those cases, we
used block groups as the building block of districts in our analyses. See Section 4.8 for a

discussion of how these choices may have affected our results.

Details for population balance (Section 4.5) Except where otherwise noted, each en-
semble contains 100,000 plans generated by running ReCom for 1,000,000 steps and selecting
every tenth plan. We impose various population deviation limits on the MCMC sampler, as
described in Section 4.5.

We generate ensembles for each of 93 state legislative geographies. These include the
upper and lower geographies for 45 bicameral states and one geography for Nebraska’s uni-
cameral legislature. It excludes lower houses in 4 states (Hawaii, New Hampshire, North
Dakota, and Vermont) and upper houses in 2 states (Hawaii and North Dakota) where our
MCMC chains do not find any plans that are population balanced to within 5% in DEMO.
This limitation is due to our use of voting precincts rather than Census blocks as the unit of
geography in our chains. Since the state legislative districts in these states are relatively small

in population, it is computationally inefficient to find valid districts composed of precincts

5. We use the term precinct instead of the more correct “voting district” or VI'D to avoid confusion with
the much larger state and Congressional districts that are the main subject of this paper [United States
Census Bureau, 1994].
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using MCMC methods.

Details for majority-minority districts (Section 4.6) In Section 4.6, we generate
plans using both ReCom and a modified version of ReCom optimized to select plans with
more majority-minority districts (MMDs). The latter uses a technique called short bursts,
which has been shown to outperform other techniques including biased random walks and
simulated annealing [Cannon et al., 2023|. Details are deferred to Section 4.6.1.

Ensembles using unmodified ReCom contain 100,000 plans generated as above. Ensembles
using short-bursts optimization contain 1,000 plans each (except for the Georgia state house
ensemble which contains 5,000 plans).

Of the 93 state legislative geographies described above, our ensembles found at least one
majority-Black district in 52 of them (27 lower house, 25 upper house). We restrict our
analysis of MMD redistricting to these 52 geographies. For each geography, we impose a

population deviation limit of 5% minus the critical offset found in Section 4.5.

Convergence Table B.1in the Appendix summarizes results for Markov chain convergence
tests for our main ensemble analyses. Using the Gelman-Rubin split-R diagnostic Gelman
et al. [2013], we find that estimates of the metrics we study in Section 4.5 show clear signs
of convergence in the large majority of the geographies we study (]:2 < 1.01, ESS > 400).
Compared to the analyses in Section 4.5, fewer ensembles in Section 4.6 exhibit clear signs of
convergence. In that context, we view the convergence tests as less important: we are using
MCMC sampling more as a way to optimize quantity of interest (the number of MMDs)

rather than to estimate one (the MMD discrepancy), in line with the Gingles 1 test.

4.3.3 Notation

Let data denote a reference dataset, either DEMO or SWAP. A state legislative redistricting

plan P is a partition of a state into k districts: Dy, ..., D;. Each district D; is a contiguous
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collection of census blocks.® We denote a district’s population in data as popgata (D), and its
voting-age population VAP 515 (D).

The ideal population of each district in a plan is pyas = % . Zle POPgata(D;). It
depends only on the total population of the geography and the number of districts. Because
the 2010 and 2020 DASes do not affect a state’s total population, Pgemo = Pswap for state
legislative redistricting. As this setting is our focus, we will use p throughout. Fixing p,
we define the population deviation of a district and of a plan, respectively, as devy,ia (D) =
|POPyata (D) —P|/P and devyy, (P) = max;—q  j devyaea(D;). This follows the convention of
Kenny et al. [2021] of measuring deviation relative to the ideal population, and is a measure
directly supported by our MCMC sampler.”

We denote by pop(?;?cgk(D) and BVAP 4515 (D) the total and voting-age Black populations,

respectively. We say a district is magjority-Black if BVAP45t5(D)/VAPyata(D) > 0.5. The

number of majority-Black districts in a plan P according to data is denoted MMDy,t5(P).

4.4 Related Work

Two prior studies have used ensemble methods to study the effects of the 2020 DAS on redis-
tricting, specifically on population balance and the analysis of racial gerrymandering [Kenny
et al., 2021, Cohen et al., 2022]. We discuss them below. Other research on the 2020 DAS
include studies of the impacts on different policy issues, including minority representation
[Christ et al., 2022|, misallocation of federal funds [Steed et al., 2022|, and public health
monitoring [Krieger et al., 2021], for example.

The Census Bureau has also published its own analyses of the 2020 DAS. The most rele-

6. In our main experiments, districts are constructed from larger units called precincts (each precinct
aggregates many census blocks); we use “blocks” here only to align with the Census geographic hierarchy.
See Section 4.8 for discussion of how using precincts (rather than blocks) may affect the observed impact of
DAS noise.

7. Courts typically instead measure deviation as the largest population minus the smallest, divided by
the smallest. To guarantee that this latter measure is at most 7%, it suffices that dev(P) < 27*/(2 + 7%)
(e.g., for 7* = 10%, dev(P) < 0.094 suffices).
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vant examines the impact of the 2020 DAS on the reliability and consistency of measurements
of demographic characteristics in various geographies [Wright and Irimata, 2021]. Among
other findings, it shows that the 2020 DAS changes the apparent fraction of the population
belonging to the largest demographic group by at most 5% in 95% of block groups with
total population 450 to 499. Such reliability guarantees are important for Voting Rights Act
enforcement, but don’t do away with issues presented by sharp thresholds, as is the focus of

our work.

4.4.1 Kenny et al.

Kenny et al. [2021] study the effects of the 2020 DAS on redistricting through a variety of
case studies using ensemble-based comparisons of DEMO and SWAP.8 We adopt their basic

setup: generate many maps using the DEMO data, and measure their characteristics on the

SWAP data.

Population balance Kenny et al. [2021] study of the impact on population balance for
state legislative districts, with the Louisiana state senate as a case study |[Kenny et al.,
2021|. They generate ensembles of 5,000 plans using a merge-split MCMC algorithm (the
same algorithm we use, but a different implementation [Kenny et al., 2022]). They find that
a significant fraction of redistricting plans satisfying a given maximum population deviation
7 on DEMO exceed the 7 limit on SWAP [Kenny et al., 2021, Figure S4.4|. For example,
for 7 = 1%, about 75% of plans exceed the deviation limit on SWAP; for 7 = 5%, about 5%
of plans do. We include these results in Figure 4.1.

In Section 4.5, we greatly extend this analysis. We extend it in scale: using 93 state

legislative geographies (instead of 1) and ensembles of 100,000 plans (instead of 5,000).

8. Only a non-final version of DEMO (called “DAS-12.2 data” in Kenny et al. [2021]) was available at
the time of their initial experiments. Results using the more recent DEMO data (“DAS-19.61 data”) are
in [Kenny et al., 2021, Supplementary Materials].
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We also extend it in scope: introducing offsets to mitgate discrepancies between DEMO
and SWAP and measuring their effect and also proposing a model to explain the empirical

observations.

Majority-minority districts Kenny et al. [2021] consider how the DAS affects the ap-
parent number of majority-minority districts that can be drawn [Kenny et al., 2021, Table
S4.2|, through a case study reexamining NAACP of Spring Valley v. Fast Ramapo Central
School District (2020). They sample 10,000 plans (5% max deviation) for the school district
using DEMO, and count the number of MMDs in each plan based on DEMO and SWAP.
The find fewer majority-minority districts in DEMO versus SWAP.

We find the opposite, across many state legislative geographies (Section 4.6). As we
explain next, we believe the disagreement stems from differences in how our two works (i)
define and count MMDs, and (ii) generate ensembles of redistricting plans.

We define an MMD as a district having more than 50% of voting age population in the
minority group. This is the measure used in Supreme Court cases including Allen v. Milligan
(2023), Bartlett v. Strickland (2009), and others. Kenny et al. instead use registered voters
as was done in the Ramapo case. Race data for registered voters in Ramapo are not available.
To get around this, Kenny et al. count MMDs using inferred race derived from the surnames
and addresses of registered voters using a technique called Bayesian Improved Surname
Geocoding (BISG). BISG predicts the race or ethnicity of the registered voters in a district
based on their surname and the demographic makeup of the district as measured using census
data (i.e., DEMO or SWAP). Because of this, the effect of the 2020 DAS on counting MMDs
as measured in Kenny et al. [2021] is mediated through its effect on BISG. The latter is
a significant confounder: comparing DEMO and SWAP, the inferred “proportions of Black
and Hispanic [registered voters| are much smaller, especially in the blocks where they form
a majority group” [Kenny et al., 2021].

The second difference is our use of an optimization technique designed to sample plans
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with many majority-Black MMDs. Compared to the race-blind sampler used in Kenny
et al. [2021] and in Section 4.5, our MMD-optimizing sampler appears to exacerbate the

discrepancies we observe.

4.4.2  Cohen et al.

Cohen et al. [2022] also use ensemble methods to study the effects of the 2020 DAS on
redistricting. (But as we elaborate below, the methods used in that paper make it less
directly relevant to the present work than it may seem.) Like Kenny et al. [2021]|, Cohen
et al. [2022] offer a detailed study of a small handful of case studies. Our study of offsets in
Section 4.5 was in part inspired by the proposal in Cohen et al. [2022] to tweak a standard
method for measuring racially-polarized voting (the 2nd and 3rd Gingles preconditions).

While it goes a long way to understanding the scale and characteristics of the noise
introduced by disclosure avoidance, the prior work does not study the interaction between
the noise from disclosure avoidance and the sharp thresholds. Perhaps this is one reason that
Cohen et al. [2022] and Kenny et al. [2021] arrive at opposite conclusions about whether the
official Redistricting Data should be treated as ground truth for legal tests.

Finally, Cohen et al. overlook the possibility that redistricting with the perturbed data
might induce additional effects. Whereas our MMD analysis creates plans using the per-
turbed data, the closest case study in Cohen et al. Cohen et al. [2022] only examines the

demographic makeup of four existing districts in Navajo County, Arizona.

Methodology Cohen et al. do not use the Census demonstration data whatsoever—unlike
the majority of independent analyses of the 2020 DAS’s effects, including Kenny et al. [2021]
and ours. Instead, they analyze samples of noised data generated using an early version of
the 2020 DAS, which they call TopDownl18 and that they run themselves. In brief, they

run TopDownl18 with various parameter settings and, separately, sample redistricting plans
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using various map drawing methods. Then they analyze the scale and characteristics of the
noise from TopDown18, aggregated up to the sampled districts, for the parameters and map
drawing methods tested.

One limitation of this approach is that TopDownl8’s algorithm, implementation, and
parameters are very different than the final version of the 2020 DAS. The other important
limitation is the need to resort to using less-than-perfect data as input to the DAS, the real
data being confidential. Cohen et al. used a reconstructed version of the 2010 Census data
constructed to be consistent with the official tabulations published in SWAP [Cohen et al.,
2022|. There is no way to know how the reconstructed dataset differs from the real data, or

how those differences might have affected the analyses in Cohen et al. [2022].

4.5 Balancing District Populations with Noise

This section investigates how perturbations from disclosure avoidance interact with popula-
tion balance requirements. We consider a data user’s ability to use the public DEMO dataset
(after disclosure avoidance) to generate redistricting plans satisfying a maximum population
deviation target under the confidential CEF dataset (before disclosure avoidance). Because
SWAP and CEF agree on population totals, we can use SWAP as a perfect stand-in for CEF.

A significant fraction of redistricting plans satisfying a given population deviation limit
on DEMO exceeds that limit on SWAP, as first shown by Kenny et al. [Kenny et al., 2021].
They conclude that it is impossible to produce redistricting maps that adhere to One Person,
One Vote requirements on the unseen SWAP dataset, pointing to state legislative districts
as particularly challenging.

This section challenges that conclusion. We propose a straightforward method for ensur-
ing that state legislative maps meet population balance thresholds under both datasets. Our

method—requiring a smaller population deviation on the public DEMO dataset—is very
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effective, and does not greatly increase the difficulty of finding valid plans? nor require the
adoption of new redistricting techniques. See Section 4.8 for a discussion of limitations.

We focus on state legislative districts for a few reasons. First, some population deviation
is allowed but precise thresholds are still observed. Our techniques would be ill-suited for
studying Congressional maps, where population deviations greater than 1 person must be
justified, because our algorithms are unable to generate ensembles of maps such strict re-
quirements. Second, states offer enough diversity to observe meaningful variation, while also
being few enough to cover exhaustively. Third, we are building on the existing case study of

the LA state senate in Kenny et al. [2021].

4.5.1 Meeting Population Deviation Limits Using Offsets

We begin with a case study of the Louisiana state senate—where the sort of population
discrepancies we study were first observed by Kenny et al. [Kenny et al., 2021, Figure
S4.4]—then extend the analysis to 93 state legislative geographies.

We propose a simple approach: draw the plan to satisfy a slightly tighter limit 7 — A
on DEMO, for some value 0 < A < 7. We call A the offset. To evaluate this approach, we
measure the discrepancy at T with offset A: the fraction of plans that exceed 7 deviation
under SWAP among an ensemble of plans with deviation at most 7— A under DEMO. When
A = 0, we call this the discrepancy at T or the no-offset discrepancy rate. Finally, we also
consider what we call the critical offset: the smallest offset with 0 discrepancies observed in
our ensembles of 100,000 plans (see Appendix B.1 for more information on the computation
of the critical offset).

Conceptually, this is an existence exercise: for our district-construction procedure, does

there exist an offset A such that plans drawn to satisfy 7 — A on DEMO are empirically

9. As evidence of the fact that decreasing this threshold does not greatly increase the difficulty of finding
valid plans, all of the ensembles analyzed in Section 4.6 are sampled using population tolerance offsets derived
in Section 4.5.
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likely (in our ensembles) to satisfy 7 on SWAP. The resulting critical offsets are therefore
specific to our simulation method and choice of geographic building blocks (e.g., precincts
versus blocks), and should not be treated as universal constants for all redistricting processes
(Section 4.8). Still, this approach can provide a useful framework for reasoning about the

effects of disclosure avoidance on OPOV concerns.

A Case Study: the Louisiana State Senate

Louisiana State Senate

100% Demo Data Synthetic Data
—— A=0% -0- A=0%
- A=0.05% -B- A=0.05%
80% —#— A=0.1% -#- A=0.1%
—#— A=02% -%- A=0.2%
- A=0.5% A=0.5%

60%

40%

20%

Percent of Plans Above 7 deviation

-
-~
-~
~

0%

0.1% 0.5% 1.0% 5.0% 20.0%
Target Population Tolerance

Figure 4.1: Discrepancy with Offsets in the Louisiana State Senate. We plot the
fraction of plans exceeding intended population tolerance limit 7, with various offsets A for
the Louisiana state senate (i.e., discrepancy at 7 with offset A). Solid lines are computed
using the DEMO and SWAP datasets with ensembles of 100,000 plans for each 7 and A (see
Sec. 4.5.1). Dashed lines are computed from 100,000 samples from the statistical model of
district populations and disclosure avoidance noise described in Sec. 4.5.2. Black triangles
(dotted lines) represent the results obtained by [Kenny et al., 2021, Figure S4.4].

Replicating Kenny et al. [2021], we measure the no-offset discrepancy for each of six
population deviation thresholds 7 between 0.1% and 30%. Namely, we generate an ensemble
of 100,000 plans for the LA state senate with population deviation at most 7 according to

DEMO, and count what fraction of those plans exceed 7 deviation according to SWAP.
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The results are summarized by the solid blue line in Figure 4.1. The overall conclusion
remains the same as in Kenny et al. [2021]: many plans drawn to a satisfy 7 population devi-
ation using DEMO exceed that threshold on SWAP. The exact numbers differ, perhaps due
to differences in our experimental setups, such as a different MCMC sampler implementation
and larger ensembles.

To test the effectiveness of offsets as a mitigation, we measure the discrepancy at 7 and
varying the offset parameter A, for the same six values of 7 as before. Additionally, we
compute the critical offset for the Louisiana State Senate for 7 = 5% to be A = 0.33%
(averaged over 10 runs).

The solid lines in Figure 4.1 illustrate the results for A = 0.05%, 0.1%, 0.2%, and 0.5%.
Using A = 0.1% reduces the discrepancy at 7 = 5% from 23.4% to 4.0%. Using A = 0.2%
reduces the discrepancy at 7 = 1% from 74.2% to 1.1%. Notably, the discrepancy at 7 = 5%
with offset A = 0.5% was 0%. That is, of 100,000 plans generated using a 4.5% tolerance
on DEMO, none exceeded a 5% tolerance on SWAP.

Offsets for State Legislative Redistricting

We perform a similar analysis for 93 state legislative geographies. For each geography,
we measure the discrepancy at 7 = 5% as we increase A in steps of 0.05% (generating
an ensemble of 100,000 plans for each offset). For each geography we record the no-offset
discrepancy (A = 0%) and the critical offset (where the discrepancy first falls to 0%).
Table 4.1 gives a coarse summary of the results (Table B.2 in Appendix B.1 gives much
more detail). Observe that the no-offset discrepancy rates vary widely. In the worst case
(Kansas State House of Representatives) 96% of plans exceeded 5% population deviation
under SWAP. But offsets provide a powerful mitigation: for most geographies, A < 0.75%
suffices to eliminate plans that exceed a 5% population tolerance from our ensembles.

We do not know why different geographies exhibit different discrepancies and critical
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Min 25th 5017 75th Max

Discrepancy Rate 4.73% 22.65% 40.59% 66.13% 100.00%
Critical Offset 0.10% 0.28%  0.44%  0.74% 2.18%

Table 4.1: Discrepancy Rates and Critical Offsets at 7 = 5%. Summary of discrepancy
rates (A = 0) and critical offsets for 93 state legislative ensembles and 7 = 5% (extrema and
quartiles). Note the ensemble maximizing discrepancy does not maximize the critical offset;
likewise for the other order statistics.

offsets, although the size of districts appears to play an important role. In Figure 4.2, we
examine the standard deviations of the observed district population errors in our state lower
and upper legislative district ensembles. Notably, we observe a strong positive correlation
between the logarithm of average district population and error standard deviation in both
state lower houses (r = 0.87) and state upper houses (r = 0.83). We also observe weaker
correlations between the logarithm of total state population and error standard deviation
(lower houses: r = 0.64, upper houses: r = 0.82) and between the logarithm of the average
number of census blocks per district and error standard deviation (lower houses: r = 0.59,
upper houses: r = 0.66).

We ran additional experiments on the state of Louisiana to understand the link between
district size and discrepancy rate. For each value of A we examined in Figure 4.1, we measure
the discrepancy rate at 7 = 5% for plans with different numbers of districts, ranging from 5 to
160. This corresponds to average district populations between 28,334 and 906,674 people.1?
Results are shown in Figure 4.3. We observe that for all values of 7 — A, the discrepancy

rate is monotonically decreasing as the ideal district size increases.

4.5.2  Why Offsets Work: Most Deviation Isn’t from Disclosure Avoidance

The effectiveness of our mitigation can be understood by disentangling the population de-

viation caused by disclosure avoidance from the deviation caused by other factors. The

10. For comparison: Louisiana Congressional districts contain about 766,000 people; New Orleans City
Council districts contain about 72,500 people.
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Figure 4.2: Standard Deviation of Population Error Across State Legislative Ge-
ographies. Standard deviations of the population error (popgemo(D) — POPswap(D)) over
districts in ensembles generated for state upper and lower legislative districting plans. Each
point represents a state legislative geography. The left column plots the logarithm of each
state’s population on the horizontal axis. The center column plots the logarithm of each
legislative geography’s average district population on the horizontal axis. The right column
plots the logarithm of the total number of blocks in each state divided by the number of
districts in each respective legislative geography on the horizontal axis.

population deviation of an individual district devswap(D) consists of two (:omponen‘cs:11

_ popdemo(D) -p popswap(D) - popdemo(D)
(D) = - + — :
p p
signed devgemo (D) errgas(D)

deszap

The first component is a signed version of devyemo(D)—the apparent deviation in DEMO.
This is entirely under the control of the mapmaker. The second component is the additional
error from disclosure avoidance, which we denote by erry,s(D).

Plotting these two terms side-by-side clarifies their relative import. Figure 4.4 plots
histograms of signed devgemo(D) and erry,s(D) for all the LA state senate districts in our

7 = 5% ensembles. Note the different scales on the horizontal axes. The signed devgeme(D) is

11. This identity uses the fact that Dyemo = Dewap for state legislatures. Analyzing sub-state redistricting
requires more care.
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Louisiana: Discrepancy Rate Across District Sizes
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Figure 4.3: Discrepancies by District Size in Louisiana. Measuring the discrepancy rate
of Louisiana redistricting plans over various district sizes and population tolerance offsets.
Each point represents an ensemble that was generated using a population tolerance threshold
of 5% — A on DEMO (for several values of A) and evaluated with a 7 = 5% threshold on
SWAP. The ideal district populations correspond to plans with 5, 10, 20, 40, 80, 120, and
160 plans. The vertical red line corresponds with the actual district size of the Louisiana
State Senate.

roughly uniform across the acceptable range [—5%, 5%)|. The DAS noise erry,s(D) is highly
concentrated, with mean 0.0% and standard deviation 0.080%. Only a small fraction of
districts have devgemo(D) close enough to 5% for the DAS noise to matter. Using an offset
moves devgemo(D) away from the 5% threshold, further lowering the number of districts
where the DAS noise matters.

Figure 4.4 suggests a very simple probabilistic model for population deviations under
SWAP. The deviation of a plan is sampled as the maximum over district-level deviations:
devswap(P) = max; devswap(D;). Each devswap(D;) is independently sampled as | X + E,
where X is uniform over [—(7 — A),7 — A] and E ~ N(u,0?). The parameters p = 0.0%
and o = 0.080% are the empirical mean and standard deviation of erry,s(D) across districts
in our LA state senate ensembles.

The dashed lines in Figure 4.1 show the fraction of 100,000 values of devswap(P) sampled
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Figure 4.4: The Two Components of Population Deviation in Districts. Histograms
of apparent population deviation in DEMO (devgemo(D) = (POPdemo(D?) — P/P) and the
additional error from disclosure avoidance (erry,s(D) = (POPswap(D) — POPdemo(D))/P) for
each unique district included in an ensemble of Louisiana state senate plans sampled with a
5% population tolerance on the DEMO data. Note the very different scales on the horizontal
axis. Together, these terms make up the population of a state legislative district’s population
deviation. The dashed vertical lines behind the left histogram represent the maximum and
minimum error values observed in the right histogram.

as above that exceeded 7, for each 7 and A. Qualitatively, the model closely approximates the
empirical data for the LA senate, suggesting this is a useful mental model for understanding
the effect of offsets.

Note that this is meant only as a simple, usable model of the phenomenon. In particular,
the observed values of erry,s(D) do not appear normally distributed, failing the parametric

bootstrap goodness of fit test implemented in SciPy Virtanen et al. [2020].)

4.5.8 A Closer Look at Errors from Disclosure Avoidance

To understand the effect of the 2020 DAS on OPOV questions, it appears that we must
understand |erry,s(D)|: the magnitude of population error in a district D due to disclosure
avoidance, as a fraction of the ideal district population. This is perhaps unsurprising.

We briefly discuss this error in enacted districts, as compared to other sources of error,

and in relation to racial biases in the 2020 DAS.
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Ideal population p <8k 816k 16-32k 32-64k 64-128k 128-256k 256-512k >512k

Count 104 641 1,057 2,010 1,392 1,232 216 506
Max 0.0168 0.0214 0.0137 0.0069  0.0048 0.0051 0.0041 0.0011
98" pet 0.0088 0.0111 0.0063 0.0039  0.0026 0.0017 0.0015 0.0006
90" pet 0.0047 0.0064 0.0039 0.0023  0.0015 0.0010 0.0006  0.0003

Table 4.2: Population Error in Enacted Districts. Error from disclosure avoidance in
state legislative districts and Congressional districts enacted after the release of the 2010
census redistricting data, as a fraction of ideal population: |errygys(D)| = [pPopdemo(D) —
POPswap(D)|/p. Districts are grouped by ideal population.

Errors in enacted districts Real redistricting plans are drawn by people, not sampled
from ensembles. We do not know how offsets fare in a real redistricting setting. But the
distribution of |erry,s(D)| on districts created by the political process can give us some initial
idea. Using DEMO and SWAP, we compute |erry,s(D)| for every congressional and state
legislative district enacted after the 2010 Decennial Census (rather than for algorithmic en-
sembles of districts). We group the districts by ideal population, which doesn’t depend on
the redistricting plan. Table 4.2 reports the maximum, 98th, and 90th percentile values in
each group. For the overwhelming majority of geographies—including all with ideal popu-
lation above 32, 000—the relative error magnitude from disclosure avoidance was well under
1%. A Rhode Island State House of Representatives district saw the largest observed relative
error: 2.14%, corresponding to just 301 people.

A redistricter can use these numbers to guide the use of offsets where population deviation
under the CEF is a concern, though more research would be warranted. If the ideal district
population is p = 200,000, an offset of A = 0.51% might be a conservative choice; if

p = 20,000, an offset of A = 1.37% appears more appropriate.

Magnitude relative to population drift As a point of comparison for the population
deviations so far, we analyze district population imbalances arising from population shifts in
the 10 years between decennial censuses. This is only one acknowledged source of population

deviation among districts, and ignores systematic undercounts and overcounts that differ by
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race and ethnicity [US Census Bureau, 2022]. Using data from IPUMS that standardizes
congressional district geographies between decennial censuses, we compare total populations
of congressional districts of the 110th-112th Congresses in both the 2000 and 2010 censuses
[Manson et al., 2022].12 When measured with the 2000 data used to draw the districts, the
deviations are relatively small. Of states with more than one Congressional district, the
average deviation is just 613 people (~0.1% of the ideal population), while the maximum
is 6,698 (~1% of the ideal). By the 2010 Census, the average increased to 137,974 people
(~19% of the ideal), while the maximum increased to 340,948 people (Texas, ~43% of the

ideal).

Biases in population discrepancies Prior work found that noise from the 2020 DAS
is correlated with racial/ethnic homogeneity [Kenny et al., 2021, Petti and Flaxman, 2019].
Specifically, precincts with higher Herfindahl-Hirschman index—a measure of racial and
ethnic homogeneity—tend to have their populations inflated, and vice versa. [Kenny et al.,
2021]. This motivates the following question: Does the distribution of district-level errors
in our ensembles vary by the racial and ethnic makeup of the districts? If so, it might
systematically shift voting power among groups even if district populations are still within
the acceptable bounds. Fortunately, we do not observe any meaningful effect. For the 876,800
unique districts we sampled for the Georgia state house, a geography for which small changes
in voting power of Black residents could have a meaningful impact on the makeup of the
legislature, we find that the Pearson correlation between per-district population error and

Herfindahl-Hirschman index is minute: r» = 0.07, 95% CI (0.068,0.072).

12. Because Census geographies (i.e. block boundaries) are modified every 10 years, districts drawn using
2000 census data may split 2010 census blocks, complicating comparisons between years.
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4.6 Counting Majority-Minority Districts with Noise

To challenge an enacted electoral map for racial vote dilution, plaintiffs must meet the
Gingles 1 precondition. Gingles 1 requires showing that one can draw more majority-minority
districts (MMDs) than exist in the enacted map being challenged. This is usually done by
submitting expert reports with one or more such illustrative plans.

This section investigates how perturbations from disclosure avoidance interact with Gin-
gles 1. We consider a data user’s ability to use the public DEMO dataset (after disclosure
avoidance) to produce illustrative plans with many majority-minority districts under the
confidential CEF dataset (before disclosure avoidance). Notice that these illustrative plans
may be quite different than those produced in the normal course of redistricting: they must
have more majority-minority districts to satisfy Gingles 1. For this reason, we also investi-
gate the additional impact of optimizing the number of majority-minority districts using a
technique called short-burt optimization [Cannon et al., 2023| described below.

Unfortunately, the data needed to study these questions directly is unavailable: SWAP
and CEF do not agree on population by race, though they do agree on voting age population.
Therefore, we will use SWAP as an imperfect stand-in for CEF. As a result, the discrepancies
we observe reflect the combined impact of perturbations from the 2010 DAS (CEF—-SWAP)
and the 2020 DAS (CEF—DEMO). We discuss this limitation further in Section 4.8, and
take a first step towards overcoming it in Appendix 4.7.

This section specifically focuses on majority-Black districts and uses MMD to mean a
district where a majority of the voting age population is Black, excluding those who select

multiple races. As before, we restrict our attention to state legislative redistricting.

4.6.1 Short-Burst Optimization

Gingles 1 incentivizes plaintiffs to maximize the number of MMDs in the illustrative plan,

shifting the distribution of plans. To study the effect of this shift, we generate ensembles of
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plans using a technique called short-burst optimization, which is designed to output plans
with many majority-Black MMDs [Cannon et al., 2023|. It is generally intractable to deter-
mine the maximum possible number of MMDs in a plan at the scale of a US state. Therefore,
we use the optimized chains as a proxy for a redistricter who is trying to draw a plan with
a near-maximal number of majority-minority districts.

We use short-burst optimization in a manner suggested to us by Duchin (personal commu-
nication, August 2025). We run 100 chains (500 for Georgia) with short burst optimization
for 100,000 steps each in parallel. From each chain, we randomly subsample 10 plans from
among those with highest MMD count in DEMO, resulting in 1,000-plan ensembles (5,000
for Georgia).

This approach is somewhat heuristic, but it allows us to observe the effects of incentivizing
maps with certain characteristics, as Gingles 1 does. The ensembles can also be seen as
containing plans that might have been selected as a Gingles 1 illustrative plan by a redistricter
who used short-burst optimization to find maps with many MMDs. While the human and
the algorithm differ in their methods for selecting plans, this methodology sheds light on the
qualities of plans that are drawn from a nearly-maximal distribution.

This approach is computationally intensive, requiring hundreds of CPU-hours to generate
an ensembles of 5,000 plans for the state of Georgia. We ran fewer chains for other states
in order to allow us to complete our experiments in a reasonable timeframe. We observed
that analyzing the first 1,000 plans of the Georgia ensemble yielded similar results to the
full 5,000 plan ensemble.

4.60.2  Measuring MMD Discrepancy

We begin with a case study of Georgia state house plans, then extend the analysis to 50
state legislative geographies. The Georgia house serves as a good illustrative geography due

to its significant Black population and large legislature.
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We measure and examine the MMD discrepancy of plans generated using the DEMO
dataset: MMDgyemo(P) — MMDswap(P). We measure the mean MMD discrepancy and the

non-zero discrepancy rate—the fraction of plans with non-zero MMD discrepancy.

Georgia State House Plans

Figure 4.5 illustrates the MMD discrepancies that arise in 100,000 plans sampled using our
base merge-split MCMC algorithm (Section 4.3.2). The histogram breaks down the plans by
number of majority-Black MMDs according to the DEMO dataset. Each histogram bin is
further broken down by MMD discrepancy: the difference between the number of MMDs as
measured by DEMO and SWAP. Across the whole ensemble, the mean MMD discrepancy
is 0.03, and 9% of plans have a non-zero MMD discrepancy. Furthermore, plans with more
MMDs have slightly greater discrepancies (Pearson’s r = 0.08).

Figure 4.6 illustrates the results of the same analysis for 5,000 plans generated using
short-bursts optimization These numbers are markedly higher: the mean MMD discrepancy
is 1.02, and 66% of plans have a non-zero MMD discrepancy. The correlation between

number of MMDs and MMD discrepancy is also higher (Pearson’s r = 0.16).

Other State Legislative Geographies

We examine the MMD discrepancies in the 52 geographies where our short burst ensembles
found at least one MMD (27 lower house, 25 upper house). Full results are included in
Table B.6 in Appendix B.1. Different geographies experience very different levels of MMD
discrepancy. Some geographies experience very minor discrepancies; others very significant
(e.g., 0.9% of CA lower house plans have non-zero discrepancies, compared to 78.9% of MS
lower house plans).

Still, some patterns we see in the GA house generalize to almost all geographies. First,

positive MMD discrepancies—more MMDs according to DEMO than SWAP—are both more
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Figure 4.5: MMD Discrepancies in the Georgia State House base Ensemble. We
plot the number of majority-Black districts in plans sampled in our base ensemble. Plans
are grouped according to the number of majority-Black districts as measured using DEMO.
Bars are colored to indicate the fraction of those plans which have the corresponding MMD
discrepancy. Each ensemble contains 100,000 plans sampled with a 4.4% population deviation
limit (utilizing A = 0.6%) using the DEMO data.

frequent and larger in magnitude than negative discrepancies. Second, plans with more

MMDs have greater discrepancies. Finally, we observe that MMD discrepancies are generally

greater in lower houses than in the (typically smaller) upper houses within the same state.

DEMO vs SWAP vs CEF

Recall that the discrepancies we observe reflect the combined impact of perturbations from
the 2010 DAS (CEF—SWAP) and the 2020 DAS (CEF—DEMO). This is inherent to any
analysis that compares the DEMO data to the 2010 Redistricting Data, including most anal-
yses of the effects of the 2020 DAS. (Additional results in Appendix 4.7 suggest discrepancies

might be similar if we were to use the 2010 CEF as a baseline, though these results require
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Figure 4.6: MMD Discrepancies in the Georgia State House Optimized Ensemble.
We plot the number of majority-Black districts in plans sampled in our short bursts ensemble,
which is designed to produce plans with many MMDs. Plans are grouped according to the
number of majority-Black districts as measured using DEMO. Bars are colored to indicate
the fraction of those plans which have the corresponding MMD discrepancy. Each ensemble
contains 100,000 plans sampled with a 4.4% population deviation limit (utilizing A = 0.6%
offset listed in Table B.2) using the DEMO data.

strong assumptions on the re-implementation of the swapping algorithm in Ballesteros et al.
[2025].)

Still, characterizing the expected discrepancies between DEMO and SWAP can be useful
for redistricters in practice. If one accepts the need for disclosure avoidance in census tabula-
tions but is concerned that the new DAS yields data that is less fit for use than the previous
DAS, our results should provide some reassurance. Our results can be seen as useful for
understanding whether DEMO is sufficiently close to SWAP for use in redistricting, setting
aside whether SWAP is sufficiently close to the 2010 CEF to be fit for use. If it is, and if
SWAP was fit for use for redistricting (which was never under question), then that lends

support for DEMQO’s fitness for use as well.
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4.6.3 The Connection Between BVAP Margin and MMD Discrepancy

Above, when drawing districts with DEMO and measuring against SWAP we see: (1) a bias
towards more MMDs in DEMO than SWAP, and (2) the bias increases as the number of
MMDs increases within a geography. This section describes a simple probabilistic model
that helps explain these observations. We do so by connecting plan-level discrepancies to a
district-level quantity (BVAP margin) whose sign determines whether a district is counted

as majority-Black.

BVAP margin The key quantity is BVAP margin: the size of a district’s Black voting age
majority (i.e., Black voting age population minus half of the total voting age population).

We denote a district’s BVAP margins under DEMO and SWAP as:

Bdemo(D) = BVAPdemo(D) —0.5- VAPdemo(D) (4'1)

By definition, a district is an MMD according to DEMO if and only if its BVAP margin
under DEMO is positive: Bgemo(D) > 0. Likewise, for SWAP.
Given only the DEMO dataset, a redistricter can reason about MMDs under SWAP by

observing the following:

Bswap(D) = Bgemo(D) + (Bswap(D) - Bdemo<D>)J (4.2)

MMD
errya. (D)

This decomposition separates what is observable by the redistricter from what is not (as
Section 4.5.2 did for population balance). The first component Byemo(D) is entirely under
the control of the mapmaker. The second component is the change in BVAP margin from

disclosure avoidance, which we denote errg/;';/'D(D).
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By equation equation 4.2, a district contributes to plan-level MMD discrepancy precisely

MMD
das

Bswap(D). Districts with Byemo(D) ~ 0 are the most likely to flip. Therefore, we might

when the disclosure-avoidance term err (D) causes a sign flip between Bgemo(D) and

hope to explain characteristics of the plan-level MMD discrepancies by looking at the char-
acteristics of Byemo(D) and errc'\l/;';/'D(D), and focusing specifically on near-threshold districts

where Byemo(D) ~ 0.

Understanding biases in MMD discrepancy In our experimental setup, we tend to
see a bias towards more MMDs in DEMO than in SWAP. This corresponds to plans having
more districts D satisfying Bswap(D) < 0 < Bgemo (D) than the reverse. The more MMDs a
plan has, the greater the observed bias tends to be. Why might this be?

The reasoning above suggests that we find an explanation by looking at biases in Bygme (D)

MMD

das (D), focusing on near-threshold districts where the BVAP margin is close to 0

and err
(i.e., where sign flips / discrepancies are plausible).

Hence, we consider two possible sources for the observed bias. First, if errmg/'D(D) is
negatively biased. Second, if plans tend to have more districts D with BVAP just over 50%
(Bgemo(D) > 0) than just under 50% (Bgemo(D) < 0). The latter would also help explain
the correlation between the number of MMDs and the bias, as maximizing the number of
MMDs requires smaller Black majorities on average.

Both explanations are borne out in our data for the Georgia state house. Figure 4.7 plots
errgi';/'D(D) for the districts in the short-burst ensemble. For districts with BVAP margin
close to 0, the mean err(';/y;/lD(D) is —22.303 (standard deviation 6.3).13

Figure B.1 plots histograms of Byemo (D) for all districts in both the base and short-burst
ensembles. In the short bursts ensemble, districts with small Black majorities are much more

common than districts with small non-Black majorities. This is not true in the base ensemble

which ignores race, helping explain the smaller biases seen in those plans.

13. Across all districts, the mean err¥!MP (D) is 0.030.
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Georgia State House: Error in BVAP Margin
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Figure 4.7: Empirical Change in BVAP Margin. Change in BVAP margin

(err(’}g';/lD(D) = Bswap(D) — Bgemo(D)) among districts in our short bursts ensemble for

the Georgia State House of Representatives. The gray histogram includes all districts that
were contained within plans in the ensemble. The black histogram is restricted to districts
with Black voting age populations within 196 individuals of half of the total VAP. The
threshold of 196 was the maximum error in BVAP margin observed in the ensemble. Note
that the noise in BVAP margin for districts that have close to 50% BVAP is biased in the
negative direction.

A model of MMD discrepancies from BVAP margins The discussion above suggests
a simple probabilistic model for MMD discrepancies using only BVAP margins, ignoring all
other effects (e.g., correlations between errors across districts). The model aims to capture
the behavior of near-threshold districts whose BVAP is close enough to 50% that disclosure-
avoidance error could change their majority status.

Given a plan with districts D;, sample Bswap(D;) = Bgemo(D;)+ E;, where E; ~ N(u, o)
is normally distributed. The parameters  and o are estimated from the ensemble by look-

ing at districts whose BVAP margins are small enough that a sign flip is possible (i.e.,
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Figure 4.8: Modeling MMD Discrepancies in the Georgia State House. We com-
pare the MMD discrepancies previously observed in Figure 4.6 to the MMD discrepancies
predicted by our synthetic noise model for the Georgia state house.

| Bgemo(D)| < maxpy \errmzﬂD(D')], the largest observed change in BVAP margin). Intu-
itively, this conditions on the at-risk districts for which noise can change MMD classification,
and avoids letting the many districts with very large margins dominate the fit.

Figure 4.8 plots the results of applying this simulated MMD discrepancy model to the
5,000 Georgia state house plans in our short-bursts ensemble (u = —22.303, 02 = 39.514),
side-by-side with the MMD discrepancies observed when comparing DEMO and SWAP. The
two plots contain exactly the same plans each with the same number of MMDs in DEMO. The
only difference is whether MMDs in SWAP are measured against the real data or sampled
from the model above.

Qualitatively, the model appears to explain much of the observed biases in MMD discrep-
ancies, but not all. The model is deliberately simple and does not capture all features of the
observed discrepancies (e.g., non-normality and correlations in errc'\jg';/lD(D)), so it should be
interpreted as a clarifying approximation rather than a full predictive account. More work

would be needed to quantify the result and to understand what characteristics of the data

are driving the remaining bias.
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Offsets for Gingles 1 plans As in Section 4.5, a natural approach to mitigating MMD
discrepancies in the context of Gingles 1 would be to draw illustrative plans whose majority-
Black districts have large BVAP margins. Instead of targeting 50% VAP + 1 person, target
50% + 1 + offset, for some value offset> 0.

We leave a detailed study of the effectiveness of offsets for MMD discrepancies to future
work. For now, we remark that this is already common practice. For example, across the
eleven illustrative plans used in the recent Supreme Court case Allen v. Milligan (2023), the

smallest BVAP margin in a majority-Black district was 256 people (50.05% BVAP) Merrill

MMD

das (D) observed in the Georgia ensemble.

v. Milligan [2022], larger than any err

4.7 Towards Disentangling the Impact of the 2010 and 2020

Disclosure Avoidance Systems

Our goal is to understand the impact of the 2020 DAS on MMD discrepancies. Unfortunately,
comparing DEMO and SWAP reflects the combined effects of the 2010 DAS and the 2020
DAS. This is because DEMO is the result of applying the 2020 DAS to the confidential 2010
CEF data, while SWAP is the result of applying the 2010 DAS to the confidential 2010 CEF
data.

One way to try to isolate the effect of the 2020 DAS would be to run it ourselves using
reconstructed 2010 Census microdata derived from SWAP (as in Cohen et al. [2022]). But
running the 2020 DAS reliably is difficult [Ballesteros et al., 2025] and beyond the scope of
the present work.

Instead, we try to isolate the effect of the 2010 DAS using a dataset provided to us by the
authors of Ballesteros et al. [2025] (personal communication, September 2025). The dataset
is the result of applying an implementation of swapping (designed to approximate the 2010
DAS as closely as possible using only publicly-available information) to reconstructed 2010

Census microdata for Georgia, as described in Ballesteros et al. [2025]. Hence, this dataset—
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which we call SWAP-SWA P—is the result of applying the swapping-based 2010 DAS to the
2010 CEF, then reconstructing it and applying an independent implementation of swapping.

We generate a new ensembles of plans using the SWAP-SWAP and DEMO datasets
(using short-bursts optimization for ReCom with 100 chains in parallel). For each ensemble,
we measure the MMD discrepancies relative to SWAP. (For this analysis only, we count
majority-Black districts using the total population rather than the voting age population,
because voting age data was not included in the SWAP-SWAP dataset.) The results are
plotted in Figure 4.9. The similarities are clear. In both ensembles, the number of MMDs
according the dataset used to generate the plans (DEMO, SWAP-SWAP) tends to be greater
than the number of MMDs according to the unseen dataset (SWAP). Moreover, the bias
grows with the number of MMDs.

Going a step further, SWAP-SWAP population data makes it possible to estimate what
Black population margins might look like in the CEF. This holds under a strong assump-
tion on the fidelity of the SWAP-SWAP data.!* Namely, the analysis below requires the
differences between tabulations in SWAP-SWAP and SWAP be distributed similarly to the
differences between tabulations in SWAP and the 2010 CEF. Adapting the notation intro-

duced in Section 4.6.3,
Bswap-swap(D) — Bswap(D) ~ Bswap(D) — Beef(D), (4.3)

where Byata(D) is the Black population margin (i.e., popgg?cgk(D) —0.5- pop(?;?gk(D)) in
district D as measured in dataset DATA. This differs slightly from the definition of By,(D)
in Section 4.6.3, which considers voting age population rather than total population. This

is due to the lack of voting age information in SWAP-SWAP, as mentioned above.

Assuming the above, we can approximate Black population margins in the 2010 CEF

14. Tt appears difficult or impossible to validate this assumption for the same reasons that measuring the
effects the 2010 swapping-based DAS is difficult: the swapping algorithm and the CEF input data is secret,
known only to the Census Bureau.
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directly from the margins we measured using SWAP and SWAP-SWAP:

Beef(D) = Bswap(D) + (Beef (D) — Bswap(D)) (4.4)
~ Bswap(D) + (Bswap(D) - Bswap—swap(D))

= 2Bswap(D) - BSWQP—SWaP(D)

Using these estimates, we plot MMD discrepancies between DEMO and the above estimate
of CEF in Figure 4.10. Discrepancies between DEMO and CEF are qualitatively similar
to discrepancies between DEMO and SWAP, although slightly smaller in magnitude. This
result suggests that our observations in Section 4.6 would have been similar had we been
using the 2010 CEF rather than SWAP.

To reiterate, the analysis above assumes that the implementation of swapping used to
create our SWAP-SWAP dataset closely approximates the 2010 DAS. More work would be
needed to fully disentangle the effects of the 2020 and 2010 disclosure avoidance systems,
even setting aside the extent to which comparing SWAP-SWAP to SWAP is a faithful repre-
sentation of the effects of the 2010 DAS. For example, it is not clear whether the similarities
between the two plots in Figure 4.9 mean that the effect of the 2020 DAS is smaller, larger,
or similar to the effects of swapping. Instead, we remark only that any differences in the
MMD discrepancies arising from the two systems appear more likely differences in degree

than in kind.

4.8 Limitations

Methods An important limitation is that we study algorithmically sampled plans, incor-
porating only a few redistricting criteria (contiguity, population balance, and compactness).
But real districts are drawn by people as part of a political process, taking account of many

factors. One should not read too much into the specific numbers we observe: changing the
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Figure 4.9: MMD Discrepancies in SWAP-SWAP. Distribution of MMD discrepancies
(relative to SWAP) for Georgia state house using the DEMO and SWAP-SWAP datasets.
The number of MMDs on the horizontal axis is measured using the dataset used to generate
the ensembles (DEMO or SWAP-SWAP), and the percent of plans normalized to 100% for
each bin is displayed on the vertical axis. We generate ensembles using the method described
in Section 4.6.1, running 100 chains for each dataset.

way we generate districts would likely change the quantitative results.

Some algorithmic methods for sampling plans have the ability to generate representative
samples of districting plans under relevant probability distributions for redistricting [McCar-
tan and Imai, 2023, Autry et al., 2023b|. For the purposes of this paper, we make no such
claims and ignore many of the complexities of practical redistricting. At the same time, from
a technical point of view, we believe it is reasonable to offer statistics over a set of interest as
a descriptive matter without a need for a distributional claim about the sample. One goal of
this paper is to replicate and extend findings from prior work, and to explain the phenomena
we observe. For such uses, having a clear, well-defined sample frame may be more useful
than strict adherence to human redistricting practice.

Our sample frame does not contain all permissible plans: it excludes plans that subdivide
precincts, for instance. Nor does it necessarily contain only permissible plans: ignoring
political subdivisions and communities of interest in states where required, for example.

It is hard to predict the net effect of these differences on our findings. As we explain next,
140



Discrepancy between DEMO and SWAP Discrepancy between DEMO and Estimated CEF

32.0%

28.0%

24.0%

)
o
=)
X

Percent of Plans
=
(=2}
(=3
3

,_.
g
o
X

T
LS
Net MMD Discrepancy

o
o
X

'S
o
X
T
|

50 52 54 56 58 50 52 54 56 58
Number of MMDs (DEMO) Number of MMDs (DEMO)

Figure 4.10: MMD Discrepancies in Reconstructed CEF Data. Distribution of MMD
discrepancies for an ensemble using short bursts optimization to sample plans with many
MMDs in DEMO. On the left, we display the MMD discrepancy between DEMO and SWAP.
On the right, we display the MMD discrepancy between DEMO and our estimation of the
2010 CEF, as described in Appendix 4.7.

breaking up precincts would tend to strengthen the effects of the noise. On the other hand,
the common practice of keeping cities and counties intact would tend to weaken those effects.
Future work could use more sophisticated ensemble analyses to account for individual states’
redistricting requirements [Becker et al., 2021, McCartan et al., 2022|, or perhaps a dataset
of hand-drawn plans.

In order to make the most of our limited computational resources, we chose to use
precincts as the geounit from which our districts were composed, rather than blocks. This
greatly reduced the computational complexity, allowing us to run more chains and study
larger geographies. In practice, redistricters may split precincts between neighboring dis-
tricts (though they often prefer not to).

To get some indication as to how using blocks would have affected our results, we com-
puted the critical offset and no offset discrepancy rate for three small-enough state geogra-
phies using blocks as our base geounit (Table B.3 in Appendix B.1). We observe a notable
increase in both metrics in all three geographies, indicating that our results may underesti-

mate the impact of the new DAS on redistricting in practice. (On the other hand, keeping
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cities and counties whole would have the opposite effect.) We hypothesize the difference is
greatest where districts are very small, as in the three examined geographies. This aligns with
guidance from the Census Bureau suggesting that data users should aggregate block-level

data to increase the accuracy of their analyses.

Data Comparing the DEMO and SWAP datasets does not isolate the impacts of the 2020
DAS [boyd and Sarathy, 2022]. It reflects the impact of both the 2010 and 2020 DASes. This
is inherent. Outside the Census Bureau, it is impossible to directly compare the public 2020
Redistricting Data and the confidential 2020 CEF. DEMO was created to aid stakeholders
in understanding the effects of the 2020 DAS by comparing it to SWAP.

If we were somehow able to run our analyses using DEMO and the 2010 CEF, nothing
in Section 4.5 would change except possibly in the last paragraph. By using only total
population—unaffected by the swapping—we observe the impact of the 2020 DAS alone
[Kenny et al., 2023].

On the other hand, Section 4.6 examines the BVAP as a fraction of the VAP in districts.
In 2010, swapping did not affect VAP. But it could affect the BVAP if households with
different BVAP were swapped between districts. This is an inherent limitation any work
based on comparing the 2010 demonstration and redistricting data [United States Census
Bureau, 2021].

One way to try to isolate the effect of the 2020 DAS would be to run it ourselves using
an alternate dataset (e.g., reconstructed 2010 Census microdata derived from SWAP as in
Cohen et al. [2022]). But running the 2020 DAS reliably is difficult [Ballesteros et al., 2025]
and beyond the scope of the present work.

In Appendix 4.7, we instead take a step towards isolating the effect of the 2010 DAS,
using data provided to us by the authors of Ballesteros et al. [2025]. More work would be
needed to fully isolate the effects of the two disclosure avoidance systems. Still, based on

our analysis in Section 4.6.3 and Appendix 4.7, we believe that any differences in the MMD
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discrepancies arising from the two systems are more likely differences in degree than in kind.

Scope Other limitations stem from our scope, rather than our methods. Most obviously,
we focused on state legislative redistricting, excluding both Congressional and sub-state
redistricting, and on Gingles 1, excluding the other parts of the Gingles framework and
racial-gerrymandering litigation more broadly. So while our results give us hope that dis-
crepancies from disclosure avoidance are tolerable, more serious discrepancies may still lurk
elsewhere. As a point of comparison, we provide a limited set of results for experiments on
Congressional district geographies in Table B.4 in Appendix B.1. Future work could further
study Congressional and sub-state redistricting, or extend Cohen et al. [2022| by quantifying
discrepancies for the second and third Gingles tests.

Finally, we do not contend with the potential use of the Noisy Measurement Files (NMF)
for redistricting (see below). While recent work has leveraged the NMF to analyze the
error introduced by the 2020 DAS Kenny et al. [2024], it introduces novel difficulties when
applied to redistricting. For example, since hierarchical consistency is not maintained, the
population of a district as measured by the NMF can change depending on how its constituent
geounits are aggregated. Addressing this issue and evaluating whether the NMF is suitable

for redistricting uses is an avenue for future work.

Timeliness and Relevance The results presented in this chapter were published just
months before the Supreme Court released its decision in Louisiana v. Callais and the
Department of Commerce released its administrative order on noise infusion in the census.
As a result of Louisiana v. Callais, claims of racial gerrymandering will be held to a much
higher standard of evidence, likely resulting in significantly fewer cases being brought before
federal courts. As a result of the administrative order, the disclosure avoidance system for
the 2030 census will no longer be based on differential privacy, and the released tabulations

will likely be consistent with the CEF (although it remains unclear what form the 2030 DAS
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will take). We therefore do not expect the arguments we present to have much influence on
relevant case law in the near future.

On the other hand, the evaluation framework we adopt can still be useful for researchers
trying to better understand the performative aspects of differential privacy. In particular, it is
necessary to model how differential privacy will alter the environment in which it is deployed
in order to properly evaluate it. We also emphasize that the experimental framework we
adopt is not only useful for the study of differential privacy, but also reasoning about other
sources of noise and uncertainty. As we have explained, there are many sources of noise in
census data, and similar questions to those raised in Alabama’s lawsuit could be asked about

phenomenon such as undercounts and overcounts.

4.9 Discussion

In its lawsuit challenging the 2020 DAS, Alabama argued that One-Person, One-Vote re-
quires balancing populations according to the confidential CEF data, rather than the official
Redistricting Data (Alabama v. Department of Commerce, 2021). In the face of discrepan-
cies, Alabama concluded that redistricting plans created using the Redistricting Data could
be illegal. As Alabama put it, this could potentially “inhibit” or “impede” the redistricting
process (Alabama v. Department of Commerce, 2021).

What data should redistricting law treat as the ground truth: the data as collected,
edited, and imputed (the CEF) or as published (the Redistricting Data)? Our experiments
can’t answer the question. Instead, they suggest that treating the CEF as the ground
truth may not greatly affect a redistricter’s ability to comply with the law using only the
Redistricting data. At the very least, there exist countermeasures for our specific redistricting
procedure. To the extent that the finding generalizes, data discrepancies may “impede”
redistricters by giving them something else to account for, but appears unlikely to “inhibit”

lawful redistricting altogether.
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At least for state legislative redistricting, it appears that one can use the Redistricting
Data to meet OPOV and MMD threshold requirements on the unseen data. Discrepancies do
arise, but can be understood and accounted for. For OPOV requirements, using offsets does
not make generating state legislative districts more difficult. In particular, all our ensembles
in Section 4.6 used the critical offsets found in Section 4.5. And for counting MMDs, the
common practice for producing illustrative maps is already to avoid very small margins.

We caution against over-interpreting our results as saying that disclosure avoidance can
have no practical impacts on redistricting. Prior work highlights many plausible interac-
tions Kenny et al. [2021], Cohen et al. [2022], Wright and Irimata [2021], only a few of which
we explore. The perturbations from disclosure avoidance (or other sources of error) could
conceivably make it harder to challenge a racially gerrymandered plan if, for example, a
cracked plan in a racially polarized state appears to have more majority-minority districts in
the DEMO data than it has “effective majority” districts in reality. Perhaps our probabilistic
model of MMD discrepancies might help us reason about this possibility, but we leave that
to future work.

Though we are not experts in this area of law, we think it is unlikely that changes in
disclosure avoidance would cause courts to reject the long acknowledged “legal fiction” that
the Decennial Census exactly reflects the underlying population. On the other hand, the
case for statistical adjustment has only strengthened with the Census Bureau’s recent release
of the so-called Noisy Measurement File (NMF) United States Census Bureau [2023|. These
are the raw, noisy statistics produced by the 2020 DAS before being post-processed into
the required tabular form. By definition, the NMF is statistically more informative than
any derived data products, including the Redistricting Data itself. It is conceivable that
NMF-based statistical adjustments will find their place redistricting or policymaking. For
the moment, this is mere speculation. The official Redistricting Data remains the only basis

for redistricting today, to the best of our knowledge.
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APPENDIX A
MULTI-ATTACK ROBUSTNESS

A.1 Additional Background and Setup Details

A.1.1 Representation Similarity Metrics

Canonical Correlation Analysis (CCA): Given activation matrices X € R"*PL Y €
R™*P2 canonical correlation analysis involves finding the orthogonal bases wg(,wg/ such
that, after the matrices are projected onto their respective bases, correlation between the
matrices is maximized [Kornblith et al., 2019]. The relevant summary statistic for CCA
is pcca, which is defined to be the mean of the canonical correlation coefficients p;, for
1 <12 < p1. p; can be computed by

pi = max corr(Xwg(,ngf)
W'y, wy
s.t. Vj<ing( 1 Xwg( (A.1)

Vj<2'Yw§/ 1 Yw{,

In order to improve the robustness of CCA, Singular Vector Canonical Correlation
Analysis (SVCCA) has been proposed by Raghu et al. [2017]. Rather than compute CCA
on X and Y, SVCCA first computes the singular vector decomposition of X and Y to find
representations X’ and Y’ whose principle components explain a fixed proportion of the
variance of X and Y. Standard CCA is then performed on X’ and Y’.

Orthogonal Procrustes: The solution to the Orthogonal Procrustes problem is the left
rotation of X that minimizes the Frobenius norm between the rotated X and Y. Formally,

the problem is defined as

min || - RX|%, st. RTR =1 (A.2)
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Non-Robust Model {~o-Robust Model

Benign Images Benign Images Adversarial Images

Width Train Ace. Val. Ace. Train Ace. Val. Acc. Train Acc. Val. Acc.
1 99.68 91.23 89.21 82.39 50.90 42.92
2 99.97 93.44 97.73 84.91 66.91 44.02
3 99.99 94.18 99.72 85.53 80.78 43.74
4 100.00 94.33 99.98 85.46 89.64 44.13
5 100.00 94.66 100.00 85.97 93.42 45.38
6 100.00 94.86 100.00 86.40 95.79 45.70
7 100.00 94.59 100.00 86.87 97.38 46.79
8 100.00 94.50 100.00 86.90 98.24 47.15
9 100.00 94.98 100.00 87.39 98.68 48.11
10 100.00 94.92 100.00 87.59 98.90 48.89

Table A.1: Performance of WideResNet Models. Training and validation accuracies

of the WRN-28-N models used in this chapter’s experiments, where N is the width factor.

Robust models were trained on the o threat model with ¢ = 78%

The Orthogonal Procrustes distance between X and Y is defined as
2 2
dproc(X,Y) = | X[ + IV [l = 2 XTY [l (A.3)

where || - ||« is the nuclear norm [Ding et al., 2021]. When X and Y are normalized, this dis-
tance metric lies in the range [0, 2]. For our purposes, we compute the Orthogonal Procrustes

similarity between normalized matrices X and Y, defined to be

SProc(Xa Y) =2- dProc(Xv Y) (A-4)

A.1.2 Related Work

Tools to probe neural networks. These can be sorted broadly into two categories: 1)
sample-based and ii) distribution-based tools. Sample-based tools include techniques like

input saliency maps [Simonyan et al., 2013|, Grad-CAM |[Selvaraju et al., 2017|, integrated

147



gradients [Sundararajan et al., 2017| etc. which are focused on interpreting the output of
neural networks for specific inputs. On the other hand, loss surface visualizations [Yosinski
et al., 2015, Nguyen and Hein, 2018, Yang et al., 2021] and representation similarity metrics
[Dwivedi et al., 2020, Kornblith et al., 2019, Bansal et al., 2021, Raghu et al., 2017, Csiszarik
et al., 2021] consider aggregate network properties derived from a set of samples.

Visualizing and validating network properties: Gilboa and Gur-Ari [2019] use activa-
tion atlases to argue that the learned representations of wider networks are ‘more informative’
than shallower ones. To validate this assertion, they fine-tune a linear layer for a new task
and find the wider representations perform better. Raghu et al. [2021] study how transform-
ers and CNNs learn features differently, Grigg et al. [2021] analyze the differences between
supervised and self-supservised representations and Kornblith et al. [2021] consider the link
between loss functions and feature transfer. Gavrikov and Keuper [2022]| use convolutional
filters to understand the impact of robust training while Ilyas et al. [2019] visualize what

input features are needed for robust training.

A.2 Studying Benign Representations of Robust Networks?

In this section, we provide additional details on how the benign representations from robustly
trained networks differ from those obtained from non-robust networks. We ablate across RS
metrics (A.2.1), datasets (A.2.2), robust training methods (A.2.3) and architectures (A.2.4).

We also delve deeper into the link between RS metrics and classification accuracy in A.2.5.

A.2.1 Using Other Representation Similarity Metrics

In Figure A.1, we plot the layerwise similarity between the layers for benign representations
from both a non-robust and robust model. Due to computational constraints when com-
puting SVCCA and Orthogonal Procrustes, comparisons are shown using ResNet18 models,

instead of the Wide ResNet models used throughout much of the rest of the chapter. We note
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Figure A.1: Layerwise Similarity Plots of Non-Robust and Robust ResNet18 Mod-
els. 3 different RS metrics are used: CKA, SVCCA, and Orthogonal Procrustes similarity
over benign representations.

that the trend we observe of increased cross-layer similarity for robustly trained networks

appears regardless of the RS metric used. Further, CKA leads to the most visually distinct
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structure. The broad takeaways from the different RS metrics are aligned enough that we

focus on CKA for the remainder of the results in this Appendix.

A.2.2 Using Other Datasets
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Figure A.2: CKA Similarity: Additional Datasets (Non-Robust Networks). Cross
layer cka for non-robust network (using benign features)
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Figure A.3: CKA Similarity: Additional Datasets (Robust Networks). Cross layer
cka for robust network (using benign features)

In Figures A.2 and A.3, we plot the layerwise similarities using CKA for ResNets trained
on the ImageNette and Imagewoof datasets, both of which are subsets of the Imagenet
dataset. These expand upon the results from Figure 2.2 of the main body, and show the
stark differences between the representations obtained from non-robust and robust networks.
The cross-layer similarities are far more pronounced for robust networks across datasets and

architectures.
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A.2.8 Comparing Across Robust Training Methods

In Fig. A.4, we compare the benign representations from models robustly trained using
two different robust training techniques: PGD-based adversarial training and TRADES.
Both methods lead to very similar robust representations, and exhibit the same long-range

similarity across layers.
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Figure A.4: Adversarial Training and TRADES Produce Similar Final Represen-
tations. Layerwise similarity between benign activations of a TRADES-trained WRN-28-5
model and a PGD-trained WRN-28-5 model. The structure of this plot is similar to that of
Figure 2.2.

A.2.4  Comparing Across Architectures

Recent work [Huang et al., 2021] has studied the influence of depth and width on adversarial
robustness. We extend this investigation by comparing the benign representations obtained
from Wide-ResNet models trained with different widths in Figure A.5 with both non-robust
and robust training. A few key observations stand out: 1) early layers in different blocks are
very similar across different widths for robust training, as compared to benign training, 2)
increasing width only leads to large variations in learned representations in the last block for
robust training, and 3) benign networks of different widths are similar deeper in the network,

and different early on, with the opposite trend for robust networks. Taken together, these
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Figure A.5: Cross-Model CKA Between Wide ResNet Models of Different Widths.
Data is presented across 12 convolutional layers, starting from the last convolutional layer,
i.e., block3.layer3.conv2 and moving backward in the network. Robust networks have a high
degree of similarity across widths in earlier layers but large variation in deeper layers, which
is the opposite trend to that observed for non-robust networks.
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results suggest that while increased width early on in the network may not be particularly
useful, extra width deeper in the network allows for more expressive representations to be

learned. This phenomenon could be used to aid in the design of robust architectures.

A.2.5 Delving Deeper Into CKA

Class-aware representation similarity. Standard RS metrics don’t consider data labels,
thus similarity scores doesn’t provide insights in how individual class data impacts it. As an
example, we consider Linear CKA (Equation 2.4), where the similarity is dependent on the
dot-product of vectorized Gram matrices (K, L). Two factors contribute to the similarity
of gram matrices: 1) Intra-class similarity (C1): Zi,j,yz:yj K;;jLjj;, 2) Inter-class similarity
(C9): Zi,j,yi#yj K;;jLij. When measured between identical features, linear CKA is 1, i.e.,
C1/(C1+C2)+Cy/(C1+C5). Under a near uniform distribution of class labels, only a small
fraction of entries in gram matrices contribute to intra-class similarity (C1), as there are a
lot more cross terms in the CKA computation. However, when experimentally measuring
the influence of both terms, i.e., we find that the contribution of intra-class CKA is very
high, and it increases as we go deeper into the network. This is likely because separability of
feature improves deeper in the network with similar class features being clustered together,
which naturally increases the magnitude of C' in the similarity score.

We hypothesized that robust networks would have lower intra-class similarity as compared
to non-robust networks, which would explain their lower classification accuracy on benign
data. While this holds for the CIFAR-10 and ImageNette, for Imagewoof, robust networks
have a much higher intra-class contribution. We leave a detailed investigation for future

work.
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Figure A.6: Intra-class Similarity. We find that the contribution of intra-class similarity,
measured by intra-class CKA, increases to non-trivial fraction, as we go deeper into the
network.

A.3 Adversarially Perturbed Representations

In this section, we add further results to back up the insights about the impact of adversarially

perturbed data on resulting representations from Section 2.4.

A.3.1 Comparing Benign and Perturbed Representations

In Figure A.7, we can see, across, architectures, benign and perturbed representations dif-
fer at all layers except the first few for non-robust networks. In addition, for robustly
trained networks, increasing width increases the divergence between benign and perturbed
representations. This may indicate the presence of increased capacity to learn different
representations for benign and adversarial inputs.

Across different threat models (Figure A.9), we find robustly trained networks learn
aligned benign and perturbed representations. This indicates that, in general, for most
threat models, robust training is effective at ensuring that perturbed representations do not

differ too significantly from benign ones, unlike for non-robust networks.

A.3.2  Adversarial Representations of Non-Robust Networks

When analyzing the architectural impacts on learned representations using benign data,

Nguyen et al. [2020] note the emergence of a block structure with increased width and depth.
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Figure A.7: Adversarial Examples Cause Representation Drift in Later Layers.
In the similarity plots of non-robust network representations (top row), adversarial and
benign features display a similar structure to plots comparing just benign representations of
non-robust models only in the early layers. In later layers, adversarial representations are
very dissimilar from the benign representation of all layers. The similarity plots of robust
networks (bottom row) are quite similar to plots comparing just benign representations of
robust models, suggesting that robust networks learn similar representations for benign and
adversarial data.

We find that a much stronger block structure emerges even for low-width networks when using
adversarial inputs (Fig. A.10). This implies that perturbations force representations within a
residual block to have higher similarity than outside the block. The block structure has been
linked to the capacity of models, with Nguyen et al. [2020] noting that the ‘block structure
arises in models that are heavily overparametrized relative to the training dataset’. In this
light, adversarial examples have a peculiar impact on the representations of benign models,
since the block structure is more clearly visible for adversarial inputs, but for models which
do not classify the inputs correctly. This indicates that local similarity is being exhibited and
is a different phenomenon compared to block structure emergence for well-trained models.

Figure A.11 shows the stark difference between perturbed features for robust and non-
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Figure A.8: Non-Robust and Robust Models Differ Substantially Across Layers
for Both Benign and Perturbed Inputs. Cross layer CKA between a non-robust model
(Y-axis) and robust model (X-axis) using perturbed and non-perturbed features.
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Figure A.9: Robustly Trained Models Across Threat Models Have Aligned Benign
and Perturbed Representations. Except the ‘Snow’ threat model, all the others have
identical benign and perturbed representations across layers.

robust networks. This is similar to the lack of similarity for benign inputs to these networks.

A.4 Evolution over Training

In this section, we study the similarity between the activations produced by models after

each epoch of training. We present our results in two formats, time series and heatmaps.
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Figure A.10: Adversarial Examples Have Different Impacts on the Representations
of Benign and Robust Models. In benign models (top row), the layerwise similarity
between adversarial activations displays a similar structure to that of benign activations,
except the layers with dissimilar benign activations appear to have even more dissimilar
robust activations. This implies significant changes in adversarial activations are taking
place in between the self similar layer "blocks". This pattern is largely absent from robust
models (bottom row), which display similar patterns for both benign and adversarial inputs.

For ease of understanding, the time series corresponds to a single row of the heatmap, where

the representation being compared to is held constant.

A.4.1 Impact of Model Capacity

In Figure A.12, we plot the pairwise similarity between the representations of a single layer
after each epoch of training. Natural training behaves as we would expect it to: a layer’s
representations at a given epoch are most similar to those from nearby epochs, and similarity
degrades as the distance between epochs increases. Higher average similarity between later
epochs implies convergence to a final learned representation. This pattern is also observed

in the robust training of low-capacity networks, but as capacity increases starkly different
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Figure A.11: Perturbed Representations for Robust and Non-Robust Networks
Differ Across All Layers. Cross layer CKA between a non-robust model (y-axis) and
robust model (x-axis) using perturbed features.

dynamics emerge. In high-capacity robust networks, we observe similarity start to decrease
after about 30 epochs of training, only to increase again later on. This pattern is observed

for both benign and adversarial activations.

A.4.2  Adversarial Training and Ouverfitting

In Figure A.13, we plot the similarity to the final learned representations of the representa-
tions extracted from each of the three Wide ResNet blocks (blockl, block2, block3) and the
final average pooling layer before classification (avgpool) after each epoch of training. We
also plot the validation loss of each model for comparison. We find that for models trained
at € = %5, instability in the later layers is not observed until the model begins to overfit

on adversarial examples. At high perturbation strengths, training instability is observed at

earlier layers and earlier in training. Training of the lowest capacity model is stable at all
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perturbation strengths, a trend also observed in Figure A.12.

A.4.8 Different Training Methods

We also sought to test whether more principled robust training methods, such as those
proposed by Zhang et al. [2019], would affect the patterns in similarity we observed in this
section. In Figure A.13, we compare non-robust and robust training in a similar manner to
Figure 2.6. The patterns we observed with PGD training disappeared when training with

TRADES, highlighting the sensitivity of CKA to meaningful changes in training dynamics.
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(a) Non-robust networks. Features extracted over benign images.
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(b) Robust networks. Features extracted over benign images.
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Figure A.12: Stability of Robust Training Is Impacted Greatly by Model Capacity.
Each plot shows the CKA similarity between the activations of the final layer of a Wide
ResNet feature extractor at each epoch of its 100-epoch training. While the stability of
non-robust training is largely unaffected by capacity, the robust training of models above a
certain capacity causes representations to be learned in the middle of training that are starkly
different from the initial and final representations. This effect is even more pronounced when
comparing adversarial representations.
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Figure A.13: Overfitting and Training Instability in Robust Learning. Each plot
shows how benign representations of selected layers of Wide ResNet models compare to
their final learned representations after each epoch of training. In larger robust models
trained at € = %, training instability begins after the point of overfitting on adversarial
data. However, when the perturbation strength is increased, there are large changes in
the similarities of representations of subsequent epochs starting very early in training. High
perturbation strengths also induce instability at earlier layers, which is not observed at lower
strengths or in non-robust training.
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A.5 Threat Models

In this section, we further investigate the impact of threat model on learned representations.

A.5.1 Impact of Budget Within a Threat Model

In Figure A.14, we show that increasing the budget and reducing width both lead to a
decrease in relative capacity of the model, inducing higher redundancy of learned represen-
tations. In Figure A.15, we show that even within a single attack, changing the budget leads

to drastic changes in the representations of deeper layers.

A.5.2  Aligning Representations Across Threat Models

Figures A.16, A.17, and A.18 ablate on the results of Figure 2.7 by varying the perturbation
size of each threat model used during training. As expected, models at lower budgets tend to
be better aligned. At larger budgets, even for visually similar attacks like JPEG and /5, the
aligment dips, particularly at deeper layers. This indicates that to train models jointly robust
to different threat models, explicit constraints on learned representations during training may

be needed.

A.6 Additional CRT Experimental Setup Details

Additional training details. For initial training, we start with a learning rate of 0.1 and
then use the multistep learning rate scheduling proposed by Gowal et al. [2020]; specifically,
we scale the learning rate down by a factor of 10 halfway and 3/4 of the way through initial
training or fine-tuning. For fine-tuning, we maintain a learning rate of 0.001. We train with
SGD with momentum of 0.9 and weight decay of 0.0005.

Additional Attack parameters in training. Following other works on adversarial

robustness, we use a step size of 0.075 for ¢ attacks on CIFAR-10, 0.15 for /o attacks on
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Figure A.14: Delving Deeper Into Cross-Layer Similarity. We observe that increasing
the perturbation budget leads to an increase in cross-layer similarity, as does reducing the
width. Both factors thus affect the relative capacity of the model.

ImageNette, and 7%15 for /~ attacks. For other attacks, we use § where € is the attack

strength as the step size during training.

Model selection. In the experimental results we present, we perform evaluation using
the epoch at which the model has the best performance measured across known attack types.
Specifically, after each epoch of training, we evaluate the performance of each model against
the attacks used during training (with the same attack parameters as used during training).
For training with AVG, we use the best performing model with respect to the AVG objective
(which is the model with the best performance measured as an average over individual
attack accuracies). Meanwhile for MAX and FT MAX, we use the best performing model

with respect to the MAX objective (which is the best performing model across the union of
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Figure A.15: Adversarial Training Induces Very Different Representations, Even
at Low Attack Strengths. Each plot displays the CKA similarity between activations of
the final layer of WRN-28-10 feature extractors adversarially trained on different strengths
of each threat model. In each plot, even the representations of the lowest strength robust
model are quite dissimilar from those of the benign model, with only the £, bounded models
having that similarity be relatively close to the lowest similarities between robust models.
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Figure A.16: /» vs. Snow Representations. Comparing representations of o, and Snow
robust models at different attack strengths.

all attacks). For procedures that only use a single attack per batch during training (Random,
FT Single, FT Croce, and our procedure), we use the best performing model measured by
sampling attacks per batch randomly.

Regularization setup. We note that all attacks used in this chapter use a gradient
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Figure A.17: Snow vs. JPEG Representations. Comparing representations of Snow and
JPEG robust models at different attack strengths.

based optimization scheme for finding the attack. In order to compute regularization for non-
¢, threat models, we follow the same optimization scheme used by the attack [Xiao et al.,
2018, Laidlaw and Feizi, 2019, Kaufmann et al., 2019] but replace the classification loss

portion of the optimization objective to be the ¢9 distance between features/logits between
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Figure A.18: Snow vs. Gabor Representations. Comparing representations of Snow
and Gabor robust models at different attack strengths.

the perturbed and unperturbed input. For fine-tuning with regularization, since Croce and

Hein [2022]’s fine-tuning approach only uses a single attack per batch, we structure the

regularization to mimic Croce and Hein [2022]’s fine-tuning procedure. Specifically, for each

batch, the regularization is for a single attack type (the same one which is selected to use
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with adversarial training by Croce and Hein [2022]’s fine-tuning approach). This helps to

reduce the overhead from regularization.

A.7 Additional Experimental Results for CAR

We present additional results for CAR on CIFAR-10 in Tables A.2 and A.3, results for CAR
on Imagenette in Table A.4 and A.5 and results for CIFAR-100 in Tables A.6 and A.7. We
also compare different fine-tuning approaches in the absense of regularization.

Training time and robust performance. We find that fine-tuning with MAX objective
(FT MAX) or Croce and Hein [2022] (FT Croce) can generally achieve robustness across
previous attacks and the new attack in the sequence comparable to training from scratch. For
example, in Table A.3, when fine-tuning to gain robustness against StAdv attack starting
from a model initially trained with adversarial training on f, attacks on CIFAR-10, we
find that FT MAX achieves 50.75% average robustness across the two attacks and 41.57%
union robustness across the two attacks, and FT Croce achieves 49.48% average robustness
and 29.69% union robustness. These values lie within (or even above) the range obtained
through training from scratch (42.23%-49.61% average robustness and 28.03%-40.8% union
robustness). We find that this trend generally holds as well across time steps when new
attacks are introduced, when using a different sequence ordering (Table A.2).

Of these two techniques, we find that FT MAX generally achieves higher average and
union accuracies across the set of known attacks, but is less efficient when used in fine-tuning.
For example, In Table A.3, FT MAX takes 3.99 hours for 10 epochs of fine-tuning from an
{so robust model while F'T Croce takes 2.31 hours. The time complexity of FT MAX also
scales as the number of attacks increases, leading to 7.9 hours of fine-tuning for 10 epochs
when there are 4 known attacks while FT Croce maintains approximately the same training
time.

In comparison to naively training from scratch, we also find that these fine-tuning tech-
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niques can be much more efficient. For example, a model robust to a sequence of 4 attacks
in Table A.2 can be found in roughly 17 hours using CRT, but training from scratch each
time would require 44 hours cumulatively.

Importance of replay. We find that replay of previous attacks is important for achieving
good robustness across the set of known attacks when training with CRT. Fine-tuning with
only the new attack (FT Single) usually leads to rapid forgetting of the previous attack. For
example, in Table A.3 we observe that the accuracy of robustness on the initial attack (€o)
drops to 31.14% robust accuracy at time step 1 (from the initial accuracy of 51.49% at time
step 0) and then further drops to 25.27% at time step 2 when the third attack (Recolor) is
introduced. This forgetting is independent from tradeoffs between attacks as we find that
training from scratch and FT MAX and FT Croce techniques can all achieve at least 40%
(~ accuracy at time step 1 and at least 35% (o, accuracy at time step 2. The forgetting of
previous attacks is also analogous to catastrophic forgetting of previous tasks in continual
learning [Wang et al., 2023a, McCloskey and Cohen, 1989]. We note however that forgetting
is less of a limitation in CAR than in continual learning since the defender’s knowledge set
only grows over time; they do not forget the formulation of previous attacks and can thus
can always use methods such as replay.

ALR applied on logits vs features. In Table A.2, we also provide results for using
regularization based on distances in the feature space (before the final linear layer), which are
labelled with “+ ALR feature". Overall we observe that using regularization in the feature
space can also help improve performance on average and union robustness across known
attacks as well as improve unforeseen robustness over baselines. However, we observe that
feature space regularization leads to larger tradeoffs in clean accuracy than regularization on
the logits (“+ ALR" rows) while robust performance is comparable to regularization applied
on the logits.

Training durations. Across all tables we also provide experiments for fine-tuning with
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25 epochs (as opposed to 10 epochs reported in the main body). We find that increasing the
number of fine-tuning epochs can help methods such as F'T Croce achieve robustness closer
to that of training from scratch, but at the cost of increased time for updating the model.
Performance on other datasets. We find that the gain in performance through
using ALR varies across datasets. For Imagenette the gain in performance is generally
much smaller than on CIFAR-10 (ALR closes the gap between fine-tuning based updates
and training from scratch rather than surpassing training from scratch as in CIFAR-10.
On CIFAR-100 ALR generally does not improve performance over fine-tuning. We believe
that this is because achieving robustness on multiple attacks is quite hard on CIFAR-10;
clean accuracy is between 60-70% and robust accuracies are even lower with StAdv and (o

robustness only achieving up to 32% robust accuracy and 25% robust accuracy respectively.
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’glt];]pe Procedure Threat Models Clean ) StAdv loo Recolor (kl?(:;%n) (IEY:::;?]) U(Zﬁ))n ’{ﬁ?j
AT ly 91.17 | 69.7 2.08 28.41 44.94 69.7 69.7 1.24 8.35
0 AT + ALR (A=1) Ly 89.43 | 69.84 48.23 34.00 65.46 69.84 69.84 31.27 | 11.15
AT + ALR feature (A = 5) ly 83.7 63.1 26.57 316 62.53 63.1 63.1 20.16 | 11.13
AVG ly, StAdv 87.74 62.17  50.92 15.92 | 23.72
MAX 58.65 57.21 11.03 | 23.69
Random 57.77  59.74 13.68 | 10.92
FTMAX (10ep) ] 57.07  58.67 T4432 1236 | 4
FT MAX (25 ep) L9, StAdv 84.85 | 56.44 61.34 10.24 10
FT Croce (10 ep) U9, StAdv 84.7 | 57.88  54.27 13.8 2.4
FT Croce (25 ep) Uy, StAdv 86.24 | 58.94  57.37 13 5.98
FT Single (10 ep) L9, StAdv 80.89 | 45.45 54.5 5.87 2.78
1 FT Single (25 ep) Uy, StAdv 81.21 | 44.17 54.6 5.36 | 6.92
FT Single + ALR (10 ep) (o, StAdv 87.24 | 62.22 61.5 21.14 | 4.24
FT Single + ALR (25 ep) L9, StAdv 87.54 | 61.21 60.38 2048 | 8.77
FT Single + ALR feature (A = 2, 10 ep) | {5, StAdv 81.79 | 56.98  60.28 20.21 | 3.52
FT Single + ALR feature (A =5, 10 ep) | 2, StAdv 81.26 | 60.43  57.61 27.24 | 3.53
FT Croce + ALR (10 ep) lo, StAdv 86.03 | 59.18 65.14 15.29 | 3.47
FT Croce + ALR (25 ep) Ly, StAdv 58.98 23.33 | 7.96
FT Croce + ALR feature (A =2, 10 ep) | {a, StAdv 59.04 23.2 | 297
FT Croce + ALR feature (A =5, 10 ep) | {2, StAdv 61.76 2277 | 3.13
AVG Uy, StAdv, (oo 45.81 3
MAX Uy, StAdv, (s 52.33
Random 47.35 ¢
56.68 8 X
(o, StAdv, (oo 58.16 35.31 | 12.88
FT Croce (10 ep) (9, StAdv, (o 48.07 28.63 | 2.27
L StAdv, (o 52.47 32.08 | 5.01
FT Single (10 ep) Uy, StAdv, (s 11.17 X 7.74 | 1.57
2 FT Single (25 ep) Uy, StAdv, (s 8.79 ’ .0¢ 40. 6.19 6.05 | 3.91
FT Single + ALR (10 ep) Ly, StAdv, l 47.33 g . 2.85 36.66 36.62 | 2.26
FT Single + ALR (25 ep) Uy, StAdv, (o 49.1 5 36.7: E 37.55 375 5.4
FT Single + ALR feature (A =2, 10 ep) | {2, StAdv, (o 29.42 d 8. € 24.44 24.38 | 2.16
FT Single + ALR feature (A =5, 10 ep) | {2, StAdv, (s 42.03 o . 51.2 32.54 3248 | 2.29
FT Croce + ALR (10 ep) 03, StAdv, (o 61.55 36. 16 . 35.68 35.52 | 2.87
FT Croce + ALR (25 ep) ly, StAdv, ( 57.21 y . .26 37.25 37.14 | 6.87
FT Croce + ALR feature (A =2, 10 ep) | f2, StAdv, l 56.76 J R: 54. 35.95 35.76 | 2.82
FT Croce + ALR feature (A =5, 10 ep) | f2, StAdv, l« X 57.7 b . 5. 374 37.21 | 2.79
AVG Uy, StAdv, loo, Recolor | 87.77 | 68.55  39.55 J E 54.f 30.39 30.39 | 50.54
MAX (5, StAdv, (o, Recolor | 84.3 57.62 52.3 37.44 | 55.54
Random L9, StAdv, lo, Recolor | 86.32 | 65.87  47.82 30.76 | 12.41
FTMAX (10ep) | (5, StAdv, (, Recolor | 83.64 | 66.21  57.53 5771 36.02 | 845
FT MAX (25 ep) U9, StAdv, (s, Recolor | 83.9 65.72  57.84 36.87 | 21.44
FT Croce (10 ep) L9, StAdv, ls, Recolor | 86.64 | 68.76 44.81 2944 | 2.34
FT Croce (25 ep) {9, StAdv, l, Recolor | 87.11 | 67.89  49.57 31.21 5.9
FT Single (10 ep) U9, StAdv, s, Recolor | 90.41 | 66.47 3.93 249 | 3.11
3 FT Single (25 ep) {5, StAdv, (o, Recolor | 90.89 | 65.14 3.02 1.92 | 741
FT Single + ALR (10 ep) Ly, StAdv, (o, Recolor | 90.45 | 61.58  25.77 19.2 | 424
FT Single + ALR (25 ep) U9, StAdv, (s, Recolor | 90.4 57.07 2491 17.21 | 9.79
FT Single + ALR feature (A = 2, 10 ep) | {3, StAdv, l, Recolor | 90.15 | 57.89 8.75 6.61 3.94
FT Single + ALR feature (A =5, 10 ep) | {3, StAdv, l, Recolor | 88.44 | 66.03  18.88 16.1 | 3.76
FT Croce + ALR (10 ep) U9, StAdv, ls, Recolor | 87.62 | 68.14 58.5 34.92 | 3.35
FT Croce + ALR (25 ep) Uy, StAdv, s, Recolor | 87.05 | 68.05 59.26 36.83 | 7.78
FT Croce + ALR feature (A = 2, 10 ep) | la, StAdv, ls, Recolor | 84.78 | 67.67  53.13 36.3 | 3.04
FT Croce + ALR feature (A =5, 10 ep) | {2, StAdv, (s, Recolor | 83.94 | 67.28  59.21 37.15 | 2.91

Table A.2: Continual Robust Training on CIFAR-10 (Sequence of 4 Attacks Start-
ing with /5). The learner initially has knowledge of /o attacks and over time, we are sequen-
tially introduced to StAdv, {~, and ReColor attacks. We report clean accuracy, accuracy
on different attack types, and average and union accuracies. The threat models column
represents the set of attacks known to the defender and accuracies on known attacks are
highlighted with in green cells. “FT" procedures are fine-tuning approaches starting from
adversarially trained to 9 model (AT) and then sequentially fine-tuning with new attacks
for 25 epochs. AVG, MAX, and Random strategies train models from scratch with all at-
tacks for 100 epochs. The “Avg (known)" and “Union (known)" columns represent average
and union accuracies on attacks known to the defender while “Avg (all)" and “Union (all)"
columns represent average and union accuracies on all four attacks. Additionally, we report
training times for the procedure (non-cumulative) in the “Time" column. Best performance
out of both training from scratch and fine-tuning are bolded, while best performance when
only comparing fine-tuning approaches is underlined.
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Time Avg Union Avg  Union

Step Procedure Threat Models Clean loo StAdv  Recolor lo (known) (known) | (all) (all) Time
0 AT loo 85.93 | 51.44 14.87 62.48  59.48 51.44 51.44 47.07 11.9 7.52
AT + ALR lso 83.18 | 51.49 34.78 58.15 58.15 51.49 51.49 | 53.27 29.87 | 11.12
AVG loo, StAdv 86.44 | 30.05 54.4 46.71 52.1 42.23 28.03 45.81  26.75 | 23.68
MAX loo, StAdv 82.62 | 44.96 53.68 64.24  60.85 49.32 40.8 55.93  39.81 | 23.68
Random U0, StAdv 83.15 | 40.86 5837 60.53  58.17 | 49.61 38.95 54.48 37.64 | 11.70
FTMAX (10ep) | /loo, StAdv ~— | 81.63 | 44.13 57.38  66.66 60.27 | 50.75  41.57 | 57.11 40.96 | 3.99

FT MAX (25 ep) lso, StAdv 81.99 | 44.32 57.8 66.25  60.29 51.06 41.98 57.16 41.25 | 9.93

FT Croce (10 ep) loo, StAdv 82.66 | 44.75  54.2 65.99  60.27 | 49.48 39.69 56.3  39.01 | 2.31

1 FT Croce (25 ep) U0, StAdv 83.55 | 45.12 53.25 66.44  60.65 | 49.19 39.43 56.36  38.74 | 5.44
FT Single (10 ep) loo, StAdv 80.39 | 31.14 55.88 59.13 51.58 43.51 29.01 49.43  28.67 | 2.77

FT Single (25 ep) loo, StAdv 79.85 | 31.34 54.86 58.69 51.43 43.1 29.01 49.08  28.66 6.6

FT Single + ALR (10 ep) | loo, StAdv 82.77 | 35.67 57.92 68.38 54.91 46.8 33.69 54.22  33.65 | 3.51

FT Single + ALR (25 ep) | loo, StAdv 81.81 35.4 59.47 68.63 54.34 47.44 33.72 54.46  33.66 | 8.73

FT Croce + ALR (10 ep) | loo, StAdv 82.94 | 46.39 64.13 73.58 59.41 55.26 44.47 | 60.88 44.03 | 2.99

FT Croce + ALR (25 ep) | loo, StAdv 82.3 | 45.89 63.76 72.8 59.56 54.82 44 60.5 4354 | 7.5
AVG U0, StAdv, Recolor 88.67 | 39.46  47.1 66.87  57.16 51.14 32.61 52.65 32.55 | 39.72
MAX U0, StAdv, Recolor 83.42 | 4454 53.06 67.56  60.71 55.05 40.23 56.47  40.17 | 47.21
Random U0, StAdv, Recolor 83.23 | 35.01 54.7 68.68 62.92 52.8 32.83 55.33  32.83 | 13.81
FTMAX (10ep) | foo, StAdv, Recolor | 81.97 | 44.1 57.36 68.68 60.37 | 56.71  41.21 | 57.63 412 | 6.72
FT MAX (25 ep) ls0, StAdv, Recolor 82.24 | 44.36  58.52 68.87 60.23 57.25 41.73 57.99 41.67 | 16.69

FT Croce (10 ep) ls0, StAdv, Recolor 84.98 | 43.32 52.45 69.46 61.04 55.08 37.05 56.57 37.01 | 2.53

2 FT Croce (25 ep) lso, StAdv, Recolor 84.89 | 44.66 51.6 68.86 61.59 55.04 38.02 56.68  37.96 6.3
FT Single (10 ep) U0, StAdv, Recolor 90.55 | 25.27 12.77 74.01 48.99 37.35 10.85 | 40.26 10.85 | 4.35

FT Single (25 ep) U0, StAdv, Recolor 90.24 | 33.94 1343 73.23 5351 40.2 10.67 43.53  10.64 | 7.83

FT Single + ALR
FT Single + ALR

(10 ep) | £oo, StAdv, Recolor 88.38 | 38.62 24.87 72.69  56.66 45.39 19.2 48.21 19.19 | 3.41

(25
FT Croce + ALR (10

(25

ep) | oo, StAdv, Recolor 89.38 | 33.64 2091 73.52 53.36 42.69 1739 | 4536 17.38 | 9.87

ep) | loo, StAdv, Recolor 84.3 | 4439 5886 7167 60.42 | 5831 40.82 | 58.84 40.69 | 3.52
FT Croce + ALR (25 ep) | loo, StAdv, Recolor 84.690 | 44.96 59.53 7354 61.73 | 59.34  41.39 |59.94 4122 | 8.21
AVG {0, StAdv, Recolor, (o | 87.77 | 41.97 39.55 67.93 6855 | 545 3039 | 545  30.39 | 50.54
MAX s, StAdv, Recolor, fo | 84.3 | 41.69 523  65.1  57.62 | 54.18 37.44 | 54.18 37.44 | 55.54
Random s0, StAdv, Recolor, o | 86.32 | 35.04 47.82  68.35 65.87 | 54.27 30.76 | 54.27  30.76 | 12.41
FTMAX (10ep) | foo, StAdv, Recolor, f5 | 82.27 | 4421 58.13  69.08 60.7 | 58.03  41.48 | 58.03 41.48 | 7.9
FT MAX (25 ep) s, StAdv, Recolor, fo | 82.6 | 43.84 57.75  68.84 60.23 | 57.66 41.19 | 57.66 41.19 | 19.74

FT Croce (10 ep) U0, StAdv, Recolor, fo | 85.11 | 44.71  50.32 68.39 63.29 56.68 37.23 56.68  37.23 | 2.37
3 FT Croce (25 ep) U0, StAdv, Recolor, fo | 85.33 | 43.8 50.28 68.77  63.17 56.51 36.77 56.51  36.77 | 5.95
FT Single (10 ep) loo, StAdv, Recolor, f9 | 88.49 | 44.93 18.06 65.96 67.56 49.13 15.78 49.13  15.78 | 1.63
FT Single (25 ep) lso, StAdv, Recolor, /5 | 89.3 | 42.72 11.85 60.27 69.12 45.99 10.71 45.99 10.71 | 4.07

FT Single + ALR (10 e
FT Single + ALR (25 ¢
FT Croce + ALR (10 e
FT Croce + ALR (25 e

ep) | loo, StAdv, Recolor, o | 88.14 | 41.52 26.06  61.97 68.77 49.58 24.19 49.58  24.19 | 2.52
P) | Loo, StAdv, Recolor, fo | 87.8 | 40.78 2834  59.47  68.32 49.23 25.92 49.23 2592 | 5.89

P) | {0, StAdv, Recolor, fo | 84.56 | 42.19 55.55  69.95  60.69 57.1 38.24 571 3824 | 34
P) | {0, StAdv, Recolor, /o | 84.1 | 4332 58.2 72.09 61.96 | 58.89 39.97 | 58.89 39.97 | 8.28

Table A.3: Continual Robust Training on CIFAR-10 (Sequence of 4 Attacks Start-
ing with /y). The learner initially has knowledge of / attacks and over time, we are
sequentially introduced to StAdv, ReColor, and ¢9 attacks. We report clean accuracy, accu-
racy on different attack types, and average and union accuracies. The threat models column
represents the set of attacks known to the defender and accuracies on known attacks are
highlighted with in green cells. “FT" procedures are fine-tuning approaches starting from
adversarially trained to s, model (AT) and then sequentially fine-tuning with new attacks
for 25 epochs. AVG, MAX, and Random strategies train models from scratch with all at-
tacks for 100 epochs. The “Avg (known)" and “Union (known)" columns represent average
and union accuracies on attacks known to the defender while “Avg (all)" and “Union (all)"
columns represent average and union accuracies on all four attacks. Additionally, we report
training times for the procedure (non-cumulative) in the “Time" column. Best performance
out of both training from scratch and fine-tuning are bolded, while best performance when
only comparing fine-tuning approaches is underlined.
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’glzl; Procedure Threat Models Clean ly StAdv  ls  Recolor (kr/?(:;in) (lg 112;1:1> é:llg) U(r;ho)n F([;ilrr;;
0 AT ly 90.22 | 8395 10.65 7.67 49.22 83.95 83.95 37.87  3.16 1.71
AT + ALR ly 89.76 | 84.41 28.23 25.22 54.70 84.41 84.41 | 48.14 18.01 | 2.15
AVG Uy, StAdv 84.56 | 77.68 74.32  7.57 31.33 76 73.68 4773 744 3.58
MAX Uy, StAdv 85.22 | 76.87 77.63 4.94 27.61 77.25 75.57 | 46.76  4.76 3.52
Random /5, StAdv 7755 7432 578 2961 75.94 73.55 | 46.82 5.53 | 2.58
FI'MAX (10ep) /5, StAdv . 775 69.02 1078 3577 [ 7326  68.89 | 4827 10.45 | 0.61

FT MAX (25 ep) lo, StAdv 84.56 | 77.73 69.35 9.76  36.15 73.54 69.1 4825 943 | 144

FT Croce (10 ep) Ly, StAdv 85.07 | 78.62 67.52 10.57 38.34 73.07 67.31 | 48.76 10.29 | 0.4

1 FT Croce (25 ep) Uy, StAdv 86.37 | 79.67 69.32 9.81 38.27 74.5 69.17 49.27  9.63 0.98
FT Single (10 ep) lo, StAdv 84.08 | 77.86 68.31 10.83  36.97 73.08 68.13 48.49 1045 | 0.51

FT Single (25 ep) lo, StAdv 85.63 | 7839 7231 7.57 35.31 75.35 72.08 4839  7.36 1.15

FT Single + ALR (10 ep) | f2, StAdv 83.8 | 77.94 71.62 20.71 43.13 74.78 71.34 53.35 20.13 | 0.58

FT Single + ALR (25 ep) | f2, StAdv 839 | 77.78 7197 1735 3839 74.88 7159 | 51.38 16.76 | 1.44

FT Croce + ALR (10 ep) | f9, StAdv 85.04 | 79.54 69.99 18.68  42.93 74.76 69.89 | 52.78 18.09 | 0.51

FT Croce + ALR (25 ep) | l9, StAdv 85.07 | 79.39 68 19.57  43.67 73.69 67.97 | 52.66 19.16 | 1.24
AVG L9, StAdv, (oo 86.62 | 84.92 6889 50.57 66.98 68.13 49.17 | 67.84 47.82 | 10.51
MAX Ly, StAdv, (oo 80.36 | 78.09 68.38 52.61 67.29 66.36 51.77 | 66.59 50.37 | 11.96
Random Uy, StAdv, (o 84.92 | 83.06 68.76 49.50 66.11 67.11 48.15 66.86 46.60 | 4.29
FI'MAX (10ep) | fg, StAdv, b ¢ 8176 | 76.60 71.03 2831 54.32 | 58.68  28.31 | 57.59 27.69 | 0.67

FT MAX (25 ep) Uy, StAdv, 82.04 | 77.86 69.02 42.83 66.9 63.24 42.37 64.15 41.86 | 1.71

FT Croce (10 ep) lo, StAdv, ls 8359 | 788 69.53 3417 615 60.83 34.06 61 33.61 | 0.3

2 | FT Croce (25 ep) lo, StAdv, ls 85.22 | 81.02 69.58 39.92 64.79 63.51 39.59 | 63.83 39.03 | 0.73
FT Single (10 ep) lo, StAdv, lx 82.06 | 77.25 73.1 27.21 57.4 59.18 2721 | 58.74 269 | 0.22

FT Single (25 ep) Uy, StAdv, ( 82.04 | 77.96 7042 41.15 66.09 63.18 40.92 63.9 4046 | 0.54

FT Single + ALR (10 ep) | la, StAdv, (oo 81.38 | 77.89 718 46.68 72.13 65.45 46.5 67.12 46.14 | 0.31

FT Single + ALR (25 ep) | lo, StAdv, (oo 80.92 | 77.43 70.78 47.16  70.6 65.12 46.96 | 66.49 46.62 | 0.79

FT Croce + ALR (10 ep) | lo, StAdv, (g 83.95 | 79.57 69.22 37.96 59.77 62.25 37.86 61.63 36.99 | 0.40

FT Croce + ALR (25 ep) | lo, StAdv, (x 83.11 | 79.24 72.38 36.61 60.18 62.74 36.59 62.1  36.15 | 1.01
AVG U, StAdv, £+, Recolor | 87.67 | 85.66 66.06 50.42 75.90 69.51 47.90 69.51  47.90 | 13.79
MAX [ lso, Recolor | 83.26 | 81.22 70.70 56.94 74.80 70.92 55.31 | 70.92 55.31 | 14.60
Random U0, Recolor | 86.55 | 84.64 66.52 47.29 74.93 68.34 45.71 68.34 45.71 | 9.61
FTMAX (10ep) ~~ ~ . Too, Rocolor | §1007| 77.78  68.28 41.83  69.91 | 6445 411 [ 6445 414 ] 1310

FT MAX (25 ep) , {0, Recolor | 82.78 | 79.21 70.83 45.15 71.39 66.64 4476 | 66.64 44.76 | 3.6

FT Croce (10 ep) , {0, Recolor | 84.87 | 80.38 66.68 36.82  68.61 63.12 36.31 | 63.12  36.31 | 0.45

3 FT Croce (25 ep) U, Recolor | 86.32 | 82.11 68.79 41.27 7241 66.15 40.69 66.15 40.69 | 1.2
FT Single (10 ep) 7, {so, Recolor | 86.27 | 81.35 54.73  23.59 70.17 57.46 22.55 57.46 2255 | 0.71

FT Single (25 ep) 7, {so, Recolor | 85.1 | 80.48 58.17 36.38 70.62 61.41 34.45 61.41 34.45 | 2.03

FT Single + ALR (10 ep) | f2, StAdv, {s, Recolor | 85.3 | 81.04 49.35 40.48 74.8 61.42 35.62 61.42 35.62 | 0.85

FT Single + ALR (25 ep) | f2, StAdv, s, Recolor | 86.78 | 82.8  47.82 33.12 77.58 60.33 29.17 60.33  29.17 | 2.38

FT Croce + ALR (10 ep) | f2, StAdv, s, Recolor | 85.3 81.3 69.35 43.13  70.85 66.16 42.62 66.16 42.62 | 0.53

FT Croce + ALR (25 ep) | f2, StAdv, o, Recolor | 85.81 | 81.76 67.13 45.38  73.02 66.82 44.56 66.82 44.56 | 1.36

Table A.4: Continual Robust Training on ImageNette (Sequence of 4 Attacks

Starting with /).
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’glzl; Procedure Threat Models Clean | (o  StAdv Recolor ly (kr/?(:;in) (lg 112;1:1> é:llg) U(r;ho)n F([;ilrr;;
0 AT loo 82.52 | 56.94 61.32 71.62 78.39 56.94 56.94 67.07 50.32 | 1.70
AT + ALR loo 81.52 | 59.62 60.51 73.50 72.69 59.62 59.62 66.58 52.92 | 2.67
AVG loo, StAdv 85.78 | 53.30 75.69 67.69 81.96 64.5 53.02 69.66 51.11 | 5.87
MAX U, StAdv 83.77 | 58.04 70.04 72.76 80.38 64.04 56.54 | 70.31 55.26 | 6.11
Random Lo, StAdv 83.34 | 52.23 73.76  67.85  79.87 | 62.99 51.77 | 68.43 50.39 | 2.44
FTMAX (10ep) | floo, StAdv | 8227 | 55.03 70.52 ~ 69.78 78.27 | 62.78  54.17 | 68.4 52.66 | 0.62°

FT MAX (25 ep) loo, StAdv 82.57 | 5546 71.75  69.94 7873 | 63.61 54.85 | 68.97 53.22 | 1.48

FT Croce (10 ep) loo, StAdv 82.29 | 54.62  69.2 68.87 7832 | 61.91 53.35 | 67.75 519 | 0.37

1 FT Croce (25 ep) U0, StAdv 83.67 | 54.27  71.57 69.07  79.54 62.92 53.58 68.61  52.2 0.86
FT Single (10 ep) U0, StAdv 83.06 | 50.52  71.52 65.43 78.78 61.02 49.96 66.56 48.18 | 0.51

FT Single (25 ep) U0, StAdv 84.00 | 43.59 73.68  58.14 78.85 58.64 43.46 63.57 41.27 | 1.16

FT Single + ALR (10 ep) | loo, StAdv 82.19 | 42.7  73.17 60.97  77.55 57.94 42.6 63.6 41.27 | 0.58

FT Single + ALR (25 ep) | oo, StAdv 814 | 51.8 69.35 66.32 76.54 | 60.57 51.08 66 50.04 | 1.47

FT Croce + ALR (10 ep) | loo, StAdv 82.62 | 57.71 70.11 7241 77.89 63.91 56.54 69.53  55.62 | 0.49

FT Croce + ALR (25 ep) | loo, StAdv 82.37 | 57.55 71.64 7093 7814 | 64.6 56.54 | 69.57 55.64 | 1.11
AVG U0, StAdv, Recolor 86.39 | 51.80 73.81 77.99 83.13| 67.86 51.31 71.68 51.31 | 11.57
MAX lso, StAdv, Recolor 81.20 | b4.65 68.64 72.82 78.01 | 65.33 53.12 68.5  53.12 | 13.55
Random ls0, StAdv, Recolor 86.29 | 50.96 72.28 76.59 = 82.96 66.61 50.27 70.69  50.27 | 4.90
FI'MAX (10ep) | leo, StAdv, Recolor | 82.34 | 55.3¢ 71.34  72.87 7822 | 66.51  54.04 | 69.44 54.04 | 1.21

FT MAX (25 ep) U0, StAdv, Recolor 83.75 | 55.29 7256  74.83 79.97 67.56 54.27 70.66 54.27 | 3.03

FT Croce (10 ep) U0, StAdv, Recolor 84.28 | 54.01 69.96 72.56  79.72 65.51 52.13 69.06 52.13 | 0.5

2 FT Croce (25 ep) U0, StAdv, Recolor 84.05 | 52.99 70.47  73.07 80.33 65.51 51.92 69.22  51.92 | 1.23
FT Single (10 ep) {0, StAdv, Recolor 83.77 | 53.61 65.38  73.35  79.36 | 64.11 50.7 67.92  50.7 | 0.75

FT Single (25 ep) Lo, StAdv, Recolor 85.07 | 48.2 65.86 7541 @ 80.41 63.16 46.34 67.47 46.34 | 1.88

FT Single + ALR (10 ep) | foo, StAdv, Recolor 84.94 | 50.8 65.71 76.33 80.15 | 64.28 48.31 68.25 48.31 | 0.88

FT Single + ALR (25 ep) | foo, StAdv, Recolor 82.09 | 5546 66.27 73.63  77.76 | 65.12 52.89 | 68.28 52.89 | 2.14

FT Croce + ALR (10 ep) | £oo, StAdv, Recolor 82.42 | 55.75 65.83 73.3 78.06 64.96 52.94 68.24 52,94 | 0.61

FT Croce + ALR (25 ep) | loo, StAdv, Recolor 83.9 | 55.52 T71.21 75.29 79.82 67.34 54.32 70.46 54.32 | 1.49
AVG lso, StAdv, Recolor, ¢ | 87.67 | 50.42 66.06 75.90 85.66 69.51 47.90 69.51 4790 | 13.79
MAX lso, StAdv, Recolor, ¢5 | 83.26 | 56.94 70.70 7480 81.22 70.92 55.31 | 70.92 55.31 | 14.60
Random lso, StAdv, Recolor, f5 | 86.55 | 47.29 66.52  74.93 84.64 68.34 45.71 68.34  45.71 | 4.58
FTMAX (10ep) [ : N .73 | 55.08 71.36 735 7898 | 69.73 5419 | 69.73 5419 | 1.3~

FT MAX (25 ep) loo, StAdv, Recolor, £y | 83.72 | 54.93 72.18  74.42 79.9 70.36 53.94 | 70.36 53.94 | 3.26

FT Croce (10 ep) lso, StAdv, Recolor, 9 | 84.33 | 52.18  69.5 72,74 79.97 68.6 50.55 68.6  50.55 | 0.44

3 FT Croce (25 ep) U0, StAdv, Recolor, fo | 84.84 | 52.59 68.74 73.27  81.45 69.01 50.96 69.01  50.96 1.1
FT Single (10 ep) U0, StAdv, Recolor, lo | 84.79 | 53.02 65.43 72.82  80.08 67.83 50.29 67.83  50.29 | 0.26

FT Single (25 ep) U0, StAdv, Recolor, o | 85.5 | 49.12  64.79 74.27  80.76 67.24 47.21 67.24 4721 | 0.63

FT Single + ALR (10 ep) | oo, StAdv, Recolor, ¢5 | 85.1 454  63.44 67.06  80.59 64.12 42.96 64.12 4296 | 0.35

FT Single + ALR (25 ep) | oo, StAdv, Recolor, o | 83.64 | 54.37 6448 7241 79.69 | 67.74 50.96 | 67.74 50.96 | 0.92

FT Croce + ALR (10 ep) | foo, StAdv, Recolor, ¢ | 83.03 | 53.96  67.9 72.38  79.08 68.33 51.95 68.33  51.95 | 0.55

FT Croce + ALR (25 ep) | loo, StAdv, Recolor, o | 84.84 | 53.94 6851  75.11 81.32 | 69.72 5223 | 69.72 52.23 | 1.36

Table A.5: Continual Robust Training on ImageNette (Sequence of 4 Attacks

Starting with /).

173



giz;c Procedure Threat Models Clean ly StAdv  l5  Recolor (kl?;;ill) (]g ln(;;r:l) (Aa‘l/ﬁ [?;ﬁ))n ?ﬁ?;;
0 AT ly 67.75 | 41.65 4.21 14.28 22.46 41.65 41.65 20.65 2.34 14.85
Ours ly 63.53 | 42.88 6.16 19.8 23.36 42.88 42.88 | 23.05 4.37 | 21.98
AVG Uy, StAdv 64.48 | 35.72 28,57 9.18 19.51 32.15 25.25 23.24 7.53 47.24
MAX U9, StAdv 61.80 | 33.82 31.77 7.58 17.76 32.79 27.68 22.73  6.51 47.24
Random (o, StAdv 62.7 | 31.75 32.25 6.50 17.62 32.00 26.28 22.03 5.79 | 23.56
[FTMAX (10ep) |49, StAdv | 60.3 | 309 2932 596  17.04 | 30.11 2397 | 208 515 | 4

FT MAX (25 ep) Uy, StAdv 61.14 | 31.69 29.93 6.21 17.84 30.81 24.84 21.42 5.3 10.71

FT Croce (10 ep) Uy, StAdv 62.68 | 35.2 23.7 8.9 19.93 29.45 21.02 21.93  6.77 2.6

1 FT Croce (25 ep) U9, StAdv 63.39 | 31.38 28.95 5.7 17.98 30.16 23.87 21 5.04 5.96
FT Single (10 ep) Uy, StAdv 60.48 | 18.29 30.83 2.24 13.28 24.56 16.19 16.16 1.84 2.77

FT Single (25 ep) U9, StAdv 60.78 | 18.22 31.79 1.99 13.32 25 16.34 16.33 1.6 6.91

FT Single + ALR (10 ep) | ¢9, StAdv 53 29.23 24 8.45 17.18 26.61 20.12 19.71  6.71 2.77

FT Single + ALR (25 ep) | lo, StAdv 5444 | 2203 291 446  13.6 2556 1921 | 173 378 | 8.73

FT Croce + ALR (10 ep) | f9, StAdv 59.09 | 34.09 26.59 9.84 19.2 30.34 23.62 2243  8.28 3.11

FT Croce + ALR (25 ep) | l9, StAdv 58.59 | 34.66 26.45 10.55 19.65 30.55 23.67 | 22.82 8.64 | 7.67
AVG Uy, StAdv, (o 62.09 | 40.34 25.13 20.88 28.84 28.78 16.18 28.80 14.71 | 69.49
MAX Uy, StAdv, (o 56.94 | 34.74 28.46 22.72 30.35 28.64 19.66 | 29.04 17.55 | 69.36
Random Uy, StAdv, o 60.98 | 38.01 2521 17.25 25.76 26.82 14.26 26.56 12.97 | 19.58
[ FTMAX (10 ep) [ l9, StAdv, b | 59.9 | 38.94 26.55 16.95 2572 | 2748 ~ 14.78 [ 27.04 13.07 | 52

FT MAX (25 ep) Uy, StAdv, 61.01 | 38.56 27.54 17.05 25.91 27.72 15.34 27.27 13.66 | 12.25

FT Croce (10 ep) U, StAdv, (o 62.78 | 39.87 20.17 14.59 23.7 24.88 10.46 24.58 9.2 2.29

2 FT Croce (25 ep) Uy, StAdv, lx 65.85 | 42.51 11.05 19.67 26.55 24.41 8.06 24.95 7.3 5.06
FT Single (10 ep) Uy, StAdv, (o 65.62 | 42.95 7.55  22.03 28.06 24.18 5.57 25.15  4.98 1.49

FT Single (25 ep) Uy, StAdv, (o 65.93 | 42.82 7.62 21.83 28.2 24.09 5.65 25.12  5.12 3.71

FT Single + ALR (10 ep) | £2, StAdv, ( 62.35 | 43.56 8.76  23.72  27.77 25.35 6.98 25.95  6.29 2.16

FT Single + ALR (25 ep) | lo, StAdv, (o 62.56 | 42.33 7.7  25.06 2657 | 25.03 6.67 | 2541 6.02 | 539

FT Croce + ALR (10 ep) | fo, StAdv, ( 60.67 | 42.06 16.66 21.18 25.89 26.63 12.59 26.45 11.21 3.05

FT Croce + ALR (25 ep) | fo, StAdv, ( 63.43 | 42.92 10.14 23.16 26.37 25.41 8.29 25.65  7.64 6.7
AVG Uy, StAdv, (s, Recolor | 65.61 | 40.86 224  20.45 37.27 30.25 14.09 30.25  14.09 | 101.43
MAX U9, StAdv, lso, Recolor | 59.12 | 33.89 28.02 22.20 35.00 29.78 18.74 29.78 18.74 | 101.43
Random U9, StAdv, lso, Recolor | 63.1 | 39.47 24.79 19.04 38.15 30.36 14.57 30.36  14.57 | 22.87
[ FTMAX (10 ep) | fo, StAdv, loo, Recolor | 61.5 | 39.34 26.97 17.25 33.56 | 2028  14.55 [ 29.28 1455 | 861

FT MAX (25 ep) U9, StAdv, (o, Recolor | 62.14 | 38.68 27.561 17.13  33.06 29.09 14.84 | 29.09 14.84 | 19.67

FT Croce (10 ep) Uy, StAdv, (s, Recolor | 64.82 | 41.09 19.78 16.55  32.26 27.42 10.57 2742  10.57 | 2.42

3 FT Croce (25 ep) U9, StAdv, fo, Recolor | 66.31 | 41.02 1342 17.34  31.02 25.7 8.4 25.7 8.4 6.03
FT Single (10 ep) ls, StAdv, (o, Recolor | 69.82 | 32.63 4.07  9.38  40.07 | 21.54 142 | 2154 142 | 3.06

FT Single (25 ep) U9, StAdv, s, Recolor | 68.63 | 37.06  5.57 13.28  37.66 23.39 2.76 23.39  2.76 7.78

FT Single + ALR (10 ep) | {2, StAdv, l~, Recolor | 66.58 | 37.98  6.65 16.37  39.23 25.06 3.83 25.06  3.83 3.91

FT Single + ALR (25 ep) | {2, StAdv, ls, Recolor | 68.15 | 32.05  5.08 11.82 41.5 22.61 2.46 22.61 246 9.72

FT Croce + ALR (10 ep) | f2, StAdv, {s, Recolor | 64.11 | 42.52 10.89 21.36  34.05 27.21 8.11 2721 811 3.42

FT Croce + ALR (25 ep) | l2, StAdv, ls, Recolor | 65.33 | 39.4 11.41 16.84 34.15 25.45 7.35 2545  7.35 7.41

Table A.6: Continual Robust Training on CIFAR-100 (Sequence of 4 Attacks
Starting with /).
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giz;c Procedure Threat Models Clean | fls  StAdv Recolor (3 (kl?;;ill) (]g ln(;;r:l) (Aa‘l/ﬁ [?;ﬁ))n ?ﬁ?;;
0 AT lso 60.95 | 27.61 9.92 33.2 35.6 27.61 27.61 26.58 7.45 16.33
AT + ALR lso 55.36 | 28.01 11.25 31.01 33.95 28.01 28.01 26.05  8.62 23.75
AVG U0, StAdv 66.09 | 8.65 33.19 18.42 21.58 20.92 8.18 20.46  7.47 47.59
MAX loo, StAdv 57.01 22.8 29.23 30.54 33.58 | 26.02 20.28 | 29.04 17.96 | 46.97
Random loo, StAdv 47.14 | 16.62  25.61 25.35 27.25 21.12 14.63 23.71  13.37 | 23.92
[FTMAX (10ep) | ¥s, StAdv | 58.05 | 22.48 28.66 ~ 30.43  33.15 | 2557  18.95 | 28.68 17.05 | 4.03°

FT MAX (25 ep) loo, StAdv 58.56 | 22.36 29.38 30.97 33.16 25.87 19.38 | 2897 17.43 | 10.02

FT Croce (10 ep) U, StAdv 60.17 | 22.75 26.81 31.22  33.68 24.78 17.54 28.62 15.95 | 2.49

1 FT Croce (25 ep) loo, StAdv 60.27 | 22.18 28.17 30.38 33.25 25.18 17.81 28.5 16.21 5.69
FT Single (10 ep) loo, StAdv 55.87 | 1543 24.29 24.34 27.54 19.86 11.9 229 10.95 2.77

FT Single (25 ep) loo, StAdv 56.11 | 16.09  24.46 24.84 28.65 20.27 12.5 23.51  11.33 6.95

FT Single + ALR (10 ep) | loo, StAdv 56.03 | 3.81 35.21 18.52 17.31 19.51 3.77 1871  3.51 75.49

FT Single + ALR (25 ep) | loo, StAdv 59.65 2.6 37.96 18.51 13.52 20.28 2.58 18.15 241 8.34

FT Croce + ALR (10 ep) | loo, StAdv 54.86 | 23.33 27.19  30.15  31.54 25.26 18.75 28.05 16.86 | 2.97

FT Croce + ALR (25 ep) | loo, StAdv 54.27 | 23.27  26.27 29.4 31.79 24.77 18.25 27.68  16.06 7.4
AVG loo, StAdv, Recolor 68.19 | 16.88 29.53 38.12 30.75 28.18 14.14 28.82  14.11 | 79.47
MAX (5o, StAdv, Recolor 57.96 | 22.38 28.92 35.24 33.9 28.85 19.27 | 30.11 19.17 | 79.5
Random loo, StAdv, Recolor 47.14 | 16.62 25.61 25.35 27.25 21.12 14.63 23.71  13.37 | 23.92
[ FTMAX (10 ep) | s, StAdv, Recolor | 58.96 | 22.04 29 36.35  34.55 | 20.13 1837 [ 3048 1831 | 6.75

FT MAX (25 ep) lso, StAdv, Recolor 59.41 21.7 29.2 35.57 33.24 28.82 18.21 29.93 18.09 | 16.75

FT Croce (10 ep) U0, StAdv, Recolor 62.27 | 22.42 26.16 37.25 34.5 28.61 16.34 30.08 16.24 2.77

2 FT Croce (25 ep) lso, StAdv, Recolor 62.09 | 23.24  25.6 36.91 35.89 28.58 16.63 30.41  16.52 6.46

FT Single (10 ep) lso, StAdv, Recolor 64.02 | 20.72 14.72 41.7 32.89 25.71 9.61 27.51  9.57 3.01

FT Single (25 ep) lso, StAdv, Recolor 67.39 | 13.25 6.94 45.1 27.71 21.76 3.59 23.25  3.57 7.86

FT Single + ALR (10 ep) | £oo, StAdv, Recolor 64.86 | 8.76 9.34 46.4 25.62 21.5 3.91 22.53 391 3.8

FT Single + ALR (25 ep) | foo, StAdv, Recolor 66.87 | 3.74 8.44 50.81 19.81 21 2.03 20.7 2.03 9.89

FT Croce + ALR (10 ep) | foo, StAdv, Recolor 56.41 | 24.28 25.62 36.21 34.43 28.7 17.6 30.14 1741 3.6

FT Croce + ALR (25 ep) | foo, StAdv, Recolor 56.83 | 22.43 259 38.27 33.5 28.87 16.98 30.03  16.76 8.28
AVG U0, StAdv, Recolor, o | 64.8 20.9 22.46 37.27  41.05 30.42 14.56 30.42  14.56 | 101.39
MAX lso, StAdv, Recolor, ¢5 | 579 | 22.39 28.72 35.96 35.65 30.68 19.15 | 30.68 19.15 | 101.25
Random lso, StAdv, Recolor, /5 | 63.23 | 19.52 21.29 39.71 39.95 30.12 13.6 30.12  13.6 | 24.88
[FTMAX (10 ep) | foo, StAdv, Recolor, f5 | 59.61 | 22.14 29.13  36.17 34.35 | 3045  18.61 | 30.45 1861 | 858

FT MAX (25 ep) loo, StAdv, Recolor, ¢5 | 59.42 | 22.02 29.28 35.96 34.45 30.43 18.64 30.43 18.64 | 21.36

FT Croce (10 ep) U0, StAdv, Recolor, (9 | 62.44 | 20.96 26.06 3591  36.77 | 29.93 15.83 29.93 15.83 | 2.38

3 FT Croce (25 ep) loo, StAdv, Recolor, ¢5 | 62.17 | 21.84 26.14 36.92  36.69 30.4 16.08 30.4  16.08 | 5.81

FT Single (10 ep) loo, StAdv, Recolor, ¢5 | 63.94 | 23.86 13.73 37.22 4147 29.07 9.92 29.07  9.92 1.61

FT Single (25 ep) U0, StAdv, Recolor, (o | 66.44 | 21.17  7.72 31.83 42.5 25.8 5.67 25.8 5.67 4.07

FT Single + ALR (10 ep) | loo, StAdv, Recolor, ¢35 | 60.76 | 22.36  10.35 31.33 41.91 26.49 7.99 26.49  7.99 2.35

FT Single + ALR (25 ep) | {0, StAdv, Recolor, ¢5 | 62.25 | 20.56  7.92 30.69 41.42 25.15 6.25 25.15  6.25 6.35

FT Croce + ALR (10 ep) | oo, StAdv, Recolor, (5 | 57.56 | 24.64 2252  35.77  37.55 30.12 15.96 30.12 1596 | 3.36

FT Croce + ALR (25 ep) | oo, StAdv, Recolor, (5 | 58.14 | 24.85 18.69  36.75  39.16 29.86 13.87 | 29.86 13.87 | 7.64

Table A.7: Continual

Starting with /).
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APPENDIX B
REDISTRICTING AND DIFFERENTIAL PRIVACY

B.1 Additional Results

MCMC Convergence tests To provide evidence of the convergence of our chains, we
report the Gelman-Rubin split-R metric and the effective sample size (ESS) for each legisla-
tive geography we study in Table B.1. Traditionally, an R of below 1.1 has been accepted
as evidence of convergence, although more recent work recommends that using a threshold
of 1.01 for R along with a rank-normalized ESS of at least 400 for more robust results. We
test for the convergence of our measurement of population balance (i.e. whether our esti-
mate of the mean of the function f(P) = 1 [devswap(P) > 0.1] has converged, where P is a
plan sampled from the stationary distribution of our Markov chain) and our measurement of
MMD discrepancy (i.e. f(P) = MMDgemo(P) — MMDswap(P)). For our population balance
measurment, we tested convergence using 4 chains of length 1,000,000, subsampling every
10t" plan to yield an ensemble of 100,000 plans. For the MMD discrepancy measurement, we
tested convergence using the 100 ensembles that we generated for each legislative geography
as described in Section 4.6. We say that a chain shows signs of convergence after a certain
number of steps when R < 1.01 and ESS > 400.

All geographies except for the Alabama, Connecticut, West Virginia, and Wyoming state
lower houses showed signs of convergence after 1,000,000 steps when measuring population
balance. Many geographies did not show signs of converging after 100,000 steps under the
MMD discrepancy measurement. However, given our method for creating ensembles with
lots of MMDs (sampling maximal plans from each of the 100 chains that we ran), the
convergence of the individual chains doesn’t have a straightforward relationship to that of
the final ensemble. Further work is necessary to characterize the distribution of plans that
maximize majority-minority districts.
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Population Balance and Critical Offsets In Table B.2 we compute no offset discrep-
ancy rates and the critical offsets for state lower and upper house geographies. The critical
offsets are computed by repeatedly running chains with a higher offset A from the base
acceptable 7. For each geography, starting at A = 0, we sample an ensemble using a pop-
ulation tolerance threshold in demo of 5% — A, and check whether any plan exceeds a 5%
population tolerance. If this there does not exist such a plan in the ensemble, the critical
offset is A, otherwise we increase A by 0.05% and repeat the procedure. The average and
standard deviation are computed over 10 experimental runs. We default to 7 = 5%, and A is
increased in increments of 0.05%. We repeat this computation ten times for each geography
to observe the variation in critical offset between runs. The largest deviation we observed
between the smallest and largest critical offset for a geography was 0.55% for the Montana
state lower house, with all other geographies having deviations no greater than 0.5%. We
also report what are synthetic model would predict for no offset discrepancy rate and critical

offset for each geography, as described in Section 4.5.2.

Robustness to Geounit Type All results in this chapter were reported for chains using
either precincts or census block groups as the base unit of district composition. In Table B.3
we report results for our critical offset computations using chains that are composed from
census blocks, the smallest unit of geography defined in the census hierarchy which is some-
times used as the base unit in redistricting. Due to computational constraints, we only
report results for three legislative geographies: RI state lower house, RI state upper house,
and CT state lower house. In all three geographies, we found that using blocks instead of
block groups led to an increase in both no-offset discrepancy rate and critical offset. See

Section 4.8 for additional discussion about the possible effects of the choice of geounit.

Robustness to District Type We provide metrics from chains run on Congressional

districting plans for each state that was apportioned more than one seat in the House of
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Representatives after the 2010 census. While there is no population deviation that is gener-
ally considered de minimis in Congressional redistricting, we adopt the same 7 = 5% used in
our other experiments for the sake of consistency. We find that in every state, the average

critical offset over 10 runs, as defined in Section 4.5, is less than 0.2%.

Robustness to Minority Group We compare our results from Section 5 to state lower
house chains optimized to increase the number of majority-Hispanic districts in a given
plan, rather than majority-Black districts. Each optimized ensemble is constructed by run-
ning 100 ReCom chains with short bursts optimization to generate plans with many majority
Hispanic districts, and sampling 10 plans from each chain with the highest number of major-
ity Hispanic districts to be included in the ensemble. Each chain uses a population tolerance
threshold of 5% — A, where A is the critical offset for that legislative geography, as computed
in Section 4.5. The magnitudes of discrepancies we observed for majority-Hispanic districts
are similar in magnitude to those of majority-Black districts. For example, the largest mean
discrepancy we observed for majority-Hispanic districts was 1.093 in the New Mexico State
Lower House, while the larges we observed for majority-Black districts was 1.431 in the

Mississippi State Lower House.

MMD Discrepancies Across Geographies Table B.6 contains the mean MMD dis-
crepancy and non-zero discrepancy rate for optimized ensembles across 52 legislative geogra-
phies. Each optimized ensemble is constructed by running 100 ReCom chains with short
bursts optimization to generate plans with many majority-Black districts, and sampling 10
plans from each chain with the highest number of majority-Black districts to be included
in the ensemble. Each chain uses a population tolerance threshold of 5% — A, where A is
the critical offset for that legislative geography, as computed in Section 4.5. The legislative
geographies included are those for which our chains found at least one plan with at least one

majority-minority district.
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Distribution of BVAP Population in Standard and Optimized Ensembles. Fig-
ure B.1 plots histograms of the %BVAP for all plans sampled in the base ensemble and the

short bursts ensemble. The short burst optimization technique samples heavily from plans

that are just over 50% BVAP.

Base Ensemble

10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Short Bursts Ensemble
o

10% 20% 30%

2.50%

2.00%

1.50%
1.00%
0.50%
0.00%
0%

2.50%

Percent of Districts

2.00%

1.50%
1.00%
0.50%
0.00%
0%

Figure B.1: Histograms of % BVAP Population for Districts in Two Georgia State
House Ensembles. The data include all distinct districts in our base (top) and short bursts
(bottom) ensembles. The short bursts ensemble, which is designed to produce plans with
many MMDs, samples districts with small Black majorities much more often than the base
ensemble which ignores race.

40% 50% 60% 70% 80% 90% 100%
Percent BVAP
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State Lower House

State Upper House

Population Balance MMD Population Balance MMD
R ESS R ESS R ESS R ESS
AL 1.41348 16.2 1.03605 1665.2  1.00004 115308 1.01460  4993.0
AK  1.00053 9602.7 1.00003  95286.1
AZ 1 144229 1.00001 135120
AR 1.00006 18532.2  1.09077 712.0  1.00005 99684.9 1.07575 798.1
CA  1.00007 48475.2  1.02305  2671.2 1 131413
CO  1.00005 50360.1 1.00008 118716
CT  1.04848 63.8 1.77493 149.5  1.00001  73049.9 1.00271 30996.1
DE 1.00028 13237.5 1.01678 5751.8  1.00003 115724 1.02261  2979.9
FL  1.00015 25729 1.03677 1722.2  1.00001 115492  1.08056 765.7
GA  1.00039 11449.4  1.09305 680.1  1.00008  68435.2 1.09921 617.7
HI
ID  1.00009 58208.3 1.00005  56707.5
IL 1.00016 32520.9 1.02456  4013.5 1.00004 73011.1 1.00655 16931.1
IN  1.00029 31532.7 1.05866  1061.5 1.00002  79920.8 1.08445 7134
IA  1.00012 19643.4 1.00002  56643.6
KS  1.00022 19338 1.23501 310.5  1.00001  82320.3
KY 1.00021 20848.4 1.02158 1703.8  1.00002 124136.5
LA 1.00004 25932.2  1.08096 776.0 1.00004 97275.8 1.04140 14984
ME 1.00151 3354.3 1.00061  11535.5
MD  1.00004 40961 1.05367  1167.7  1.00003  73312.8 1.05580  1104.4
MA 1.00076 10113.5 1.04999  1335.7  1.00009 81589.6 1.09748 648.4
MI  1.00008 28161.2 1.00857 13478.6 0.999999 124932 1.02615  2555.4
MN  1.00034 12959.6 1.00011  48035.2
MS  1.00096 7232.6 1.09317 668.6  1.00008  53867.2 1.04285  1481.9
MO 1.00011 17791.9 1.04485  1430.1 0.999997 135122 1.14201 467.1
1.00070 3922.1 1.00005  29807.9
1.00014  53859.5 1.31089 249.0
1.00011 64538.9 1 179202
1.00969 528.9
1.00002 113039 1.02834  2232.8  1.00004 113333 1.03377  1875.2
NM 1.00019 25091.2 1.00005  48720.1
NY 1.00015 25506.5 1.08593 696.3  1.00007  72752.3 1.02001  3121.1
NC 1.00012 20428.8 1.04465 1463.2  1.00008  77151.6 1.03267  1938.9
ND
OH 1 40349.8  1.04475  1415.6  0.999999 143535 1.01950  3294.4
OK 1.00027 22396.2 1.12866 488.9  1.00013  66426.5 1.00780 12631.9
OR  1.00015 50394.5 1.00000 137612.0
PA  1.00016 16996.6 1.06915 892.7  1.00007  93319.3 1.01360 6143.2
RI  1.00014 14566.3 1.00006  58658.8
SC  1.00032 16261.9 1.08331 769.2  1.00001  80159.9 1.04219  1449.7
SD  1.00012 43806.1 1.00004  50200.9
TN  1.00011 19834.9 1.11814 543.6  1.00001 140019 1.05512  1069.4
TX 1.00011 23232.5 1.01942 4100.9  1.00003 190915
uT 1.0002 29949.4 1.00001 110132
VT 1.00001 171445
VA 1.00014 23230.8 1.04422  1397.1 1 107197 1.07987 755.4
WA 1.00004 77180.7 1.00003  73462.3
WV 1.20887 13.0 1 237573
WI  1.00003 29893.9 1.02260 3215.7  1.00004 134723 1.10688 580.7
WY 1.08295 313 I 10001 37504 [

Table B.1: Convergence Tests for State Legislative District Ensembles. Cells that
are highlighted in red used block groups as the base unit of geography due, all others used
precincts. Cells that are highlighted in gray represent ensembles for which the R computation
is undefined, either because no plans were found that were balanced in population in our
experimental setup, or because every plan within an ensemble contained the same number
of MMDs. Cells that are highlighted in black represent legislative geographies that do not

exist.
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State Lower House State Upper House

Discrepancy (7 = 5%) Critical Offset (A) Discrepancy (7 = 5%) Critical Offset (A)

State Observed Predicted Mean A (StDev) Predicted A Observed —Predicted Mean A (StDev) Predicted A
AL 63.280%  68.802%  0.535% (0.045%) 0.540% 19.088%  17.617%  0.270% (0.024%) 0.310%
AK  65.634%  70.735%  1.580% (0.100%) 1L670%  26.436%  29.790%  0.940% (0.044%) 0.890%
AZ 13.917% 13.464%  0.235% (0.039%) 0.265%  14.068% 13.366%  0.240% (0.020%) 0.255%
AR 87.448% 86.045%  0.955% (0.057%) 1.090%  29.745% 26.677%  0.435% (0.032%) 0.460%
CA 23.843% 20.163%  0.155% (0.015%) 0.150% 8.144% 6.425%  0.100% (0.000%) 0.100%
CcO 53.002% 51.869%  0.550% (0.059%) 0.600%  24.416% 22.247%  0.350% (0.032%) 0.385%
cT 89.200% 96.267%  0.717% (0.062%) 1.215%  22.958% 24.228%  0.370% (0.040%) 0.400%
DE 58.165% 63.885%  0.970% (0.060%) 1.320%  24.496% 26.760%  0.670% (0.033%) 0.755%
FL 58.247% 53.510%  0.350% (0.045%) 0.350%  12.441% 10.501%  0.140% (0.020%) 0.150%
GA 90.185%  90.446%  0.600% (0.050%) 0.735%  26.967%  26.758%  0.275% (0.025%) 0.310%
HI

D 39.807%  40.598%  0.725% (0.072%) 0.785%  39.992%  40.581%  0.725% (0.075%) 0.765%
IL 70.243%  63.297%  0.415% (0.039%) 0475%  32.335%  26.399%  0.260% (0.030%) 0.270%
IN 67.875% 66.219%  0.550% (0.050%) 0.600%  30.481% 27.136%  0.320% (0.033%) 0.335%
1A 79.268% 77.879%  0.765% (0.050%) 0.865%  38.509% 35.739%  0.450% (0.055%) 0.475%
KS 95.661% 96.008%  1.190% (0.070%) 1.440%  37.253% 34.863%  0.555% (0.035%) 0.565%
KY 56.490% 59.686%  0.480% (0.046%) 0.500%  16.484% 15.380%  0.260% (0.037%) 0.230%
LA 76.667% 77.106%  0.685% (0.059%) 0.775%  24.970% 23.534%  0.330% (0.033%) 0.350%
ME 95.432% 97.177%  1.060% (0.162%) 1.315%  22.543% 26.362%  0.420% (0.075%) 0.435%
MD 39.455% 40.802%  0.380% (0.046%) 0.420%  23.880% 24.559%  0.280% (0.024%) 0.320%
MA 91.418%  92.903%  0.760% (0.070%) 0.915%  20.662%  20.909%  0.275% (0.034%) 0.315%
MI 51.753%  51.264%  0.355%  (0.027%) 0.380%  11.829%  10.398%  0.150% (0.000%) 0.160%
MN  77.355%  S81.167%  0.655% (0.061%) 0.690%  36.776%  39.524%  0.405% (0.057%) 0.410%
MS 96.175% 94.029%  1.040% (0.058%) 1.270%  47.674% 46.542%  0.600% (0.032%) 0.640%
MO 92.414% 91.548%  0.705% (0.057%) 0.845%  17.515% 14.543%  0.245% (0.015%) 0.250%
MT 88.118% 91.207%  1.175% (0.150%) 1.355%  47.250% 50.706%  0.820% (0.046%) 0.740%
NE I o 7% 53.399%  0.735%  (0.059%) 0.830%
NV 47.556% 47.248%  0.750% (0.045%) 0.825%  18.552% 17.459%  0.435% (0.039%) 0.480%
NH 6.909% 11.953%  0.240% (0.030%) 0.285%
NJ 21.662% 18.250%  0.265% (0.039%) 0.265%  21.368% 18.262%  0.255% (0.035%) 0.270%
NM 81.610%  82.258%  1.330% (0.084%) 1.370%  52.029%  50.167%  0.835% (0.045%) 0.860%
NY 69.468%  63.668%  0.345% (0.027%) 0.380%  25.293%  20.091%  0.175% (0.025%) 0.205%
NC 67.835%  69.229%  0.445% (0.027%) 0.555%  22.654%  22.640%  0.260% (0.037%) 0.285%
ND

OH  52.874%  47.655%  0.325% (0.040%) 0.365% 12.567%  9.318%  0.155% (0.015%) 0.155%
OK 84.469% 84.903%  0.970% (0.071%) 1.050%  40.591% 40.346%  0.540% (0.037%) 0.570%
OR 41.871% 43.524%  0.530% (0.051%) 0.535%  15.693% 15.504%  0.300% (0.022%) 0.305%
PA 85.595% 86.451%  0.545% (0.057%) 0.550%  18.750% 15.653%  0.170% (0.024%) 0.195%
RI 86.942% 90.707%  1.795% (0.117%) 1.730%  48.021% 52211%  1.225% (0.093%) 1.040%
SC 84.431% 85.243%  0.690% (0.049%) 0.845%  29.123% 28.846%  0.350% (0.032%) 0.400%
SD 54.947% 54.113%  1.020% (0.064%) 1.110%  46.376% 50.573%  0.995% (0.072%) 1.045%
TN 64.002%  62.194%  0.485% (0.071%) 0.540%  14.440%  13.176%  0.225% (0.025%) 0.230%
TX 62.132%  58.322%  0.310% (0.030%) 0.350%  8.014% 5.564%  0.105% (0.015%) 0.100%
UT  75.406%  74.807% 0.880% (0.051%) 1.005% 25.152%  23.305%  0.425% (0.040%) 0.460%
VT 4730%  5.160%  0.290% (0.020%) 0.200%
VA 57.649% 57.934%  0.405% (0.042%) 0.485%  16.420% 15.990%  0.225% (0.025%) 0.240%
WA 37.025% 32.980%  0.400% (0.039%) 0.440%  38.125% 33.107%  0.400% (0.000%) 0.445%
WV 66.127% 66.311%  0.750% (0.047%) 0.880% 8.815% 8.598%  0.250% (0.032%) 0.265%
WI 65.347% 64.443%  0.555% (0.052%) 0.570%  16.543% 13.467%  0.230% (0.033%) 0.225%
WY  100.000% 94.393%  2.175% (0.144%) 2.645%  56.729% 57.540%  1.440% (0.073%) 1.485%

Table B.2: Empirical and Predicted Discrepancies and Critical Offsets for 93 Leg-
islative Geographies. Critical offsets are computed as described in Appendix B.1 (aver-
aged over 10 runs). Columns labeled “Predicted” are computed by sampling discrepancies
(with and without offsets) from the probabilistic model described in Section 4.5.2 using the
empirical means and standard deviations of the corresponding legislative redistricting en-
sembles. Cells that are highlighted in gray represent states where no plans were found that
were balanced in population in our experimental setup. Cells that are highlighted in red
had precinct data that was incompatible with our experimental setup (either due to large
precincts or a lack of complete precinct data) and were computed using block groups as the
building blocks of districts instead. Cells that are highlighted in black represent legislative
geographies that do not exist.
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Block Group/Precinct Block
Discrepancy Rate Critical Offset (%) Discrepancy Rate Critical Offset (%)

CT SH 89.20% 0.72% 98.58% >2.0%
RI SH 86.94% 1.80% 97.62% >2.0%
RI SS 48.02% 1.23% 66.14% 1.60%

Table B.3: Using Blocks as the Base-Level Geounit. Comparison between no offset
discrepancy rate and critical offset for three geographies using precincts (Connecticut) or
block groups (for Rhode Island legislative geographies) versus blocks as the smallest unit of
district construction. We halted the computation of critical offsets at 2.0%.
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Population Balance Majority-Minority Districts

Standard Constraints Short Bursts
State A DR (A=0) Mean Discrep. Discrep. Rate
AL 0.10% 1.67% 0.18 17.20%
AK
AZ 0.10%

0.10%
CA  0.13% 12.81%
CcO  011%
0.10%

DE
FL 10.10%
GA  0.10% 3.23% 0.47 44.40%

HI 0.10% 0.26%

1D 0.10% 0.18%

IL 0.12% 5.93% 0.15 13.70%
IN 0.10% 2.12%

IA 0.10% 0.53%

KS 0.10% 1.00%

KY  0.10% 0.88%

LA 0.10% 1.18%

ME  0.10% 0.01%

MD  0.10% 1.38%

MA  0.10% 1.78%

MI 0.10% 2.48% 0.32 27.90%
MN  0.10% 1.48%

MS  0.10% 0.85% 0.01 0.90%
MO

MT

NE  0.10%

NV 0.12% 1.04%

NH  0.10% 0.04%

NJ 0.11% 3.51% . 16.60%
NM  0.10% 0.64%

NY  0.11% 6.80% 0.23 21.80%
NC  0.10% 3.25% 0.05 5.30%
ND

OH  0.10% 3.95% 0.02 2.40%
OK  0.10% 1.22%

OR  0.10% 0.78%

PA 0.10% 4.28% . 25.00%
RI 0.10% 0.31%

SC 0.10% 1.54% 0.26 25.70%
SD

™~  0.10% 1.98% 0.14 14.30%
X  0.14% 9.08% 0.01 1.40%
UuT  0.13%

VT

VA 0.10% . 27.50%
WA 0.19% 3.16%

WV 0.10%

WI 0.10%

WY

Table B.4: Results for Ensembles of Congressional District Plans. Cells highlighted
in black represent states that were apportioned a single congressional representative after
the 2010 census, cells highlighted in gray represent geographies for which no majority-Black
districts were found by our chains, and cells highlighted in red represent chains that were
run using block groups as the base unit of geography due to missing precinct data. For each
ensemble sampled with standard constraints, we calculate the critical offset (A) and the
no-offset discrepancy rate (i.e. the proportion of plans exceeding a 5% population balance
threshold under SWAP). Critical offsets are averaged over 10 runs. For each ensemble
sampled using short burst optimization, we calculate the mean MMD discrepancy and the
discrepancy rate (i.e. the proportion of plans with a non-zero MMD discrepancy).
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State Lower House State Upper House

State Non-Zero Discrep. Rate Mean Discrep. Non-Zero Discrep. Rate Mean Discrep.

AL
AK
AZ 32.5% 0.387 27.4% 0.336
AR
CA 47.4% 40.1%
CO 58.0% 0.717 22.2% 0.234
CcT 1.1% 0.011 0.0% 0.000
DE
FL 27.1% 0.286 6.5% 0.066
GA 0.3%

HI
1D
IL 32.2%
IN
1A
KS 7.5%
KY
LA
ME
MD
MA
MI
MN
MS
MO
MT
NE 0.0% 0.000
NV 35.1% 0.430 55.9% 0.664
NH
NJ 20.6% 0.226 19.1% 0.206
NM 67.3% 1.093 56.4% 0.811
NY 26.7% 0.322 22.2% 0.238
NC
ND
OH
OK
OR
PA
RI
SC
SD
TN
X
uT
VT
VA
WA 60.8%
wv
WI 16.9%
WY

Table B.5: Results for Ensembles Optimized to Increase the Number of Majority-
Hispanic Districts. We show the mean majority-Hispanic district discrepancy and the
discrepancy rate (i.e. the proportion of plans with a non-zero MMD discrepancy). Gray
cells represent geographies for which our ensembles did not contain any majority-Hispanic
districts in either DEMO or SWAP. Black cells represent legislative geographies that do not
exist.
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Short Bursts

State Lower House State Upper House
State Non-Zero Discrep. Rate Mean Discrep. Non-Zero Discrep. Rate Mean Discrep.
AL 57.5% 0.822 25.3% 0.293
AK
AZ
AR 37.2% 54.2%
CA 0.9%
CcO
cT 11.6% 6.1%
DE 11.7% 0.120 4.3% 0.045
FL 23.4% 0.256 7.6% 0.076
GA 65.6% 1.027 34.7% 0.433
HI
»
IL 23.3% 0.270 8.9% 0.095
IN 31.5% 0.364 28.2% 0.291
IA
KS 39.2%
KY 2.4%
LA 68.3% 1.122 43.7%

=
o

MD 17.6% 0.191 16.6% 0.181
MA 17.6% 0.181 5.4% 0.054
MI 11.3% 0.120 6.4% 0.067
My
MS 78.9% 1.431 53.7% 0.747
MO 32.9% 0.405 58.3% 0.790

38.9%

11.0% 10.1%

Z,
=

NY 42.7% 0.533 17.5% 0.187
NC 49.2% 0.649 27.8% 0.315

Z,
g

OH 24.8% 24.3%
OK 34.7% 0.404 15.0% 0.150

o
=

PA 20.2% 0.220 14.3% 0.149

&

SC 71.3% 1.203 59.3% 0.847

2]
)

TN 30.5% 0.325 26.0% 0.291
9.2% 0.096

=l
S5%

VA 31.6% 0.367 53.1% 0.724

e

WI 20.3% 0.218 46.3% 0.493

=
<

Table B.6: MMD Discrepancy Rates Across Geographies. Mean majority-Black dis-
trict discrepancy and non-zero discrepancy rate for short-burst optimized ensembles across
52 state legislative geographies. Gray cells represent geographies for which our ensembles
did not contain any majority-Black districts in either DEMO or SWAP. Black cells represent
legislative geographies that do not exist. Red cells represent chains that were run using block
groups as the base unit of geography due to missing precinct data.
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