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ABSTRACT

Human-centered privacy empowers individuals to understand and control their data. While
often situated in human-computer interaction (HCI) and usable privacy and security, re-
search in this field benefits from cross-disciplinary perspectives. This thesis develops a dia-
logue between computer science and the arts and humanities to examine both how privacy is
enacted in practice and how it is communicated to users. We study privacy and identifiability
in unstructured text data, such as conversation transcripts collected by social and behav-
ioral science researchers, focusing on redaction as a key mechanism for protecting identity.
We evaluate the capabilities of existing redaction tools and large language models (LLMs)
for automating this process and, based on researchers’ needs, design a semi-automated,
human-in-the-loop workflow. This approach operationalizes context-dependent definitions
of identifiability while leveraging LLMs to flag sensitive information in a graphical format,
reducing the overhead of traditional methods while maintaining researcher control. In par-
allel, we investigate how privacy is made legible and engaging, drawing on a large corpus of
privacy-related artworks we collected to analyze how artists communicate privacy concepts.
We translate these insights into HCI by prototyping designs and outlining potential studies

on effects of incorporating artistic mechanisms into privacy communication methods.
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CHAPTER 1
INTRODUCTION

Privacy in computational systems is most commonly conceptualized as a problem of data
collection and protection. This framing has led to extensive technical work spanning areas
such as cryptography, systems security, differential privacy, and access control. Within
these domains, privacy is often formalized into information flow, adversarial capabilities,
or disclosure risks. In practice, legal protection or business goals are often prioritized over
the humans behind the data, fulfilling institutional or regulatory requirements. However,
while these approaches are necessary, they tend to treat users as data sources rather than
as active agents and miss what the humans behind the data actually want or need. Thus, a
a purely data- and system-centric view of privacy is arguably incomplete. When individuals
have control over their personal information, they can create and maintain boundaries with
which data they choose to share, empowering them to act without fear that they will be
manipulated or their information misused.

From a computer science perspective, privacy is not only a property of systems but
also a property of interactions between users and these systems. Even strong, formalized
methods of privacy modeling can fail to provide adequate privacy when misaligned with
users’ mental models or confronted with social and contextual dimensions of information
flow. Research in human-computer interaction (HCI) and usable privacy explores ways in
which to center privacy around humans, attempting to address this gap between formalized
and experienced privacy. Works in these fields aim for usability and alignment with human
behavior, demonstrating the need for user-centered design principles.

Lessons from HCI and usable privacy are broadly applicable—however, privacy-related
challenges in computational systems cannot be fully understood or addressed through tech-
nical methods alone. Systems involving human subjects, sensitive data, or complex social

contexts can strongly benefit from the arts and humanities, which have robust and extensive
1



background for empowering and centering the human element of computational systems. At
the same time, computational tools offer powerful mechanisms for implementing, scaling,
and evaluating privacy-preserving interventions in domains traditionally studied within the
arts and humanities.

In this dissertation, we outline a conversation between computer science and humanities
and the arts, using methods from computer science and technology to solve privacy problems
in humanities spaces (among other human subjects research spaces), as well as using lessons
from art and artists to apply to HCI privacy and security disciplines.

Methodologically, the dissertation employs a combination of qualitative and quantita-
tive user studies, system-building, and design research. By grounding abstract concepts of
privacy from theoretical frameworks into concrete artifacts, supported by practical findings
with human subjects, this work extends existing approaches in HCI and privacy research.
These works apply computational methods—including system design, prototyping, and user
studies—to privacy challenges arising in humanities and human-subjects research contexts.
We also draw on artistic and humanistic practices as a source of design and workflow insight,
using them to inform the development of privacy-centered systems.

The contributions of this dissertation are grounded in the design, implementation, and
evaluation of privacy-aware techniques across both computational and interpretive contexts.
First, it contributes insights into how privacy is understood and enacted in practice, par-
ticularly in settings involving unstructured, qualitative data and reassessing definitions of
identifiability. This work also evaluates and extends computational approaches to privacy
protection in human subjects data, examining the limitations of existing automated redac-
tion techniques and demonstrating the value of human-in-the-loop systems for improving
both effectiveness and usability in real-world redaction workflows. In addition, this work
introduces a cross-disciplinary perspective that draws on artistic practices to examine how

privacy can be communicated to and reflected upon by end users. Through the design of



prototype systems, we explore how artistic representations of personal data can prompt
reflection and influence how individuals perceive their own privacy.

The works that follow were conducted in an effort to understand how privacy can be seen
not only as a technical property of data, but as a fundamentally human, perceptual, and
interpretive challenge. The remainder of this dissertation develops this perspective through a
series of studies, each examining privacy through the dual lens of computational mechanisms

and human experience.

1.1 Dissertation Overview

In this section, we give a brief overview of each chapter. Chapter 2 explores identifiability and
redaction, a method of removing or substituting information that might expose participants’
identities to those who know them. In particular, we examine redaction and definition of
identifiable information in unstructured text data, as well as a series of automated redaction
methods including legacy tools and large language models (LLMs). We follow with Chap-
ter 3, which concretizes the conceptual ideas of identifiability and the automated redaction
research with a graphical interface designed for a human-in-the-loop redaction workflow.
Chapter 4 inquires into privacy communication topics through a large-scale collection and
study of gallery art and exhibitions, and Chapter 5 outlines a proof of concept and accom-
panying study outline implementing findings from this investigation. Specifically, we draw
on mechanisms artists use in their privacy-oriented work and apply these in HCI methods to
provoke reflection on privacy. We conclude with Chapter 6, discussing lessons learned from

these studies.



1.1.1 Identifiability and Automated Redaction

Researchers across many fields often collect datasets of unstructured text, such as conver-
sation transcripts. To benefit science, they often hope to share these datasets, yet first
must redact identifiable information to protect participants’ privacy. Doing so at scale
often requires partially automated redaction tools that retain a dataset’s utility by not
over-redacting. To better understand requirements for redaction, we interviewed ten data
stewards—primarily principal investigators from the social and behavioral sciences—about
their re-identification threat models, current redaction practices, and types of informa-
tion that make their participants identifiable. They articulated nuanced conceptions of
re-identifiability and the need to redact more than just direct identifiers. We distilled their
observations into a novel redaction framework. We then benchmarked current tools’ ability
to flag such information. Specifically, we redacted text transcripts using three widely used
legacy tools for flagging sensitive data, as well as recent large language models (LLMs). The
LLMs correctly flagged many, but not all, potential identifiers redacted by trained humans.
Notably, LLMs benefited when their prompts incorporated our framework. While LLMs
outperformed legacy tools like Microsoft Presidio, their data flows may not be appropriate

for all contexts.

Key insights:

e Human subjects researchers have diverse needs when it comes to redacting identifiable
data, many of which are not covered by typical PII paradigms—especially for very
sensitive social data or data collected from at-risk participants.

e Current commercial redaction tools miss a significant portion of identifiers in unstruc-
tured data compared to our baseline framework redactions.

e When given our redaction framework, LLMs correctly flag many classes of potential
identifiers, indicating strong potential for automatically redacting unstructured text.

e Though LLMs perform well, they still miss more complex or niche identifiers, especially

non-English vocabulary; there is still a need for human verification.



1.1.2  Bringing Humans into the Loop in Automated Redaction

We extend our identifiability and redaction studies by designing a workflow for partially-
automated, human-in-the loop redaction of identifiers adhering to the prior redaction frame-
work. The workflow is designed to automatically flag identifiable data, drastically reduc-
ing overhead for typical redaction workflows. Moreover, this workflow is implemented in
a graphical user interface called MARI, which leverages existing offline redaction methods
as well as LLMs to cover a broad scope of identifiable data; users are then presented with
this data for verification, as well as other statistics and information pertaining to flagged
terms. We evaluate this interface in a user study with real data, where participants are
asked to perform redaction using various methods, comparing the application to manual
and partially-assisted redaction scenarios. Preliminary observations show that though par-
ticipants perceived a higher learning curve for the graphical method (MARI), participants
performed better using MARI compared to the others, redacting identifiable information
more efficiently and correctly. In particular, participants preferred our tool to manual or
pre-filled redaction methods and perceived their redactions to be more efficient using our

tool.

Key initial insights:

e The graphical method (MARI) most consistently achieves the best overall performance
for participants, balancing throughput and accuracy in redaction more effectively than
the manual and pre-filled methods.

e The pre-filled method increases throughput but reduces accuracy, while the manual
method maximizes accuracy at the cost of throughput. The graphical method mitigates
this trade-off by improving both correct redactions and overall speed.

e The graphical method encourages more active verification and engagement, whereas
the other methods are more passive or linear in workflow.

e Participants find the graphical method reliable and efficient and the manual method

slow but intuitive, but the pre-filled method to require higher cognitive effort.



1.1.8  Ezxploring Privacy in Art and Applications to Privacy Communications

User-facing mechanisms for communicating privacy, such as privacy policies and browser
tools, are often overlooked and may fail to support meaningful understanding. In contrast,
artworks emphasize engagement, provocation and reflection, and ambiguity and subjective
experience. For decades, artists have explored surveillance, privacy, and identity through
privacy art: gallery works exhibited across diverse media that focus on privacy or surveillance
of individuals. To better understand how privacy topics are communicated in such works,
we compiled a corpus of over 800 privacy artworks and conducted a qualitative analysis of a
sample. We identified recurring patterns across media and time periods in how these artworks
draw on familiar mechanisms to engage a variety of privacy topics, such as government or
corporate surveillance. Many works ground their commentary in artists’ personal data,
lived experience, or data collected from audiences and the public, situating privacy as both
individually and collectively experienced. These artworks employ diverse representational
and interactive mechanisms to communicate privacy concepts, spanning a broad affective
range from fun to creepy. We synthesize these results into lessons for making common
privacy communication methods more engaging and powerful through narrative and data

ownership, materiality and tangible interactions, and setting an unexpected affective tone.

Key insights:

e Privacy artworks draw on a shared visual language of familiar surveillance objects and
domestic metaphors to highlight topics like governmental and corporate surveillance,
identity-surveillance dynamics, and Al-amplified privacy risks.

e Many works ground commentary in artists’ personal data or lived experiences, as well
as data collected from the public and even artwork viewers.

e Artworks employ mechanisms such as tangible materials, data aggregation, and interac-
tive experiences (sometimes with constrained user agency) to convey privacy concepts.

e Privacy artworks use varied tones from unsettling to playful to evoke affective re-

sponses, revealing opportunities for provocative privacy communication.



1.1.4 Designing HCI Privacy Provocations Using Artistic Mechanisms

We concretize our findings in the prior study by implementing design suggestions for in-
tegrating art with privacy communication strategies. This will act as a proof of concept,
where we design a custom implementation using mechanisms from art and existing privacy
communication methods. Our approach foregrounds materiality, data ownership, and un-
settling affects as intentional qualities that shape how privacy concepts are perceived and
experienced. We present a between-subjects study exploring how more conventional forms
of privacy communication compare to those augmented with artistic mechanisms. Partici-
pants interact over time with either a digital pop-up banner containing descriptive text data
or “watering” a physical artificial plant that exhibits data through an evolving form. The
study examines how differences in modality (digital vs. physical representations of data)
and perceived data ownership (self vs. other) influence interpretations of privacy, emotional
responses, and perceptions of agency and intrusion. We reflect on the design process and
outline initial insights into how material and affective qualities can expand privacy provo-
cations beyond conventional approaches for communication. We position these reflections
as early-stage directions for designing more experiential and provocative forms of privacy

communication.

Key initial insights:

e Modality of privacy communication may shape how privacy-related information is in-
terpreted, with physical artifacts potentially prompting more reflective and embodied
engagement.

e Recontextualizing data between self and other may show how perceptions of data
ownership and identifiability can be shaped by presentation and narrative framing
rather than by the data itself.

e Introducing affective and provocative framing suggests opportunities for privacy com-

munication that highlight reflection and critical engagement over just comprehension.



CHAPTER 2
EXPLORING IDENTIFIABILITY AND AUTOMATED
REDACTION PROCESSES IN UNSTRUCTURED TEXT DATA

This chapter presents the findings of qualitative interview studies and benchmarking anal-
ysis of automated redaction tools for unstructured text. Our findings identify critical gaps
in current automated redaction capabilities and establish a new framework for identifying
subtle, context-dependent identifiers. The following sections detail how this framework was

constructed and how it significantly improves the performance of LLMs in redaction tasks.

2.1 Dissertation Author’s Contributions

This chapter represents joint work with Daniel Byrne, Arlie Jackson, Anwar Kader, Eliza
Migdal, Valerie Zhao, and Blase Ur. The author of this dissertation served as lead author
and wrote substantial sections of the Introduction, Related Works, Framework, Benchmark
Study, and Discussion sections in the version submitted for peer review. Co-authors con-
tributed to the Introduction, Related Work, Formative Interview, Framework, and Discussion

sections.

2.2 Motivation

Researchers who collect data from human subjects must balance the goal of collecting insight-
ful scientific data with the need to protect study participants’ privacy. This trade-off occurs
often for social and behavioral sciences (SBS) researchers. Through great effort and expense,
many SBS researchers collect datasets of unstructured text data spoken by human subjects,
recorded, and subsequently transcribed. For instance, human development researchers will

transcribe conversations between caregivers and children, education researchers will do the



same for dialogues in classrooms, and linguistics researchers will do the same for speakers of
regional dialects.

To protect participants, researchers must redact their corpora by removing or substituting
information that might make human subjects identifiable. Conceptually, redaction requires
removing personal data, which is itself a wide-reaching concept. The General Data Protection
Regulation (GDPR) characterizes personal data as “any information relating to an identified
or identifiable natural person...who can be identified, directly or indirectly” [81|. Personal
data includes obvious examples like “an identification number” and “a name” , often referred
to as personally identifiable information (PII). Longstanding techniques like named-entity
recognition often flag such identifiers fairly accurately. However, the scope of personal data
is far wider. For instance, the GDPR also highlights how “factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural person”
can also be personal data. Flagging these more ambiguous factors is far less straightforward.

Because redacting identifiers both reliably and at scale can be challenging and time-
consuming, valuable datasets are rarely shared with other scientists, creating roadblocks to
scholarly inquiry and requiring researchers to collect redundant datasets at significant cost.
Our interdisciplinary team initially encountered redaction challenges when attempting—and
failing—to redact a corpus of unstructured text data stewarded by some team members.
We initially leveraged widely used tools like Microsoft Presidio [195], Google Sensitive Data
Protection [109], and Amazon Macie 9], which aim to flag sensitive data in text. These
tools missed both direct and subtle identifiers. They also over-redacted information unlikely
to be identifying, potentially limiting the data’s research uses.

Spurred by this experience, we explore in this chapter the necessary requirements and
current technical capabilities for redacting corpora of unstructured text transcripts. To un-
derstand the problem space, we first conducted qualitative interviews with ten data stewards

who oversee corpora in fields like psychology, sociology, communication, and linguistics. We



asked participants how they redact their own data, their threat models in protecting human
subjects, and information in their corpora that could make participants identifiable. The
data stewards had nuanced conceptions of re-identifiability. Some worried about a partici-
pant being singled out; others worried about narrowing them down to dozens of candidates.
All reported manually replacing or obfuscating potential identifiers before sharing data.

As part of this process, we worked with the data stewards iteratively to create and
refine a novel framework of potential identifiers in the context of SBS corpora (Table 2.1).
They identified seven major categories and twenty-three subcategories of information that
may need to be redacted, ranging from direct identifiers to specific activities to linguistic
patterns. While we focus on SBS researchers for concreteness, lessons from our results can
be applied to other research fields with human subjects and unstructured text data.

To understand the degree to which current computational tools can automatically flag
potential identifiers in unstructured text transcripts, enabling redaction at scale, we bench-
marked these tools. Our first class of tools encompasses those specifically designed to flag
potential identifiers in text. We tested three of the most commonly used [153, 234, 5, 17|
tools of this class: Microsoft Presidio [195], Google Sensitive Data Protection [109], and
Amazon Macie [9]. In response to the recent success of foundation large language models
(LLMs) in processing text, we also tested eight state-of-the-art LLMs: Anthropic’s Claude
Opus 4.5 [14], DeepSeek-V3.2 [66], Google’s Gemini 2.5 Pro [111], OpenAI’s GPT-5.1 [211],
Meta’s Llama 4 Maverick and Llama 4 Scout [193], and Alibaba’s Qwen3-235B-A22B and
Qwen3-30B-A3B [270]. Five are open-weight models, meaning they are publicly available for
download and can be run locally given sufficient computational power. This would reduce
chances of unredacted data being shared with organizations outside a research group’s IRB
protocol. To avoid putting the onus on Pls to solve deployment issues, an institution or or-
ganization might deploy private LLMs [248] or shared local copies of these foundation LLMs

that do not transmit data outside the organization.
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For both legacy tools and LLMs, we compared items they redacted to potential identifiers
redacted manually to consensus by three trained research assistants (RAs). Both RAs and
the computational tools redacted a subset of data from TalkBank [174, 173, 172], a repos-
itory of human communication data. As TalkBank did not cover all framework categories,
we augmented it with synthetic data. We also conducted a pre-study focused on prompt
engineering to explore the impact of nine key prompts.

We found that, when given our redaction framework as part of their prompt, the eight
LLMs correctly flagged many classes of potential identifiers on our main evaluation dataset,
missing only between 1.8% (Gemini) and 12.8% (GPT) of the consensus redactions from
our trained human annotators on TalkBank data. Notably, however, all LLMs we tested
consistently failed to redact complex or nuanced identifiers, such as lengthy organization
names or instances of code-switching. Furthermore, any missed redactions are a potential
privacy leak. Without including our framework in the prompt, the LLMs on average com-
pletely missed between 5.3% (Gemini) and 19.7% (Claude) of the human RAs’ redactions. In
contrast, the widely used legacy tools from Microsoft, Google, and Amazon missed between
22.2% (Presidio) and 94.0% (Macie) of redactions. We discuss the lessons for the security

and privacy community, as well as for all researchers who collect text data.

2.3 Related Work

Contrasting with redaction’s importance in protecting the privacy of individuals, academic
work on redaction is surprisingly small and split across sub-communities, with notable gaps
in the security and privacy community. In fact, in a recent analysis of 38 de-identification
guides, Guo et al. identified widespread inconsistencies in both the specific guidance given

for de-identification and how key terms are defined [116].
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2.3.1 Key Redaction Techniques

The academic literature presents a variety of techniques for flagging potential identifiers.
Personal data that is highly structured (e.g., phone numbers, driver’s license numbers) is
typically identified automatically using pattern-matching (e.g., regular expressions) or simple
heuristics. Personal data that is less structured (e.g., names of people or places) instead relies
on a combination of lists (e.g., of common names) and techniques derived from the natural
language processing (NLP) sub-community. For instance, named-entity recognition (NER)
encompasses a series of techniques that try to identify real-world objects with proper names
(e.g., people, locations). Many NER approaches rely on grammar-based techniques alongside
machine learning models trained on large amounts of annotated data.

A handful of different academic researchers have bundled these techniques into redaction
tools. However, to our knowledge, none of these create a custom redaction workflow designed
for human-in-the-loop verification. Bosch et al. used part-of-speech tags, lexical item indices,
typed artifacts, and public records (e.g., census data) to redact data from online forums [36].
Others have proposed modeling tokens’ context and hierarchical relations to distinguish
between identifiers and non-identifiers [236, 67, 84]. Many systems, including Textwash [151]
and others [63], rely heavily on NER in concert with pattern matching to flag potential
redactions. Beyond replacing identifiers with pseudonyms, researchers have also suggested
generalizing words [12].

Researchers have also developed domain-specific methods [97] for redacting medical
records [267| (and more specifically, electronic health records [194]), clinical text [28, 146,
unstructured chat data [2], learning analytics [149]. Prior work has also discussed redacting
everything from journalists’ files [187] to network traces [196, 59] and log files [87].

Any attempts to de-identify data can be filled with peril [204, 57|; redacting text is no
exception [232]. Nicknames and typos can cause redactions to be missed [83]. References to

locations [294] and correlations between terms [11] leak information. Overall, in a qualitative

12



study of 18 practitioners and 6 curators involved in redaction, Guo et al. [117] found that
researchers often rely on manual and social processes to redact their data. Notably, they

also reported that current “tools do not meet researchers’ |de-identification| needs” [117].

2.3.2 Commercial Redaction Tools

Commercial redaction tools similarly focus on removing highly structured identifiers (e.g.,
ID numbers, credit card numbers), as well as names and geographic locations [157]. The
open-source Python library Microsoft Presidio [195], cloud-based Google Sensitive Data [109]
(formerly Cloud DLP), and Amazon Macie [9] rely on pattern matching, keyword dictionar-
ies, basic linguistic features, and straightforward heuristics [209] to suggest redactions, as do
older tools like SPIRION [259] and CipherCloud [168].

While some commercial tools offer a user interface, these are often complex or difficult
to navigate, and their shortcomings make them less effective for our intended workflow.
From our initial attempts to use existing academic and commercial tools to redact an SBS
corpus, we find they can fail to detect unique names, idiosyncratic phrases, or context-
specific identifiers (e.g., a participant with fluid gender expression). On the opposite end,
they can remove non-identifiers that provide crucial research context (e.g., the name of a

movie character that influenced a young participant’s language development).

2.3.3 Using LLMs For Redaction

In parallel work over the last two years, a handful of other researchers have also explored the
usefulness of LLMs for redaction, though not for redacting the same classes of information
in our framework, nor for anonymizing data collected by SBS researchers. Asimopoulos et
al. [17] proposed using LLMs for NER, evaluating their approach on the CoNLL-2003 dataset
and finding it to outperform more traditional methods of NER. In contrast, our redaction

framework and workflow consider aspects of identifiability far more broadly than NER. Pilan
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et al. [222] use LLMs for generalization of uncommon words to protect privacy, replacing
specific words with more general terms. Somewhat similarly, Frikha et al. [91] developed
IncogniText, which uses an LLM specifically to remove attributes about the author of text
(e.g., age, gender, income).

Other researchers have focused their redaction efforts specifically on the probability of
words in text according to LLMs. For instance, Albanese et al. [5] estimate the in-context
probability of each word in text, redacting the words with a probability below a specified
threshold. Here, low-probability words are considered a proxy for potentially private in-
formation. Leveraging similar insights differently, Gusain and Leith [118] instead proposed
analyzing which replacements language models deem likely to judge redaction success.

Dou et al. [72] focused on redaction specifically for limiting self disclosure in online social
media posts. To do so, they fine-tuned RoBERTa and DeBERTa models, comparing their
fine-tuned models’ performance to that of GPT-4. Finally, other researchers like Brahem
et al. [38] and Gangadharaiah et al. [96] have proposed the general idea of using LLMs for
redaction, but do not provide specifics about the types of information they aim to redact,
nor public benchmarks. Our prior work extended these definitions and LLM works, which

we aim to implement in the backend in a novel interface.

2.4 Formative Interviews: Methods

To understand SBS researchers’ challenges and privacy concerns when redacting a corpus
of unstructured text data they collected and wish to share with other scientists, we con-
ducted qualitative interviews. The interviews aimed to capture researchers’ current redaction
practices, threat models for re-identification, and requirements for assistive computational
redaction tools. Interviews were conducted online via video conferencing and lasted 1-2

hours.
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2.4.1 Recruitment

We targeted SBS Pls at universities in the United States who were responsible for stewarding
at least one large corpus of unstructured text data. Additionally, we aimed for a diverse
sample capturing various methodological approaches, disciplines, and intellectual traditions.
We considered researchers in scope if they collected unstructured text data primarily in
English as their primary research artifact through any means (e.g., observational studies,
in-lab experiments, interviews). We prioritized researchers who worked with unstructured
text data originating from spontaneously produced or spoken speech. Our team performed
direct recruitment based on professional connections and targets identified from literature
reviews in psychology, linguistics, anthropology, communication, political science, education,

sociology, and cognitive science.

2.4.2  Interview Structure

Interviews with data stewards were semi-structured, containing four sections. Appendix A
contains the full interview guide. We began by briefly discussing the data steward’s research
and corpora of unstructured text data to contextualize subsequent responses. We then
defined “redaction” as ‘“removal or substitution of data that could be used to identify partic-
ipants ...so that data could be shared publicly or semi-publicly.” We asked data stewards
to describe norms around data access/sharing in their fields, their own practices and experi-
ences redacting unstructured text data for such purposes, and their abstract conceptions of
(re-)identifiability.

In the second part of the interview, we assessed data stewards’ threat models. Specifically,
we asked them to rate and justify their concern about publishing research data publicly in
various redaction scenarios, as well as their specific privacy concerns about various individuals
re-identifying that subject’s transcripts.

In the third part of the interview, data stewards iteratively refined a working framework of
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classes of information that may need to be redacted from text corpora. Our inter-disciplinary
research team created a first draft of this framework based on our own experiences attempting
to automatically redact a large corpus, and we further expanded this initial draft through
three pilot interviews. In this part, we shared an editable link to the working redaction
framework from the end of the previous interview. Data stewards reviewed the framework
in a “think-aloud” activity. We also asked data stewards to discuss each class of data in the
framework relative to their own research, as well as harms of not redacting that data.

The final section of the interview delved into data stewards’ experiences redacting and
sharing data. Questions included the cost to the data steward of manually redacting their
own corpora, as well as any tools or software they had used.

Prior to finalizing this structure, we conducted pilot interviews to refine our questions
with two linguists and one staff scientist. These ranged from 1.5-2.5 hours and included more
questions than the final interviews. Over one-quarter of the framework changed substan-
tially from our team’s initial draft to the final version, including adding linguistic patterns,
code-switching, and personal interest categories, as well as refining nine others (e.g., events,
regionalisms, slang). Additional smaller changes were process-focused (e.g., not redacting

common diseases) or captured disagreements.

2.4.8 Data Analysis and Limitations

We audio-recorded and transcribed all interviews, deleting recordings after transcription.
Following the thematic analysis and approach established by Guo et al. [117], we expanded
and built on their framework in three key ways. First, we demonstrated that their codebook
and documented themes generalize well to novel interview data focused on redaction. As
an initial pass, we applied and augmented their codebook to our interviews. Although Guo
et al. developed their codebook for researchers working primarily with quantitative data,

we found that their codes closely aligned with the qualitative, unstructured text data de-
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scribed by the data stewards we interviewed. However, their codebook alone did not capture
many themes we observed. Through repeated readings of our interview data, we developed
and added numerous codes, iteratively refining them until they stabilized, to ensure more
robust coverage. Our OSF data release includes our final codebook, which contains 150
unique codes. Second, treating our finalized redaction framework classes and sub-classes
as distinct—yet complementary—codes to Guo et al.’s codes and themes, facilitated a more
precise analysis of the relationships among researchers’ approaches to redaction and different
types of potentially identifying information. Third, through the cooperative and iterative
co-construction of our redaction framework, we were able to systematically capture and code
the extent to which our participants conditionally agreed, disagreed, or reasoned contextu-
ally about potentially identifying information across fields, processes, procedures, and threat
models.

Our sample size (N = 10) is comparable to Guo et al.’s sample of 14 participants [117|
and reached theoretical saturation after 8 interviews, especially in refining our redaction
framework. Our sample was diverse in terms of data stewards’ research methods, scholarly
fields, and universities (both public and private). Nonetheless, all data stewards worked in
SBS fields in the United States, so our findings may not generalize to all other fields or

countries.

2.5 Formative Interviews: Results

In this section, we first describe our participants and the text data they steward. We
then discuss their general practices around sharing and redacting data, followed by their
threat models and re-identification concerns. In Section 2.6, we then present the redaction

framework we refined iteratively with participants.
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2.5.1 Participants and Their Corpora

We interviewed ten data stewards, eight PIs (faculty members) and two postdoctoral re-
searchers, all at universities in the United States. All reported major stewardship over
at least one corpus of unstructured text data. Among data stewards (Table E.3 in the
appendix), three were psychologists (cognitive, educational, and developmental), two were
communication scholars (interpersonal and health), three were sociologists (medical, gen-
der, and educational /rural), one was a medical anthropologist, and one was a linguist. The
data stewards corpora ranged in size from 19 to over 2000 participants, and their partic-
ipants ranged from infants to senior citizens. Their data was racially, geographically, and

demographically diverse.

2.5.2  Views on Data Sharing and Redaction

Data Sharing: All ten data stewards reported that only trained members of their research
staff listed on their institutions’ IRB protocols had access to their unstructured text data.
Two data stewards (P5, P6) also disclosed that some of their data was collected outside of
their academic institutions and was subject to additional data use agreements. Moreover,
P1, who works extensively with US military personnel, discussed additional requirements
from military IRBs, policies, and laws.

Similarly, P3 and P4 reported that data collected in primary and secondary schools across
different districts, even within the same state, may have varied access, sharing, and reporting
requirements. P3 also discussed their legal requirement to upload all interview transcripts,
but not their field notes, to the National Institute of Mental Health Data Archive. They
went on to state that the density and mandated archival of their data necessitated using
an external, IRB-approved transcription service. Five data stewards reported completing
transcription work internally with trained RAs, without speech-to-text software or external
services, while the other five reported using either software or services. All data stewards
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who used software ran it locally and had a human review all outputs.

Defining Identifiability: When prompted to define “identifiable information,” data stew-
ards’ responses coalesced around several themes relating to the number of possible data
subjects. P1 said they think about identifiability in relation to “gray areas of innocuous
things like mental health treatment” that may be used in conjunction to “narrow it down to
a specific pool of people (between 15-30).” They further described mental health treatment
as particularly sensitive due to its stigma in some communities. P5 echoed this sentiment,
fearing the ability to “triangulate on multiple features. .. like a specific medical condition and
a certain city.” Discussing a data subject, P10 noted, “there’s not that many biracial kids
who are there. .. [people| will figure out who he is.” P2 and P5 said they hew closely to the
CITTI [56| definition of personally identifiable information. That said, P2 noted shortcomings
of existing guidelines: “I sometimes think of it like if I were given this piece of information,
could I find this person online with some heavy Googling and often you could, even if CITI
tells you that’s okay to leave in...So even those kinds of details that are not considered
individually identifiable but are very unique...I wouldn’t publish.”

All ten data stewards invoked the idea of attributes’ “Google-ability” as a heuristic for
identifiability. P4 articulated this concern as “we all have the tools to be the FBI,” contrasting
their concern with the need to be a “transparent researcher” and share precise details about
participants to give context and ensure reproducibility.

Data stewards noted that identifiability depends heavily on which characteristics of their
data are publicly known. P2 explained, “I live in the south...so everybody here is going to
call a grocery cart a ‘buggy.” So I'm not going to redact the word ‘buggy’—they’re all gonna
say it that way...[it’s|] public knowledge that I collected my data in a particular region. So

to me that’s not identifiable.”

Redaction Practices: All ten data stewards reported replacing information in their text

corpora with pseudonyms. Seven data stewards emphasized the need to substitute meaning-
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ful tokens for redacted data, and six mentioned the use of pseudonyms that honor partici-
pants’ cultural and ethnic backgrounds. P5, P7, and P8 also spoke of selecting pseudonyms
with the same number of syllables and letters as the original to preserve linguistic features.

P3, P5, P6, and P10 reported obfuscating unique participant features or attributes on
the basis of commonality. More specifically, data stewards created abstractions to make
participants less identifiable, such as transforming specific religious affiliations and cultural
traditions into more generic descriptors. For example, P10 said, “I collected data in a chil-
dren’s hospital in the Mountain West . . . a Santa was [video-conferenced| for a young, Muslim
girl .. .1 chose to simply record the incident simply as brown girl, does not celebrate Christ-
mas.” Similarly, P3 said that much of their data came from a geographic location linked
to a niche industry: “I simply described it as blue-collar work.” P10 explained, “I have one
participant. . . from [specific small city|, which I can’t say. So I would say like a particularly
evangelical city or something because it is and that’s usually the important part.”

P3, P5, P6, and P10 employed “date-shifting”—changing the time or temporal sequence
of events. P3 noted that doing so is not always straightforward: “my data on funerals is
too close to my scientific research questions ...I can’t lose it.” P10 also grappled with the
practice, reflecting, “I don’t always de-identify the date ...it obscures the social processes
... for example, young siblings cannot visit the hospital during winter because of respiratory
conditions that come through.” Notably, P10 also performed “member-checking”™—asking
the participant to confirm the redacted data’s fidelity.

Other data stewards employed more complex transformations they felt protected subjects
while not misrepresenting their data. For instance, when discussing a potentially identifiable
participant, P10 said, “We did composite her with two other similar cases so that her parents
wouldn’t figure out like exactly what she said. And so like used like another girl who was

also pulled out of school. So we used the reason that the other girl was pulled out of school.”

20



2.5.83 Threat Models and Concerns

To probe data stewards’ privacy threat models, we asked them to imagine they posted their
unredacted data publicly on a website anyone can visit and to rate and justify their degree
of concern for their participants’ privacy.

Eight data stewards said they would be “extremely concerned” about a stranger (i.e.,
unknown to the participant) re-identifying data. P8, a developmental psychologist, recoiled
at the possibility “of someone looking at the conversations of little kids on the Internet
... |and] trying to meet them in real life by using that knowledge.” Studying medical decision-
making, P5 feared an HIV/AIDS diagnosis “could inadvertently ’out’ someone as [queer]| to
an authoritarian government.” P5 further stated, “I study people with cancer ...they could
be forced out of their jobs if their employers found out.”

Regarding someone who personally knows a study participant re-identifying them, re-
sponses were split. Four data stewards said they would be “extremely concerned,” five
reported they would be “moderately concerned,” and one reported that they would be only
“somewhat concerned.” P1, an interpersonal communication scholar, was “deeply troubled”
at the thought they could inadvertently ‘out’ someone as LGBTQ-+ to a spouse or family
member. P3 worried about a participant’s standing among high school peers and teachers if
a particular transcript were attributed to them, explaining, “[the research participant| told
me they saw the murder happen . ..only the school administration, me, and the police knew.”

Considering harms to participants more broadly, P1 recalled how collecting data during
the US military’s “Don’t Ask, Don’t Tell” era created methodological and legal quagmires.
They explained, “it was illegal for anybody to report that they were in the same-sex relation-
ship because they would lose their spot in the military ... we are more careful to redact than

7

we otherwise would be.” On a longitudinal project about transitions from adolescence to
adulthood, P6 related not knowing how to handle retrospective redaction for “one participant

that identified as a queer woman in high school ... [prior to| a religious conversion.” P3 dealt
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with a similarly fraught question about a participant that transitioned genders, stating, “I
would keep the truth as it emerged.” Capturing many data stewards’ broad approach, P1
explained, “We're thinking about what is stigmatizing for that population. .. Cohort-specific
or context-specific things that are especially stigmatizing we are more careful to redact.”
Notably, several data stewards expressed skepticism and concern about the real poten-
tial of re-identifying participants even when following redaction and de-identification guide-
lines created by external institutions, funders, organizations, and legal frameworks such as
HIPPA. Concern regarding potential re-identification despite following “best-practice” redac-
tion guidelines was frequently attributed to participants’ highly sensitive data traits (e.g.
children with congenital, unilateral brain lesions or adolescent survivors of suicide attempts)
and the systematic or incidental examination of seemingly innocuous indirect identifiers
used in combination with each other to re-identify participants. P3 expressed this sentiment
bluntly: “Kids dying |by suicide|. You’ve got to keep that private.” They go on to disclose
that guidelines are “...not actually really protecting, it’s almost protecting reputation more
than than privacy.” In contrast, P1 discussed the need to compensate for a gap in official
DoD redaction guidance, noting that guidelines instruct researchers to remove any location

smaller than a US state, however,

‘.in Wisconsin where there are no active duty, there’s
only National Guard...there’s no military, no active duty military installations...we would
take out the state there.” Indeed, most data stewards reported going beyond what was re-
quired by official guidance through the use of ad hoc heuristics or improvised techniques they
themselves developed over time. Regarding redaction and participant privacy, P2 stated, “I
think. . . my personal ethics were more stringent than what CITI or IRB would require.”
Interestingly, P2 also offered a meta perspective, suggesting that it would be relatively
straightforward for an unspecified threat actor to infer participants’ identities through the

data stewards. P2 reflects “people can look at my affiliation...guess that I probably col-
lected data in [LOCATION] or that I got my PhD at [UNIVERSITY]| and I say in a small
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midwestern town, university town, and they would go she probably collected these data
in [LOCATION].” Disturbingly, P2 also shared that the threats and harms extend beyond
participants to the data stewards “...this group...has a database of...professors” that research
certain social issues and processes. These real and present threats to not only participant
re-identification but to the data stewards themselves is a significant and notable departure
from what one of Guo et al.’s interviews dismiss as “sci-fi paranoia” [117]. Nevertheless, all
ten data stewards felt their current redaction practices sufficiently protected participants,
but all acknowledged that their methods have not been robustly assessed. None were aware

of significant redaction failures to date in their field.

2.5.4 Logistics of Data Sharing and Redaction

We asked data stewards about the feasibility of redacting their data manually to a degree that
they would feel comfortable sharing their data. All ten felt doing so was possible in theory,
yet several emphasized that the time and financial costs required would make such efforts
impractical for them in practice. Many data stewards remarked that most of their research
budget was allocated for data transcription, annotation, and analysis, but not thorough
redaction. P1 shared that “double checking the transcripts ... takes a really long time. And
so it’s not in the kinds of datasets we have, they’re big but they’re not insurmountable.”
P5 lamented that research grants tend to involve small sums of money, making redaction
impossible. In explaining how their research assistants often redact data, P3 mentioned
that those research assistants often have questions about what to redact: “Actually that’s
the thing that my team will email me about the most where they’ll be like do we have to
de-identify ‘Denver’ or like how do I de-identify this?”

None of the ten data stewards distributed their data to personnel not listed on their
IRBs. There seemed to be two primary drivers: fear of running afoul any legal or ethical

framework, and the time required to prepare, clean, and redact the data. Imagining sharing
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data, P5 would want to “add [the recipients| to the IRB protocol ... and sign a DUA” before
emphasizing the effort required. Conversely, P4 bemoaned the fact that the general public
is usually precluded from accessing data created from public grants. They explained, “we
all say ‘data is available upon request,” but I haven’t really thought about how to deal with
that ...I suppose I'd consult my IRB and enlist the help of an RA to redact it.”

Despite these barriers to sharing data, five participants (P3, P4, P7, P8, P9) aspired to
make their data available on open-science platforms like Databrary, Open Science Foundation
(OSF), CHILDES, or the National Institute of Mental Health Data Archive (NIMHDA).
Additionally, all ten data stewards expressed an interest in using redaction software, though
most required that it be run locally (i.e., not in the cloud) and released open-source.

Data stewards noted tensions between protecting subjects’ privacy and maintaining data’s
research utility. P3 explained, “I don’t think I would redact the uncommon events because
some of that is actually, that’s my research. Like last year when [a participant| was hospital-
ized for suicide. . . that’s too close to my scientific research questions.” P3 shared that these
inherent tradeoffs between privacy and utility have culminated into larger debates within
their field, noting that some scholars have “been really outspoken about how we should

never hide the location where we're doing work.”

2.6 Redaction Framework

Here, we present our finalized framework of information SBS researchers should consider
redacting. We created this framework iteratively and cooperatively. We created an early
first draft of this framework based on our interdisciplinary team’s experiences unsuccessfully
trying to redact a large SBS corpus using existing commercial and academic tools. We
then substantially revised the framework through three pilot interviews with data stewards
(not explicitly reported) and the ten additional interviews from Section 2.5. Each interview

participant reviewed the framework and suggested additions, deletions, and modifications.
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Table 2.1: Our final framework of redaction decisions for SBS corpora and examples of
common and uncommon cases. The final column shows which participants felt each category
should be redacted always or conditionally (based on context).

Category When to Redact Examples (Common/General vs. Uncommon/Specific) Participants Who Agreed (Conditionally)
Direct Identifiers

< Personal Names Always Jackson, Elizabeth, vs. Mordechai, Kynlee P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
< Nicknames If uncommon Honey vs. Yuletidebug P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
< Numerical Identifiers Always (Social Security Number, Phone Number) P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
Demographics

— Age If specific “She’ll be four in June” vs. 12/15/98 P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
< Sexual Orientation If uncommon Straight vs. Queer, Asexual P2, P3, P5, P6, P7, P8, P9, P10

< Gender If uncommon Male, Female vs. Trans, Gender-Fluid P2, P3, P5, P6, P7, P8, P9, P10

< Race / Ethnicity If uncommon Asian, Black vs. Multi-racial (Japanese + Nigerian) P1, P2, P3, P4, P5, P6, P7, P8, P9, 10
— Education If specific English class vs. seminar on “alien invasion films and sexuality” P2, P3, P4, P5, P6, P7, P8, P9, P10

< Profession If uncommon Teacher, Lawyer vs. Astronaut, VP at USENIX P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
— Health Condition If uncommon or sensitive Cold, Allergies vs. HIV, Cancer, Ewing Sarcoma P1, P2, P3, P4, P5, P6, P7, P8, P9
Locations

< Address If private 30 Rockefeller Plaza vs. residential address P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
< Landmark If residential London Eye, Times Square vs. Dakota Apartments, London Shard P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
< Business / Organization If uncommon McDonald’s vs Chappie’s Cafe P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
Dates

< Dates If specific and uncommon  Christmas Eve vs. “my father died on June 3rd” P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
Events

< Specific Events If specific Coachella Festival vs. St. John Bosco’s Parade of Flowers P1, P2, P3, P4, P5, P6, P7, P8, P9
Linguistic Patterns

— Code-switching If uncommon Oy vey! vs. Caleta (Chilean slang for “a lot”) P1, P2, P3, P4, P5 P6, P7, P8 P9, P10
— Slang If uncommon “Groovy,” “No cap” vs. “Keerag” P2, P3, P4, P5, P6, P7, P8, P9, P10

— Regionalisms If uncommon “Bless your heart” (General Southern US) vs “Jawn” (Philadelphia) P1, P3, P4, P5, P6, P7, P8, P9, P10

— Familects If uncommon Bro vs. “choshimbo boy” (one family’s way to say “naughty boy”) P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
Personal Interests / Activities

— Hobbies If uncommon Pokémon card collector vs. Nokia phone collector P2, P3, P4, P5, P6, P7, P8, P10

< Traditions If uncommon Watching Superbowl vs. Celebrating (Druid) Winter Feast P2, P3, P4, P5, P6, P7, P8, P10

< Cultural References If uncommon Stormtrooper (Star Wars) vs. Skilling (local meteorologist) P3, P4, P5, P6, P7, P8, P10

— Personal Identity If uncommon Dungeons and Dragons player vs. member of the Kumeyaay tribe P3, P4, P5, P6, P7, P8, P10

Overriding Considerations: A recurring finding was that redaction decisions are often
context-dependent. Typically, the data stewards felt that a human responsible for the corpus
would need to make a decision about whether to redact a term. As such, a key design
requirement is that practical redaction tools efficiently integrate human judgment.

While prior redaction tools often focused on redacting text data written directly by the
speaker, such as forum posts [36], the corpora controlled by our data stewards were typically
transcribed either by a human research assistant or speech-to-text software. Each method
poses challenges for effective redaction. For text produced directly by the speaker, character-
istics like punctuation usage and capitalization can give hints about an otherwise anonymous
author [1, 48, 39|. For transcriptions by humans, typos are common. For transcriptions by
speech-to-text software, homonyms or common mispronunciations may cause transcription
errors. Conversely, human transcribers may be susceptible to biases when transcribing, for
example, transforming or normalizing phrases like “gonna” to “going to” and consequently
eliding critical linguistic information.

Furthermore, overarching research questions can affect whether data should be redacted.
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Research that investigates topics like human sexuality, intimate relationships, health, and
politics raise expectations for protecting participant privacy. In contrast, answering certain
research questions requires maintaining rich context clues. For instance, over-redacting cul-
tural references (e.g., fictional characters) can hamstring research on language development.

In the rest of this section, we describe the broad categories of information data stewards
felt might need to be redacted from their corpora, summarized in Table 2.1. The table
also highlights which data stewards agreed if each type of information should be redacted
either fully or conditionally (i.e., based on context). Our framework contains 23 classes of

information across seven broad categories.

Direct Identifiers: These are singular pieces of information uniquely tied to a specific
person. Such identifiers include names, phone numbers, ID numbers, and unique nicknames.

All data stewards felt direct identifiers should be redacted.

Demographics: Attributes that link specific individuals to groups of differing sizes that
share those attributes were often considered potentially identifying. Demographics include
age, race, gender, sexual orientation, profession, and health status. Notably, data stewards
expressed varied takes on how to redact health conditions like HIV/AIDs and other STDs. P1
and P5 suggested that because AIDs remains closely associated with gay and bisexual men,
such a diagnosis could imply the data subject’s sexual orientation, socio-economic status, and
age. Conversely, P2 and P10 took the opposite stance, arguing that redacting historically
stigmatized diseases reinforces stigma and potentially harms participants. Data stewards
also disagreed on whether to redact sexual orientation. P2, P6, and P10 all reported that
members of younger generations were much less opposed, and even open, to leaving sexual

orientation unredacted.

Locations: This category included street addresses, businesses, and landmarks. Businesses
may be large multi-national chains like Starbucks, regional chains such as In-N-Out Burger,

or local establishments, each with different impacts on identifiability. For instance, Starbucks
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likely does not need to be redacted even though it is a named entity. That said, P9 noted that
even combinations of common items (“that old apartment. .. was right next to a Cheesecake
Factory and a Starbucks and a McDonald’s all on the same block”) often “becomes a little

bit more localized and identifiable.”

Dates: In general, dates (events in time holding personal or cultural significance to a specific
person or group) proved to be challenging for redaction. P10 recalled how their data collec-
tion began in late 2019 and the exact times of data collection became increasingly important
because “a lot ...happens over Christmas” and then “we got to [COVID-19|.” Similarly,
P3 said they “don’t redact uncommon dates because ...that’s my research, like last year
when she was hospitalized.” However, they mentioned shifting dates, yet “kept the distance

between them the same ...it’s really tricky.”

Events: Participants discussed salient occurrences that recur or are marked culturally, per-
sonally, or symbolically. Examples include anniversaries, days of mourning, and memorials.
Data stewards were split on redacting singular events. P3 and P10 noted changing dates to
protect the privacy of surviving families and community members. Other data stewards felt
an event would need both “publicly observable” and sensitive elements to warrant redaction.
P3, P5, and P10 discussed “black-swan events,” such as surviving a mass shooting, witness-
ing a violent crime or death, or surviving a sexual assault or suicide attempt. P10 felt such
events could be identifying, recalling “there was a girl that died by [disease| ... That doesn’t

happen that often. Very identifying for the hospital.”

Linguistic Patterns: Any feature of language implying subpopulation membership could
be identifying, including regionalisms, code-switching, familects (family- or group-specific
terminology), idiosyncratic speech, and personal narratives. P1 reported removing region-
alisms related to military terminology while redacting. P8 also redacted code-switched
“English-Yiddish” and “Spanglish” from their data. Regarding familects, P9 noted that “with

young children, there’s lots of weird special names that kids and families come up with” that
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can be identifying to people who know them. Similarly, P8 noted that “a lot of family kind
of have their own special word for a thing. .. they might have like a pet name for like a Binky
or like a pack of butter.” P2 discussed how personal narratives are inherently identifying in
their research: “somebody talked about their brother who had died” on a family vacation.
P2 continued, “He died in a [PLACE] and. .. [was| considered an unnatural and very violent

[death]...T didn’t publish that part because I knew somebody could Google this.”

Personal Interests / Activities: Data stewards felt hobbies or traditions uncommon in the
general population often need to be redacted. Six data stewards acknowledged that decisions
about redacting an interest or activity depended on its “Google-ability.” The remaining four
left interests and activities unredacted as long as they did not represent a small group. P2
observed that “veterans of World War Two are now small [in number] ... we’ve had to think

about how to protect those members, but previously that wouldn’t be necessary to redact.”

2.7 Benchmarking Study: Methods

To understand the degree to which both existing purpose-built redaction tools and re-
cent LLMs are capable of redacting potential identifiers from our framework in text tran-
script data, we conducted a benchmarking study. Specifically, we tested three widely used
(legacy) redaction tools: Microsoft Presidio [195], Amazon Macie [9], and Google Sensi-
tive Data Protection [109]. As LLMs are increasingly applied to language-processing tasks,
we also benchmarked eight state-of-the-art LLMs on the same task: Anthropic’s Claude
Opus 4.5 [14], DeepSeek-V3.2 [66], Google’s Gemini 2.5 Pro [111], OpenAI’s GPT-5.1 [211],
Meta’s Llama4 Maverick and Llama4 Scout [193], and Alibaba’s Qwen3-235B-A22B and
Qwen3-30B-A3B [270]. We evaluated redacting the same datasets using both the legacy
tools and the LLMs. As described in Section 2.7.3, we conducted a pre-study focused on

prompt engineering to configure the LLMs.
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2.7.1 Datasets

In choosing the datasets for our benchmarking study, we aimed for both realism in the data

we collected and full coverage of the categories in our conceptual framework (Section 2.6).

TalkBank Dataset: To this end, we sampled our primary dataset from TalkBank [174, 173,
172|, a public, online repository of text corpora transcribed from naturalistic speech. While
TalkBank is a multilingual repository, we used only data that was primarily in English.
TalkBank is a vast collection of different corpora, most (but not all) of which lack much
sensitive information, enabling them to have been released publicly. Thus, it would have
been impractical to search for utterances that ought to have been redacted completely by
hand. As a result, our process involved: (i) selecting TalkBank corpora that were potentially
relevant based on the criteria above; (ii) using heuristics and NER to identify potential
matches to framework categories; (iii) randomly sampling and then manually examining
potential matches; and (iv) annotation with framework labels.

We sampled data from over 40 different TalkBank corpora, primarily from the CABank,
CHILDES, and ClassBank datasets. We preferred conversational, rather than structured
interview, data because conversational data encompasses a larger variety of topics and is
more likely to contain identifiable information.

To span classes identified in our redaction framework within these corpora, we per-
formed computationally assisted sampling. We employed a range of techniques to do so,
including using spaCy’s NER system [130] to tag potential named entities, using similar
language-detection functionality to highlight non-English text, and performing manual key-
word searches for data we hypothesized might present challenges for automated redaction
based on our interviews. Like many other classification problems, redaction ultimately re-
quires an appropriate precision-recall tradeoff. Concretely, a system that overzealously flags
potential redactions might protect data subjects’ privacy, yet would prove useless for the
ultimate research purposes. Thus, to gauge the rate of false-positive redactions, we also
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sampled non-examples, which are items that are not potential identifiers. We chose to focus
on challenging non-examples that are likely to be misclassified, such as fictional characters or
popular locations. While sometimes named entities, these sorts of non-examples are unlikely

to make a data subject more identifiable.

Synthetic Dataset: As TalkBank data has all been released semi-publicly, it does not con-
tain the full range of sensitive information covered by our redaction framework’s categories.
To benchmark current redaction tools’ capabilities on these types of information as well,
we created a companion synthetic dataset that captured the categories underrepresented in
TalkBank. Our research team collaboratively created and assembled the utterances in our
synthetic dataset based on everyday conversations, examples modified from existing cor-
pora, and hypotheticals resulting from our interviews with SBS researchers. As such, while
we designed these utterances to be realistic, none came directly from existing transcripts.
Our synthetic dataset includes underrepresented categories like niche hobbies (e.g., “goat
yoga”) and sex or gender identifiers (e.g., “intersex”). It also includes uncommon phrases
(e.g., “hot leaf juice” and “scissaurus”). As we are not evaluating the performance of a
tool we built ourselves, but rather benchmarking existing third-party tools, we accepted the

potential biases of this manual process because of the additional coverage it provides.

Human Redactions (Ground Truth): Three trained research assistants independently
annotated both datasets by redacting potential identifiers and substituting them with labels
corresponding to categories in our framework (Section 2.6). For all inconsistencies, the hu-
man annotators met and reached consensus on a ground truth label. In practice, many items
in larger categories would benefit from more detailed labels; researchers may prefer different
levels of granularity for semantic-, analytic-, or convention-related reasons. For the purposes
of this study, we adhered to the framework as a more general structure. We distinguish be-
tween an instance of redaction and the number of words redacted. Each redaction instance

contains one or more words. For example, one might redact “we catered from Ellie’s Diner
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for the data science seminar” as “we catered from [BUSINESS ORGANIZATION] for the
[EVENT].” In this case, the single instance [BUSINESS ORGANIZATION] contains two
words, while [EVENT] contains three.

Our TalkBank dataset contains 4,466 manual redactions of potential identifiers (5,231
total words). Our synthetic dataset contains 136 manual redactions (253 total words). Ta-
ble E.5 in the appendix maps the redactions for both datasets to our framework categories.
The most frequent categories redacted were personal names, locations, demographics, and
nicknames. Underrepresented categories include some direct identifiers, references to gender

expression /sexuality, and regionalisms.

2.7.2  Choice and Configuration of Legacy Tools

We chose three of the most widely known legacy tools, configuring them in relatively standard
ways. Notably, unlike LLMs, these tools cannot be customized in any straightforward way

to recognize new classes of information (e.g., additional framework dimensions).

Microsoft Presidio [195] redacts sensitive information in text and images, including names,
locations, phone numbers, and financial data, using identification and anonymization mod-
ules. It provides predefined recognizers for classes of identifiers, as well as support for custom
patterns and models. A context-word recognizer uses surrounding text to increase detection
confidence score. Finally, the anonymization module replaces identified terms with default
or customized labels. Presidio is an open-source Python library that can be run locally, as
is often a requirement of SBS data stewards. Microsoft Presidio can be installed using pip
or Docker. If using pip, a user must install the analyzer and anonymizer packages with an
NLP engine, such as spaCy. There are several options for recognizer customization, which
we did not use. When run, the anonymizer engine returns a list of labels of redacted tokens,

their locations, and a confidence score. It also returns the entire redacted text.
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Google Sensitive Data Protection (SDP) [109], formerly known as Cloud Data Loss
Prevention [108|, uses 150 built-in InfoTypes to detect and redact sensitive information
in structured data. The built-in InfoTypes are mostly designed to detect numerical data
like phone numbers, country-specific identifiers like passport numbers, and secret data like
encryption keys. The libraries also offer name, location, and ethnic group redaction, as well
as custom-built redactions via dictionaries or regular expressions. Redaction is possible via a
set replacement phrase or a random replacement of the same category. In addition, SDP can
model risk using techniques like k-anonymity. Unlike Microsoft Presidio, Google SDP runs
in the cloud. To use SDP, a user must have a Google Cloud account with billing enabled.
The user can access the redaction capability directly through the Google Cloud console or
through the Google Cloud API (requiring pip packages google-auth and google-cloud).

We used the Google Cloud console to process our data.

Amazon Macie “discovers sensitive data using machine learning and pattern matching” [9].
We configured it with its default identifiers. Though Macie provides the option to create
custom identifiers (using regular expressions or key words), we did not elect to use this
option. Macie provides identifier options for personal information, financial information,
and credentials. For our evaluation, we used all available identifiers provided at a sampling
depth of 100%, run once. Unlike Microsoft Presidio, Amazon Macie runs in the cloud. To
redact tokens with Macie, a user must have an AWS account with administrative access and
a payment method for data scanning. After selecting a region, the user can create a bucket
for data uploads and enable Macie through the user console. The user can create custom
identifier rules, though we did not. A job must then be created with the correct bucket; there
are several pages to click through to confirm settings, and an access key must be created.
Macie gives a summary of results (e.g., a level of sensitivity and which documents contain
sensitive data), but no specifics are provided in the dashboard if the user has not enabled

data expansion.
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Table 2.2: Evaluation results (word-level) on TalkBank (left) and the synthetic data
(right). Trained RAs made 4,466 manual redactions totaling 5,231 words on TalkBank and
136 redactions totaling 253 words on the synthetic data.

TalkBank Data Synthetic Data
Correct Missed Excess Correct Missed Excess
Tool (*open-weight model) # % # % # ‘ 7# % # % #
§£ Amazon Macie 313 6.0% 4,918  94.0% 0 3 1.2% 250  98.8% 0
@ 8 Google Sensitive Data Protection 2,505  47.9% 2,726 52.1% 526 | 45 17.8% 208 82.2% 3
= E  Microsoft Presidio 4,072 77.8% 1159  22.2% 564 | 85 33.6% 168 66.4% 31
Anthropic Claude Opus 4.5 4199 80.3% 1032 19.7% 204 | 161 63.6% 92 36.4% 10
DeepSeek-V3.2* 4308  82.4% 923  17.6% 541 | 153 60.5% 100 39.5% 18
=8 Google Gemini 2.5 Pro 4952 94.7% 279 5.3% 622 | 202 79.8% 51  20.2% 32
Ew g g OpenAl GPT-5.1 4566  87.3% 665 12.7% 204 | 137 54.2% 116 45.8% 3
= 8 ©  Meta Llama4 Maverick* 4736 90.5% 495 9.5% 586 | 173 68.4% 80 31.6% 12
SO/ Meta Llama4 Scout* 4822 92.2% 409 7.8% 839 | 188  74.3% 65 25.7% 17
Alibaba Qwen3-235B-A22B* 4251  81.3% 980 18.7% 224 | 129  51.0% 124 49.0% 3
Alibaba Qwen3-30B-A3B* 4424 84.6% 807  15.4% 603 | 168  66.4% 85  33.6% 12
Anthropic Claude Opus 4.5 4977 95.1% 254 4.9% 372 | 244 96.4% 9 3.6% 18
» DeepSeek-V3.2* 4799  91.7% 432 8.3% 1249 | 243 96.0% 10 4.0% 44
5 « Google Gemini 2.5 Pro 5138  98.2% 93  1.8% 1398 | 245  96.8% 8 3.2% 38
Ew g E‘ OpenAl GPT-5.1 4564  87.2% 667 12.8% 202 | 233 92.1% 20 7.9% 14
2 £ © Meta Llama4 Maverick* 4997  95.5% 234 4.5% 955 | 234 92.5% 19 7.5% 12
= E A Meta Llamad Scout* 4880  93.3% 351 6.7% 741 | 236 93.3% 17 6.7% 16
Alibaba Qwen3-235B-A22B* 4665  89.2% 566  10.8% 453 | 239 94.5% 14 5.5% 6
Alibaba Qwen3-30B-A3B* 4837  92.5% 394 7.5% 791 | 240 94.9% 13 51% 21

2.7.3 Choice and Configuration of LLMs

We benchmarked recent versions of eight popular LLMs: Anthropic’s Claude Opus 4.5 [14],
DeepSeek-V3.2 [66], Google’s Gemini 2.5 Pro [111], OpenAl's GPT-5.1 [211], Meta’s Llama4
Maverick and Llama4 Scout [193], and Alibaba’s Qwen3-235B-A22B and Qwen3-30B-A3B [270].
Of these, DeepSeek, the Llama models, and the Qwen models are open-weight and can be run
locally given sufficient equipment. We tested each model using API calls with default param-
eters, which emulates how a researcher may use an LLM to redact data without additional
technical knowledge for fine-tuning.

We preceded our benchmarking study with a pre-study focused on the prompts used for
LLMs. We initially designed two primary prompts. The first, the general prompt (repro-
duced verbatim in Appendix B), defined the task and provided formatting instructions as
follows. To capture the novel insights in our redaction framework, we also tested an alterna-
tive prompt, the framework prompt. This prompt paralleled the structure of the general

prompt, but adds an overview of our redaction framework alongside definitions/examples of
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each class of information. Appendix C contains the full framework prompt, tweaked through
iterative testing on additional sample data.

Because LLM performance is sensitive to the prompts used, our pre-study involved test-
ing all four LLMs described above on the two full datasets described above. We then engaged
in prompt engineering, or the exploration of different LLM prompts to maximize task ac-
curacy. We focused our prompt engineering on Anthropic’s Claude Sonnet 3.5 [13] and
OpenAl’'s GPT-40 [210], the two LLMs that performed best in our pre-study (Table E.4 in
the appendix). We built on the strategies for prompt improvement and error identification
outlined by White et al. [286] and Marvin et al. [181]. Because our framework prompt outper-
formed the general prompt in this initial testing (Table E.4), we used the framework prompt
as the basis for prompt engineering. Drawing on strategies from the aforementioned prior
work [286, 181|, we modified prompts by: (i) adding specific examples to each framework
category; (ii) adding specific examples of items not to be redacted; (iii) asking the LLM to
verify that no identifiable information remains; and (iv) specifying a persona or role for the
LLM to emulate. We tried three key roles: (i) “redaction specialist™; (ii) “social-behavioral
sciences researcher removing. . . information. . . to protect your participants’ privacy”; and (iii)
“top-of-the-line redaction tool.” Appendix D details the prompts we tested and links to their
full text in our OSF repository. We always provided LLMs the data one sentence at a time
(following the prompt) without any accompanying metadata.

We tested all of these prompt variants on a subset of the TalkBank dataset focused on
redaction errors from our initial tests, but also including text that was correctly redacted in
our initial tests. Table D.1 in the appendix summarizes our results. Overall, we found that
the prompt had at most a small impact on correctness, with one exception: the “counterex-
ample” prompt performed poorest. Appendix D details these results.

Because the framework prompt on Claude Sonnet 3.5 performed best overall in terms

of maximizing correct redactions and minimizing missed redactions (Table D.1 in the ap-
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pendix), we chose to use the original framework prompt for our full benchmarking study. To
understand the role of our novel framework in improving practical redaction performance by

LLMs, we also tested our general prompt in the full benchmarking study.

2.8 Results: Benchmarking Study

Below, we detail our results, which are summarized in Table 2.2. Google’s Gemini 2.5 Pro
performed best, making 96.8% of the ground truth redactions with our framework prompt
and 79.8% with the more basic general prompt. The other LLMs made between 92.1% and
96.4% of the ground truth redactions with our framework prompt, compared to between
51.0% and 74.3% with the general prompt. Notably, however, all LLMs we tested failed to
redact complex or nuanced identifiers, such as lengthy organization names or instances of

code-switching, detailed in Table 2.3.

2.8.1 TalkBank Data

Overall, the legacy tools performed poorly, missing many of the consensus redactions made
by our human RAs. Of these tools, Microsoft Presidio performed best, fully redacting
77.8% of the consensus redactions. However, it did not perform nearly as well as most
LLMs. Microsoft Presidio and Google SDP accurately flagged many direct identifiers, basic
demographics, and locations, yet they (and Amazon Macie) struggled with most nuanced
categories from our framework. Surprisingly, Macie completely missed 94% of consensus
redactions. Conceptually, all legacy tools focus on structured direct identifiers, missing large
parts of our redaction framework.

The LLMs performed far better than legacy tools, especially when using our novel frame-
work prompt (Appendix C) as opposed to the general prompt (Appendix B) that we expect
more closely resembles the initial approach a researcher might use without knowledge of our

framework. As shown in Table 2.2, Gemini 2.5 Pro performed best, making 98.2% of the
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ground truth redactions with our framework prompt and 94.7% with the more basic general
prompt. The other LLMs made between 87.2% and 95.5% of the ground truth redactions
with our framework prompt, compared to between 80.3% and 92.2% with the general prompt.
Claude Opus 4.5 improved the most from the generic to the framework prompt, going from
80.3% to 95.1% correct redactions, respectively.

Despite performing well for many categories, LLMs still missed more nuanced identifiers,
as Table 2.3 details. For instance, longer terms or specific demographics (e.g., “six foot two”)
were only partially redacted or completely missed. Most models often missed some ages,
especially when written out alphabetically or referring to infants in terms of months rather
than years. Dates were also often missed, especially days of the week or when written out.

Common improvements due to our framework prompt included specific locations, events,
and linguistic categories. For example, more instances of African-American English and
unique British English terms were flagged with the framework prompt compared to the
general prompt. The LLMs were also more consistent in suggesting replacement labels
for potential identifiers. The largest improvements occurred for demographics (697 new
terms across models and datasets), events (446), and race or ethnicity (328). Surprisingly,
some LLMs missed more items with the framework as opposed to the generic prompt (e.g.,
addresses). We suspect this is due to the density of information in the (relatively long)
prompt. One improvement may consider running the prompts with one category at a time
and consolidating results at the end, but this may be infeasible—or at the least, inefficient—
for real applications.

Research transcriptions like those in the TalkBank dataset have many artifacts that
do not appear in most written language, which is typically the source of LLM training
data. Numerical values and linguistic markers (e.g., POSTCLITIC) were most commonly
over-redacted. Family titles (e.g., “daddy,” “grandma”) were frequently over-redacted by all

models despite not being especially identifying.
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Table 2.3: Redaction performance by information category. The italicized “redaction”
columns show the total number of redactions trained RAs made manually summed across
both datasets. All other numbers indicate redactions missed by each tool using the generic
(G) and framework (F) prompts for LLMs. Bolded numbers indicate when the framework
prompt outperformed the generic prompt. We exclude Amazon Macie and Google SDP be-
cause of their poor performance overall.

Category Redactions | Presidio Claude DeepSeek | Gemini GPT Llama-M | Llama-S | Qwen 235B | Qwen 30B

‘ ‘ G F ‘ G F ‘ G F G F ‘ G F ‘ G F ‘ G F ‘ G F
Personal Names 2,433 340 25 11 12 2 6 0| 32 30| 16 T 24 29 33 29 | 37 15
Nicknames 432 133 33 9 10 2 8 5| 57 55| 21 11| 23 25 44 23| 16 6
Demographics 418 29 245 24 241 27| 22 18| 96 96 | T4 23| 39 26 206 86 | 127 53
Age 25 11 15 5 0 3 7 3| 15 11| 19 8| 10 5 20 T 19 13
Sexual Orientation 6 6 6 0 5 0 2 0 5 0 6 0 0 0 6 0 6 0
Gender 5 3 3 0 3 0 0 0 2 0 2 0 1 0 3 0 1 0
Race/Ethnicity 180 28 109 6 105 4 12 2 11 10 26 3 10 5 61 9 42 9
Education 63 51 15 3 18 3 6 2| 18 8| 15 6| 12 9 17 9| 21 4
Profession 53 47 46 12 44 4| 34 5| 32 28| 38 12| 32 20 45 21 | 46 30
Health Condition 25 24 20 12 22 7| 12 1 22 13| 24 11| 17 10 26 12| 24 10
Locations 825 89 74 23 103 177 6 8| 55 54| 26 13| 23 32 91 87 | 141 40
Address 34 21 1 0 0 0 0 0 4 4 4 4 5 4 1 0 0 4
Landmarks 143 48 25 9 21 5 7 2| 30 25| 17 1| 14 12 28 11| 30 12
Business/Organization 81 69 9 6 14 1 4 0| 10 10| 19 4 6 7 18 16 | 24 5
Dates 116 32 63 44 50 40| 24 20| 83 78| 59 53| 68 64 90 70| 75 73
Events 235 148 185 10 141 111 | 42 4| 8 86| 64 16 | 45 33 169 90 | 118 54
Linguistic Patterns 133 96 83 47 71 19 66 18| 82 60| 79 39| 70 53 91 53 | 80 36
Code-switching 25 14 17 4 15 4| 13 4| 17 8| 13 5| 12 3 17 2| 10 5
Slang 2 2 2 2 0 2 0 2 2 2 0 0 0 0 0 2 0
Regionalisms 24 20 14 6 16 1 6 0| 13 13 4 0 6 3 10 6 6 4
Personal Interests/Activities 78 47 37 5 32 7| 13 0| 31 31 9 6| 18 8 32 20| 13 8
Hobbies 6 5 6 0 6 0 3 0 6 2 6 1 5 0 6 3 5 0
Traditions 6 5 6 4 [§ 6 1 0 5 5 2 3 5 1 6 1 6 1
Cultural References 30 19 24 15 24 18| 22 8| 22 18| 13 11| 15 11 22 18 | 16 17
Personal Identity 106 38 61 8 62 1| 12 1| 45 40| 17 6| 14 8 62 T 27 8
TOTAL 5,484 ‘ 1,327 | 1,124 263 | 1,023 442 | 330 101 | 781 687 | 575 253 | 474 368 | 1,104 580 | 892 407

In addition to providing redactions, LLMs occasionally gave justification for a redac-
tion decision. These often referenced prevalence of items such as demographics or locations,
assumptions about surrounding context, or comments about misspellings. Llama models
also gave alternative categories for redaction when given the framework, resulting in several
options for replacement terms. These explanations could perhaps be leveraged in future
workflows. However, these models (in particular, Scout) also sometimes produced hallucina-
tory sample sentences not part of the dataset, which would require care when parsing results.
Llama4 Scout also occasionally produced extraneous Python code for replacing terms in a

sentence, despite instructions to limit additional text to JSON key-value pairs.
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2.8.2  Synthetic Data

Since our synthetic examples are specifically geared towards edge cases and subtle (indi-
rect) identifiers, legacy tools’ pattern-matching approaches fell short. For instance, Macie
only flagged three potential identifiers (all names). Legacy tools often missed idiosyncratic
language and specific data. Microsoft Presidio and Google SDP also over-redacted, often
mislabeling mundane information as names.

In contrast, LLMs performed fairly well on the synthetic data. Without framework
prompting, Gemini performed the best, missing 20.2% of ground truth redactions. Over-
redactions included non-specific, common terms (e.g., “aquarium” and “rap”). With the
general framework, LLMs also often missed education-related terms, linguistic anomalies,
and instances of code-switching. For example, the word “metastasized” was often missed,
though it holds a strong connotation with cancer and indicates a sensitive medical condition.
Interestingly, however, Llama4 models and Qwen3-30B redacted some idiosyncratic phrases
with the general framework prompt, suggesting that some LLMs already inherently associate
uncommon language patterns as potentially identifying.

With our framework prompt, LLMs generally improved their detection rate. Qwen3-
235B improved the most, reducing missed redactions from 49.0% to 5.5%. Over-redactions
were similar in nature to the generic prompt. Fewer linguistic anomalies—in particular,
code-switching—were missed, though education-related terms still often went unflagged.
Category-by-category analysis (Table 2.3) shows that LLMs improved significantly in most
categories, though they still struggled somewhat with dates, events, and health statuses.
While these data may not be directly identifying, they can be used in conjunction with

other terms to identify a participant.
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2.9 Discussion and Conclusions

The catalyst for our work was to understand researchers’ needs for redacting potentially
identifiable information in their unstructured text research data, as well as the effectiveness
of current computational tools in automatically flagging these at scale. This investigation
ultimately aims to help researchers protect the privacy of their human subjects while simul-
taneously enabling sharing of useful (i.e., not over-redacted) data with other researchers.

In our formative interviews of ten data stewards (eight PIs and two postdocs), we observed
frequent worry about protecting the privacy of human subjects and nuanced, yet mostly
informal, practices for trying to protect data subjects through manual redaction. At the
same time, the data stewards noted the onerous time requirements of manual redaction,
as well as concerns about outsourcing such a critical task to potentially inexperienced RAs.
Echoing findings from Guo et al. [117], none of the data stewards knew of any computational
tools they could trust for automating redaction.

Through these interviews, we co-developed and iteratively refined a redaction framework
outlining different categories of information that may need to be redacted from SBS text
transcripts depending on the research context and risk to human subjects. Our framework
encompassed some categories of data that have received substantial attention in the aca-
demic literature and in existing tools. For instance, our framework’s direct identifiers, such
as personal names and numerical identifiers, are a major focus of legacy tools. Our novel
framework also highlighted aspects that have been discussed far less in the literature and
operationalized far less in practice. For instance, data stewards highlighted in their threat
models how transcripts containing linguistic code-switching and familects, or personal in-
terests and aspects of identity, could make participants identifiable to people who know
them.

To gauge the ability of current computational tools to aid researchers in redacting text

transcripts, we then benchmarked both purpose-built legacy tools and emerging LLMs with
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various prompting strategies. While Microsoft Presidio is widely used for redaction in the
privacy engineering community, it performed poorly in our benchmarks, completely missing
22.2% of the human redactions on our TalkBank dataset and 66.4% on our synthetic dataset.
The tools from Google and Amazon did even worse. While Presidio did well at flagging
structured direct identifiers, it fell far short when considering the more expansive view of
re-identifiability in the novel framework co-created and refined with our data stewards.

In contrast, the eight state-of-the-art LLMs we tested were far more effective at flag-
ging potential identifiers. Notably, we found that including our redaction framework as
part of the prompt substantially improved the LLMs’ effectiveness at redaction, whereas
following typical strategies for prompt engineering [286, 181], such as providing examples,
counterexamples, or a defined role for the LLM, had minimal impact. That said, even the
best-performing LLM, Gemini 2.5 Pro, completely missed 1.8% of redactions made by human

RAs, likely necessitating manual correction.

Anticipated Redaction Workflows: The data stewards we interviewed understandably
felt highly responsible for protecting their human subjects from re-identification or other
privacy leaks. As such, even the fairly high accuracy of Gemini or other LLMs would likely
be insufficient for fully automated redaction. In our interviews, the data stewards shared
their own mental models for what makes their particular participants identifiable, as well as
the risks to specific participants based on information shared in their specific transcripts. As
such, we find it very hard to imagine any redaction workflow that would not involve manual
verification of redactions (and non-redactions) by a human researcher before data release.
That said, there remain open questions about how best to incorporate humans into
redaction workflows. How will a human manually review transcripts that have been redacted
by a tool before sharing them? How should data dependence (e.g., a concept appearing
repeatedly throughout one transcript) be handled? How can this workflow leverage data

stewards’ unique knowledge of potential identifiers that may appear in the data, risks to
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participants, and aspects of the data that must be preserved because of their centrality
to the research? As our framework prompt contains human-intelligible definitions of each
facet of our redaction framework, one could imagine a data steward directly modifying the
framework prompt before using it. The data steward might articulate additional categories

that should be redacted and remove categories that do not make their subjects identifiable.

Pitfalls of LLMs in Redaction Workflows: We note that even open-weight LLMs like
Llama, DeepSeek, and Qwen can be difficult or impossible to run on commodity hardware
(e.g., researchers’ laptops). Sending unredacted data to cloud services can raise both ethical
and legal questions. For instance, IRB agreements or promises made to human subjects might
prevent sending data to the cloud. Part of Microsoft Presidio’s appeal has been its open-
source nature and ability to be run locally on minimal hardware. However, we anticipate
that a research group with sufficient resources would be able to run open-weight models
locally without needing to access the internet, especially smaller models like Qwen3-30B.

We ran additional benchmarks on smaller (typically older) LLMs that are more feasible
to run locally, such as OpenAl’s GPT-2, Meta’s Llama2-7B, and Meta’s Llama3-8B-Instruct.
Unfortunately, we found that their results were unusable. Notably, GPT-2 and Llama2-7B
often generated recommendations for manual redaction, rather than redacting the input data.
Similarly, over half the time Llama3-8B-Instruct generated different text samples instead of
redacting, hallucinating text samples not provided as input. Furthermore, even these smaller
models require substantial resources (e.g., a high-end GPU) to run locally. That said, future
small LLMs, particularly those trained to follow instructions via reinforcement learning from
human feedback (RLHF), may hold promise, and models like Qwen3-30B-A3B show that it
is indeed possible for smaller, open-weight models to vastly outperform legacy tools.

In the meantime, researchers may need to rely on data use agreements and focus on
models with appropriate terms of service. Alternatively, some organizations (including our

own) have deployed private LLMs [248], or local copies of foundation LLMs that do not
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share data outside the organization. Rather than requiring each individual PI to solve
computational or regulatory problems on their own, the deployment of private LLMs could

be a way forward.

Generalizability: While we focused on SBS research data for concreteness, our work
presents lessons we expect to apply broadly to any kind of unstructured text transcripts,
whether related to research or not. These lessons include types of information that make
speakers identifiable in text transcripts, measurements of the category-by-category redaction
effectiveness of both widely used legacy tools and emerging LLMs, and how including our
framework in an LLM redaction strategy improves redaction effectiveness. That said, redac-
tion strategies will necessarily depend on context. Moreover, redaction strategies may differ
between short-form data (e.g., social media posts), medium-form data (e.g., a full interview
transcript), and long-form data (longitudinal data from one individual).

Our redaction framework is intended as a starting point for researchers in considering
types of data to redact. We anticipate that data stewards—who know their data best—would
tweak the framework before using it in an LLM prompt. Our framework can encourage re-
searchers to consider the appropriateness of redacting each category relative to their subjects’
re-identifiability and risks, as well as the data’s research purposes. All prompts we tested,
even in our pre-study, can be characterized as either zero-shot or few-shot. Future work may
consider changing how information is conveyed to the LLMs via interactive uses of LLMs,

providing different amounts of text at a time to the LLM, or fine-tuning LLMs.

Conclusions: In short, while LLMs show promise for redaction beyond legacy tools, they
do not fully solve the problem of redaction for SBS researchers. Nonetheless, we expect that
the use of computational tools as part of a redaction workflow would likely save researchers
substantial time and could even flag identifiers humans miss. It may also be possible to

leverage the unique strengths of different tools in concert. For instance, whereas LLMs
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sometimes struggled with identifying dates, legacy tools like Presidio fared better at flagging
such structured data. Our redaction framework and benchmark data provide a starting
point for researchers hoping to redact their data, yet researchers ultimately know their
participants, their data, and applicable regulations best. We therefore envision that any
redaction process be at most semi-automated, with a human in the loop, to protect the

privacy of human subjects.
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CHAPTER 3
MARI: A SEMI-AUTOMATED, HUMAN-IN-THE-LOOP
GRAPHICAL REDACTION WORKFLOW

This chapter presents the design and preliminary evaluation of MARI (Mostly Automated
Redaction Interface), a novel graphical workflow tool developed to address the limitations
identified in Chapter 2. This work represents an ongoing research project currently in the
final stages of data collection and analysis. While final statistical results are pending, this
chapter provides a rigorous account of the system architecture, the study protocol, and
the preliminary qualitative insights that validate the need for a semi-automated, graphical

approach to privacy redaction.

3.1 Dissertation Author’s Contributions

This chapter represents joint work with Daniel Byrne, Anwar Kader, and Blase Ur. The
author of this dissertation served as lead author on the version to be submitted for peer
review and is sole author of all sections presented in this chapter, with the exception of

Related Work, which had coauthoring on initial versions of Sections 3.3.1 and 3.3.2.

3.2 Motivation

Human subjects data is often expensive and labor-intensive to collect, making data sharing a
valuable practice that allows researchers to access and analyze datasets they did not gather
themselves. Much of this data takes the form of unstructured text—mnatural language that
lacks a standardized format, such as conversational transcripts, diary entries, or social media
posts. While these datasets offer insights across multiple areas of social-behavioral science,

their inconsistent structure complicates efforts to identify and protect sensitive information.
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Sharing such data therefore requires privacy practices like redaction, which involves remov-
ing or substituting identifiable data—information that could potentially re-identify study
participants. Unfortunately, the very unstructured nature of these texts makes locating and
redacting identifiable information a time-intensive and challenging task.

Furthermore, existing frameworks of identifiable information often miss items that can
identify a participant to someone who knows them (Chapter 2). Most frameworks focus on
terms that can be found using pattern-matching or search, such as personal identification
numbers, credit card numbers, and addresses. However, these structured identifiers are
relatively rare in natural language, where information can be expressed in myriad ways.
Certain regionalisms or idiosyncratic speech patterns, for instance, can uniquely identify
participants, yet it is impractical to search for every possible dialect variation or unusual
word combination.

This fundamental mismatch between the fluidity of human language and the rigidity of
rule-based detection creates a problem for automated redaction. Current tools [9, 108, 195]
exist for automatically flagging potential identifiers, though they are equipped mostly for
pattern-matching. Tools with additional natural language processing (NLP) capabilities can
be more successful, though they may still miss categories of identifiable information that are
not readily expressed with consistent linguistic features (Chapter 2). Large language models
(LLMs) also have potential for success in redaction tasks (Chapter 2). However, they risk
under-redacting by missing subtle identifiers—a direct privacy breach—or over-redacting
by obscuring crucial research terms, diminishing data utility. Since any missed identifier
compromises privacy, and researchers must preserve data integrity for potential use, human
verification of automated outputs remains an essential final step.

Moreover, a significant barrier to widespread adoption lies in the user experience: none
of these tools offer an intuitive, graphical workflow. While some have dashboards with data

statistics, the primary workflow for the redaction process entails running a program in the
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background on data provided by the user. In many cases, this demands technical proficiency,
requiring researchers to write code, manage dependencies, or navigate complex configuration
setups before a single piece of data is redacted. This lack of transparency makes it difficult for
non-technical researchers to inspect why a specific term was flagged or to manually intervene
in real-time, effectively decoupling the researcher from the decision-making process.

To that end, we introduce MARI (Mostly Automated Redaction Interface), a graphical
user interface designed to help data stewards efficiently review proposed redactions while in-
corporating their human judgment about research context and re-identifiability risks. We im-
plemented MARI’s models and graphical user interface in Python and will be open-sourcing
its code.

MARI transforms redaction from a passive, opaque operation into an active, iterative
workflow. Rather than simply outputting a static, pre-redacted file, MARI performs initial
automated flagging and then presents the flagged segments directly to the user for imme-
diate verification. This interface empowers researchers to correct false positives (reverting
erroneously flagged data) and catch false negatives (manually redacting missed identifiers)
within the same environment, ensuring that the final dataset balances privacy protection
with data utility.

MARI’s effectiveness stems from a hybrid redaction pipeline informed by our prior au-
tomated tool study on unstructured text. To concretize this workflow, MARI integrates
multiple layers of identifier detection: First, building on an augmented version of Microsoft
Presidio, MARI handles structured identifiers (e.g., phone numbers, IDs) and other stan-
dard identifiers like names with pattern-matching and basic NLP techniques. To address
transcription errors, such as misspellings or homophone substitutions that often cause stan-
dard tools to miss identifiers, MARI incorporates additional linguistic features that capture
words semantically related to potential redactions. Finally, for complex semantic and cul-

tural nuances, MARI leverages large language models selected for their superior performance
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in our initial evaluation. This includes Meta’s Llama 4 Maverick [193] for local, offline execu-
tion (ensuring data protection) and Google’s Gemini 2.5 Pro [111] for optional cloud-based
computation (offering advanced contextual understanding).

To validate MARI’s efficacy, we conduct a within-subjects usability study involving par-
ticipants with prior human subjects data experience. Participants experience three work-
flows: fully manual redaction, a backend-only baseline where we used MARI’s underlying
models (Presidio, Llama, and Gemini) to generate a pre-redacted file for participants to cor-
rect, and the MARI workflow featuring the interactive graphical interface. Participants are
asked to redact three datasets of similar composition, one with each process, with the same
amount of time for each. We evaluate effectiveness by number of terms redacted, corrected,
and verified in the timeframe and user surveys with Likert-scale questions on a modified Sys-
tem Usability Scale (SUS). After all tasks, participants answer Likert-scale questions about
graphical redaction methods, rank each of the redaction tasks on different metrics, and par-
ticipate in a structured interview. We also conduct qualitative analysis on screen recordings
of participants’ redaction process and open-ended responses to interview questions.

Preliminary observations suggest that the MARI workflow enables significantly higher
task completeness within the time constraint compared to both baselines. Although some
participants noted an initial learning curve, the data shows that MARI consistently outper-
formed other conditions in actuality, achieving the highest proportion of correctly redacted
terms across all participants. Furthermore, MARI’s approach of collecting and displaying
all identifiers per category upfront helped participants identify a broader range of potential
redactions compared to linear methods, suggesting the tool effectively balances automation
with user oversight. Notably, participants preferred MARI to the other two methods and

perceived it as more efficient.
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3.3 Related work

Automated redaction has evolved from simple pattern-matching scripts to Al- and LLM-
driven systems, yet significant gaps remain in handling the nuanced, context-dependent
identifiers common in human subjects research. This section reviews the landscape of auto-
mated redaction tools, the emerging role of large language models (LLMs), and the dearth
of accessible graphical interfaces that would enable non-technical researchers to effectively

participate in the redaction workflow.

3.3.1 Automated Redaction

Commercial Redaction Tools. Commercial redaction tools focus on removing highly
structured identifiers (e.g., ID numbers, credit card numbers), as well as names and geo-
graphic locations [157]. The open-source Python library Microsoft Presidio [195], cloud-based
Google Sensitive Data [109] (formerly Cloud DLP), and Amazon Macie |9

Tools like Microsoft Presidio [195], Google Cloud DLP [109], and Amazon Macie [9] offer
automated detection of personally identifiable information (PII). These systems rely primar-
ily on pattern matching, keyword dictionaries, and basic linguistic features and heuristics
to identify structured data such as phone numbers, credit card numbers, and standard 1D
formats [157, 209]. Newer “Al-powered” platforms like Redactable [228], iDox [135], and Al-
Redact [258] have introduced more robust detection capabilities, yet they remain focused on
high-confidence, easily-detectable entities rather than the subtle, context-dependent iden-
tifiers that characterize human subjects data. Furthermore, these tools are designed to

completely remove and “black out” information rather than mask it, reducing data utility.

Redacting Unstructured Text. While early redaction efforts focused on structured do-
mains like medical records or legal logs, applying these techniques to natural language re-

veals a need for significant paradigm shifts. Traditional approaches rely heavily on NER and
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pattern matching, which excel at identifying rigid entities but struggle with the semantic am-
biguity of natural language. For instance, standard NER models often fail to recognize that
a specific linguistic pattern (e.g., a regional dialect) serves as a stronger identifier in a small
cohort, a limitation echoed in domain-specific studies ranging from clinical text |28, 146| to
chat data [2].

Identifiers are often accompanied by contextual clues, which many traditional systems
miss. Bosch et al. [36] attempted to mitigate this by incorporating public records and part-
of-speech tags, while others proposed modeling token context and hierarchical relations to
distinguish identifiers from non-identifiers [236, 67, 84]. However, these approaches are still
insufficient for broader applications—Guo et al. report that researchers still often rely on
manual and social processes to redact their data and that current tools are insufficient for

de-identification [117].

3.3.2 Redaction with LLMs

Large language models (LLMs) have emerged as powerful tools for redaction, offering contex-
tual understanding that surpasses traditional pattern-matching and NER systems. Studies
demonstrate their superiority in detecting named entities [17], generalizing specific terms
to broader categories [222|, and removing author-attributable traits [91]. Other approaches
further leverage word likelihoods to flag potential sensitive content |5, 118]. However, despite
these advances, current LLM-based approaches remain narrow in scope.

Common limitations include context fragmentation, small category pools, and a lack
of human oversight. Benchmarks reveal that even advanced models struggle with context-
dependent identifiers, resulting in low security scores when sensitive information relies on
reasoning across multiple segments [140, 55|. Furthermore, most systems target narrow,
predefined categories (e.g., standard PII) rather than the full spectrum of identifiable infor-

mation we defined. Existing work treats redaction as a black-box operation [72, 38|, failing
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to provide mechanisms for researchers to verify, correct, or override model decisions. This
approach ignores the essential trade-off between privacy and data utility, highlighting the
need for a hybrid system that combines LLM detection with human verification.

While tools like RedacBench [140] allow users to specify policies and redact data using
LLMs, the user must create their own redaction parameters and operate in browser with API
LLM access. PRvL [99] uses a suite of LLMs to redact PII in unstructured text and similar
datasets, yet the tool only focuses on typical PII, with no capabilities for flagging cultural
or linguistic identifiers. Many of these tools also by default miss demographic information

other than which can be found in typical ID documentation.

3.3.8  Graphical Workflows

The majority of redaction tools are command-line libraries (Presidio), cloud APIs (Google
DLP, AWS Macie), or desktop applications designed for legal or compliance workflows rather
than research settings (Adobe Acrobat Pro, Redactable, iDox). None of the major tools
offer an intuitive, graphical workflow that allows non-technical data stewards to verify or
correct redactions before they are finalized. FExisting graphical solutions, such as Adobe
Acrobat Pro [3| or Redactable [228], focus on permanent “black-out” redaction for legal
compliance rather than substitution for preserving context in a research setting. Tools
with dashboards prioritize metrics and statistics, focusing on risk assessment rather than
editorial review |9, 108, 135]. This creates a “black box” effect where researchers cannot
easily understand why a specific term was flagged, nor can they efficiently override false
positives (such as fictional character names) or catch false negatives without resorting to
manual text editing. To our knowledge, there are currently no graphical tools with masking
capabilities (i.e., redaction with context-preserving replacements) that include aggregated

results and allow users to modify redactions before finalization.
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3.4 MARI Design

In this section, we outline the design of our graphical user interface, MARI. Typical redaction
methods are time-consuming and miss important identifiers or redact items that do not
need to be redacted. To that end, MARI combines automated detection methods with
an interactive review process that allows users to verify, modify, and contextualize flagged
content. Our tool also integrates existing offline redaction techniques with large language

models to broaden coverage of identifiable data types in our framework.

3.4.1 Automated Redaction Pipeline

The backend of our automated redaction system is designed as a modular framework, provid-
ing users with three processing options: a customized iteration of Microsoft Presidio, Llama
4 Maverick, and Google Gemini 2.5 Pro. Users can select a combination of these models that
best fits their needs, allowing for a balance between computational efficiency, data privacy,
and linguistic nuance. For the LLMs, we pass in the framework prompt from the previous
study (see Appendix C).

Microsoft Presidio is an open-source PII detection toolkit, integrated here as a local
Python library via the pip package manager. While Presidio traditionally relies on a combi-
nation of NER models (e.g., spaCy or transformers) and regular expressions, our implemen-
tation features an additional layer of analysis. We retained the standard Presidio models
for baseline detection but augmented them with a dedicated step that performs a secondary
pass over the text, leveraging conversational context and additional semantic characteristics
to flag potential identifiers that the primary NER models missed. This approach avoids the
overhead of model retraining to prevent introducing dataset-specific biases that could limit
the system’s generalizability across different domains. The augmented Presidio option en-
sures that MARI can perform reasonably correct, high-speed redaction for users prioritizing

local execution and data residency.
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To address the limitations of legacy tools—which often struggle with contextual ambigu-
ity in natural language—we integrated two LLMs selected from our preliminary benchmark-
ing tests. We include LLMs based on their ability to process language at a more complex
level and follow our redaction framework.

Gemini is a larger, more powerful model that can be accessed through API calls given an
API key. This model performed the best among all models in our benchmark tests, missing
just 1.8% of identifiers in the TalkBank dataset. However, Gemini is closed-weight, meaning
researchers would need to use cloud-based computation on their data.

Maverick offers a middle ground between Presidio and Gemini. We chose this model as
a small-scale, open-weight architecture capable of being deployed locally, provided sufficient
infrastructure for computation. In our benchmarks, Maverick demonstrated the best per-
formance among open-weight models of comparable parameter counts, making it the best
choice for secure, local LLM-based redaction.

While there may be residency issues with sending research data to an LLM, some steps
have been made to ensure user privacy. We note that DuckDuckGo’s Duck.ai 73] allows
for ostensibly private LLM chats with SotA LLMs, where prompts are stripped of metadata
and chat content is not retained. Proton’s Lumo AT assistant [225] also provides confidential
chats, with the option for automatic chat deletion. However, since there is no API access for
either system, it is infeasible to integrate them into our current local application workflow.
Duck.ai also does not provide access to Gemini 2.5 Pro, and Maverick is locked behind a
paywall; since Lumo is non-API, we have not been able to perform rigorous testing on its
redaction capabilities. Furthermore, though there is a privacy guarantee stated by these
services, many researchers may not feel comfortable redacting their data under any online

connection. Thus, we do not use either of these services in our application.
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3.4.2  User-Facing Redaction Interface

The user interface is structured as a multi-stage workflow designed to guide users through
the process of modifying and applying redactions. Our interface was implemented in Python,
using the Tkinter GUI toolkit. This method was chosen for its flexibility and ability to run
locally, as opposed to a web application.

MARI’s interface design is grounded in Ben Shneiderman’s “Eight Golden Rules of In-
terface Design” [250] to mitigate the cognitive load of redaction. The application maintains
uniform terminology, color coding, and interaction patterns across all stages leading up to
the final file preview, offering immediate visual confirmation of every action. The interface
also prioritizes “[reducing| short-term memory load” by presenting flagged terms in catego-
rized groups rather than forcing users to scan the entire transcript linearly. This prevents the
uncertainty that is common with batch-processing tools, allowing researchers to verify their
decisions before finalizing the dataset. MARI treats every redaction decision as a reversible
toggle rather than a permanent decision, and users can always go back to a previous step
to modify a prior decision. Where possible, we reduced clickable items and guided the user

with text to provide context to possible actions.

MARI Workflow. The user starts the process by loading their data into the application
and selecting which combination of redaction architectures to use. After automated redaction
has run, users receive a summary of terms redacted and next steps, beginning the editing
phase. Settings, such as active categories and redactions, are saved per project and persist
between application instances. A persistent timeline navigation bar at the top of the interface
enables users to move between different stages after reaching the preview phase, though it
proceeds linearly until then to ensure users do not miss parts of the process. Users receive
instructional pages before each stage to highlight their key features and functionality.

Editing begins with a category selection page, where users determine which categories of
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terms will be subject to redaction (Figure 3.1). These categories adhere to our framework
with an additional category as a catch-all for potential terms flagged by LLMs whose label
do not fully match a category. All categories are active by default to ensure the highest
coverage of potential identifiers; users select categories to ignore based on which are essential
to their data utility or are not sensitive enough for redaction.

For each active category, users are directed to a sequence of category-specific pages
that display all terms pre-labeled under that category, regardless of labeling accuracy (Fig-
ure 3.2a). Within these pages, users can inspect individual terms and access detailed views
that present their occurrences in the original document alongside their corresponding re-
placements (Figure 3.2b). This functionality supports granular control, allowing users to
selectively redact or retain specific instances. Additionally, users can examine terms in full
context by navigating to its position in the preview phase.

Following the category-specific pages, there is a page highlighting terms that are similar
to those already redacted, helping identify potential errors such as typos, mistranscriptions,
or other inconsistencies (Figure 3.3). Similarly, users can view specific terms with chosen
granularity and toggle which terms should be redacted. To avoid oversaturating the page, we
highlight only terms that are most sensitive and have high agreement for redaction between
researchers (see 2.5).

The redaction workflow concludes with a preview page, where users can review the fully
redacted document and make final adjustments, including adding missed redactions or mod-
ifying existing ones (Figure 3.4). At any time before export, the user can go back and make
changes to any items, categories, or term collections. After changes are approved by the

user, they can then export the file to a chosen location.
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¢ MARI Redaction Review - ] X

Category Configuration >> Terms by Category >> Similar Terms >> Preview File >> Export File

Category Review

If you do NOT want to redact ANY terms in a category, click to gray it out. If ANY term in a category should be redacted, leave it active.
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Eermiltacis | Ex.: "er”, "Knobs", "back place |gonder | Ex.: "Girls", "boys", "girl"
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Continue: View terms by category

Figure 3.1: Category selection page for MARI. All categories are active by default; the user
can select or deselect any categories to customize redaction to their privacy requirements.

3.5 Methodology: User study

To test the efficacy and efficiency of MARI, we are currently conducting a within-subjects
usability study, for which four participants have completed the full protocol. Study par-
ticipants completed three different tasks related to data redaction: manual redaction in a
Google spreadsheet, correcting MARI redaction output in a Google spreadsheet, and using
MARI’s graphical interface for redaction. A within-subjects design was selected to control
for individual differences in redaction ability and familiarity, as well as interpretation of
identifiable information.

Participants completed all three tasks while engaging in a think-aloud protocol, enabling
us to capture their reasoning, decision-making strategies, and points of confusion during
redaction. The order of the tasks and datasets for each participant were pseudorandomized
to mitigate ordering effects and learning biases. After each task, participants responded to
modified SUS statements about the relevant redaction method; after completing all tasks,
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@ MARI Redaction Review

- o X

Category Configuration

>> _ >>

Similar Terms ‘ >> ‘ Preview File >> ‘ Export File ‘

Below, clicking on a checked box will STOP redacting all instances of that term. To selectively

Personal Names, category (2/24):

All instances redacted

choose which instances to redact (or not), click on the term to view all appearances in

context. Hover over a term to view one example in context.

40 terms flagged in this category.

Term (# redacted | # not redacted)

(35| 0)| & Clare (20| 0)|] HE Lindy (12 | 0)| & Jenny 9] 0)
Bill (7| 0)|E Lucy (3| 0)|E Mr Staton (3]0)
Eve (210) Charlie (2]0)J Helen (210)
Deborah (2| 0)|E Caroline (2| 0) E Christine (1] 0)| & Taff (1] 0)| E Peter (1] 0)
Mrs. (1] 0)| & Mr Statton (1] 0)|E Clare Montgomery (1 |E Mr. Statton (1] 0)| E Bill Boyd (1]0)
David (1]0) Lindsy (1]0) Miss MacDonald (1 | €
Bronwen (1]0) Rhionna (1]0)
Shhhh (1] 0)|EMum 8]0)
Previous Next category

(a) An overview of all terms flagged in the “Personal Name” category. The user can choose to redact or not
redact each term globally. If a term is clicked, the user views each term on a per-instance basis (below).

@ MARI Redaction Review - o X
‘ Category Configuration >> _ >> Similar Terms ‘ >> ‘ Preview File >> ‘ Export File ‘
.
will - Personal_Names
All / None
Redact |Sentence Replacement Preview
Well, will, put it, put it into - ‘See in context‘

tip it carefully ... that - do for the time being

<

’(No Replacement) ‘See in context‘

i | listen?

<

’(No Replacement) ‘See in context‘

don't think Marks and Spencers - give them free.

<

’(No Replacement) ‘See in context‘

| - take the yellow one |

<

’(No Replacement) ‘See in context‘

ogjgoio

Yes it -

<

’(No Replacement) ‘See in context‘

Previous page 1 of 3 Next

Back to Personal_Names

(b) The per-instance view for the term “will". This page allows for fine-grained toggling of instances where the
term occurs; for example, “will" occurs as a name once, but other instances are verbs.

Figure 3.2: With MARI, the viewer first views terms sorted by category. They may make
changes to replacement types, toggle redaction, and view instances where the term occurs,
both redacted and not.
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Category Configuration >> Terms by Category >> _ >> Preview File >> Export File

Similar Terms Overview

Here, choose any similar terms (typos/mistranscriptions) you wish to redact. Click on the term to view all appearances in context. Hover over
a term to view one example in context.

41 highly identifiable terms with similarities found.

Redacted Terms Similar Terms # Similar Terms
Amy Ex.|JAmt, Amsl 2
Clare Ex.|clear, Ckare,lFIare 3
Lindy Ex. Lindsy 1
Bill Ex. ball| Bull|big, ill, build 10
Lucy Ex. Lice 1
Eve Ex. leave, e, eat 3
Taff Ex. tac, staff 2
Lindsy Ex. Lindy 1
will Ex. wild, Bill, wish, till, wall 7
nic Ex. nice, thick, pick, Pic 4 v
Previous Next Step

(a) The “similar terms” overview page highlights specific terms the user has selected for redaction, indicating
whether they have terms linguistically similar that have not been redacted. The red rectangles were added to
highlight terms that were typos or mistranscriptions.

§ MARI Redaction Review - X

Category Configuration >> Terms by Category ‘ >> _ >> Preview File ‘ >> ‘ Export File

Terms linguistically similar to "Bill"

Below, clicking on a checked box will STOP redacting all instances of that term. To selectively choose which instances to redact (or not),
click on the term to view all appearances in context.

10 term(s) similar to "Bill" found.

O O O O
0 B O1)  HN019) - SO ] - oS

(|

Back

(b) Selecting a term to view its similarities presents a page structured like a category overview. Users can select
a term to see a view like that of Figure 3.2b.

Figure 3.3: The “similar terms” page allows viewers to find terms that might otherwise be
missed: typos, mistranscriptions, and other terms similar to those already redacted.
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# MARI Redaction Review o x

Category Configuration >> Terms by Category >> Similar Terms >> Preview File >> Export File

Preview File with Redactions

Hover over a redaction to view the original term. Single click on a redacted replacement to toggle between the replacement and the original
term. To newly redact an additional term, click on one or more adjacent words. To modify an existing redaction, right click to view options.

Redacted Term
Custom Redacted Term

participant_utterance

Why why didn't she?

Well | think that Personal_Names didn't go to Personal_Names party | think
Pardon?

| think if you didn't go to Personal_Names party | don't think.
Personal_Names was expecting a present.

From what's come in.

She looked a bit surprised didn't she?

Yes hmm

You know ... she'd rather do Business_or_Organization or something tomorrow than _
Pardon?

We rather go to Business_or_Organization tomorrow than to _
Oh.

| was asking.

Would you?

Probably.

Yeah.

Slang to Landmark.

Don't you like _ particularly?

| don't ... Personal_Names doesn't really like going round all the creatures do you?
What?

Would you like go Slang .

Might not be right.

Previous page 3 of 86 Next « First Last »

View flagged terms only | Finalize and export

Figure 3.4: The overview page of our application shows the user a preview of their file with
redactions applied. Here, the user can edit the sentence (if there are typos), change redaction
status for any term or combination of terms, and modify replacements.

participants were asked to rank each method relative to each other and respond to various
statements on redaction. Participants also completed a demographics survey and partic-
ipated in a brief semi-structured interview regarding their experience with the redaction

process and prior knowledge of redaction.

3.5.1 Recruitment

We recruited adults (age 18+) with at least some college education and familiarity with
navigating computer programs. These criteria were chosen to ensure a baseline level of
technical literacy, as participants were required to interact with a novel graphical inter-
face and work with spreadsheets during the redaction process. Furthermore, we required
that participants have some past experience analyzing data collected from human subjects.

Eligible participants include someone who has worked with data collected from human sub-
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jects via (i) working as a research assistant or lab manager, (ii) completing an academic
thesis/dissertation, or (iii) co-authoring an academic publication, or others with equivalent
experience. Individuals with human subjects experience are more likely to be familiar with
common forms of identifiable information, existing redaction practices, and ethical consid-
erations surrounding participant privacy. This requirement reflects the applied context of
our system, which is designed for use in research where human subjects data is handled.
By targeting this population, we aimed to evaluate the system with users who reflect its
intended audience, while ensuring that participants could provide meaningful feedback on

both the usability and effectiveness of the redaction workflows.

3.5.2  Study Design

In each task, participants were asked to redact one of three sets of data (of approximately
equal length) containing potentially sensitive and personally identifiable information; how-
ever, not all data in these sets were necessarily considered sensitive or personally identifiable.
This ensured that participants had to actively interpret and apply redaction criteria rather
than redacting all content.

Prior to the tasks, participants were provided with standardized definitions of sensi-
tive and personally identifiable information based on our framework and instructions how
to redact data with each method. Positive (correct redactions) and false positive (non-
identifiable) examples were also provided for informational contrast and to further highlight
task goals. To simulate a real-world scenario for redaction, we asked participants to redact
only a subset of categories according to our framework. This selection can be seen in Ta-
ble 3.1; categories were chosen based on the total number of baseline redactions in each
category to attain approximately the same proportion of identifying terms in each dataset.

For each task, participants were assigned one of three modes for performing redaction:(i)

manual inline redaction using an unannotated Google Sheet, (ii) inline correction of pre-
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Table 3.1: Categories chosen for redaction in our user study. Note that Demographics as
a category is not included for redaction, but is a contextual header for Health Condition.
Cultural References were also disincluded from the Personal Interests / Activities category.

Direct Identifiers

< Personal Names

— Nicknames

< Numerical Identifiers
Demographics

— Health Condition
Locations

— Address

<— Landmark

— Business / Organization
Events

— Specific Events
Personal Interests / Activities
— Hobbies

— Traditions

< Personal Identity

redacted content in a Google Sheet, and (iii) redaction using the MARI graphical interface.
Each participant used all three interfaces and datasets in pseudorandomized order.

In each 90-minute session, 60 minutes were allocated for the data-redaction tasks split into
20-minute intervals for each task (15 minutes for a redaction task, and 5 minutes for a short
survey and break). The remaining time was allocated for briefing participants, redaction
method tutorials, and short interviews.

In each task, participants were instructed to redact identifiable information according to
a predefined subset of our framework. Participants were asked to review datasets and replace
sensitive or identifying elements with the appropriate category labels. They were instructed
to use their best judgment and apply the most general label when uncertain. Conversely,
when a clear match existed, they selected the most specific category or subcategory. For
multi-token entities, a single redaction label replaced a span of text for consistency (e.g.,
“John Smith” was replaced with “Personal Name”, not “Personal Name Personal Name”).

Each task used the same datasets either unredacted (in their original state) or pre-
redacted by Presidio, Maverick, and Gemini. For the manual task, participants worked
directly on raw text and were instructed to ignore items that did not fall within the designated

redaction categories. In the prefilled condition, participants corrected existing redactions
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using a separate spreadsheet containing the original text for reference. In contrast, the
MARI interface provided integrated access to contextual information (e.g., hover actions to

display the original text).

3.5.3 Data Collection

We collected both quantitative and qualitative data to assess usability, performance, and
user perception.

After completing each task, participants completed a short survey of Likert scale re-
sponses regarding the task they just completed. The questions were the same for each task,
based on modified SUS statements to reflect task-specific metrics such as perceived effi-
ciency, confidence in redaction accuracy, and ease of use. Using consistent questions across
conditions enabled direct comparison of subjective usability metrics.

Following the completion of all tasks, participants answered a short demographics survey,
verbally answered interview questions, and completed additional Likert survey questions
related to graphical redaction methods. Participants were also asked to rank each of the
tasks relative to each other for preference, efficiency, accuracy, and overall progress.

Participants’ actions were screen-recorded as they completed the redaction tasks on a
provided laptop to capture editing patterns, navigation, and interaction with interface fea-
tures. Participants’ think-aloud processes during task completion were audio-recorded and
transcribed for further analysis, providing insight into participant reasoning, error identifi-
cation, and strategies for resolving ambiguity. These were used to contextualize quantitative
findings and identify usability challenges.

Finally, we examined the redacted documents for each task to evaluate participants’
actual correctness and completeness scores. We recorded number of potential identifiers
seen in the timespan (according to our baseline redactions), the number of these that were

correctly redacted, the number missed, and if applicable, the number replaced with a new
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category label. As a point of comparison, we also examined the fraction of terms seen and
redacted to the count in the full document; for the prefilled and graphical tasks, however,
this includes terms that the participants did not see or correct, so these are treated as

supplementary completeness metrics.

3.5.4 Datasets

Datasets were derived from publicly available data from CABNC [6], an English-language
corpus containing transcriptions of British natural conversation. We truncated three tran-
scripts, one per task, to approximately 10,000 words, assuming participants would not be
able to fully read and redact the entire subset in the allotted time based on an average
reading speed of 200-300 words per minute.

Though these datasets are publicly available, identifying contextual information was pub-
licly released under ethical guidelines and participant consent. Thus, we were able to find
many instances of identifiable information corresponding to the framework (Table 2.1). Two
members of our team manually redacted these datasets according to the framework, then
met to discuss and resolve conflicting redactions to establish a ground truth baseline.

For tasks involving pre-redacted datasets, we used a basic form of the backend of MARI
to redact each of the datasets. To maintain consistency across participants, we created a
baseline project save including identical redactions with no modifications. All categories
in the framework were used in pre-redaction to properly evaluate how MARI’s redaction
modification workflow compares with that of a spreadsheet redacted with the same backend
process. We also injected synthetic utterances with deliberate typos and mistranscriptions at
a rate of approximately 1% of total words and 3% of total identifiers per dataset, distributing
these randomly within an even interval across each dataset. These were added to test users’
ability to detect and redact terms that were not flagged originally through the redaction

system but would be flagged by MARI’s similarity detection system.
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3.5.5 Data Analysis

We quantitatively analyzed Likert-scale responses to SUS statements to determine usability
scores for each of the methods, as well as for Likert-scale questions about using graphical
interfaces for redaction. As an additional metric, participants’ rankings of the methods on
different metrics were taken into account. Finally, we conducted analysis for each method
on number of terms modified (redacted or unredacted) per number of potential redactions
seen, overall percentage of identifiers redacted (according to our baseline), and correctness
of these redactions (redacted or not).

Qualitative analysis was conducted in two portions. For the screen recordings, we took
audio transcriptions of the think-aloud process and segmented these into sentences related
to on-screen actions. We coded action-statement pairs in-vivo with terms considered for
redaction, the relevant category and replacement (if applicable), and action taken (redacted
or not), as well as with a binary confidence metric for (a) whether or not a term should be
redacted, and (b) if the redaction label applied to the term was correct (if applicable). For
the interviews, we performed iterative inductive coding; codes were drawn from participant
responses and grouped into higher-level, discrete categories following repeated readings of

the interview transcripts.

3.5.6  Preliminary Observations

Data collection for the MARI usability study is currently ongoing, with the first four par-
ticipants having completed the full study protocol. These initial observations provide early
validation of the experimental design and highlight consistent trends across the three redac-
tion conditions.

Early trends suggest a difference in workflow efficiency between conditions and indicate
a strong preference for the graphical workflow. Three of the four participants ranked MARI
as their most efficient method, while one ranked it second to the prefilled method due to the
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learning curve, stating “if [they| had more time to ... figure out how to use it, then it would
be more efficient.” The same three participants also ranked MARI as their preferred method
overall, expressing that it was useful once they got used to it.

Results were more mixed on perceived accuracy and completeness, with only half ranking
MARI as the most accurate; however, all participants had the most correct terms redacted
with MARI than the other two methods, though there were more false positives in the
MARI and prefilled methods by virtue of the datasets’ construction. Participants typically
accepted categorical labels provided by MARI and the prefilled method when the term was
ultimately redacted. This was more common when the replacement was a name, suggesting
the tool successfully builds trust for obvious cases while prompting review for nuanced ones.
Furthermore, since participants all went through the manual and prefilled methods linearly,
they saw the highest number of potential identifiers with MARI, which collects all identifiers
per category and displays these first. This may also account for the discrepancy in perceived
completeness and actual completeness, since no participants got through the full step-by-
step process and all saw only a subset of all categories and select portions of the file preview
rather than the full set of selected categories.

Due to the small sample size, quantitative metrics such as mean completeness scores and
standard deviations are not yet reported, as they would not be statistically representative.
The primary value of this initial report is to confirm that the study protocol and MARI
workflow are viable for the target audience. Quantitative comparisons of completeness,
correctness, and SUS scores will be aggregated and analyzed once the full sample is collected.
These preliminary observations ensure that data collected in subsequent sessions will be

comparable and that the study design effectively captures the usability metrics.
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3.6 Discussion and Conclusions

The design of MARI and the accompanying usability study represent a response to the
gap between the nuanced, context-dependent nature of human identifiability and the rigid,
pattern-matching limitations of current automated tools (Chapter 2). While Chapter 2
demonstrates that LLMs significantly outperform legacy tools and perform even better when
guided by a robust framework, it also shows that even the best models miss subtle identi-
fiers and overredact, highlighting the need for human oversight. MARI operationalizes the
“human-in-the-loop” paradigm, designed to bridge the divide between high-speed automation
and the irreplaceable judgment of a data steward. Our workflow transforms the redaction
process from a one-and-done, black-box operation into an interactive, transparent workflow.
Crucially, this work disrupts the typical choice researchers must make to either rely on
imperfect automated tools that risk privacy leaks, or spend excessive effort and cost on
manual redaction. MARI proposes a middle ground where automation handles the bulk of
the work, surfacing potential risks for efficient human review. The qualitative data from the
think-aloud protocols will be instrumental in understanding how researchers interpret and
correct model suggestions. We expect to find that the ability to view terms in their original
context and instantly toggle their redaction status in bulk is an important component of user
preference, as it restores agency to the user without sacrificing the speed of automation.
We further anticipate that the results of the evaluation study will validate the efficacy
of the human-in-the-loop approach. Specifically, we expect that the graphical interface will
significantly improve task completeness and efficiency compared to both manual redaction
and the backend-only baseline. By organizing flagged terms into categories and allowing
for global toggles and per-instance verification, MARI aims to reduce the cognitive load
associated with scanning long transcripts. We hypothesize that participants will demonstrate
higher accuracy in redacting subtle identifiers (such as specific identity details) with MARI.

However, the deployment of such a system faces practical challenges. The computational
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requirements for running local LLMs (like Llama 4 Maverick) may be prohibitive for smaller
research groups. While MARI offers a cloud-based alternative via Gemini, this introduces
data privacy concerns that must be navigated carefully to comply with IRB protocols. Future
iterations of the system will need to balance these trade-offs, potentially through institutional
LLM deployments.

Overall, MARI represents a significant step toward making high-quality privacy redaction
accessible to the broader scientific community. By grounding the design in data stewards’
real workflow needs and the technical capabilities of modern LLMs, we aim to create a tool
that is both effective and trustworthy. The pending results of the usability study will provide
evidence that a graphical, semi-automated approach can successfully scale redaction of un-
structured text, enabling researchers to share their valuable datasets with greater confidence

and reduced burden.
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CHAPTER 4
PRIVACY IMITATES ART: DRAWING LESSONS IN PRIVACY
COMMUNICATION FROM ARTISTS

This chapter presents the findings of a large-scale qualitative analysis of privacy artworks.
While the full paper includes a broader literature review and discussion, this dissertation
chapter focuses specifically on the methodology for constructing the privacy art database and
the results of the qualitative coding process. The following sections detail how these mecha-
nisms were discovered and characterized, providing the theoretical framework for integrating

artistic strategies into functional privacy communication.

4.1 Dissertation Author’s Contributions

This chapter represents joint work with Tess Eschebach, Nathaniel Kim, Jolin Liu, Marc
Downie, Douglas Pancoast, and Blase Ur. The author of this dissertation is a lead author of
the work and wrote substantial sections of the Methods and Results sections in the version
published at CHI 2026, similarly reflecting contributions to the data analysis process. The
author was a minor contributor to the Related Work and Discussion sections for the version

published at CHI 2026, so these sections have been significantly rewritten for this dissertation.

4.2 Motivation

Communicating with users about privacy decisions is a major focus of usable privacy research
so users can make informed choices about their personal data [86]. Users are informed about
privacy through privacy communications: user-facing information about privacy such as
privacy policies or cookie banners, as well as alternative methods like privacy dashboards,
educational materials, and experimental research prototypes. However, privacy policies are

often long and obtuse, and some user interfaces are similarly difficult for users to understand.
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While researchers have proposed some alternative communication mechanisms to improve
engagement (4.3.1), for the most part, these methods have not been widely adopted. Users
most commonly receive privacy communications from companies, either those disclosing to
users that their data is being collected [256, 19] or those advertising pro-privacy features [246].
More generally, one might argue that privacy concepts are usually communicated to users in
ways that are staid, boring, and corporate.

For decades, artists working largely outside the usable privacy research community have
been creating works that grapple with privacy. Art is a “distinctive way to illuminate key
technical and social issues” in computing [124], as well as a way to spur action in viewers
and cover important and difficult topics. Within this tradition, privacy-oriented art has
become an increasingly visible part of the artistic canon, with artists aiming to both reveal
and resist privacy intrusions. More broadly, artists continue to use a wide range of media
and techniques to probe complex questions in computing [262]. Freed from the constraints of
corporate communication, they are able to engage more directly with political and personal
dimensions of the topic.

Artistic work around privacy highlights how artists express and interpret privacy con-
cerns, as well as the diverse methods they use to do so. This body of work also offers valuable
insights for interaction designers, suggesting techniques that may help them communicate
privacy topics to users, even though their design contexts and constraints often differ signif-
icantly from those of artists. To this end, we brought together an interdisciplinary team of
researchers with backgrounds in usable privacy, media studies, and fine art.

There have been a few small-scale efforts to catalog art about privacy and surveillance,
but at the time of our study, no existing collection included more than a few dozen pieces. We
assembled a database of 859 artworks that we characterize as privacy art, or artworks that
relate to the privacy or surveillance of individuals and that have been exhibited in art spaces

(e.g., galleries, museums). In total, 332 privacy artists created these works. Creating this
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Figure 4.1: A graphical summary of the process our team followed to discover privacy art-
works for our database. We first add artworks to our Foundation Set with various search
methods (1). Artists are added to a database (2) and we visit their websites to analyze their
works (3), adding the first round of works meeting selection criteria to Set 2 (4). We then
search exhibition venues and collaborating artists associated with Set 2 for more artists,
adding them to the artist database (5) and repeating the process to add to Set 3 (6,7). All
works from Foundation Set, Set 2, and Set 3 are collected in our full artwork database.

largest-of-its-kind database required a structured discovery process (Figure 4.1) combining
numerous keyword searches, snowball sampling, and feedback from practicing privacy artists.

To ascertain what aspects of privacy these artworks covered, we qualitatively coded
digitally archived descriptions (e.g., images, videos, artist statements, media coverage) on a
weighted random sample until we reached qualitative stability at 73 works. We found that
privacy art commonly highlighted existence and impact of the surveillance of individuals
by governments and/or corporations. Some works focused on the bi-directional relationship
between surveillance and identity, as well as privacy risks heightened by artificial intelligence.

Artworks additionally presented means of resisting surveillance, encompassing specific real
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and speculative approaches, as well as general techniques (e.g., camouflage). Finally, privacy
art commented on, and provocatively collapsed, distinctions between public and private.
We observed a number of mechanisms that conveyed artworks’ key messages about pri-
vacy. First, we observed a visual language that featured familiar forms like surveillance ob-
jects (e.g., cameras, microphones) and homes, similar to imagery and metaphors in privacy
communication research and design (Figure 4.3). Artworks employed unique mechanisms
to frame these forms. Many privacy artworks leaned into a lack of objectivity to critique
surveillance practices. Artworks differed widely in tone, ranging from familiar to unsettling
(Figure 4.9). Broadly, subjects observed in privacy art included the artist, the viewer, spe-
cific individuals, groups in aggregate, and even surveillance devices themselves. Differently,

some privacy artworks widely expanded scope by speculating on the future of society.

4.3 Related Work

Privacy communication in digital systems faces a fundamental challenge: the gap between
abstract data practices and human experience. While surveillance has become perceptibly
ubiquitous across public and private domains [180, 18, 298|, and its psychological effects—
including self-censorship and behavioral modification—are well-documented [180], the mech-
anisms for communicating these realities to end users remain an open problem. Existing
approaches prioritize cognitive clarity over emotional resonance, leaving users informed but
disengaged.

Usable privacy research has developed increasingly sophisticated mechanisms for commu-
nicating privacy topics, yet struggles with sustained engagement. In parallel, surveillance and
privacy art has evolved strategies for making data collection tangible and emotionally salient.
HCI design methodologies, including embodied, affective, and speculative approaches, offer
conceptual bridges between these domains. This suggests that effective privacy communica-

tion requires more than information: it requires material presence and affective engagement.
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(@) The start of (b) Cookie banner (c) Dries De- (d) Adam Harvey's Hyperface

UChicago's online  notification for Stack poorter's Surveillance  quilt, tricking facial recognition
privacy policy [273]. Overflow [260]. Speaker [68]. systems [122].
(©University of Chicago  (©)Stack Exchange Inc  (C)Dries Depoorter (©Hyphen-Labs and Adam Harvey

(e) Francine Leclercq’s tapestry (f) James Bridle's collage (g) Eva and Franco Mattes's My
Embroidered  Surveillance  [161]. Every CCTV Camera [40]. Little Big Data [182]. (C)Eva and
(©Francine LeClercq (©James Bridle Franco Mattes

Figure 4.2: An informal comparison of standard privacy communications (Figures 4.2a-4.2b)
and privacy art (Figures 4.2¢—4.2g).

4.3.1 Engagement Gaps in Usable Privacy

Privacy policies, cookie consent banners, and data dashboards are common in usable pri-
vacy systems [185, 184, 82, 245|, yet users routinely ignore them, click through without
reading, or feel overwhelmed [150, 147, 191|. Efforts to improve comprehension, like pri-
vacy “nutrition labels” [147, 229] and icon-based systems [65, 129, 23, 238], increase clarity
but introduce new challenges, such as interpretive ambiguity and reliance on supporting
text [119, 129]. More dynamic formats (e.g., comics, video, interactive policies) improve
attention [268, 164, 255|, and immersive approaches like gamification and VR attempt to
increase transparency through engagement and play [166, 141, 29|, yet these remain largely

informative and abstracted from privacy scenarios. By reframing privacy communication
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through the lens of art, we propose that the path forward for usable privacy lies not in
better icons or clearer text, but in designs that are physically embodied and emotionally

resonant.

4.3.2  Surveillance and Privacy Art

Parallel to HCI research, artists have been exploring surveillance and privacy as creative
subjects for decades. What began as individual works has coalesced into what Brighenti
terms “artveillance”—a collection of artwork that addresses topics, concerns, and procedures
within surveillance and privacy studies [41]. While this body of work has received attention
in art criticism and media coverage [127, 177, 42|, it has remained largely peripheral to usable
privacy research.

Unlike prior works that focus on the artist’s personal ethics or the use of technology for
interactivity [262], ours investigates the specific design mechanisms used to communicate
privacy concepts. We build on existing scholarship regarding resistance, spatial dynamics,
and the concept of “gaze” [285, 199, 41|, but expand the analysis to include mechanisms like
specific data sources or tonal variation (e.g., unsettling or humorous).

Existing academic literature and media typically analyzes small cohorts [198, 199, 41,
52, 285, 75, 189, 121, 49| or catalogs limited mostly to contemporary art [41]. The most
comprehensive prior effort to our knowledge cataloged 43 artists [31]. In contrast, this study
compiles 859 artworks across 332 artists and analyzes 73, providing a significantly larger

dataset for identifying design mechanisms.

4.3.8 HCI and the Arts

Research through Design (RtD) positions design itself as a research method, producing
knowledge through the creation of artifacts [297, 220]. While HCI has a strong RtD tradition,

privacy-specific applications have focused on individual prototypes rather than synthesizing
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broader design patterns [89, 272, 290]. Focus on the “everyday” risks narrowing the scope
of inquiry; thus, there is also some push to move beyond the scope of plausibility in design
fiction beyond the constraints of utility [35].

But is design art? Some argue that design’s ease of integration offers a unique pathway for
critique that art alone may lack [20]. Others posit that critical design is inherently distinct
from art, existing in a realm separate from the mundane [74].

The intersection of art and HCI has a long history, calling on humanities- and arts-based
methods in computing research |21, 188]. CHI’s Art.CHI gallery [80, 171] and interdisci-
plinary collaborations [79, 223, 124] demonstrate this trend. Consequently, we posit that the
value of interaction design extends beyond the confines of the everyday, embracing artistic
modes that exist both within and outside the realm of critical design. Our work seeks to
capture the benefits of this broader spectrum, moving past the binary of whether design is
or is not art, to instead explore how art can inform design practices in ostensibly utilitarian

spaces like organizational privacy communications.

4.3.4 Interactive Design

The concept of materiality examines how physical properties shape user experience, while
Tangible User Interfaces (TUISs) use physical objects to manipulate digital information [137,
113]. Rendering digital activity into physical forms—such as printing receipts of screen
time—can effectively disrupt addictive cycles and empower users [237]. Beyond screen-
based interactions, researchers have employed VR, theater, dance, and haptic feedback to
render data collection and privacy topics visceral and immediate [141, 254, 253, 212, 54,
69]. By extracting mechanisms from physically interactive artworks, we aim to enhance
privacy communication through immersive, tactile experiences that transcend traditional

digital interfaces.
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4.4 Methods

We began with a structured discovery process to assemble a database of privacy art. We then
qualitatively analyzed a sample of works from this database to characterize communication
methods in privacy art using iterative open coding. This let us draw connections between

different works and explore privacy artists’ mechanisms, topics, and techniques.

4.4.1  Creating a Database of Privacy Art

Our discovery process (Figure 4.1) began with creating a Foundation Set sourced from key-
word searches, research team members’ prior knowledge (see Section 4.4.4), suggestions from
experts (e.g., practicing artists), and dozens of students in an interdisciplinary course on
privacy art. We conducted initial keyword searches between Fall 2024 and Spring 2025 us-
ing search engines (primarily Google and DuckDuckGo) and arts databases including the
MoMA Collections [202], Ars Electronica’s Prix Archive [16], and Smithsonian Libraries Art
and Artist Files [257|. Keywords included common surveillance and privacy terms from me-
dia, research, and literature. These ranged from simpler searches like “privacy art” to more
specific searches like “facial recognition artworks.” Specifically, our searches combined each
of four art terms (art, artwork(s), artist(s), and exhibition) with one or more privacy or topic

terms:

e Privacy terms: privacy, (mass-/counter-) surveillance
e Topic terms: (location) tracking, circumvention, phone, facial recognition, (personal)

data, social media, camera

To augment keyword searches, we relied on expert knowledge to ensure our database
included key instances of privacy art. For instance, we received input from three practicing
artists with backgrounds in media, arts, and architecture, as well as library subject specialist
in the arts. These experts particularly provided insight on historic artworks where organized

digital documentation may be more limited. Additionally, we crowdsourced 61 submissions
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from 24 different students in an interdisciplinary course on privacy art taught by members
of our study team. For each artwork, we applied the inclusion/exclusion criteria detailed in
Section 4.4.2.

For all artworks, we learned about the piece by visiting the contributing artists’ personal
websites to review descriptions of the work. We investigated all other works by that artist,
again applying our selection criteria. For artists without a personal website, we relied on
exhibition pages, media coverage, or academic literature.

To expand our database, we further investigated contributing artists and exhibition
venues from the Foundation Set in a process similar to snowball sampling. First, we collected
the names of artists with artworks exhibited in shows alongside pieces in the Foundation Set.
Works found through this broadened search were placed into Set 2. For Set 3, we repeated

this process with venues and artists from Set 2.

4.4.2  Artwork Selection Criteria

Similar to how previous work has examined privacy representations in specific media, we
focus on publicly exhibited artworks in formal settings like galleries, museums, and arts
festivals. These have unique interaction techniques, constraints, and tropes, allowing for
more specific and feasible mappings of the spaces. To most readily translate our findings to
usable privacy research, we chose to focus on the privacy and surveillance of individuals, as
opposed to larger groups or organizations. We also focus predominantly on visual art for more
direct applications to interactive HCI privacy communications. We set formal inclusion and
exclusion criteria via iterative team discussions while collecting initial artworks. Potential
edge cases were flagged for discussion with our larger team and included or excluded based

on team consensus. Our full selection criteria follow:
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1. We only include pieces that were at some point displayed in galleries, as public art
(e.g., installations in public buildings/parks), or publicly accessible digitally in an art

context.

2. We only include works typically displayed as an “artwork.” Works in literature, film, or
long-form media format were excluded unless displayed or exhibited as an artwork in
a more formal setting. The ephemeral experience of formal settings is more similar to
privacy communications in the wild, providing immediate visual or short-form experi-
ences. We similarly considered works exploring privacy in theater [141, 254, 253, 212]
out of scope. Works in formal settings have consistent interaction modes, where view-
ers can enter and exit the space (e.g., gallery) at will, unlike singular, self-contained

experiences of theater or film.

e Ezample: Hito Steyerl’s short film How Not to Be Seen [265] was exhibited in art
galleries, so it is included.

e FEdge case: George Orwell’s novel 1984 [213], though widely known for commen-
tary on surveillance, is a book not primarily exhibited as an artwork, so it is

excluded.

3. Since we care about privacy communication with end users, not the inner workings of
surveillance entities, we only include works that focus primarily on the privacy of an

individual or the general public.

e Ezample: Kyle McDonald’s ICESPY |[186], concerning citizen surveillance (i.e.,
identification) of ICE agents, is in scope since it involves privacy invasions of
individuals (specific government workers).

e Fdge case: Trevor Paglen’s Black Sites [214], centered on exposing CIA secret
prisons, is not in scope, since it exposes the practices of an organization without

commenting directly on the surveillance of individuals.
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4. We included pieces that artists did not themselves present as privacy art if they
prompted significant critical discussion relating to privacy (e.g., in media discussing

the piece). Art is subject to interpretation past intent.

e Ezample: Arne Svenson’s The Neighbors |266] consists of photographs taken
through windows, prompting outrage from (unwitting) subjects who felt their
privacy had been invaded. While the artist said the piece is about life’s unnoticed
moments, most critical discussion has mentioned privacy, so we include it.

e Fdge case: Jason Bruges’s Platform 5 |45] could be interpreted as a piece involving
data persistence and anonymity, but we did not find such commentary from the

artist or media, so we exclude it.

5. Many historical oil paintings depict private or intimate moments. We included those for
which ensuing critical /scholarly discussion focused on privacy invasion. The voyeuristic
facet of viewers’ intrusion into private moments connects these works to others more

overtly focused on privacy invasion.

o Fxample: We include Edgar Degas’s Woman Bathing in a Shallow Tub, as critical
analysis often highlights the voyeuristic invasion of privacy of looking through a
keyhole at a seemingly oblivious subject [30, 43].

e Fdge case: Mary Cassatt’s The Bath [51], while portraying a private moment in
the home, is typically discussed as tender and innocent, not invasive [295|, so we

exclude it.

4.4.3 Data Analysis

Because of the size of our database and time-intensive qualitative coding process, we coded a
weighted sample of artworks from our database. Because pieces in our Foundation Set were

the first suggested by experts or identified by keyword searches, we wanted to oversample
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those; we did so by weighting them 1.5x works in Sets 2-3. To ensure a breadth of styles
and perspectives, we ensured that each artist appeared only once in our sample.

We analyzed 73 sampled artworks using iterative open coding [235]. We employed a
rigorous codebook development and consensus-coding process. Each piece was coded in
MAXQDA by at least two researchers and all disagreements were resolved within the broader
team. All artworks, independent of media, were coded as compiled PDFs containing informa-
tion from the artist’s website (e.g., images, artist statement). If an artist statement was not
available, we included text about the work from art criticism or other scholarly literature. If
a video or interactive digital element was embedded, coders experienced the element in a web
browser and applied codes (e.g., perspective, interactivity) to applicable screenshots [235].
However, most codes were already present in text.

Though there is inherent subjectivity in qualitative and artistic analysis, we applied
codes as rigorously as possible to our compilations of images and text about the work.
For example, audiovisual component codes (Section 4.5.2) were derived from observable or
audible elements. Beyond cataloging formal elements relevant to privacy communication,
we also identified affective aspects aligned with interaction design practices (Section 4.3.4).
More subjective themes, such as topics (Section 4.5.3) and ambiance (Section 4.6.4), emerged
through textual analysis. Where possible, we used in-vivo-style coding [235]. While an
artist may not explicitly outline why they used particular mechanisms (e.g., color scheme,
composition), artist statements can be informative as to which values may be ascribed to a
work as a whole.

Initially, two researchers independently coded four artworks selected for their distinct
concepts and execution, generating a draft codebook that they then applied to three addi-
tional pieces, discussing the state of the codebook with the larger research team. At this
point, two additional coders joined the team, and all four coders reached consensus on codes

for seven additional artworks. The four researchers then independently coded 15 artworks
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from our sample, meeting as a full team after every five artworks to discuss new codes and
themes. At that point, we moved to a split-coding approach where these four researchers
worked in rotating pairs, independently coding each artwork. Each pair met to discuss and
resolve disagreements after every five pieces, while the full research team (including faculty in
both the arts and computer science) also met regularly to review the state of the codebook.

We continued this process until no new codes were introduced for five artworks in a row
per pair of coders. This occurred after 73 artworks. Our full codebook can be found in
Appendix H, and an example of a coded work can be found in Appendix I. Due to the
subjectivity of and vastness of creative works, we focus on reaching a stable understanding
of components, mechanisms, and their affective aspects, rather than conventional saturation
of knowledge. Though artworks with unique mechanisms may exist beyond our sample, our
aim is not to enumerate all possible mechanisms; rather, we examine those common among

multiple artworks, so we may compare and contrast how these are used.

4.4.4  Study Team Composition and Positionality

Our interdisciplinary team’s expertise spans both the art and computer science domains. All
four coders are students at various levels focusing on computer science, but with additional
academic experience (e.g., double majors/minors in media arts) or prior experiences pub-
licly exhibiting art. Our broader study team includes faculty members in computer science
(specializing in security and privacy), the arts, and media studies. All faculty members have
taught academic courses that discuss surveillance art. This combination of artistic under-
standing and technical privacy knowledge enabled our team to interpret artworks through
both lenses, facilitating nuanced analysis that bridges the gap between artistic expression

and applications in privacy research.
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4.4.5  Limitations

Our work has a number of limitations, many of which are common in qualitative analysis.

Scope Though our database of privacy art is by far the largest to date, it is likely impossible
to create one that is comprehensive. While we relied on web searches, suggestions from prac-
ticing privacy artists, and multiple other methods, it is near certain that we missed works.
For example, our keyword searches included terms related to surveillance art, which was char-
acterized in the 2000s and 2010s alongside the rise in surveillance technologies [199, 41|. This
may bias our database towards more recent works and those that include these technologies
(e.g., surveillance cameras). Some privacy artworks are likely to remain inaccessible—not
archived online, lost to time, or lacking documentation. Furthermore, while our research
team is multilingual and includes multiple cultural backgrounds, we are all affiliated with
universities in a single country. There are likely works that we cannot access based on ei-
ther language barriers or different cultural interpretations of privacy. Due to our methods,

though, it is likely that we covered many of the most notable privacy artworks.

Weighted Sampling Since we intentionally biased our sampling process toward the Foun-
dation Set, we potentially overrepresent well-known artists and more recent works in our se-
lection. While this may limit our analysis of less-well-known artists and older works, we seek
to map common techniques in the space in our analysis rather than evaluating every topic

or mechanism. Additionally, these works have expectation to be public and to be analyzed.

Formal Arts Institutions A comprehensive study of privacy communications must nav-
igate a vast ecosystem of media [238], ranging from grassroots movements and memes to
digital creations where creators rarely anticipate academic scrutiny [85]. Analyzing these
independent, often non-consensual contexts requires deep community collaboration [53, 201]

and presents unique methodological challenges. Our large-scale analysis concentrates on the
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visual elements of formally exhibited artworks (4.4.2). This choice is driven by the practi-
cal advantages of formal venues: they offer the consistent documentation and accessibility
necessary for broad study, alongside an inherent expectation of public viewing and critical
debate. However, this pragmatic selection comes with a known trade-off. By relying on in-
stitutional archives, we inevitably inherit the Western-centric and colonial biases embedded
in those spaces [120, 22|, which systematically exclude the very independent practices—such
as protest art, graffiti, and street-level creativity—that warrant their own dedicated future
exploration. By establishing a robust foundation through formal archives, this study creates
a necessary baseline from which future research can expand to illuminate the rich, diverse

landscapes of independent and marginalized artistic expression.

Subjectivity Art is subjective, creating interpretive challenges. Our team viewed works
through a technical privacy lens. While we used consensus coding on available statements
by artists themselves and/or art critics, we cannot capture all possible interpretations. Sim-
ilarly, selection criteria boundaries are inherently debatable. Our team debated selection
criteria over months and spent extra time deliberating over edge cases. Though our criteria
are certainly not the only basis for evaluating privacy artworks, we chose them based on

applicability to usable privacy research.

Perspective We characterize our interpretations and those suggested by the artists (or
critics), not viewers of the artwork, differing from actual experiences of art. It is unreasonable
to assume that an artwork will have the same effect on every viewer. Our team viewed
most artworks outside their original context (i.e., online or in photographs, rather than in a
gallery or in-person exhibition). We also relied heavily on artist statements, which are often
a secondary or tertiary artifact in a gallery setting. We attempted to standardize formats
and consulted direct sources (e.g., quotes or artist statements), if possible. Nonetheless, our

approach may have missed notable nuances of these artworks.
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4.5 Results: Components in Privacy Art

In this section, we provide an overarching look at what privacy artists are saying in their art.
Section 4.5.1 describes our database and sample set composition and Section 4.5.2 details
audiovisual components (e.g., symbols, objects). After discussing topics present in the works
(Section 4.5.3), we discuss how artworks emphasize different subjects of privacy invasion and

data collection (Section 4.5.4).

4.5.1 Database Characteristics

As of this writing, our database includes 859 artworks by 332 unique artists, 78 of whom
collaborated with others. Our database spans over 350 years of privacy art: the earliest work
is Las Meninas, painted by Diego Veldzquez in 1656; the latest pieces are either ongoing or

are currently exhibited at an artistic venue.

Sample Set Composition. Our sample set includes 73 works (see Appendix G). While
many works are collaborative, all artists appear only once in the sample set. Artists came
from national backgrounds spanning 32 countries; most artists are Europe-based (49%),
followed by the Americas (37%, 31% US-based), and Asia (11%).

The earliest work our team coded was painted in 1657-1659, and the most recent works
were pieces ongoing or exhibited in 2024. The most common decade (N=36) in our sample are
pieces from 2010-2019. The least represented (N=5) era is pre-2000s. Half those from 2010-
2019 (N=18) deal with data access and agency, mirroring increases in consumer technology
use and rise of social media. Beyond this connection, works from different time frames use
diverse methods and explore myriad topics.

Privacy artworks in our sample set employ a wide spectrum of media, some even em-
ploying multiple media (see Appendix G). There are 27 digital pieces, including 23 software-

controlled systems (i.e., using code to drive or manipulate the installation), a virtual reality
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Figure 4.3: Examples of the visual and auditory components of privacy art.

experience (A25), and a video game (A30). Ten pieces use electronic hardware, such as
computers. We also saw 11 video-based artworks. Six others included animated images
(e.g., GIFs). Still images are in 19 pieces, including eight photographs, and two (A41, A55)
paintings. Seven pieces take on tangible forms through textiles and wearables. Another
seven pieces are three-dimensional sculptures using raw materials or manufactured prod-
ucts. Beyond discrete media, nine pieces use immersive exhibits that collapse the distance
between artwork and audience. Seven live performances further engage real-time dynamics
through human or machine agents. Finally, eight architectural installations use preexisting

or constructed spaces (e.g., buildings or rooms) to explore privacy in physical environments.

4.5.2  Sensory Vocabulary of Privacy Art

Artworks following our criteria are constructed from audiovisual components, which set tone,
create a visual shorthand, or indicate symbolism. Visual components are items or symbols

appearing visually in an artwork.

Familiarity as an Anchor in Reality. Thirty-three artworks turn to familiar settings

(Section 4.5.3), human forms, and objects to develop comfort or conduct satirical critique.
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Thirteen pieces use imagery from familiar settings—for example, offices (A6, A40, A59) or
airports (A50)—showing how innocuous locations may be part of the surveillance apparatus
(see also Section 4.5.3).

Fifteen pieces include human forms both real (N=11) or digital (N=5), inviting the
viewer to relate to the subject or face the uncanny. Commonplace objects also play a role in
centering privacy experiences in daily life. Five pieces feature smartphones; three (A11, A13,
A30) display text messages on a phone in the piece and two (A6, A44) provide interaction on
a viewer’s device. Two pieces comment on the security from (A32) or embedded into (A20)
clothing. For example, Doringer’s The Hoodie (A32) uses Al-generated images of a hoodie
as commentary on how it might be the only counter-surveillance tactic an individual has at

their disposal (see Figure 4.3b).

Transforming the Abstract Digital into the Tactile Physical. Some artists translate
digital information into familiar tangible forms using materials that emulate touch, comfort,
and daily life. Five works use paper to ground digitized information in a more traditional
format, including printed screenshots of text messages (A6) and NSA documents (A55).
Two pieces (A33, A53) transform fleeting, intangible data into a permanent print form. For
example, a simple robotic arm in MSCHF’s Favesdropper (A53) writes out overheard words
of viewers in Sharpie (see Figure 4.3e), turning casual speech into an enduring artifact.
Three pieces (A7, A59, A70) embed digital information into textiles, such as cross-stitch
depicting surveillance footage (A70), a word cloud of common passwords sewn into a quilt
(A7), and carpet tiles with color patterns correlated with the frequency of email exchanges
(A59). Through these tactile materials, digital surveillance becomes something viewers can

literally feel—a reminder of how deeply it threads through daily life.

Cameras and Microphones. Twenty pieces include visuals of surveillance devices, draw-

ing attention to objects viewers may typically ignore due to familiarity. Cameras were visible
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in 17 pieces, types including eight bullet, five dome, two (A39, A49) web, two (A60, A67)
video, and a smartphone (A13). While some cameras are functional (see Section 4.5.4), cam-
eras in eight pieces are nonfunctional or are even presented in a novel medium—in photos
(A9), VR (A25), or marble sculpture (A12) (see Figure 4.3c). Though nonfunctional cameras
do not capture data, they imply observation and act as a proxy for surveillance. Some pieces
contain visible audio equipment to record (A22, A53) or play audio (N=5), including mi-
crophones (A22, A53), speakers (N=5), and megaphones (A3, A47). Together, these visual

cues of monitoring equipment evoke an atmosphere where observation feels ubiquitous.

Linguistic and auditory content. Many artists turn to language and sound to shape
how viewers engage with surveillance, with 35 works incorporating written or auditory com-
munication. Plaintext is an important component in 26 pieces, filling a role beyond sup-
plementary statements or descriptive text for the piece. For example, ten works use labels
for data visualizations, six provide additional context, and two (A33, A42) give instructions
(e.g., prompts in an app (A42)). In 13 pieces, plaintext even features as a central subject:
social media posts (A39, A45, A59), text messages (A6, All), transcripts (A16, A53), and
browser history (A33, A59). Fifteen pieces include music (N=9) or narration (N=7). Music
(N=9) may help set a mood (see Section 4.6.4). Robotic voices lend technology a voice in
four pieces for communication with viewers (A3, A5, A43) or for narration (Al). In contrast,
three pieces (A8, A62, A73) use human voices to highlight humanity behind technology. In
Coupe’s Sanctum (A73), a human voice narrates the text of an online post, mapping the

individual being viewed to a specific identity and age.

4.5.8  Privacy Concepts Explored in Art

We determined topics in privacy artworks by consulting artists’ statements and documen-

tation concerning the works. The most common topic (N=33) in our sampled dataset was
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organized surveillance of individuals, commonly in conjunction with resisting surveillance
(N=23). Other common topics include identity in context of privacy invasions (N=27), re-

lationship between public and private space (N=15), and exposure of personal data (N=9).

Organized Surveillance and Data Collection. Thirty-three pieces comment on orga-
nized surveillance by entities like governments or corporations, often portraying these forces
as intrusive, inequitable, or quietly omnipresent. Twenty-nine comment on pervasive govern-
ment and large-scale surveillance of citizens and the resulting power disparity. For example,
Luo’s If This Is a Global Surveillance Center (A23) accesses video feeds of public surveil-
lance cameras, equating control of data to “dominance over physical space” [170]. Other
works address government surveillance even more directly, such as the US National Security
Agency (NSA) (e.g., Ab5). Ten artworks focus on corporate-driven privacy invasions, with
three (A33, A71, A73) exploring data collection within specific companies like Facebook, il-
lustrating how private information can be mined within everyday platforms on which people

routinely rely.

Resisting surveillance. Twenty-three pieces additionally focus on resisting surveillance,
with 15 exposing surveillance and four offering direct interventions. Four pieces (A1, A17,
A24, A32) also explore this concept abstractly, such as repurposing surveillance equipment
to monitor air pollution instead of people (A24).

Fifteen pieces expose surveillance practices, which can point out omnipresent observa-
tion and encourage reflection on surveillance apathy. By revealing practices that often fade
into the background of daily life, artists encourage viewers to confront the extent to which
constant observation has become normalized. Six glamorize surveillance, drawing attention
to the practice by ornamentation or idolization (see Section 4.6.4, Figure 4.4a). Five pieces
expose existing CCTV cameras, showcasing the prevalence of surveillance in public settings,

with three (A35, A42, A46) exposing specific locations. In The Institute for Applied Auton-
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Figure 4.4: Examples of resisting surveillance in privacy art (see Section 4.5.3).

omy’s iSee (A35), CCTV cameras in New York City are collected on a map, so viewers can
identify and avoid their specific locations (see Figure 4.4b). Two pieces (A9, A23) explore
the prevalence of cameras ambiguous from location, such as repeated images of different
CCTV cameras in London (A9) (see Figure 4.2f). Five pieces expose government surveil-
lance tactics (A31, A36, A55) and the web of individuals behind these systems of control
(A36, A37, A58). Lavigne’s 3 Degrees of Separation (A37) uses a network graph to expose
individuals with surveillance skills publicly posted on LinkedIn. One piece (A66) exposes
the environmental cost of cookie tracking—an unseen expense of surveillance.

Beyond exposure, several artists imagine direct countermeasures. Four pieces (A2, A31,
A44, AT1) show direct interventions that could be used to hide from surveillance. Two (A31,
AT1) use obfuscation. In Elahi’s Citizen (A31), part of Tracking Transience (2003-Ongoing),
Elahi floods the FBI with mundane photos of his life (e.g., meals, toilets) to combat profiling
with radical transparency (see Figure 4.4c) [144, 78|. Differently, Grosser’s downloadable
tool GoRando (A71) obfuscates users’ reactions on Facebook by randomization. Two pieces
serve as proof of concept, showing inventive possibilities of directly combating surveillance:
Burtch’s Mic Jammer (A44) mutes phone microphones, and Harvey’s HyperFace (A2) cloak

tricks a specific facial recognition system (see Figure 4.2d).
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Privacy-Invading Technology, Algorithms, and Identity. Twenty-seven works cover
the interplay between personal identity and privacy invasions. Eleven pieces comment on
how algorithmic systems construct, distort, or conceal assumptions about who a person
is, revealing the gap between lived identity and computational shortcuts used to define it.
For example, Onuoha’s Classification.01 (A21) hides an algorithm and its calculations from
viewers, flagging viewers as “similar” through hidden sensors, pointing to opaque judgments
embedded in machine classification. Three pieces (A1, A31, A36) highlight profiling and
the use of assumptions about identity as an excuse to surveil marginalized groups, such as
Boundaoui’s documentary The Feeling of Being Watched (A36) exposing FBI tactics used

to surveil her Arab American community.

Relationship Between Public and Private Space. Similar to architectural litera-
ture [125, 138|, several works probe the shifting boundary between public and private spaces.
Eight use public infrastructure to spotlight or draw attention to surveillance of public spaces.
Three of these (A45, A46, A73) seamlessly integrate with existing public infrastructure, such
as glamorously decorating public surveillance cameras (A46) or projecting videos onto a
building (A73). Four pieces simulate more personal locations like homes (A41) or bedrooms
(A8, A29, A69) (see Figure 4.3a) to emphasize how normally safe, private spaces may still
be invaded. Although many works focus on physical spaces, four works (A39, A45, A52,
A59) explore how increased data collection blurs the line between public and private in the
digital space. Lowe’s You Saw Me? (A45) projects Facebook status updates on the side
of a building in a busy public area, highlighting how seemingly private or personal online

activity may be seen by unexpected viewers.
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4.5.4  Subjects of Privacy Invasion

Artists play with different collection sources and subjects of privacy invasions (the public, the
artist, and the viewer). Pieces collect data through a variety of channels, including cameras
(N=17), public datasets (N=10), tech-mediated communication! (N=10), microphones (A8,

A16, A53), and a viewer’s personal device (AG).

Invading Privacy of the Public (Aggregated and Individual). Seventeen pieces fo-
cus on invading the privacy of the aggregated public, showing the limitations of privacy in
any number of private spaces (both physically and digitally). Twelve pieces draw on pub-
lic datasets, including publicly available city datasets (A24, A34, A54, A66) (e.g., traffic),
location data (A24, A35, Ab4), social media posts (A39, A73), and leaked passwords (AT).
Similarly, four (A23, A38, A68, A70) works aggregate and obscure (such as through gen-
erative Al (A38)) camera footage of the unknowing public. Giasson’s VOX (A16) features
secretly-overheard conversations transcribed onto transparent panels; this aggregated data
gives little insight into the subjects’ identities. These works illuminate how anonymity in
masses can be less secure than it appears, revealing structural vulnerabilities that affect
populations rather than isolated individuals.

While 17 pieces focus on the public in aggregated format, six focus on public individuals.
Three (A15, A39, A67) highlight specific individuals, which may show how publicly accessible
information can be used against any person. For example, Riekstins’s Back to the Light (A15)
restores deleted files from secondhand hard drives, showing that data persists on physical
devices. Two works (A37, A58) focus on individuals’ part of the surveillance apparatus
(see Section 4.5.3). Hovers’s The Right to be Forgotten (A18) uniquely focuses on a very
specific subject, the first man to successfully claim his “Right to be Forgotten” in Europe.

Hovers creates a series of multimedia images based on a digitally accessible image of the

1. Tech-mediated communication may include SMS (A6, A1l, A30), browsing history (A33, A59), or
social media (A39, A71, A73).
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man, illustrating that one can have a digital footprint despite attempting to erase it. Using
specific individuals’ data demonstrates that breaches of privacy are not abstract phenomena,

but direct incursions into real lives and identities.

Invading the Personal Privacy of Artists and Performers. Artists may invade the
privacy of themselves (N=11), performers (A4, A10, A27), or study participants (A44) to
act as a viewer proxy, showcasing intimate privacy invasions.

In 11 pieces, artists invade their own privacy in a more intrusive way than they could that
of a viewer. Six pieces display artists’ personal data. Two (A59, A64) contrast dense and
specific data displayed in different formats, showing how small segments of data can be more
personal. Mattes and Mattes’s My Little Big Data (A59) shares over 13 years of the artists’
digital information in a video essay and installation with data visualizations and schematics
of their apartments (see Figure 4.2g). In contrast, Goni’s Deletion Process (A33) presents
the artist’s search queries one at a time, which may showcase the information derived from
even a small piece of data. Three pieces (A4, A10, A44) transform a viewer’s perception of
“normal” observational contexts (e.g., performances) into surveillance with computer vision

(A10) and other means.

Invading the Privacy of the Viewer. Sixteen pieces invade the viewer’s privacy non-
consensually. By viewing or experiencing the artwork, viewers inherently become part of the
piece. This can potentially draw a stronger, more personal reaction, as the act of experiencing
the piece becomes inseparable from the experience of being observed. Viewers’ data is
typically collected through cameras (N=13); two works employ (A8, A53) microphones (see
Figure 4.3e). Six pieces process video data before it is displayed to the viewer, three (A21,
A57, A67) use computer vision visuals (see Section 4.6.2), and one converts video data into
a different medium (A3). For example, in Depoorter’s Surveillance Speaker (A3), a camera

captures gallery visitors’ actions, which are run through a computer vision algorithm and
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multiple cropped photographs  more private and less private = composite, unidentifiable face [231,
[32]. (©Viktoria Binschtok spaces [299] (©Anna Adahl 175]. (©Kristine Madjare

Figure 4.5: Different mechanisms for directing gaze including collage, lighting, and composite
(see Section 4.6.1).

narrated out loud with a robotic voice (see Fig 4.2¢). Two (A49, A73) pieces simply present
the viewer with a video of themselves without modification, emphasizing the immediate
feeling of being observed. Using the viewer as a data source forces them to confront how easily
their personal behaviors, movements, and voices can be captured, analyzed, and displayed,

transforming passive observation into a deeply personal experience.

4.6 Results: Mechanisms to Present Components

In this section, we provide an overview of mechanisms used to showcase the topics pre-
sented in Section 4.5. We examine how artworks influence the viewer’s gaze (Section 4.6.1)
and control the viewer’s perspective (Section 4.6.2), concluding with viewer interaction (Sec-

tion 4.6.3). Finally, we examine various tonal portrayals of privacy violations in Section 4.6.4.

4.6.1 Directing Viewer Attention

Artworks can direct attention toward important elements through techniques of emphasis
but also reveal elements through techniques of obscurement. Common techniques include

lighting, collages, or even obscuring information.
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Alerting Viewers at the Moment of Privacy Invasion. Three pieces (A39, A42,
A56) alert viewers to an invasion of privacy the moment it happens. By providing real-
time notifications, these works may show the frequency of surveillance and allow viewers
the opportunity to recognize and potentially avoid future intrusions. Blinder’s Dark Side
of the Prism (Ab56), a downloadable tool, plays a snippet of Pink Floyd’s Dark Side of the
Moon? each time the NSA’s PRISM? invades a user’s privacy. Wunderling’s Audience (A39)
displays a public image from Flickr and takes a photo of the viewer, then immediately notifies
the owner of the public image that it has been viewed by commenting a blurred version of
the viewer’s photo on the image. The viewer in turn sees the publicly posted comment.
In-the-moment alerts expose the immediacy of privacy invasions while prompting viewers to

consider their own vulnerability.

Exposing Those Surveilled and Surveillance with Lighting. Eight pieces use lighting
to indicate surveillance and direct viewer attention. Lighting can be an analogy for visibility,
paralleling the implied spotlight of being under surveillance. Five pieces use lights to direct
viewer attention to a specific area of a piece, where two (A4, A25) highlight surveilled
subjects. In Huang’s The Eye and I (A25), a central lighthouse emits a rotating spotlight,
illuminating cells within a VR panopticon. Two pieces use light to indicate that surveillance
devices are active (A21, A57), such as a subtle white bounding box framing the viewer’s face
in a mirror (A57). Instead of using light to explicitly direct a viewer’s attention, Adahl’s The
Ezhibited (A4) uses contrasting bright and dark spaces where performers can move between

to “escape” the spotlight, though they remain visible in every location (see Figure 4.5b).

2. The iconic album cover of Pink Floyd’s Dark Side of the Moon (1973) prominently features a triangular
prism on a black background.

3. PRISM is an online surveillance program run by the US NSA that collects user data from websites and
services like YouTube, Facebook, and Yahoo, among others.
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Showing Connections and Scope with Collages of Information. Twenty-seven pieces
use a collage effect for display. In these pieces, viewer attention is directed to multiple visual
components (e.g., images, videos), which may show the vastness of surveillance and data
collection. Six pieces showcase still images in grids (see Figure 4.5a), ranging from photos of
surveillance cameras (A9) to objects (e.g., food, toilets) from an artist’s personal life (A31),
both exposing and obfuscating surveillance. Five pieces display video surveillance footage
in grids, showcasing the vast amount of data collected by CCTVs. Two pieces use grids to
display non-photographic content such as identification (A48) and leaked government docu-
ments (Ab5). One (A7) uses overlapping collage to display a colorful word cloud of common

passwords.

Obscuring Information with Composite. Six pieces used composites i.e., combinations
of multiple overlaid images that create a new image. Using composites could illustrate
how a specific individual can be lost when part of an aggregate. Over 1,000 individuals’
faces are obscured in Riekstins’s Back to the Light (A15) as they are overlaid on top of
one another, making a single hazy and unidentifiable face (see Figure 4.5¢). Similarly,
Tarar’s Landsat. Earth (A26) showcases low-resolution images of earth for monitoring of the
atmosphere stitched together. Though this technology is part of the surveillance apparatus,

in this form it is unable to be used for the direct surveillance of individuals.

4.6.2  Viewer Perspective

The relationship between observer and subject is a common theme in privacy art [285, 199,
41]. Attention drawn to surveillance may be fetishistic in nature (A46, A47). In Vermeer’s
A Girl Reading a Letter by an Open Window, the viewer peers into a young woman’s private
moment (featuring symbolic elements such as window blinds thrown open, suggesting an

affair) [274] (see Figure 4.6a). In other cases, the viewer is the subject of a voyeuristic
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(a) Johannes Vermeer's
A Girl Reading a Let-
ter [cropped] shows a
voyeuristic  perspective
[282, 274, 62].

(©Hans Peter Klut/Elke
Estel?

(b) James Coupe’s Sanc-
tum shows the viewers

looking up at the cam-
era POV from the devices
that surveil them [60].
(©James Coupe

(c) Trevor Paglen's video
Image Operations visu-
alizes computer vision
through bounding boxes
with correct and incorrect
labels [215]. (©)Trevor Pa-
glen

(d) Bjérn Schiilke’s Drone
#4 looms above viewers
in the gallery, who must
look up to see the hanging
sculpture [241]. (©Bjorn
Schiilke

Figure 4.6: Examples of different viewer perspectives in privacy art (see Section 4.6.2).

gaze—watched by a giant eye (A25) or being in a space with large windows leaving nowhere
to hide (A69). In two (A4, A8) pieces, viewers are both the observer and the observed.
In Adahl’s The Ezhibited (A4), the performers watch back, inspired by historical “Human
Zools|” [299]. In Ghani’s Security Blanket (A8), initial viewers whisper secrets into a wall;

future viewers listen.

Camera POV. Thirteen pieces used a camera point of view (POV), immersing viewers
in the perspective of surveillance (see Figures 4.6b— 4.6¢). Ten pieces specifically focus on
surveillance systems which look down on subjects from a bird’s-eye-view, allowing viewers
to explore what surveillance cameras “see” and feel the inescapability of being in view (see
Figure 4.6b). This POV is commonly (N=11) displayed as videos on monitors such as flat
screen televisions (A39, A50, A73), cathode ray-style televisions (A14, A15 A60), CCTVs
(A29, AGT7), or computer monitors (A49). Uniquely, Leclercq’s Embroidered Surveillance
(A70) displays “1/24 second” stills of surveillance footage in cross-stitch, creating a frozen,
permanent contrast to the fleeting nature of a moment. Six pieces make use of livestream
video, with three (A14, A49, A73) directly surveilling the viewer (see Section 4.5.4) and one
(A67) surveilling members of the public nearby. Viewers hold the objectifying gaze of the
surveillant and may question their role in systems of observation.
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Visualizing AI. Seven pieces use a camera POV in conjunction with bounding boxes and
image distortion to display how cameras “see” with Al and computer vision. Five works
use bounding boxes to outline faces (A2, A10, A57, A61) or bodies (A67) and two (A2,
A10) comment on possible facial recognition errors (see Figure 4.6b), drawing attention to
the assumptions embedded in algorithms. Two pieces (A32, A38) feature morphed bodies
and environments as a result of small datasets being fed into a GAN (generative adversarial
network) (see Figure 4.3b), creating an eerie stitching of images. These visualizations reveal

the interpretive power and the potential misjudgments inherent in Al-driven surveillance.

Surveillance Infrastructure Looms Above Viewers. Seven works situate surveillance
tools looming over viewers, such that they must physically look up to experience the work
(N=6). A looming perspective can imply observation and allude to tools of surveillance
being beyond reach or control. Three pieces (A3, A5, A22) are displayed above a viewer in
a gallery setting, two of which hang from the ceiling (A5, A22). Schiilke’s Drone #/ (A22)
is a monochrome conglomerate of surveillance equipment hung by a string above viewers,
with parts swooping downwards (see Figure 4.6d). Two pieces (A45, Ab4) are projected
onto skyscrapers, potentially reinforcing the idea that surveillance towers over everyday life.
Differently, Bridle’s Every CCTV Camera (A9) features photos of surveillance cameras shot

from a worm’s-eye-view (see Figure 4.2f).

4.6.3  Viewer Agency and Interactivity

In 16 pieces, viewers are active agents rather than passive subjects, which may create a
more visceral experience of surveilling and being surveilled. Viewers can interact without
being surveilled (N=10), as a countersurveillance intervention (A35, A42, A56, A71) (see

also Section 4.5.3 ), or under surveillance (A6, A8, Al4, A60).

4. Gemaldegalerie Alte Meister, Staatliche Kunstsammlungen Dresden
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(a) Zoomed-out view showing a map of LA and weather  (b) Zoomed in with coordinates and digital data trans-
data [10]. port [10].

Figure 4.7: Refik Anadol’s Convergence LA (web-version) viewers explore a map of LA by
zooming from natural (Figure 4.7a) to digital (Figure 4.7b) data [10]. (©)Refik Anadol

7

Viewer Exploration in Absence of Being Surveilled. Eight works let viewers directly
explore the piece with the agency of the surveillant, making decisions on interpreting and
scaling the presented data. This shifts the viewer from passive subject to active participant
of the surveillance apparatus, highlighting the mechanics of surveillance and the potential for
control or resistance. Five include web-based interactive data visualizations. Anadol’s web
version of Convergence LA (Ab4) allows viewers to directly interact with scale by zooming in
and out from a typographic map of Los Angeles into a “molecular” level of data transfer (see
Figure 4.7). Differently, other works offer tools designed to counteract surveillance rather
than replicate it: two pieces (A56, A71) are downloadable tools to combat surveillance online
through alerts and obfuscation. In Vasiliev’'s Netless2 (A17), viewers may engage with the
work (which details a new data transfer system) by sending messages through a network

integrated into a model train system (see Figure 4.8).

Compulsory Participation. Viewers who are observed (N=9) (see Section 4.5.4) have
some agency to move out of view of the camera or remain in silence to avoid recording,
but they have still been surveilled. Works that force viewer participation highlight the

tension between agency and surveillance, showing that seemingly innocuous participation
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Figure 4.8: Danja Vasiliev’s Netless2 allows viewers to interactively send secure messages
through a model train [280]. (C)Danja Vasiliev

can serve the surveillance apparatus. Two pieces directly ask for viewer participation—Ilike
telling a secret (A8)—or texting a viewer’s device with an action—Ilike “I left you something
on the printer” (A6). In these cases, information is taken from a viewer (e.g., secret, cell
information). Sometimes, the interaction control is more subtle, e.g., viewer distance (A14,

A39, A60), where a video of a dog barks louder as the viewer approaches (A60).

Info Withheld About Surveillance. Six pieces have information deliberately censored,
which could make a statement on the limited information available about the everyday
surveillance apparatus. Viewers are directed to consider what is absent as much as what is
present, prompting reflection on the unseen forces that shape observation. Two pieces (A21,
AB7) use hidden cameras and indirectly show the viewer the outcome of the observation.
Information may also be withheld by censoring or caricaturing dataset contents. Treister’s
Camouflage (Ab5) obscures segments of leaked NSA documents concerning surveillance and
data mining with geometric paintings mimicking shapes in the documents, warping their

original meanings. These works reveal the gaps of information between the subject and
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(a)  Ann-Sofi  Sidén’s
Sticky  Floors  frames
a mundane tone by

showing daily surveillance
footage at a pub [251].
(©Ann-Sofi Sidén

(b) Egor Kraft's Twelve
Nodes presents proposed
Fair Data rules on marble
blocks in a serious, formal
tone [154].

(©Egor Kraft

(c) Hsin-Chien Huang's
The Eye and | creates
unsettling VR panopti-
con with the eye and sur-
rounding cells [134].
(©Hsin-Chien Huang

(d)  Fabiola  Larios's
Surveillance Cutie adds
fun to surveillance with
pink bedazzled vintage
TVs [159].

(©Fabiola Larios

Figure 4.9: Examples of pieces that feature different ambiances such as mundane, formal,
unsettling, and fun (see Section 4.6.4).

surveillant inherent in surveillance. What is purposefully hidden can be as revealing about

power and control as the data that is openly displayed.

4.6.4 Ambiance

What is shown, and how it is shown, contribute to the atmosphere of a piece and the viewer’s
emotional response to it. In our sample set, we found four common tones to privacy invasions:

mundane, overly formal, unsettling, or fun.

Mundanity of Surveillance. In seven pieces, surveillance blends into ordinary settings
such that it becomes seemingly uneventful, normalized, or overlooked. Ghani’s Security
Blanket (A8) recreates the setting of a cozy childhood bedroom in soft, neutral colors where
visitors whisper secrets into a hidden wall, recorded without their knowledge. Its success
collecting intimate, private answers from viewers demonstrates how the nostalgic comfort and
security of childhood may lower people’s defenses against surveillance and privacy invasion.
Three pieces (A68, A69, A70) comment on the existing surveillance infrastructure. Three
(A4, A31, 68) use mundane contents as the data subject. For example, Sidén’s Sticky Floors

(A68) documents the full daily cycle of a pub through its own security cameras, making

constant observation feel like part of the venue’s natural rhythm (Figure 4.9a).
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Ostentatious Formality. Ten artworks are framed as serious or formal to emulate and
critique formal structures of power. Three pieces (A11l, A18, A55) feature framed images
of text messages (A11), images (A18), and government documents (A11l, A18) to emphasize
their importance and subvert expectations about what belongs in a frame. Two pieces (A12,
Ab51) use marble to mimic the formality of government regulation. For example, Kraft’s
Twelve Nodes (A51) uses marble as a backdrop to display imagined rules for protecting
privacy; the choice draws on marble’s legacy in the first written legal code of ancient Rome,
imbuing the proposed rules with stately significance [154] (see Figure 4.9b). Ai’s Surveillance
Camera (A12) monumentalizes surveillance: a marble CCTV camera as an anti-monument,
the material drawing on cultural traditions of commemoration and past political symbols to

emphasize the longevity of government surveillance [4] (see Figure 4.3c).

Unsettling Invasions of Privacy. Eighteen pieces induce viewer anxiety about privacy
invasions. Six pieces convey the constant, inescapable sense of surveillance, similar to the
“Panopticon” [27] (see Figure 4.9c). Four pieces (A25, A38, A43, A72) describe eerie and
dystopian futures of technological control and surveillance. Other works may induce dis-
orientation (A5, Al4, A38, A49). Nauman’s Live-Taped Video Corridor (Al4) confronts
visitors with an unsettling split image: the viewer’s live reflection shrinking away in one
monitor and complete absence in the other.

Thirteen pieces feature exposed wires or raw components, and seven pieces feature in-
dustrial styling (e.g., concrete, exposed pipes). These visual styles may emphasize intrusions
of technology into private life. For example, Scher’s Papa Bed (A29) has a mass of wiring
and technology sprawling around a plain bedframe. Eleven pieces distort familiar objects
into uncanny new forms. Six pieces include modified human visuals such as digital avatars
(A1, A25), Al-distorted figures (A32, A38), or blocky facial features to trick Al (A2). Digi-
tal representations draw on both familiarity and a sense of detachment, creating a sense of

tension for the viewer.
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Making Privacy Violations Fun. Sixteen artworks created fun or playful atmospheres
for the viewer, potentially for engagement or as juxtaposition to the underlying privacy
violation messaging. For example, in Larios’s Surveillance Cutie (A49), pink reflective foil
and warm colors create a bubbly, cutesy tone, in contrast to the stark message of control
under surveillance (see Figure 4.9d). Five pieces also use familiar music. Some music acts
as jokes: for example, Stevie Wonder’s I Just Called to Say I Love You plays during a
mysterious phone call to viewers’ phones (A6). Six pieces make surveillance glamorous.
This can sometimes be literal, with four pieces (A34, A46, A47, A49) decorating or idealizing
surveillance infrastructure. Walker both glamorizes and fetishizes surveillance in Peepshow
(A47), where anthropomorphic robots with security cameras for heads perform a pole dancing
routine in a club setting (see Figure 4.4a). The viewer is enticed to stare at the display; they
then confront the visual of the surveillance camera as it stares back.

Ten works are framed as humorous or satirical. In five pieces, the surveillance apparatus
itself is parodied. For example, Bunting’s The Status Project (A72) does a satirical take
of the class system to comment on surveillance and the power of corporations (classified as
artificial humans). Five pieces use exaggerated, over-the-top humor. While this technique
may underscore absurdities of surveillance systems (A6, A27, A42), some pieces highlighted
fatuous measures to protect personal security in a highly surveilled world (A1, A20). For
example, Mann’s EXISTech (A20) promotes merchandise such as bags and bras retrofitted
with large security cameras designed to deter crime. Two pieces create parodies of existing
media (A1, A28). For example, Steyerl’s How Not to Be Seen (A1) is a satirical documentary
based on a Monty Python skit® describing silly ways to avoid detection, such as “being female

and over fifty” [265].

5. Monty Python is a comedy troupe formed in Britain in the 1960s that was known for their absurdist
television sketches.
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4.7 Discussion

In this chapter, we have presented a robust analysis of 73 privacy artworks, revealing a
vast and diverse ecosystem of communication strategies that stand in stark contrast to the
standardized, often ineffective interfaces of usable privacy research. By moving beyond the
narrow scope of individual case studies to examine a large-scale corpus, we have identified a
rich “sensory vocabulary” that artists have developed over centuries to make the invisible me-
chanics of surveillance tangible, emotional, and immediate. Privacy art transforms abstract
data flows into physical objects, turns passive viewers into active subjects, and leverages a
spectrum of human affect—from the mundane to the unsettling—to force a confrontation
with the reality of privacy invasions.

The analysis underscores a critical gap in current privacy communication: while digital
interfaces strive for cognitive clarity and regulatory compliance, they often fail to generate
the emotional resonance necessary for genuine engagement. In contrast, the artworks in
our database succeed by embracing ambiguity, materiality, and narrative. They do not
shy away from “creepiness” or discomfort; instead, they leverage these feelings to break
through viewer apathy. Whether through the tactile weight of a data-weaved quilt (A7), the
disorienting perspective of a looming drone (A22), or the shock of seeing one’s conversations
displayed publicly and permanently (A53), these works prove that the most effective way to
communicate privacy is not through better text, but through better experience.

From this expansive landscape, we have distilled four specific mechanisms that hold the
highest potential for translation into functional privacy systems: materiality, creepiness (af-
fect), storytelling, and data source (the viewer’s or another individual’s). These were not
selected for their frequency, but for their capacity to address gaps in current interfaces. Ma-
teriality offers a way to ground the ephemeral nature of digital consent in physical reality;
creepiness provides a mechanism to disrupt the banality of surveillance through productive

discomfort; storytelling contextualizes raw data within human narratives to make it intelli-
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gible and memorable; and the choice of data source bridges the gap between abstract policy
and lived experience by making the user the immediate subject of the visualization.

While the full scope of privacy art is too broad to implement directly in mass-market
systems, these specific vectors offer a focused framework for designing a new generation of
privacy communication. They suggest a path where the goal is not to turn privacy policies
into art, but to borrow the disruptive strategies of the art world to make privacy commu-
nication truly human. Now, we can explore how these mechanisms can be operationalized
in a functional artifact, testing whether the provocation of the gallery can be successfully
translated into the utility of the interface. With lessons learned from artists, we can then
design systems in computer science contexts that do not just tell users what is happening,

but make them feel it and reflect on privacy in their own lives.
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CHAPTER 5
INTEGRATING ARTISTIC MECHANISMS INTO EXISTING
PRIVACY COMMUNICATION METHODS

This chapter presents a workshop-style position paper that proposes a novel research study
and artifact design rather than reporting on completed experimental results. Building di-
rectly on the findings of Chapter 4, this work outlines a theoretical framework and a concrete
study protocol for integrating artistic mechanisms into functional privacy communication.
While the study described herein has not yet been executed, the chapter serves as a rigorous
proposal for future work, inviting critical feedback on the feasibility, ethics, and potential

impact of translating artistic provocation into usable privacy tools.

5.1 Motivation

Privacy communication in digital systems is predominantly handled through standardized
interfaces, such as banner-based notices and modal dialogs. While these mechanisms provide
transparency and regulatory compliance, they are frequently routine and low-engagement in-
teractions, encouraging habituation and limiting users’ attention to how their data is used.
In contrast, artistic practice has long explored how to communicate complex, sensitive topics
through provocation. In Chapter 4, we examined this space through a large-scale qualitative
analysis of artworks engaging with privacy and surveillance. However, while this work sur-
faces a robust set of design implications, it remains unclear how such strategies compare to
conventional privacy communication mechanisms in shaping user perception and experience.

To investigate this avenue further, we take a selection of mechanisms and methods artists
use and design a privacy communication method using these practices. For example, we look
at transforming digital abstractions into physical material, invading the privacy of the public

and the viewer, and setting an unsettling tone through aesthetic and data interpretation.
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In this chapter, we propose a between-subjects study to examine the effects of aug-
menting a traditional privacy communication method, a digital pop-up banner, with artistic
mechanisms drawn from our prior study (Chapter 4). Participants will either encounter a
text-based pop-up containing personal data and inferences drawn from it, or they will inter-
act with a plant-like material artifact that displays the data in unsettling ways. Materiality
and affective tone (in particular, creepiness) are the primary mechanisms in the presentation
of these two modes of communication.

Further, we explore the perception of data ownership in a simulated privacy invasion:
participants will experience the communications over time starting with either interpretations
of their own data or of synthetic data, intending to compare how participants react to
violation of their own privacy versus that of others. This again draws on ideas from our
previous analysis, where artists often use data from the public or even artwork viewers to
tell stories about privacy.

We anticipate that interacting with a physical artifact will persuade users to reflect deeper
on privacy as opposed to the experience of viewing a banner pop-up. In particular, the
material plant-like design will spur interaction, and the nature of the inferences and creepy
aesthetics will provoke a stronger affective response. Using personal data will center the
user in the simulated privacy invasion; by juxtaposing the discomfort of “seeing something
forbidden” with the realization of “this is my data,” this may provoke a stronger response to
the perceived invasion of privacy. By centering the user in the simulated invasion through
the use of personal data, we aim to demonstrate that artistic mechanisms can effectively
disrupt the apathy often associated with standard privacy notices, turning passive observers

into active participants within their own privacy paradigm.
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5.2 Related Work

Drawing from our prior work, we investigate concepts relevant to enhancing privacy com-
munications and employing artistic mechanisms to communicate privacy concepts. More
specifically, we pull on the mechanisms of unsettling tones, visitor- or user-centric roles, and
tactile media. Related research has been conducted in persuasive technology and storytelling
in design, discomfort as a mechanism for provoking speculative reasoning, and physical media

as a vessel for persuasive technology.

5.2.1 Persuasive Technology

Persuasive technology is technology designed to change a user’s attitudes or behavior through
interactivity [88]. Persuasive technology can significantly enhance users’ security and pri-
vacy awareness, and it can be used to develop proactive, customized security awareness
systems following persuasive strategies, such as including facilitated steps for enhancing se-
curity, short knowledge tests, or real-world security stories [25]. The space of persuasive
technology applied to privacy and security topics is mostly application-based, though other
privacy-enhancing methods use similar persuasive tactics, such as gamification. For example,
Ganesh et al. use games designed to encourage privacy-enhancing behavior in the context of
mobile phone usage [95, 94, 93]. They aim to improve users’ awareness of mobile security
issues and engage them actively with material that increases users’ self-efficacy in privacy
behaviors. While persuasive technology can be used for good, there are ethical concerns for
more potential deception and distortion of user agency [88, 26, 112]|. Dark patterns, manipu-
lative design practices intended to make users take specific actions without full knowledge or
autonomy [112], can lead to privacy issues, addiction, or financial and emotional harm [26].
In contrast to intentionally creepy design, these often deliberately obfuscate information and
creepy features, removing user agency in favor of the designer. We aim to provoke par-

ticipants into reflecting on privacy topics, perhaps exposing dark patterns or highlighting
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data practices previously unknown to viewers. In contrast to other methods, we will ex-
amine the role of artistic mechanisms specifically in communicating messages encouraging

privacy-preserving behaviors.

5.2.2  Narrative and Storytelling in HCI

Several studies have explored narrative- or story-based design methodologies to enhance user
engagement and address broader societal issues in a privacy context. Some works highlight
how speculative narrative approaches and scenarios can help designers and users understand
and address larger societal concerns [64, 105]. For example, de Almeida and Rafael use
speculative design and storytelling to critique data colonialism in Brazil, highlighting the
sociopolitical implications of datafication [64]. There are also efforts to use visual storytelling
to improve communication between users and designers [163, 115]. With users playing an
essential role in real-world applications of technology, researchers must explore the narrative
role of users and their hypothetical representations during design [206, 34]. User-centric
approaches advocate for more nuanced user characterization in scenarios and humanizing
scenario characters with more realistic backgrounds [206]. We will draw on the concept of
user-centric storytelling to enhance our implementation with the context of data ownership,

giving the participant a more active and immersive role.

5.2.3  Creepiness by Design

Researchers have leveraged feelings of discomfort to examine the phenomenon of “creepiness”
in design, exploring social norms and their violations in conjunction with emergent technol-
ogy |271, 158]. Technologies with creepiness as an intentional design or storytelling feature
can help researchers uncover unseen impacts of innovative technologies through a societal
and ethical lens [226, 233]. Researchers use creepy features to foster discussion and investi-

gate nuanced interpretations about privacy and security (249, 230, 233|, a springboard for
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ethical design [264], and giving users a more active role in the design process [249, 264, 190].
Differently, Pierce uses speculation on how smart home cameras may be used outside of
the design process as a creepiness factor to define design concepts for understanding both
current and future social and ethical issues with smart technologies [221]. The presented
frameworks include data leakage, obtuse or opaque data usage information, and sneaky new
features that users did not originally ask for. Considering these concepts abstractly as creepy
can help inform design and critical thinking about other similar technologies, making users
more aware of potential privacy violations on other platforms. While we also examine the
design potential of discomfort and unsettling features as mechanisms, we focus on the spe-
cific mechanisms that contribute to an unsettling affect and how they may be employed

specifically for communication rather than speculation.

5.2.4  Materiality and Tangible Interfaces

Materiality in HCI examines tangible properties of interactive systems and how they shape
user experiences. Tangible user interfaces (TUISs) operationalize materiality by using physi-
cal objects to represent and manipulate digital information [137, 278]. Rather than viewing
interfaces as purely digital, materiality emphasizes hybrid contexts, where physical and dig-
ital elements intertwine to create new forms of expressive interaction and ground abstract
digital concepts in reality [113, 142, 143]. A number of HCI researchers have explored trans-
lating digital activity into physical material [132, 100, 165, 139], sometimes in the context of
persuasive technology. For example, Sathya and Nakagaki create a system that prints phys-
ical paper receipts detailing YouTube activity and watchtime duration to encourage users
to take control of their time management and break addictive watch cycles [237]. Together,
materiality and TUIs frame physical form as an active participant in interaction design,
where digital meaning emerges through engagement with the tangible world. With many of

the artworks we encountered in our study, interaction played a role in user immersion and

107



artist expression; we aim to extract the mechanisms used in physically interactive or tactile

works to enhance communication in a privacy-specific context.

5.3 Methods

We present a between-subjects study comparing a conventional privacy communication in-
terface with an artistic, materially grounded alternative. The study investigates how rep-
resentational modality and data ownership affects users’ perceptions of personal data use,

agency, and affective response, particularly perceived “creepiness.”

5.3.1 Study Design

Participants are randomly assigned to one of two conditions: (1) a pop-up-banner-style
interface (baseline condition), or (2) a plant-emulating physical artifact system (artistic con-
dition). Participants complete short interaction sessions over time in which behavioral data
is collected unobtrusively. In the baseline condition, participants immediately view and re-
spond to the privacy banner. In the artistic condition, participants observe the accumulation
of data being translated into material change and interact with the system via a watering
action that triggers state updates in the plant artifact.

Within each condition, participants are further assigned to one of two sequences designed
to probe expectations related to data ownership. In sequence (a), participants first encounter
their own data, unexpectedly followed by synthetic data presented as belonging to another
individual. In sequence (b), participants are initially exposed to synthetic data framed as

another person’s, followed by an unexpected reveal of their own data.

Data Collection. The system captures highly specific behavioral and contextual data,
recognizable to participants as their own, but collected locally to ensure that raw data

remains inaccessible to researchers. All data is collected with participant consent.
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During each session, the system records fine-grained interaction signals, including:

e cursor movement and click coordinates,

scrolling behavior,

keystroke timing (excluding content), and

e action sequences and dwell times.

To increase personalization, the system also incorporates coarse-grained browsing activity,
such as:
e domain-level website visits,

e visit frequency and recency within the session, and

e derived groupings (e.g., news, social media, shopping).

To limit sensitivity, page content, query parameters, and user-entered data are neither

captured nor stored, and all raw data is processed locally on the participant’s device.

Data Representation. A mock-up of each condition can be seen in Figure 5.1.

In the baseline condition, participants interact with a conventional privacy banner inter-
face modeled on standard consent dialogs. Data is presented starting with general statistics
like click counts or activity categories, becoming increasingly fine-grained and specific with
items like domain names, cursor paths, and timestamps. This allows participants to begin
recognizing their own data, as well as hone their awareness of data collection. Interface
controls (e.g., accept/decline) mirror familiar interaction patterns to ground the experience
in existing privacy communication conventions.

In the artistic condition, participants engage with a physical, plant-like artifact that
materially manifests data over time. To create an uncanny or unsettling affect, the plant
would be gnarled and twisted, with eyes instead of flowers to evoke the feeling of being
watched. Winding roots, audio, and LED cues as peripherals also contribute to its form.

The artifact translates data into changes in form, movement, and structure. Data di-

mensions can be mapped to artifact properties, such as:
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Activity level: eye aperture

e Browsing categories: different iris colors

Sites visited: text-to-speech whispers

Keystroke timing: LED veins pulsing at typing rate

Cursor path: approximated by a winding root

To avoid misinterpretation of changes in data profile as system error, all outputs are
framed as belonging to a specific data profile (e.g., “Alice: user 1”7 or “unknown user 1”).
Synthetic datasets are designed to include distinct but coherent behavioral patterns, includ-
ing consistent category distributions and data structure. Transitions between datasets are
implemented as legible state changes with profile labels, reinforcing the interpretation of a
change in data source rather than a system malfunction. While we would ideally use real, do-
nated behavioral data to maximize ecological validity, this presents significant logistical and
ethical barriers. Furthermore, managing real, potentially sensitive, data introduces a sub-
stantial liability and privacy risk. Thus, we will aim to use rigorously constructed synthetic

data, balancing realism with user safety.

5.3.2  Participant Data Collection

To evaluate how effective the artistic intervention is relative to the baseline digital pop-up,
we capture participants’ cognitive, affective, and behavioral responses.

Following each interaction session, participants complete a short survey on a Likert
scale, adapted from privacy scales such as the Internet Users’ Information Privacy Concerns
(IUIPC) [178] or Value of Other People’s Privacy (VOPP)[123|. This includes statements on
perceived creepiness and intrusiveness, alongside a measure of sense of agency to determine if
the user felt in control of the data. Complementing these self-reports, we log behavioral met-
rics as indicators of engagement, such as interaction latency (time spent viewing the interface
before acting) and interaction frequency (e.g., “watering” action count). These quantitative

data provide insight as to which dimensions of the experience users interact with.
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Following the final session, participants engage in semi-structured interviews focused on
their interpretation of the artifact’s material changes and the moment of transition between
synthetic and personal data. We ask participants to reflect on their experience, if any
portions of the design impact their perception of privacy or data control. These qualitative
insights can give more information on what specifically influenced participants’ behaviors,
as well as which mechanisms impacted them the most.

Since our study contains potential stressors (5.4.1), we include a debriefing session to
ensure participant well-being after the experience. We explicitly clarify the nature of the
data (e.g., regarding synthetic data), contextualize the study’s research goals, and provide

resources for any lingering discomfort.

5.4 Discussion and Conclusions

As we move toward the execution of this study, we anticipate shifting the user’s engage-
ment from passive consent to active, affective reflection. We hypothesize that the baseline
condition (the digital banner) will likely result in “banner blindness” observed in prior liter-
ature, where users rapidly dismiss the notification without processing the data. In contrast,
the artistic condition leverages materiality to force reflection. The physical presence of the
plant-like artifact, coupled with the deliberate “watering” interaction required to trigger state
updates, creates an interruption that breaks the habitual flow of browsing.

We further anticipate that mapping users’ behavioral data to the plant’s behavior will
generate a stronger affective response, specifically the feeling of “creepiness” or discomfort.
By translating abstract metrics like cursor paths and keystroke timing into things like eye
distortions, pulsing LED veins, and whispered audio cues, the system makes the invisible
machinery of surveillance tangible and visceral. We expect participants in the artistic con-
dition to report higher levels of privacy reflection, not necessarily because they understood

the data better, but because they felt the intrusion more acutely. The gnarled aesthetic and
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the substitution of flowers with watching eyes are intended to evoke a strong discomfort that
lingers after the interaction ends, challenging the standard of bland, informational interfaces.

We hypothesize that the transition between synthetic data (framed as another person’s)
and real, personal data will serve as a pivotal moment of revelation. This unexpected reveal
is designed to center the user in the simulated invasion, transforming them from a detached
observer of a stranger’s privacy violation into the direct subject of the surveillance, or from
the subject of surveillance to the surveillant in power. This shift will demonstrate that artistic
mechanisms concerning data ownership and subjects can effectively disrupt the apathy often
associated with standard privacy notices, turning passive observers into active participants
in their own privacy paradigm.

As we finalize the prototype, our immediate focus will be on refining the data-to-form
mapping. Artists thrive on open-ended interpretation, but users in a research setting require
clarity to avoid confusion. A major risk is that the “plant” metaphor becomes too obscure,
leading to confusion rather than reflection. If the artifact becomes too ambiguous or the
data representation too opaque, participants may disengage entirely or assume the system
is broken. We need to ensure that visual changes in the plant are legible enough to be inter-
preted as data-driven rather than random noise, as well as clear enough to be recognizable as
a specific individual’s. We plan to conduct a small-scale pilot study to test data readability

and how best to integrate the “creepy” aesthetic.

5.4.1 Potential Limitations and Ethical Considerations

The ethical dimensions of this study are equally complex. While artists can freely invade
the privacy of viewers for commentary, a system designed for research must navigate consent
carefully. Our decision to process behavioral data locally is a necessary compromise, but
it raises the question whether the system simulates intrusion effectively if the participant

knows their data is not distributed or seen. Conversely, a participant may experience severe
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discomfort when confronted with the new data condition (e.g., if they are suddenly confronted
with their own data after only seeing others’). Careful consideration must be taken to ensure
that participants trust that their data are truly local once this shift is revealed.

Ideally, this study would also use real, donated data to provide participants with an
authentic experience of their own digital footprint in the “other” scenario. However, obtaining
such data involves complex consent protocols where donors must agree to have their private
behaviors used in such a study designed to simulate a privacy violation; additionally, there
is risk of accidental re-identification or leaking sensitive data, which is not acceptable. By
using synthetic data, we ensure that the “violation” remains a controlled experience rather
than a genuine breach of trust.

Furthermore, by simulating a privacy invasion against a non-existent person, we must
navigate a delicate boundary between provocation and psychological distress. If the synthetic
data is too obviously fake, users might treat the entire exercise as a game. On the other
hand, we must carefully balance realism with participant psychological impact. Even though

PAANA

the data is synthetic, the behavioral patterns (e.g., “visited a suicide hotline,” “searched for
divorce lawyers”) might be realistic enough to trigger a genuine feeling of having violated
someone’s dignity. Users might leave the study feeling guilty or anxious, believing they

have harmed a real person. Thus, it is important to rigorously debrief users after their

participation in the study.
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m We value your privacy

To personalize your experience, we collect data about your browsing activity. Please review what we track below:

CURRENT SESSION DATA FOR USER 1

Activity Level: High Sites Visited: Cursor Path:
« Total Clicks: 42 « nytimes.com (Last seen: 2 min ago)
« Scroll Depth: 85% « reddit.com (Last seen: 45 sec ago)
« Session Duration: 4m 12s » amazon.com (Last seen: Just now)

Categories Detected: Keystroke Timing:
* News (3 visits) « Avg delay between keys: 140ms
« Social Media (1 visit) « Burst detected at 02:42:05 AM
= Shopping (2 visits) e b

*You must accept to continue using our services. By clicking Accept, you agree to
the processing of your behavioral data for personalization purposes.*

(a) A mock-up of the baseline condition. Participants view a pop-up banner with text summaries of
their data, as well as charts showing interaction frequency and a cursor trace map.

(b) A prototype of the artistic condition. Participants experience their data in a physical format
through mappings of the same data to different aspects of the plant (movement, aesthetic, audio).
Muscle wire is the primary actuator, and LEDs and speakers provide additional sensory output.

Figure 5.1: A comparison of the privacy communication methods outlined in this study. Each
condition uses the same data, but the user experiences the data in significantly different ways.
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CHAPTER 6
CONCLUSION

This dissertation has explored the multifaceted nature of privacy in computational systems,
arguing that a purely technical or data-centric view is insufficient to address the complex re-
alities of human experience. Whether protecting the sensitive transcripts of social-behavioral
scientists or communicating data practices to end-users, the core challenge remains the same:
bridging the gap between abstract data flows and the lived human experience. By building
this bridge between computer science, humanities, and the arts, this work has demonstrated
that effective privacy protection requires not only robust algorithms but also intuitive work-
flows and strong communication strategies.

In Chapter 2, we challenged the limited definitions of identifiability that dominate current
systems. By engaging directly with data stewards, we revealed that identifiability is not a
fixed property of data, but a fluid, context-dependent paradigm shaped by language, culture,
and social nuance. This insight drove the development of a new redaction framework that
captures the subtle, often invisible components of identity that automated tools miss. How-
ever, recognizing these is only the first step; another challenge lies in acting on them. This
led to the design of MARI in Chapter 3, a human-in-the-loop interface that operationalizes
the framework. MARI does not just automate redaction; it creates a space where compu-
tational power and human judgment converge. This ensures that data protection remains a
human-driven act of agency rather than solely an algorithmic process.

However, once data is collected and processed, how do we make its implications felt by the
people it concerns? This question propelled the second track of this research, where we turned
to the arts for strategies to make the invisible visible. In Chapter 4, our privacy artwork
analysis revealed how artists have mastered the art of disrupting apathy around privacy using
a myriad of mechanisms. These mechanisms do not just inform; they provoke, unsettle, and

embody privacy concepts. In Chapter 5, we proposed translating these artistic mechanisms
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into functional privacy communication—in particular, through materiality, affective tone,
storytelling, and centering humans behind the data.

Both of these tracks make the black box of privacy transparent, ensuring privacy is an
active practice rather than a static state. Whether a researcher is deciding whether to redact
a specific phrase in a transcript, or a user is deciding whether to act on data usage policies,
the goal is to restore the human to the center of the decision. This suggests that just as
protecting data requires human judgment to interpret nuance and context, communicating
privacy requires human engagement to interpret risk and consequence. In both cases, the
solution lies not in better automation, but in better human-centered design. The redaction
framework provides the language to define what is sensitive; the artistic mechanisms provide

the medium to make that sensitivity felt.

6.1 Future Work

6.1.1 Identifiability and Redaction

One immediate proposition for future work in redaction and identifiability would be to per-
form case studies on real data with real potential users of the application, i.e., researchers.
This line of research combines the interview study with the usability study, where we would
ask participants to redact their own research data with our tool. However, this could poten-
tially raise ethical questions in participant consent for data that has already been collected;
it may be worth conducting this work in collaboration with other researchers currently con-
ducting research resulting in unstructured text. These researchers may be able to notify
participants about using our application for the data practices after collection, reducing po-
tential concern. Though we have run a study on real-world data and conduct our user study
on another subset of real-world data, we are limited to publicly available transcripts with

narrow parameters. This future study would give us a more diverse set of data with which
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to test our application and give more insight as to how MARI works in real-world contexts.

A similar line of research might include expanding the scope of the study to encompass
either more diverse (e.g., non-English language transcripts) or more niche (e.g., therapists’
notes) data than we were able to access. Large data sources are required for good performance
from LLMs, which is lacking for certain languages, leading to potential bias. For example, an
in-depth study on code-switching corpora in particular may provide interesting insight as to
which identifiers LLMs recognize when confronted with multiple languages. Furthermore, for
niche or very specific datasets, there may be different requirements for the balance between
utility and privacy, or differences in LLM analysis; it may be worth conducting a study on

hyperspecific datasets to see if there is a noticeable difference in performance.

6.1.2 Privacy Communication

The path forward from the work presented in this dissertation is paved with opportunities
to deepen and broaden the application of artistic mechanisms in privacy. Future work may
consider performing a longitudinal or large-scale study of custom artistic privacy communi-
cations. If conducted over a longer period of time, one could see how users’ perceptions and
privacy-preserving behaviors change over time relative to artistic privacy communications
they receive. There may also be more opportunity to explore diverse reactions to privacy
art mechanisms—in a larger-scale study, one can examine how different cultural backgrounds,
age brackets, or other demographics impact participants’ experiences with privacy commu-
nications. This would also give more generalizable insight as to the effectiveness of a certain
artistic privacy communication. A co-design workshop or “game jam”™-style event with non-
artists can also produce unique ideas and uses of artistic mechanisms for common privacy
communications, expanding possibilities for communication study.

Another potential line of research might examine different artistic contexts of privacy

art and see how these might apply to privacy communications. For instance, popular art,
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street art, and art created by non-artists may be more relatable or accessible to the every-
man, though the creatives may not have as many art resources as professional artists. This
may provide a more in-depth understanding of public concerns regarding privacy, reflecting
individuals’ experiences with privacy and further humanizing the message. However, given
that our inclusion criteria for the main study were somewhat arbitrary, the boundary for

inclusion on these types of art may be even more nebulous.

6.2 Final Thoughts

As we navigate an increasingly data-driven world, the stakes of privacy research have never
been higher. Ultimately, advancing human-centered privacy requires a genuine dialogue be-
tween computer science and the arts and humanities: by operationalizing context-dependent
definitions of identifiability to enact privacy alongside legible, artist-inspired privacy com-
munication, we can truly empower individuals to understand and control their data. This
dissertation advances the field of usable privacy by redefining how we might approach iden-
tifiability, workflow design, and cross-disciplinary collaboration. We move beyond rigid defi-
nitions of identifiability toward context-aware frameworks that utilize the fluidity of human
language and social nuance. We demonstrate that the most effective privacy tools are not
fully automated systems, but hybrid workflows that integrate computational scalability with
human judgment, ensuring that automation serves as an assistant rather than overtaking hu-
man agency. Finally, we bridge the gap between protection and communication by showing
that the strategies used to protect data are linked to the mechanisms needed to communicate
about it effectively. This perspective suggests that the future of privacy lies not in choos-
ing between technical precision and human experience, but in synthesizing them to create

systems that are both secure and deeply human.
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APPENDIX A
IDENTIFIABILITY INTERVIEW GUIDE

As described in our recruitment email, we are researchers designing software that protects participant privacy
in unstructured, text transcript data by automatically redacting identifiable information. By “identifiable
information,” we mean any parts of the data that someone outside of the research staff might use to infer the
participant’s identity. We define redaction to be the removal or substitution of such identifiable information
so that data could be shared publicly or semi-publicly. To this end, we are studying how other researchers

think about redaction and about what kinds of data make participants identifiable.

[Moderator re-shares the consent form—previously emailed—and asks for verbal consent.]

I will start the audio recording now. Thank you for consenting to the audio recording. If there are any

questions you do not wish to answer or do not know the answer to, please feel free to say “I don’t know.”

1. Could you quickly state for us your institutional and departmental affiliation, as well as research specialty?

In this section, we would like to dig deeper into how you think about the tradeoffs between redacting or not
redacting identifiable information. As a reminder, we define “redaction” to be any removal or substitution
of data that could be used to identify participants. I will give you an example about the kinds of tradeoffs
we're talking about. We work with the Language Development Project dataset, which is longitudinal col-
lection of text transcripts recorded from children speaking with their caregivers at home. The goal of the
research was to study these children’s language development. But, something in the transcript that pertains
to this research goal might also identify the children, so there’s a decision we need to make about whether
to redact this. As a hypothetical example, if the child refers to its imaginary friend as “parallelepiped” or
some very advanced word, people who know this family might be able to recognize them from this, but it’s

also interesting in the context of the research project.

We're interested in learning about your perspective regarding similar situations. While we are focusing on

the project you shared with us, also feel free to mention relevant information about any other projects.

2. Who would have access to these text transcripts?
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3. In your field, what is the general or standard practice for redacting text transcripts?
4. In your opinion, how well do these practices protect participants?

5. Have there been any well-known incidents in your field related to participant privacy?
6. What do you think makes a piece of information identifiable?

7. Is there a threshold of specificity that separates identifiable information from non-identifiable information?

Imagine you publish your dataset without any redactions publicly on a website anyone can visit. To what
extent would you be worried about the following outcomes on the following scale? 1-not at all concerned;

2-slightly concerned; 3—somewhat concerned; 4—moderately concerned; 5—extremely concerned

8. Someone who does not personally know study participants looking through the data and being able to
identify specific participants? Why?

9. Someone who personally knows a study participant (and knows they participated in the study) looking
through the data and being able to identify them? Why?

10. Someone who personally participated in the study being able to identify their own transcripts? Why?
11. Is there anyone else you can think of who may be able to identify your participants based on unredacted

transcript data?

Putting aside the issue of identifiability for one second. Are there any categories of information you can
think of that are not necessarily identifiable, but can cause harm to the participants themselves? In other

words, categories that may still be advisable to redact, even though they are not necessarily identifiable?

Now, given our discussion of identifiability and harm, we will send you a link containing a taxonomy of
potential information to redact that we are iteratively co-creating with participants in this study. As you
read over the taxonomy, please narrate aloud your thoughts about each point in the taxonomy. Some of your

thoughts we’re interested in hearing about are:

12. Has the item ever shown up in your corpus?

13. Have you thought about redacting it? Does it depend on the context?

14. Beyond identifiability, do you think this is a category that may cause harm to the participant by either
redacting or leaving it in the dataset? Please highlight them in light orange if you could.

15. Are there any additional categories or examples you have come across that we did not include?
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Next, we’d like you to think about data collected by others that you may have worked with, or at least heard

about.

16. While looking at data collected by other researchers, have you encountered information that could have
made the participant identifiable?

17. What kinds of information?

18. How did you respond? Did you, for example, omit the participant’s data or stop analyzing the dataset
altogether? How did you decide whether or not to continue using this data?

19. From your discussions with others in your field, regardless of whether you’ve looked at their data, can
you think of information they may collect that feels potentially identifiable?

20. Have you ever encountered text transcripts from other research groups that seemed too limited in infor-
mation due to redactions (in other words “over-redacted”)?

21. How did you respond?

In this section, we want to learn more about your experience redacting and sharing data. This helps us

contextualize how our software may be helpful to you.

22. For this project, would it have been feasible to redact those text transcripts by hand based on our
taxonomy? What about based on your redaction practices (if you have one)?

23. (If yes) How was the redaction process organized? Who did the redaction? What was the resource cost
in terms of time and money?

24. (If no) Why not?

25. What challenges have you encountered when redacting text transcripts?

26. Has another researcher or research group ever requested access to your data?

27. (If yes) How did you handle this? How often does this occur? How often do you accept/reject these
requests? Why?

28. (If no) How would you handle this?

29. Do you ever share the raw text transcripts that you collect with anyone outside of those listed on your
IRB? For example, researchers outside of your lab or collaborations, the scientific community, or the general
public?

If so, answer the following questions in terms of what you have done. If not, answer hypothetically.
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30. Do you share all of your data, or only part?

31. When you shared these transcripts, were you concerned about someone identifying your participants?
32. Did you encounter any logistical obstacles in sharing these data, given that they were raw text transcripts?
33. What are your other key considerations related to data sharing?

34. Through what platforms or repositories do you share data?

35. Is there a data use agreement or other restrictions on use?

We have completed the interview! Do you have any final thoughts or questions?
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APPENDIX B
GENERAL PROMPT PROVIDED TO LLMS

You are a linguistics researcher, removing potentially identifiable information (PotII)

from transcripts.

Please flag all instances of potentially identifiable information in each sentence

in the following text (enclosed by <t></t>). Flagged PotII should be replaced with

a mask according to its subcategory, like [Personal_Name]. For example, in the
utterance ‘I wish Anna would come pick up her packages’’, ‘‘Anna’’ should be replaced
with [Personal_Name]. Your response should be a single JSON object and should include
the original_sentence, the modified_sentence, a list of replaced_items, and a list of

PotII_categories. Any additional text should only go under an additional notes key.
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APPENDIX C
FRAMEWORK PROMPT PROVIDED TO LLMS

You are a linguistics researcher, removing potentially identifiable information (PotII)

from transcripts.

We format the PotII taxonomy of potentially identifiable information as follows:

L

Overarching category 1
» description

> subcategory a
» description

> subcategory b

» description

POTII TAXONOMY
[
Direct Identifiers
» personal information that can identify an individual
> Personal Names
» first names, last names, or similar
> Nicknames
» a familiar or silly moniker between people
> Numerical Identifiers

» traditional PII such as phone numbers, emails, SSN, etc.

Demographics
» terms describing characteristics of people
> Age
» a person’s age, either in relation to a specific date or isolated
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> Sexual Orientation
» words relating to the romantic or sexual orientation of a person
> Gender
» words relating to the gender identity or sex of a person
> Race or Ethnicity
» social, cultural, or biological trait group a person belongs to
> Education
» reference to educational experience or degree, institution, or specific courses
> Profession
» title of a person’s job or occupation
> Health Condition
» references to a personal disease, disorder, or other health-related condition,

whether physical or mental

Locations
» physical locations or regions
> Address
» residential or occupational address
> Landmark
» notable or recognizable feature of some place, whether formal (mapped) or informal
(local reference)
> Business or Organization

» franchises, chains, other businesses, or formally established groups

Dates

» date associated with publicly-known or personal events

Events
» holidays, social occasions, and other common noteworthy happenings
> Specific Events

» event that is niche, experienced by very few people, or made-up
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Linguistic Patterns
» unusual linguistic habits like familects, portmanteaus, malapropisms, or unlikely
n-grams and similar
> Code-switching
» alternating between two or more languages or dialects within a segment of text
> Slang
» informal language often used by specific groups
> Regionalisms
» terms common to a specific region or local group
> Familects

» terms or phrases used as in-jokes or similar amongst family members

Personal Interests or Activities
» pursuits and interests outside of work and school
> Hobbies
» leisure activities and topics or subjects that people enjoy
> Traditions
» customs or practices that can be cultural, familial, or between people who know each
other
> Cultural References
» activities or practices specifically related to a culture; pop culture references,
fictional characters, religious figures, or other non-material beings
> Personal Identity

» non-inherent identities associated with some sufficiently large in-group

Please flag all instances of potentially identifiable information in each sentence in

the following text (enclosed by <t></t>), according to the above PotII taxonomy. Flagged
PotII should be replaced with a mask according to its subcategory, like [Personal_Name],
[Health_Condition], or [Profession]. For example, in the utterances ‘I wish Anna

would come pick up her packages’, ‘‘he just came out as demisexual’’, and ‘I think I

have symptoms of type 1 diabetes’’, ‘‘Anna’’, ‘‘demisexual’’, and ‘‘type 1 diabetes’’ should
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be replaced with [Personal_Name], [Orientation], and [Health_Condition] respectively.
Your response should be a single JSON object and should include the original_sentence,
the modified_sentence, a list of replaced_items, and a list of PotII_categories. Any

additional text should only go under an additional notes key.
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APPENDIX D
PROMPT ENGINEERING STUDY

Many prompt guidelines emphasize chat experience, language capabilities (e.g., tone, writing
assistance), or utility (e.g., code). Because our study is run with a “one-and-done” use of the
LLM, we do not consider strategies that improve subsequent responses.

We use the framework prompt (Appendix C) as a base for each prompt style, then modify
it based on the specified alternative approach. In particular, we modify the prompt in the
following ways, with the names corresponding to the filenames for prompts in our OSF

repository!l. Items are all preceded by prompt_FRAMEWORK.
e *_examples: adding specific examples to each framework category to be redacted
e *_counterexamples: adding specific examples of items not to be redacted

e *_verification: specifically asking the LLM to verify that no identifiable information

remains in the redacted text
e *_role{num}: modifying or specifying a persona or role for the LLM to emulate

For the role prompts, we modified the first line in each prompt to give the LLM context

for its role:

e *x_rolel: “You are a redaction specialist, removing potentially identifiable information

(PotII) from transcripts.”

e x_role2: “You are a social-behavioral sciences researcher, removing potentially identi-

fiable information (PotII) from your transcripts to protect your participants’ privacy.”

e *x_role3: “You are a top-of-the-line redaction tool, removing potentially identifiable

information (Potll) from unstructured conversational data.”

1. https://osf.io/29ejq/overview?view_only=e0119096f9cad4dd0b885ed1b6581eb5e7
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https://osf.io/29ejq/overview?view_only=e0119096f9ca4dd0b885ed1b6581e5e7

The results of our prompt engineering study can be found in Table D.1. For these results,
“partially correct” refers to either slightly alternative redactions that still obscure potential
identifiers (e.g., “Mrs. Miller,” as opposed to our annotation of “Miller,” is replaced) or
redactions in an utterance that were partially correct (e.g., “music theory” and “astrophysics”

97 L

as opposed to “masters,” “music theory,” “PhD,” and “astrophysics”). Redactions were deemed
“missed” if items were left completely or partially unobscured (e.g., missing a full phrase,
potentially identifiable information left in the utterance).

Overall, the prompts did not have a significantly different impact on correctness, with
one exception. The counterexample prompt performed poorest. With Claude, this prompt
had near triple the amount of missed redactions compared to prompts that missed the least
(two role-specific prompts: the redaction specialist and the redaction tool), differing by an
average of about 4 percentage points. GPT similarly had more errors occur with this prompt
(also differing by about 4 percentage points, with nearly twice as many missed redactions).

Counter to our hypotheses, the “examples” prompt did not perform as well as the “role-
playing” prompts or the “verification” prompt. There are several potential reasons for this.
We speculate that this could induce an oversaturation of information, where key information
is lost in the prompt, or potentially overfitting, where the LLM prefers utterances that are
most similar to the examples. LLMs are prone to degradation in performance with larger
inputs [162], which appears to align with our results for this prompt. The “verification”
prompt did not markedly impact numerical results, though this strategy did increase jus-
tification and “note” outputs, especially with Claude. For researchers interested in more
context around flagged redactions, this method has potential. The “roleplaying” prompts
and verification had similar performance for both models. These are perhaps the closest
to the original framework prompt, since there is only one additional line at most. No role
significantly outperformed the others, though the role specifically referencing privacy had a

slight advantage in just the GPT results.
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Table D.1: Results for the prompt engineering study. Roles are redaction specialist (RS),
social-behavioral sciences researcher (SBS), and a top-of-the-line tool (RT). The Claude
Sonnet dataset contained 1,431 items (1,148 redactions) and the GPT dataset 2,160 items
(1,700 redactions).

Correct Partial Missed Excess

Redactions Redactions Redactions Redactions
Prompt # % # % # % | #
Anthropic Claude Sonnet 3.5
Framework 1,136  79.4% 185  12.9% 110 7.7% 426
Specific Examples 1,098 76.7% 194 13.6% 139 9.7% 371
Counterexamples 882 61.6% 196 13.7% 353 24.7% 282
Verification 1,117 78.1% 190 13.3% 124 8.7% 445
Role A: RS 1,123 78.5% 194 13.6% 114 8.0% 421
Role B: SBS 1,109 77.5% 195 13.6% 127 8.9% 421
Role C: RT 1,125 78.6% 192  13.4% 114 8.0% 456
Role B + Verification 1,126 78.7% 193 13.6% 112 7.8% 440
OpenAl GPT-40
Framework 1,376 63.7% 455  21.1% 329 15.2% 240
Specific Examples 1,406 65.1% 401 18.6% 353 16.3% 223
Counterexamples 1,122 51.9% 473 21.9% 565 26.2% 154
Verification 1,411 65.3% 429  19.9% 320 14.8% 251
Role A: RS 1,381 63.9% 441  20.4% 338 15.6% 273
Role B: SBS 1,412 65.4% 438  20.3% 310 14.4% 262
Role C: RT 1,332 61.7% 459  21.3% 369 17.1% 250
Role B + Verification 1,415 65.5% 428  19.8% 317 14.7% 239
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APPENDIX E
ADDITIONAL TABLES

Table E.1: Category breakdown results for missed redactions in the Claude Sonnet dataset
used in the prompt engineering study. The dataset contained 1,431 items (1,148 redactions).

Framework category Ttems Redacted | Original Framework Specific Examples Counterexamples Verification Role A Role B Role C  Verification + Role B
Personal Names 550 35 5 6 5 8 4 4 4 5
Nicknames 104 12 3 6 15 4 4 6 4 1
Demographics 102 14 7 9 39 7 7 8 7 8
Age 3 1

Race / Ethnicity 26 1 1 1 6 1 1
Education 7

Profession 10 6 6 6 6 6 6 6 5 6
Health Condition 7 4 3 5 3 3 3 3 3
Locations 247 9 2 23 2 1

Landmark 27 2 2 4 8 3 2 3 3 3
Business or Organization 12 2

Dates 75 28 34 35 2 31 36 36 33 36
Events 108 9 6 8 83 8 6 6 7 7
Linguistic Patterns 72 44 28 38 45 36 32 36 34 27
Code-switching 6 3 2 2 3 2 2 2 2 2
Regionalisms 7 2 1 5 2 2

Personal Interests / Activities 5 2 2 3 2 4
Traditions 6 3 3 5 4 2 2 2 2 4
Cultural References 11 5 5 7 9 7 4 6 5 2
Personal Identity 46 4 3 4 21 4 4 5 4 3
TOTAL 1431 185 110 139 353 124 114 127 114 112

Table E.2: Category breakdown results for missed redactions in the GPT dataset used in
the prompt engineering study. The dataset contained 2,160 items (1,700 redactions).

Framework category Items Redacted ‘ Original  Framework Specific Examples Counterexamples —Verification Role A Role B Role C  Verification + Role B
Personal Names 782 80 37 22 55 23 31 23 37 23
Nicknames 153 30 11 14 17 9 11 9 9 9
Demographics 184 57 31 45 69 36 32 29 34 31
Age 16 7 6 7 5 5 5 5 6 5
Race / Ethnicity 64 9 5 3 8 5 3 3 9 5
Education 11

Profession 35 24 22 29 28 26 22 25 23 27
Health Condition 14 14 8 9 6 7 8 7 9 9
Locations 342 33 12 17 35 20 23 19 17 18
Address 6 4 4 4 4

Landmark 7 20 20 19 21 16 15 16 20 18
Business or Organization 28 6 8 6 13 5 9 6 8 5
Dates 90 50 53 53 62 48 45 48 57 49
Events 143 46 26 30 111 30 37 24 38 32
Linguistic Patterns 80 50 32 41 49 37 40 38 38 29
Code-switching 10 5 4 6 4 4 5 5 5 3
Slang 2 2 2 2 2 2 2 2 2
Regionalisms 13 7 7 7 9 3 4 5 5 6
Personal Interests / Activities 24 9 8 7 11 7 8 8 8 8
Traditions 6 6 2 3 5 2 2 3 2 5
Cultural References 24 17 14 15 19 13 18 18 15 13
Personal Identity 56 30 21 18 32 18 14 19 23 20
TOTAL 2160 502 329 353 565 320 338 310 369 317
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Table E.3: Overview of data stewards who participated in our formative interviews. The
table shows their field, role, the number of participants in their primary dataset, and whether
that dataset is longitudinal.

ID Field Position  # Participants Longitudinal?
P1 Communication Faculty 500-1500 Yes
P2  Communication Faculty 10-50 No
P3  Sociology Faculty 1000-2000 Yes
P4  Psychology Faculty 100-500 No
P5  Anthropology Faculty  50-100 No
P6  Sociology Faculty  50-100 Yes
P7  Linguistics Faculty  50-100 No
P8  Psychology Faculty 50-100 Yes
P9  Psychology Post-doc  50-100 No
P10  Sociology Post-doc  10-50 Yes

Table E.4: TalkBank results in our pilot study. Our trained RAs made 4,466 manual
redactions (5,231 words total).

Correct Partial Missed Excess

Redactions Redactions Redactions Redactions
Tool # % 7 % # % ‘ #
LLM: General Prompt
Anthropic Claude Sonnet 3.5 3,397  64.9% 1,195 22.9% 639 12.2% 301
Google Gemini 1.5 Pro 4,151 79.4% 453  8.7% 627 12.0% 607
Meta Llama 3.1 405B Instruct 2,779  53.1% 305  5.8% 2,147  41.0% 361
OpenAl GPT-40 3,502  66.9% 579 11.1% 1,150 22.0% 646
LLM: Framework
Anthropic Claude Sonnet 3.5 4,879 93.3% 167 3.2% 185  3.5% 506
Google Gemini 1.5 Pro 3,859  73.8% 691 13.2% 681 13.0% 272
Meta Llama 3.1 405B Instruct 3,052 58.3% 1,224 23.4% 955 18.3% 446
OpenAl GPT-40 3,511  67.1% 1,218 23.3% 502 9.6% 549
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Table E.5: Redactions by category in the TalkBank and Synthetic datasets. We report the
number of manual redactions (of words or phrases), as well as the total number of words
included in these redactions. Because the data labels and the framework were developed
concurrently and finalized separately, they may not exhibit perfect alignment. Data labels
were aligned with the closest matching framework category after the framework was finalized,
which can result in partial mismatches (i.e., coarser labels) between the final redacted items
in the data and the stabilized framework.

TalkBank Synthetic

Framework category Redactions Total Words | Redactions Total Words
Direct Identifiers - - - -
Personal Names 2,323 2,405 26 28
Nicknames 371 420 11 12
Numerical Identifiers - - - -
Demographics 398 418 - -
Age 10 19 6 6
Sexual Orientation 1 1 4 5
Gender - - 3 )
Race / Ethnicity 143 170 4 10
Education 8 23 13 40
Profession 28 43 5 10
Health Condition 7 14 4 11
Locations 672 823 2 2
Address 1 6 5 28
Landmarks 72 125 11 18
Business / Organization 41 71 5 10
Dates 47 105 ) 11
Events 119 235 - -
Specific Events - - - -
Linguistic Patterns 56 110 13 23
Code-switching 14 16 3 9
Slang 2 2 - -
Regionalisms 19 24

Familects - - - -
Personal Interests / Activities 45 78 - -
Hobbies - - 3 6
Traditions 3 6 - -
Cultural References 13 25 4 5
Personal Identity 73 92 9 14
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APPENDIX F
REDACTION STUDY GUIDE

Introduction

We are researchers at the University of Chicago. We are studying how to protect participant privacy in
social-behavioral science research (SBS research) through redaction—a process to remove or obscure informa-
tion for the privacy of data subjects—and we are looking at the effectiveness of different redaction systems.
If you choose to participate, we will have you complete three redaction tasks, and we will conduct an inter-
view with you to ask about your experiences with these tasks at the end. With your permission, we will
screen-record your completion of the redaction tasks and record audio. We will not record any video of you,
and we will not ask you for any personal information. Recordings will only be handled by the research team;

audio will be transcribed and subsequently deleted.

Redaction tasks

For the purposes of this study, we define redaction as the removal of identifying information. Identifying
information will be defined according to this framework, which gives us a shared understanding of what
types of information to redact. Any redactions for each task should be done according to this framework.

[Moderator presents framework here and walk through with participant.]

Participant consent
In a moment, I will hand you an information sheet about our study. Please review this sheet, after which I
will ask for your verbal consent to proceed with the study. [Moderator shares the consent information sheet

with the participant.]

Do you have any questions about the study?

Are you at least 18 years old and willing to volunteer to participate in the research? [Wait for verbal yes. If

no, do not proceed.|

Do we have your permission to screen-record your completion of the redaction tasks and record audio? [Wait

for verbal yes. If no, do not proceed.|
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Framing

We’ve been asked to evaluate three different redaction methods for potential use in a future research project.
Imagine you’re a research assistant who has been asked to redact identifying information from transcripts of
natural conversations. Participants have consented to release some, but not all, forms of identifying infor-
mation to protect their privacy. You want to make sure that anyone who knows the participant personally
cannot re-identify them from the text, but you still want other researchers to be able to study language
development. You have decided to redact these types of identifying information. [Moderator indicates types

of identifiers to redact from framework.|

As you go through each task, we ask you to think aloud. Think of this like guiding us through your process.
For example, if I were to ask you how many windows are in your lab, a think-aloud process might walk me
through each room and describe the size and shape of each window on each wall. For these tasks, that might

mean why you decided to redact—or not redact—a term, as well as what actions you are taking to do so.

Please get through as much as you can in the allotted time; focus on both correctness and speed.

METHODS:
o manually redacting in a Google sheet
e correcting pre-redacted data in a Google sheet
e using a graphical redaction interface

Task 1 (15 min)
In this task, you will be asked to redact this dataset by [METHOD 1]|. [Moderator presents participant with
tutorial slides for specific method.] You will have 15 minutes to complete this task. Feel free to ask any

clarifying questions about the process, but use your best judgment for specific items.

Survey/Break 1 (5 min)
Okay, task 1 is completed. Please fill out this survey about the task you just completed, then we will take a

short break to prepare for the next task.

Task 2 (15 min)

In this task, you will be asked to redact this dataset by [METHOD 2|. [Moderator presents participant with
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tutorial slides for specific method.] You will have 15 minutes to complete this task. Feel free to ask any

clarifying questions about the process, but use your best judgment for specific items.

Survey/Break 2 (5 min)
Okay, task 2 is completed. Please fill out this survey about the task you just completed, then we will take a

short break to prepare for the next task.

Task 3 (15 min)
In this task, you will be asked to redact this dataset by [METHOD 3|. [Moderator presents participant with
tutorial slides for specific method.] You will have 15 minutes to complete this task. Feel free to ask any

clarifying questions about the process, but use your best judgment for specific items.

Survey/Break 3 (5 min)
Okay, the final task is completed. Please fill out this survey about the task you just completed, then we will

ask you to complete an interview.

Interview (15 min)

This survey will ask you about all the task methods you used. [Moderator presents exit survey./

Thank you for participating in our study. In this final portion, we will ask you some questions regarding all

the redaction tasks you just completed.

1. What are your thoughts on the redaction processes for each task? Were there any particular tasks that
felt more intuitive or easier to work with than others?

2. Were there any difficulties you encountered while redacting information during any of the tasks? If so,
how did you overcome them?

3. Did you feel that one redaction task was quicker than the others?

4. Did you feel that one redaction task was more effective than the others?

5. How confident were you in the accuracy of your redactions in each task? Did any of the tasks make you
feel more or less confident in the correctness of the redacted information?

6. How did the layout or setup of any of the tasks affect your experience? Were there any features that made

a particular task easier or harder to complete?
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7. How was your decision-making process influenced when it came to determining what should or should not
be redacted?

8. Based on your experience, how would you improve any of the redaction tasks?

Conclusion and debrief

Please fill out this short demographics survey. [Moderator presents demographics survey.|

Thank you for your time. If you have any questions, please feel free to ask or contact us at redactionpro-

ject@uchicago.edu.
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APPENDIX G
SAMPLED ARTWORKS

Table G.1: The sample of artworks from our larger database that we qualitatively coded and
the numbers (A-#) that reference them in the text (part 1 of 2). Nationality was determined
based on public information on where an artist lives/works and their citizenship.

A-#  Title Artist Year Medium Venue Artist’s Nationality
1 How Not to Be Seen: A Fucking Hito Steyerl 2013 Video Gallery Germany
Didactic Educational .MOV File [265]
2 Hyperface [122] Adam Harvey 2017  Textile, Wearable Festival Germany, USA
3 Surveillance Speaker [68] Dries Depoorter 2018-2024  Hardware Gallery, Public Art Belgium
4 The Exhibited [299] Anna Adahl 2013  Live Performance, Gallery Sweden
Multimedia
Installation
5 Choir of Missed Connections [24] Aram Bartholl 2024  Sculpture Festival /Pop-up Germany
6 Stealth Cell Tower [208] Julian Oliver 2015  Sculpture Public Art New Zealand
7 Security Blanket [61] Lorrie Cranor 2013  Textile Festival /Pop-up USA
8 Security Blanket [102] Mariam Ghani 2005  Architectural Space, Festival /Pop-up Afghanistan, Lebanon, USA
Multimedia
Installation
9 Every CCTV Camera (CC) [40] James Bridle 2017  Photographs Gallery Greece, UK
10 Image Operations [215] Trevor Paglen 2018  Video Gallery USA, Germany
11 MWITM [183] Lauren Lee 2017  Software, Still Image Gallery China, USA
McCarthy, Kyle
McDonald
12 Surveillance Camera [4] Al Weiwei 2010  Sculpture Gallery China, Portugal
13 Selfie Stick [263] Dan Stavy 2017 Sculpture, Software Public Art Israel, USA
14 Live-Taped Video Corridor [205] Bruce Nauman 1967, 1968  Architectural Space, Gallery USA
Multimedia
Installation
15 Back to the Light [231] Peters Riekstins 2016  Multimedia Gallery Latvia
Installation
16 VOX [104] Steve Giasson 2015-2016  Still Image Festival /Pop-up Canada
17 Netless2 [280, 281] Danja Vasiliev 2012 Software Public Art Germany, Russia
18 The Right to be Forgotten [131] Esther Hovers 2021-2024  Photographs Gallery Netherlands
19 Found Footage Stalkers [145] KairUs 2018  Photographs Gallery Austria, Finland
20 EXISTech Corp. [179] Steve Mann c. 2001  Hardware, Wearable Public Art Canada
21 Classification.01 [70] Mimi Onuoha 2017  Sculpture Gallery Nigeria, USA
22 Drone #4 [241] Bjorn Schiilke 2005  Sculpture Gallery Germany
23 If This is a Global Surveillance He-Lin Luo 2019  Multimedia Gallery Taiwan
Center [170] Installation
24 Pigeonblog [58] Beatriz da Costa, 2006-2008  Wearable, Multimedia Festival /Pop-up Germany
Cina Hazegh, Kevin Installation
Ponto
25 The Eye and I [134] Hsin-Chien Huang 2023  Multimedia Festival /Pop-up Taiwan
Installation
26 LANDSAT.EARTH [269] Shaheer Tarar 2023  Digital Online UK
27 The Mass Psychology of Fascism [224]  Surveillance Camera 1999, 2000  Live Performance Public Art USA
Players
28 Good Morning Mr. Orwell [216] Nam June Paik 1984  Live Performance, Mass Media South Korea, USA
Livestream
29 Papa Bed [240] Julia Scher 2003  Sculpture Gallery USA
30 Sorry to Bother You [126] Dan Hett 2018  Video Game Online Turkey, UK
31 Citizen [77, 76| Hasan Elahi 2006  Photographs Online Bangladesh, USA
32 The Hoodie_ [71] Bogomir Doringer 2008  Still Image Gallery Serbia, Netherlands
33 Deletion Process [107, 106] Kyriaki Goni 2013, 2015, 2019  Hardware, Multimedia  Gallery Greece
Installation
34 The Nemesis Machine: Stanza 2023 Hardware, Multimedia  Gallery UK, USA
Manifestation [261] Installation
35 iSee 283, 218] The Institute for 2004 Digital, Software Online USA
Applied Autonomy
36 The Feeling of Being Assia Boundaoui 2018  Video Festival /Pop-up Algeria, USA
‘Watched [288, 37|
37 3 Degrees of Separation from the Sam Lavigne 2015  Digital Online USA

Military-Industrial-Prison-Data-
Surveillance State [160]

38 Uninvited [275] Nye Thompson 2021  Video Gallery Austria, Switzerland, UK, USA
39 Audience [293] Jens Wunderling 2010  Digital Gallery Germany
40 CMYK [50] Daniel Canogar 2014  Sculpture, Video Gallery Spain, USA
41 A Girl Reading a Letter by an Open Johannes Vermeer c. 1657-1659  Painting Gallery Netherlands

Window [282, 274]
42 Traffic Cam Photobooth [292] WTTDOTM 2024  Digital, Software Online USA
43 Always Learning [167] Machine Listening 2018  Video Gallery, Festival/Pop-up  Australia
44 Mic Jammer [47] Allison Burtch 2015  Hardware, Software Gallery USA
45 You Saw Me? [169] Melanie Lowe 2008  Digital, Multimedia Public Art, Gallery Canada

Installation
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Table G.2: The sample of artworks from our larger database that we qualitatively coded and
the numbers (A-#) that reference them in the text (part 2 of 2). Nationality was determined
based on public information on where an artist lives/works and their citizenship.

A-#  Title Artist Year Medium Venue Artist’s Nationality
46 System Azure Security Jill Magid 2002 Live Performance Public Art USA
Ornamentation [176]
47 Peepshow [203, 284] Giles Walker 2007 Live Performance, Festival /Pop-up UK, Canada
Multimedia
Installation
48 Data Collection [148] Dave Kemp 2010 Photographs, Video, Gallery Canada
Multimedia
Installation
49 Surveillance Cutie [159] Fabiola Larios 2024  Multimedia Festival /Pop-up Mexico, USA
Installation
50 Trusted Traveller [217] Yuri Pattison 2017  Architectural Space, Gallery Ireland, UK
Digital, Multimedia
Installation
51 Twelve Nodes [154] Egor Kraft 2019 Hardware, Software, Gallery Austria, Germany, Japan, Russia
Multimedia
Installation
52 Backspace [279] Ben Van den Berghe 2022 Architectural Space Gallery Belgium
53 Eavesdropper 1 [200] Mschf 2022 Hardware Gallery USA
54 Convergence LA [10] Refik Anadol 2017  Digital, Multimedia Public Art Turkey, USA
Installation
55 Camouflage [277| Suzanne Treister 2013  Painting, Still Image Gallery UK
56 Dark Side of the Prism [33] Justin Blinder 2013  Digital, Software Online USA
57 Reality TV [276] Timo Toots 2017, 2023  Hardware, Software Gallery, Public Art Estonia
58 Suspicious Minds [32] Viktoria Binschtok 2009  Photographs Gallery Russia, Germany
59 My Little Big Data [182] Eva and Franco 2019  Video, Architectural Gallery Ttaly, USA
Mattes Space, Multimedia
Installation
60 Yuppie Ghetto with Watchdog [98| Paul Garrin 1989  Architectural Space, Gallery USA
Video, Multimedia
Installation
61 Minor Urbanism [247] Mark Shepard 2012 Video Online USA
62 Which no one will ever see (8] Merig¢ Algiin 2012 Multimedia Gallery Turkey, Sweden
Ringborg Installation
63 Nest [101] Jakub Geltner 2015  Sculpture Public Art Czechia
64 MyPocket [15] Burak Arikan 2008  Software, Multimedia Gallery Turkey
Installation
65 Demand Ware [44] Jonah 2022  Digital, Software Festival /Pop-up Ireland, USA
Brucker-Cohen
66 Carbolytics [197] Joana Moll 2022  Digital, Software, Gallery, Online Spain, Germany
Multimedia
Installation
67 SVEN [7] Amy Alexander 2006-2007  Digital, Multimedia Gallery, Public Art USA
Installation
68 Sticky Floors [251] Ann-Sofi Sidén 2014  Video, Multimedia Festival /Pop-up Sweden
Installation
69 Nakagin Capsule Tower [156, 136] Kisho Kurokawa 1972 Architectural Space Building Japan
70 Embroidered Surveillance [161] Francine Leclercq 2024  Textile Festival /Pop-up France, USA
71 Go Rando [114] Ben Grosser 2021  Digital, Software Gallery USA
72 The Status Project [46] Heath Bunting c. 2012 Digital Gallery, Festival/Pop-up UK
73 Sanctum [60] James Coupe 2015 Hardware, Software Gallery, Public Art UK, USA
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APPENDIX H
CODEBOOK

Table H.1: Our codebook and the artworks in our sample to which we applied each code

(part 1 of 3).

Code

Definition

Artworks (A-#)

Elements & Principles
of Design

Colors

— Bright Colors

< Dark Colors

— Monochrome

— Contrasting Colors
Distortion

< Tactile/Analog
Representation of Digital
— Digitized

Scale

Collage

— Composite

Perspective
— Voyeuristic

— Surveillance is Looming
— Shifts

Arrangement, shape, and composition

Whites, yellows, hot pink, etc.

Blacks, dark greys, etc.

One color with different tones, or black and
white

Uses strongly opposing colors, such as red
and green

Alters the perception of visual or auditory
components

Digital object is represented through
physical media

Pixelated, synthetic, or screen-mediated
aesthetics

Emphasizes size in respect to space

Piecing together many smaller works or
elements, often using repetition and
variation

Overlapping or merging multiple elements
into the same space

Position the artwork is viewed from
Viewer in the watcher, camera POV

Situated above the viewer or subject
Literal viewpoint shifts across the artwork

7, 10, 13, 15, 21, 25, 28, 31, 32, 34, 35,
37, 38, 40, 42, 44, 45, 47, 49, 52, 55, 56,
58, 59, 60, 64, 67, 72

3, 4, 10, 11, 15, 18, 20, 23, 25, 26, 28,
29, 32, 33, 35, 38, 39, 40, 42, 44, 48, 51,
54, 59, 60, 64, 67

1, 6, 12, 14, 15, 18, 20, 22, 25, 26, 27
38, 47, 53, 55, 58, 59, 62, 64, 68, 70
1,2, 4, 11, 17, 26, 29, 33, 34, 51, 52, 54,
55

2, 4, 14, 15, 16, 18, 25, 26, 28, 32, 38,
39, 55, 59, 71

6, 7, 33, 53, 55, 57, 59, 62, 70, 73

1, 10, 18, 25, 26, 50, 52, 66, 70

4,7,9,11, 13, 14, 15, 16, 17, 19, 20, 21,
25, 26, 29, 31, 32, 34, 35, 37, 48, 51, 52,
53, 54, 55, 57, 58, 59, 64, 66, 72, 73
4,5,7,9,13, 15, 18, 19, 23, 26, 28, 31,
32, 37, 38, 42, 48, 49, 52, 55, 58, 61, 63,
67, 68, 69, 73

15, 26, 28, 32, 38

4, 14, 23, 25, 27, 33, 38, 39, 41, 42, 47
61, 67, 68, 69, 70, 73

3,9, 22, 26, 54, 67

4, 8, 10, 38, 50, 58

Motion Visible movement, physically or visually 1, 3, 36, 38, 49, 45, 47, 49, 50, 53, 54,
59, 61, 62, 66, 67, 68

Lighting Lights are used to direct attention 4, 5, 13, 21, 25, 28, 34, 43, 45, 50, 54, 57

Display The modes in which the artwork is

Data Visualization
— Bounding Boxes

Livestream
Framed Image

presented or output to viewers

Network graphs, bar charts, interactive
interfaces

Rectangles displayed around objects (e.g.,
faces) to suggest detection

Video plays in real time

Parts of the artwork are framed for display

24, 33, 34, 35, 37, 54, 59, 61, 64, 66, 72
2, 10, 54, 57, 61, 67

4,14, 23, 49, 67, 73
11, 18, 52, 55
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Table H.2: Our codebook and the artworks in our sample to which we applied each code

(part 2 of 3).

Code

Definition

Artworks (A-#)

Visual and auditory
lexicon
Plaintext

Everyday Object

Human
Camera (object)

Audio
— Music

— Robotic Voice

< Human Voice
Public Infrastructure

Common Symbols

Microphone (object)

The sensory vocabulary that the artist uses
as components to build from
Words, source code

Common objects in daily life (e.g.,
smartphones, bedding)

Human form (e.g., bodies, faces)
Visible camera

Audio or sound plays

Music is used within the artwork or is the
artwork itself

A robotic or synthetic voice can be heard
in the artwork

A human voice can be heard in the artwork
Human-built public infrastructure (e.g.,
buildings, streets)

A shape or object that is representative of
another object or idea

Visible microphone

1,6, 7, 10, 11, 15, 16, 18, 27, 33, 34, 37
38, 39, 45, 48, 51, 53, 54, 59, 61, 62, 64
70, 72, 73

5,6, 8, 11, 13, 17, 20, 25, 29, 30, 32, 39,
40, 41, 44, 49, 50, 57, 59, 60, 67, 68, 69,
73

1,2, 4, 10, 13, 15, 18, 25, 27, 28, 32, 36,
37, 38, 39, 41, 57, 58, 59, 60, 61, 67, 70
3,5, 9, 12, 14, 20, 22, 25, 29, 39, 46, 47
49, 50, 60, 62, 63, 73

38, 54, 60

6, 10, 25, 28, 47, 56, 62, 67

1,3, 5,43

8, 62, 73

9, 17, 23, 24, 34, 36, 45, 46, 50, 52, 59,
60, 61, 70, 73

1, 27, 41, 51, 62, 66, 71

22, 44, 53

Techniques

Interactivity
Speculative
< Proof of Concept

Counter-Surveillance
Interventions

Exposing Surveillance

Imitation

Information Withheld
From Viewer

Strategies and methods artist utilizes to
construct, critique, or reframe surveillance
and privacy invasion

The viewer can interact directly with the
artwork

Imagines future possibilities

Demonstrates feasibility through a
functional prototype

Direct methods to resist or evade
surveillance (e.g., camouflaging,
obfuscation)

Reveals hidden or often ignored surveillance

Mimics or exaggerates an existing object,
topic, or cultural form, often as satire or
parody

Restricts what the viewer knows

3,4, 6, 8, 14, 17, 21, 25, 26, 30, 33, 34
35, 37, 42, 48, 53, 57, 60, 66, 71, 73

17, 20, 21, 23, 24, 25, 28, 38, 43, 51, 65,
67, 72

2, 6, 17, 24, 35, 44, 64, 65, 66, 67

1,2, 11, 17, 23, 24, 26, 31, 32, 35, 37
44, 46, 55, 56, 59, 62, 71

9, 12, 20, 22, 23, 24, 25, 29, 35, 36, 39,
42, 43, 46, 55, 56, 58, 66

5,6, 12, 13, 20, 22, 31, 34, 40, 47, 50,
55, 60, 62, 3, 67, 69

11, 14, 21, 31, 48, 55, 57, 59, 65

Tone
Unsettling

— Industrial

— Panopticon
Fun and Playful
Glamourized /
Fetishized

Mundane
Ornate

Atmosphere that frames how the artwork is
experienced
Discomfort or eeriness

Utilitarian or cyberpunk (e.g., pipes, wires,
metal)

Constant sense of overwhelming
surveillance

Light-hearted and whimsical in tone
Glamorous or pleasurable to view

Ordinary, everyday life
Refined, elegant, or high-class

5,6, 12, 14, 15, 18, 19, 23, 25, 29, 30,
32, 36, 38, 39, 48, 49, 60, 65, 66, 69, 73
3,4, 13, 15, 20, 21, 25, 29, 34, 38, 39,
40, 47, 49, 50, 51, 53, 54, 59, 60, 69
12, 20, 23, 34, 41, 69

3, 8, 28, 31, 42, 46, 47, 49, 67
9, 34, 37, 41, 46, 47, 49

4,8, 31, 49, 68, 69, 70
12, 46, 52
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Table H.3: Our codebook and the artworks in our sample to which we applied each code

(part 3 of 3).

Code

Definition

Artworks (A-#)

Observation

Data Source/Subject
— Specific Individual
(public)

— Viewer

< The Public
— Artist Self-Surveillance
< Performers

Data Collection
Method
< Camera

— Text-mediated
Communications
< Microphone

— Viewer Device
Duration of Data
Collection

Implied Observation

Dynamics of watching and being watched
(visual and data collection)

Whose data is collected/privacy invaded
Specific individual from the public is
highlighted

The viewer is the subject of
surveillance/privacy invasion

The general public in an aggregate form

Artist uses their own data or personal
experiences

Those hired by an artist or part of a
collective art group

How data used in the artwork is collected

Uses cameras
Uses text or social media data

Uses microphones

Uses the viewer’s personal device

The artwork emphasizes the length of time
data is collected, or comments on the
persistence of data traces

Suggests that the viewer is being watched,
e.g. non-functioning cameras

1, 6, 8, 15, 16, 18, 19, 23, 30, 37, 39, 41,
45, 48, 58, 67, 68, 69, 70

3,4, 6, 8, 13, 21, 25, 34, 39, 42, 49, 53
57, 60, 67, 69, 71, 73

3, 6, 16, 17, 19, 23, 24, 34, 54, 61, 66,
67, 68, 70, 73

11, 14, 27, 28, 30, 31, 33, 37, 59, 64, 72

4, 10

3, 10, 13, 14, 21, 23, 25, 38, 39, 42, 49,
57, 60, 67, 68, 70, 73
6, 11, 15, 30, 39, 59, 71, 72, 73

8, 16, 53

42, 45

6, 8, 13, 15, 17, 18, 19, 21, 33, 35, 39,
45, 48, 54, 59, 61, 64, 68, 73

4,5, 20, 21, 22, 47, 50, 56, 57, 63, 69

Topics

Privacy-invading
Technology,
Algorithms, and
Identity

< Personal Identity

— Artificial Intelligence

— Algorithmic
Assumption

Organized Surveillance
/ Data Collection

— Government
Surveillance

— Corporate Surveillance
Public vs. Private
Space

The ideas and themes the artwork engages
or critiques

Technological systems that invade privacy
and their implications

How a person is defined by themselves or
others
Classification algorithms, computer vision

Inferences made by algorithms

Surveillance and data collection by an
organization
Law enforcement, intelligence agencies

Social media companies, browsers
Questions which digital / physical spaces
are private or public

2,4, 11, 13, 15, 18, 19, 21, 25, 32, 33,
36, 40, 41, 45, 50, 59, 62, 64, 67, 71, 72
2, 3, 10, 13, 21, 32, 34, 38, 39, 43, 54,
57, 61, 64, 67, 72, 73

10, 21, 32, 64, 71

1,6,9,12, 17, 18, 23, 24, 25, 26, 28, 33,
34, 35, 36, 37, 42, 46, 47, 50, 54, 55, 56,
58, 61, 62, 66, 67, 70, 71, 72

33, 35, 43, 44, 55, 56, 66, 71, 72, 73
1,4, 5, 16, 23, 31, 40, 41, 45, 52, 54, 59,
60, 62, 69
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APPENDIX I
EXAMPLE CODED PIECE

To begin coding, the coder reads through the document to become familiar with overall
content. Codes pertaining to the visual content of the document are applied to a bounding
box drawn around images (see the fourth panel in Figure I.1). In this example, the consis-
tent images on the left are ignored, since these refer to other artworks by the artist. The
fourth panel contains an image of the artwork; other images contain information about the
process. Process images typically contain information about mechanisms or more subjective,
interpretive elements. In the artwork image, our sample contains the codes “Data Visual-
ization” (display mode), “Human” (visual object), and “Collage” (design element), among
others. Codes pertaining to the textual content of the document are applied to a highlighted
paragraph (see the first panel in Figure I.1). Each paragraph is considered one unit of text
for consistency in coder analysis. Codes applied to text have a broader scope, since text
may contain both information about the mechanisms of the artwork and themes or topics

the artist addresses.
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Figure I.1: An example of a coded artwork, 3 Degrees of Separation [160] ((©)Sam Lavigne),
in the coder window of MAXQDA.
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