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[57] ABSTRACT 

A system and method for monitoring an industrial process 
and/or industrial data source. The system includes generat­
ing time varying data from industrial data sources. process­
ing the data to obtain time correlation of the data. determin­
ing the range of data. determining learned states of normal 
operation and using these states to generate expected values, 
comparing the expected values to current actual values to 
identify a current state of the process closest to a learned, 
normal state; generating a set of modeled data. and process­
ing the modeled data to identify a data pattern and gener­
ating an alarm upon detecting a deviation from normalcy. 
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5,764,509 
1 

INDUSTRIAL PROCESS SURVEILLANCE 
SYSTEM 

This invention was made with U.S. Government support 
under Contract No. W-31-109-ENG-38 awarded by the 5 

Department of Energy. The U.S. Government has certain 
rights in this invention. 

The present invention is related generally to a method 
and system for carrying out surveillance of industrial pro­
cesses using sensor or data source outputs. More 10 

particularly. the invention is concerned with a method and 
system for processing sensor data and using virtual data as 
an improved methodology over basic statistical approaches 

2 
data and substituting virtual data to perform tests to deter­
mine whether abnormal process conditions or abnormal 
sensor conditions exist and whether or not to halt or modify 
the process under scrutiny. 

It is still another object of the invention to provide a 
novel method and system using training data characteristic 
of normal system and/or sensor and/or data source operation 
to compare with ongoing industrial processes and/or data 
accumulation. 

It is yet a further object of the invention to provide an 
improved method and system for processing data from a 
process to determine training data for normal operation, 
storing such training data on a computer storage media and 
analyzing real process data relative to the normal training to industrial process surveillance. Further, the invention 

involves use of a plurality of techniques coupled for 
enhanced analysis of industrial process data. 

15 data using a plurality of mathematical methodologies stored 
on a ROM or PROM storage medium. 

Conventional parameter-surveillance schemes are sensi­
tive only to gross changes in the mean value of a process or 

It is also an additional object of the invention to provide 
a novel method and system utilizing a virtual signal char­
acteristic of normal state operation derived on the basis of to large steps or spikes that exceed some threshold limit 

check. These conventional methods suffer from either large 
numbers of false alarms (if thresholds are set too close to 
normal operating levels) or a large number of missed (or 
delayed) alarms (if the thresholds are set too expansively). 
Moreover, most conventional methods cannot perceive the 
onset of a process disturbance. sensor deviation or data 
anomaly which gives rise to a signal below the threshold 
level for an alarm condition. Most methods also do not 
account for the relationship between a measurement by one 
sensor relative to another sensor measurement 

20 correlation with a plurality of other process data values to 
compare with a real process data signal set for deriving the 
likelihood of an abnormal process or operation of data 
sources. 

It is yet another object of the invention to provide a novel 
25 method and apparatus to accumulate training data to recog­

nize any one of a plurality of specific states of operation and 
thereby identify a particular type of fault or condition 
present in a process or other system. 

It is also a further object of the invention to provide a 
30 novel method and apparatus for monitoring a process using 

training data to identify slowly changing operational sensor 
data characteristic of normal process changes. 

In another monitoring method, a conventional sequential 
probability ratio test ("SPKI'") technique has found wide 
application as a signal validation tool in the nuclear reactor 
industry. The SPRT method is a pattern recognition tech­
nique which processes the stochastic components associated 
with physical process variables and has high sensitivity for 
the onset of subtle disturbances in those variables. 1\vo 
features of the conventional SPRT technique make it attrac­
tive for parameter surveillance and fault detection: (1) early 
annunciation of the onset of a disturbance in noisy process 
variables, and (2) the SPKI' technique has user-specificable 
false alarm and missed-alarm probabilities. SPKI' tech­
niques are primarily directed to the analysis of data from 
paired or multiple pairs of sensors in contrast to a large 
number of different process sensor data points. SPRI' is also 
typically dependent on assumptions of the data being inde- 45 
pendent of other data sources and being Gaussian distributed 
data. The SPKI' technique used alone therefore has certain 
shortcomings in identifying anomalies in processes. 

It is still an object of the invention to provide an 
improved method and system for determining whether a 

35 system or data source abnormality can be ignored without 
undesirable effects. 

Other advantages and features of the invention, together 
with the organization and manner of operation thereof, will 
become apparent from the following detailed description 

40 when taken in conjunction with the accompanying drawings 
described below. 

BRIEF DESCRJPTION OF THE DRAWINGS 

FIG. 1 illustrates a schematic functional flow diagram of 
a preferred embodiment of the invention; 

FIG. 2 illustrates a functional flow diagram of a time 
lead-lag correlation methodology; 

Other types of statistical techniques also have been 
developed for industrial process monitoring and analysis but 50 
have other insensitivities for certain classes of sensor data. 

FIG. 3 illustrates a functional flow diagram of a method 
of determining a full range of data by searching normal state 
training data; 

FIG. 4 illustrates a functional flow diagram of a method 
for modeling behavior of commercial system operating 
states; 

It is, therefore. an object of the invention to provide an 
improved method and system for surveillance of industrial 
processes and apparati. 

It is another object of the invention to provide a novel 55 
method and system for on-line surveillance of industrial 
processes and apparati with multiple sensors. 

It is also an object of the invention to provide an 
improved method and system for evaluation of process data, 
on-line or off-line, from sensors or data accumulation 60 

sources. 

FIG. 5 illustrates a functional flow diagram of a method 
for performing pattern recognition; 

FIG. 6A illustrates sensor signals having a four second 
delay before applying a lead-lag method, and FIG. 6B 
illustrates the sensor signals after applying the lead-lag 
method; 

FIG. 7 A illustrates sensor signal data from pump 1 power 
with an SMSET estimate superimposed thereon; FIG. 7B 
illustrates the SMSET estimation error between the SMSET 
estimate and the sensor signal data; and FIG. 7C illustrates 

It is a further object of the invention to provide a novel 
method and system for performing preliminary analysis of 
data for alarm conditions prior to data input to a SPRT 
system. 65 a histogram of the error; 

It is an additional object of the invention to provide an 
improved method and system for masking selected sensor 

FIG. 8A illustrates sensor signal data from pump 2 power 
with an SMSET estimate superimposed thereon; FIG. 8B 



5,764,509 
3 

illustrates the SMSET estimation error between the SMSET 
estimate and the sensor signal data; and FIG. SC illustrates 
a histogram of the error; 

FIG. 9A illustrates sensor signal data from pump 1 speed 
with an SMSET estimate superimposed thereon; FIG. 9B 5 

illustrates the SMSET estimation error between the SMSET 
estimate and the sensor signal data; and FIG. 9C illustrates 
a histogram of the error; 

FIG. l0Aillustrates sensor signal data from pump 2 speed 
with an SMSET estimate superimposed thereon; FIG. l0B 10 

illustrates the SMSET estimation error between the SMSET 
estimate and the sensor signal data; and HG. l0C illustrates 
a histogram of the error; 

FIG. llA illustrates sensor signal data for reactor outlet 
15 

fl.ow rate; FIG. llB illustrates the SMSEf estimation en-or 
between the SMSEf estimate and the sensor signal data; and 
FIG. llC illustrates a histogram of the error; 

FIG. 12A illustrates sensor signal data for primary pump 
2 fl.ow rate; FIG. 12B illustrates the SMSEf estimation error 20 
between the SMSEf estimate and the sensor signal data; and 
FIG. UC illustrates a histogram of the error; 

FIG. 13A illustrates sensor signal data for subassembly 
outlet temperature lAl; FIG. 13B illustrates the SIMSEf 
estimation error between the SMSET estimate and the 25 

sensor signal data; and FIG. 13C illustrates a histogram of 
the error; 

FIG. 14A illustrates sensor signal data for subassembly 
outlet temperature 2B 1; FIG. 14B illustrates the SMSET 
estimation error between the SMSET estimate and the 30 

sensor signal data; and FIG. 14C illustrates a histogram of 
the error; 

FIG. lSA illustrates sensor signal data for subassembly 
outlet temperature 4El; FIG. 15B illustrates the SMSEf 
estimation error between the SMSEf estimate and the 35 

sensor signal data; and FIG. lSC illustrates a histogram of 
the error; 

FIG. 16A illustrates sensor signal data for subassembly 
outlet temperature 4F 1; FIG. 16B illustrates the SMSET 

4 
FIG. 22A-D illustrates SMSET estimation error for each 

of the data of FIGS. 21A-D, respectively; 
FIG. 23A-D illustrates SPRT results for each of the data 

of FIGS. 21A-D, respectively; 

FIG. 24A corresponds exactly to FIG. 21A; FIG. 24B 
includes a linear drift component compared to FIG. 21B; and 
FIGS. 24C and 24D correspond exactly to FIG. 21C and 
21D, respectively; 

FIG. 25A corresponds exactly to FIG. 22A; FIG. 25B 
includes the effect on SMSET estimation error of the linear 
drift of FIG. 24B; and FIGS. 24C and 24D correspond 
exactly to HGS. 22C and 22D, respectively; 

FIG. 26A corresponds exactly to FIG. 23A; FIG. 26B 
illustrates the SPIU results for the linear drift error of FIG. 
24B; and FIGS. 26C and D corresponds exactly to FIG. 23C 
and D. respectively; 

FIGS. 27A and 28B corresponds exactly to FIGS. 21A 
and 21B, respectively; FIG. 27C includes a temporary 
amplitude pulse of 0.25% of the signal magnitude; and FIG. 
27D corresponds exactly to FIG. 21D; 

FIGS. 28A and 28B corresponds exactly to FIGS. 22A 
and 22B; HG. 28C illustrates SMSET estimation error for 
the amplitude pulse effect of FIG. 27C and FIG. 27D 
corresponds exactly to FIG. 220; 

FIGS. 29A and 29B corresponds exactly to FIGS. 23A 
and 23B; HG. 29C illustrates SPIU results of the amplitude 
pulse in FIG. 27C; and HG. 29D corresponds exactly to 
FIG. 23D; 

FIG. JOA illustrates EBRil subassembly temperature data 
3Fl but includes a uniform gain change compared to FIG. 
21A and FIGS. J0B-D correspond exactly to FIGS. 21B-D; 

FIG. 31A illustrates the SMSEf estimation error for the 
gain change of FIG. JOA; and FIGS. 31B-D correspond 
exactly to FIGS. 22B-D, respectively; and 

FIG. 32A illustrates the SPIU results for the gain change 
of HG. 30A and SMSET analysis of FIG. 31A; and HGS. 
32B-D correspond exactly to FIGS. 23B-D, respectively. 

estimation error between the SMSET estimate and the 40 DEfAilED DESCRIPTION OF PREFERRED 
sensor signal data; and FIG. 16C illustrates a histogram of EMBODIMENfS 

the error; The system 10 herein includes a methodology (see FIG. 
FIG. 17 A illustrates sensor signal data for reactor outlet 1) and apparatus for surveillance of sensor or data accumu-

temperature 1534CF; FIG. 17B illustrates the SMSET esti- lation configurations in industrial, utility, business, medical, 
mation error between the SMSET estimate and the sensor 

45 
investment and transportation applications. The system 10 is 

signal data; and FIG• 17C illustrates a histogram of the error; useful for sensitive identification of the onset of sensor or 
FIG. 18A illustrates sensor signal data for primary tank data source degradation, process or system anomalies, or the 

sodium level 530 Float; FIG. 18B illustrates the SMSET onset of change to a different operational state. The most 
estimation error between the SMSET estimate and the 50 preferred form of the system 10 comprises a synergistic 
sensor signal data; and FIG. 18C illustrates a histogram of integration of four techniques to provide enhanced surveil-
the error; lance capabilities compared to conventional approaches 

FIG. 19A illustrates sensor signal data for primary tank (including neural networks), and also provide enhanced 
sodium level 531 induction; HG. 19B illustrates the SMSET reliability and improved computational efficiency. The four 
estimation en-or between the SMSET estimate and the 55 elements that make up the most preferred surveillance form 
sensor signal data; and FIG. 19C illustrates a histogram of of the system 10 are embodied in four different methodolo-
the error; gies generally characterized as a time correlation module 20, 

FIG. 20A illustrates standard deviation of SMSET errors a training module 30, a system state estimation module 40 
for each of the data in FIG. 7-19; and FIG. 20B illustrates and a pattern recognition module 50. 
the mean value of SMSET errors for each of the data in FIG. 60 Many attempts to apply conventional neural networks to 
7-19; nuclear, petrochemical or any industrial process surveillance 

FIG. 21 shows subassembly outlet temperature ("Sar'') applications have met with poor results in part because they 
and SMSET estimates and in particular FIG. 21A illustrates fail to take into account lead-lag relationships (lack of 
time dependent normal SOT for 3Fl in the EBR-Il nuclear proper time correlation of the data sets) between the various 
reactor; FIG. 21B illustrates normal SOT for 3Cl; HG. 21C 65 sensors or data sources. In one example, a pipe is ins~-
illustrates nonnal SOT for 5C2 and FIG. 21D illustrates mented with a sequence of N thermocouples (''TCs") which 
normal SOI' for 7A3; measure the instantaneous temperature of the fluid passing 
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through the pipe; and the signals from these TCs are In another fonn of the invention both the Leadlag module 
displaced in time along the fluid stream flow path. If the 20 and the MiniMax module 30 can be skipped. and the data 
sampling interval for the sensors is smaller than the transit can be input directly to the system state module 40. 
time for fluid passing through the pipe, any attempt to Once the MiniMax module 30 has constructed a system 
monitor these signals with a neural net will produce very 5 model ( or been skipped as noted above). the system state 
high uncertainties in the estimated signals for the TCs. For estimation module 40 ( such as the preferred Subsystem 
example, if it talces ten seconds for the fluid to pass through Multivariate State Estimation Technique ("SMSET") 
the pipe, and the sampling interval is one second. then at any module) models the behavior of a system through examples 
given instant in time, TC(N). at the outlet end of the pipe. is of the operating states of the commercial system being 
seeing fluctuations that passed TC( 1) ten seconds ago. These 10 modeled. A computer software Appendix C sets forth the 
TCs may still contain a small degree of correlation due to SMSHf module 40. In general. the system state estimation 
gross changes in fluid temperature from a heat source or sink module 40 can be any one of a variety of modeling 
that is upstream of the pipe; however. the more valuable methodologies. such as auto regressive moving average. a 
intersensor correlation that arises from local temperature neural network. or a Kalman filtering technique or an 
perturbations carried along the pipe will be lost. This same 15 empirical methodology. 
phenomenon degrades the performance of neural networks The SMSHf module 40 utilizes its memory of the learned 
and other pattern-recognition paradigms applied to any states of the commercial system in conjunction with a single 
processes wherein the physical sensors or data sources are new observation to provide an estimate of the current ''true" 
displaced in time across the process they are monitoring. system state. States of the system are represented by vectors 
Other examples of time delays in correlated systems include: 20 whose elements are comprised of direct values of system 
systems with slow data flow rates and/or large physical parameters (measured signals) as well as any transformation 
distances ( oil refineries. power plants, HV AC (heat, vent and of these system parameters that produce scalar values. e .. 
air conditioning systems. and financial systems). delays due calculated parameters based upon measured data. The 
to analog or digital electronics (noise filters and large SMSHf module 40 does not require the state vector ele-
capacitors) or transmission delays (satellite 25 ments to be linearly independent as do most other types of 
communications. or transmitting data over different BUS estimation techniques. The learning process. which results in 
systems. a "learned-state" matrix, is performed according to the 

In a preferred form of the time con elation model 20. a MiniMax module 30 and the Leadlag module 20 described 
Leadlag component of the invention (see FIG. 6) performs hereinbefore. 
dynamic, real-time intersensor lead-lag adjustments. The 30 The basic methodology of the SMSET module 40 
Leadlag module 20 performs adjustments so that the output involves the input of a new observation of the behavior of a 
signals. which are then input subsequently into the SMSET system that is compared with the "memory" of previous 
routine (the system state estimation module 40), are opti- system behavior embodied in the learned-state matrix. A 
mally correlated and impart the maximum information con- series of mathematical operations are performed that gen-
tent to the pattern recognition module 50. The Leadlag 35 erates an estimate of the states in the system's memory that 
module 20 is attached hereto as a computer software Appen- is "closest'' to the new observation. The definition of "clos-
dix A. The Leadlag module 20 accomplishes the adjustment est" that is used by the SMSHf module 40 is the state that 
function by performing;for each pair of signals, an iterative is lying closest to the new observation from the point of view 
regression procedure that generates a vector of correlation of a set of rules that determine the association of two vectors. 
coefficients with respect to lag time. This vector of corre- 40 From this closest state, an estimate of the ''true" state of the 
lation coefficients is a unimodal concave function of lag system is performed for each and every element of the state 
time. Thus, the optimal lag time between the pair of signals vector. Thus, given a set of current observed parameters of 
is identified simply by searching for the zero-crossing of the a system. the SMSET module 40 provides an estimate of the 
first derivative of the vector with respect to the lag time. current true state of the system. The value of this method is 

In other forms of the invention it may be unnecessary to 45 that an estimate of all of the values of the system parameters 
utilize the Leadlag module 20, as noted in FIG. 1 wherein in the state vector can be provided even if the current 
the option exists to skip use of the module 20. This could observation vector is incomplete (e.g .. some sensors of data 
occur for systems in which there is adequate time correlation sources may have failed or are no longer available). contains 
or if time shifting is not needed to achieve correlation. If the erroneous or faulty elements ( some sensors may have 
Leadlag module 20 is not utilized or the data has already 50 drifted, become uncalibrated. become contaminated with 
been processed by the Leadlag module 20, the data is high noise levels. etc.), or even if the new system state does 
preferably input to a training module 30. not coincide with previous operating states. However, the 

In a preferred embodiment this training module is a new system state must, in a general sense, be bounded by the 
MiniMax module 30 which searches through all the obser- domain of the states used to develop the system memory 
vations for all signals or data during a training time period 55 (learned-state matrix). 
to construct training vectors that include the highest point This estimation of the hue current state of the commercial 
and lowest point for each signal or data space under sur- system. including estimated values of all system parameters, 
veillance. A computer software Appendix B sets forth the is used in conjunction with the actual measured system 
MiniMax module 30 The MiniMax module 30 produces an parameters to ascertain the operability of sensors ( or other 
"optimal" training set. It is optimal in the sense that it 60 data sources) and disturbances in the system state. This state 
contains only, at most. 2N vectors. where N is the number estimation process can further be described as an inference 
of signals or data points in the system; and these vectors engine that accepts as input a set of learned states and a new 
span the full range that all sensors or data sources have noted observation of the commercial system. After a series of 
during the available training period. Wherever two or more operations are performed by the inference engine on this 
sensors or data sources simultaneously attain maxima or 65 input, the result is an estimate of the learned state "closest" 
minima, the resulting number of training vectors will be less to the new observation. The definition of "closest" used here 
than 2N. is the state lying closest to the new observation from the 
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point of view of a set of rules that determine the association 
( overlap) of any two vectors. Another result is the estimation 
of the ''true" value of each and every element in the new 
observation vector in the fonn of an estimated state vector. 
The series of operations performed in the inference engine 5 
consist of various matrix operations. First, all pairs of 
learned states are preferably associated two at a time using 
a rule set to create the elements of a recognition matrix. 
Next, the new observation is associated with each learned 
state using the rule set to produce a vector that has the same 

10 
number of elements as the number of learned states. The 
largest element value in this vector identifies the "closest" 
learned state to the new observation. Finally, the normal 
matrix product of this vector with the recognition matrix 
produces a set of linear combination coefficients for com- 15 
bining the learned states into the estimated state vector. This 
methodology. when applied to any true state of a commercial 
system that is a combination of the learned states, yields a 
very close approximation to the true state. The actual 
closeness achieved depends most upon nonlinearities arising 

20 
from the rule set and physical and/or random fluctuations in 

8 
that are related to the commercial system/ process operation 
or performance. The only requirement of the system 10 is 
that there is some type of cross-correlation. be it linear or 
nonlinear. between the signals used as input to the system 
10. The signals can be linear, nonlinear. stationary. 
nonstationary. clean or noisy (with an arbitrary distribution). 
The system 10 uses a database of historical operation data to 
model the commercial system or process. The database is 
assumed to contain data from all relevant operating modes 
of the system; however. if a new mode of operation is 
encountered and is determined not to be a result of com­
mercial system or sensor failures, a new vector can be added 
to the existing training matrix to incorporate the unantici­
pated operating mode in the system model. 

The following nonlimiting examples illustrate various 
aspects of the invention described herein. The data used is all 
taken from the EBR-Il reactor at Argonne National Labo­
ratory (West). 

EXAMPIEI 

The effect of time delay correlation is described in this 
example. and FIGS. 6A and 6B show two voltage signals 
with a four second delay between them. Before the signals 

the variables and is demonstrated by direct testing. General 
experience with use of this method for real operating com­
mercial systems has indicated predictive capabilities typi­
cally no worse than ±0.5% and normally ±0.1%. 

25 
are processed by the Leadlag module 20 (see FIG. 6A), the 
correlation coefficient is 0.0182 which implies no correla­
tion versus processing through the Leadlag module 20 to 
obtain a correlation of 0.9209 (see FIG. 6B). When the set 

Once the SMSEI' module 40 has modeled the data as 
described hereinbefore. the data is input to a pattern recog­
nition module 50, such as the Sequential Probability Ratio 
Test ("SPRr") module. The computer software for the SPRf 
module 50 is in Appendix D. This SPRf module 50 is a 30 
sensitive pattern recognition method that can detect the 
onset of subtle degradation in noisy signals with high 
reliability, and with quantitative false-alarm and missed­
alarm probabilities. Output from the SMSET module 40 is 
provided as a set of estimated signals (also called "virtual 35 
signals") for each sensor under surveillance. These virtual 
signals are fed into a network of interacting SPRT modules 
50 together with the actual sensor readings. Each of the 
SPRI' modules 50 receives one sensor-signal, virtual-signal 
pair. If any sensor degradation or process disturbance starts 40 
to affect the output of one or more signals under 
surveillance, the SPRI' module(s) 50 provide an annuncia­
tion to the operator and an actuator signal to the control 
system. which can selectively as needed automatically swap 
in the virtual signal to replace the degrading sensor signal. 45 
or data solll'ce. Further details of the SPRT module 50 are 
described in U.S. Pat. No. 5.459,675, which is inC01porated 
by reference herein. 

The above-described combination of methodologies 
enables identification of a faulted process, a particular type 50 
of fault. a faulted sensor or data source or faulty data itself 
and enables actions to be taken to correct or modify the 
process being monitored. 

In some cases when a failed sensor, or improper data 
stream source. is not important to the continued operation of 55 
a commercial system. the user can continue operating the 
commercial system or process if the sensor or data source 
were operating normally. For example, the system 10 can 
operate to substitute in a modeled estimate into an actual 
commercial system or process as input to replace a failed 60 
sensor or failed data solll'ce. This allows the commercial 
system or process to keep operating. 

Since the system 10 does not rely on analytical modeling 
by itself, it is applicable to a wide variety of processes and 
systems, such as petro-chemical, power generation. 65 
automotive. manufacturing. medical, aeronautical, financial 
and any system in which signals are available for processing 

of signals, or data. being used is more than two. all the 
possible pair combinations are used to calculate maximum 
possible correlation coefficients so all signals can be prop-
erly correlated. 

EXAMPLEil 

An experiment to determine the accuracy of the invention 
(the "SMSEI'" methodology generally) was carried out 
using sensor data from the Experimental Breeder Reactor Il 
(EBR-Il) at Argonne National Laboratory (US58). The sen­
sor data set contained 13 signals from sensors monitoring 
EBR-Il. Table I shows the SMSEI' Estimation accuracy for 
EBR-Il Data. Table I includes the channel numbers and 
descriptions for each of the sensor signals used in the 
analysis. The experiment was conducted in three steps; first 
the SMSEI' module was trained using two days worth of 
EBR-Il data, next the trained SMSEI' module was used to 
estimate the state of approximately 110 holll's worth of 
EBR-Il data, and then the accuracy of the estimates was 
analyzed. For each of the sensor signals listed in Table L 
FIGS. 7-19. respectively, show the sensor signal (top plot) 
and SMSET estimate superimposed. the middle plot shows 
error between the SMSEI' and the sensor signal (in percent 
of the signal magnitude), and a histogram (bottom plot) of 
the error. The histogram plots are compared to a Gaussian 
distribution with the same mean and variance to give an idea 
of how Gaussian the error signals. FIG. 20 provide a 
summary of the data of FIGS. 7-19. 

Amethodology entitledMiniMax (Appendix B) was used 
to train the system using the two days of lraining data cited 
above. After the MiniMax method was applied, a training 
matrix was constructed consisting of twenty-five unique 
vectors constituting an empirical model of the overall sys­
tem. After creating the model. the methodology was then 
applied to the signals listed in the accuracy table. Each 
signal in the system has its own estimation error signal that 
is a measure of how close the pattern recognition model is 
representing the system relative to the sensor readings. The 
second column of Table I lists the standard deviation of the 
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estimate error for all of the signals in the experiment in terms 
of each of the signals' magnitude. The magnitude of the 
signal is defined by its mean during normal operation. The 
third column in Table I lists the mean of the estimate en or 
for all of the signals also in terms of the signal magnitude. 
In general the estimate en or standard deviations are in the 
range of 0.01 % to 0.1 % and the estimate error means are 
centered around 0. Bar graphs of the tabular information are 
shown in F1GS. 20A and 20B as graphic representation of 
the accuracy information. 

TABLE I 

SMSET Estimation Accuracy Table for EBRII Data: 

SMSET Estimate SMSET Estimate 
Error Standard Error Mean 

Channel Number aIXI Diviation (% of Value(% of 
Description Sensor Magnitude) Sensor Magnitude) 

1) Primary Pump #1 Power 0.05245 0.01241 
2) Primary Pump #2 Power 0.14352 0.06595 
3) Primary Pump #1 Speed 0.01078 0.00001 
4) Primary Pump #2 Speed 0.01272 --0.00278 
5) Reactor Outlet Flowrate 0.09585 0.04452 
6) Primary Pump #2 0.06034 --0.02495 

Flowrate 
7) Sub.....embly Outlet 0.04635 0.00339 

Temperature 2B 1 
8) Subassembly Outlet 0.04904 --0.00118 

Temperature 2B 1 
9) · Subassembly Outlet 0.05664 --0.00306 

Temperature 4El 
10) Subassembly Outlet 0.04926 --0.00413 

Temperature 4Fl 
11) Reactor Outlet 0.04727 0.00513 

Temperature 1534CF 
12) Primary Tank Sodium 0.02440 --0.00280 
13) Primary Tank Sodium 0.00615 0.00316 

Level 531 Jndw:tion 

10 
estimate errors (not in terms of the signal magnitude) 
derived by taking the difference between the SOR signals 
and corresponding SMSEr estimates. Finally in F1G. 23 the 
results are shown from applying the decision making mod-

5 ule of the system 10 (the SPIU module 50-see Appendix 
D) to the SMSEf estimation errors of F1G. 22. The SPRT 
plots show a total of only three false alarms which is a false 
alarm rate of 9.4x10-5

, and this is well within the specified 
false alarm rate of 1.0xl0-3

• 

10 One type of failure mode that is common among sensors 
is a slow drift. This type of failure can be difficult to detect 
early on especially when the sensor signals contain noise. 
F1GS. 24-26 illustrate a comparative example of processing 
data from this type of failure and failure identification. 

15 Signal #2 (F1G. 24B) has a 0.2% linear drift in it's mean over 
the 2.75 day period starting at 4000 minutes into the signal. 
The other sensors are operating normally. F1G. 25 shows the 
resulting SMSEf estimation errors for each sensor signal. 
The error plot for signal #2 (F1G. 25B) shows evidence of 

20 drifting after the sensor signal has drifted approximately 
0.05%. In F1G. 26 the SPIU method has determined that #2 
(F1G. 26B) is drifting after approximately 0.05% of drift and 
that all other sensors are operating normally. 

Another type of failure that can occur is a step change in 
25 the sensor signal. This can be the result of a short in the 

sensor or DAS, a calibration error or for a variety of other 
reasons. F1GS. 27-29, show an example of this type of 
failure for the Sar measurements. In this example sensor 
signal #3 (F1G. rTC) contains a pulse with an amplitude of 

30 0.25% of the signal magnitude. The pulse starts at 4000 
minutes and lasts for 2000 minutes. F1G. 27 shows the 
sensor signals and the SMSEf estimates for the four Sor 
signals. F1G. 28 shows the resulting SMSEf estimation 
errors. The error signal :or #3 (FIG. 2SC) shows that there 

---------------------
35 is a problem starting at 4000 minutes and ending at 6000 

EXAMPLE ill 

In FIGS. 21-32examples of different sensor failure modes 
are shown along with how the system reacts to the failures. 
The preferred method of F1G. 1 is applied to the data. The 
sensor signals used in these examples are from a subset of 
22 sensor signals used in the system. The 22 sensors 
monitored the EBR-11 subassembly system at Argonne 
National Laboratory (West). Each of F1GS. 21-32 contains 
four subplots in which the upper most plot is related to 
Subassembly Outlet Temperature ("S<Yf'') 3Fl, the upper 
middle plot is related to sor 3Cl, the lower middle plot is 
related to SCYr 5C2, and the bottom plot is related to SCYr 
7A3. The system applied in each of the examples uses the 
same training matrix, which consists of 83 vectors selected 
from a training data base containing almost a weeks worth 
of data taken once every minute. 

In F1GS. 21-23 are shown the results of using the system 

minutes. The error signals are fed through the SPRf module 
50, and the results are plotted in F1G. 29. Clearly, there has 
been a disturbance in sensor #3 (FIG. 29C) beginning at time 
4000 minutes and ending at 6000 minutes. 

40 
In F1GS. 30-32 an example of a failure mode related to 

the sensor gain is shown. In this example the gain of the 
sensor signal changes over time, i.e., the amplitude is 
inaeasing over time. The gain begins changing linearly over 

45 time from a beginning value of 1 to a final value of 
l+o.075% of the sensor magnitude. The system 10 for the 
estimation error is applied to the signals, and the results are 
shown in F1G. 31. A human operator would most likely not 
be able to tell that there is a problem even after 8000 minutes 

50 by looking at the sensor signal. In F1G. 31A, it is apparent 
that signal #1 is operating abnormally. This is confirmed in 
F1G. 32A by the SPRf results, showing a steadily increasing 
number of SPRf alarms over the 8000 minute period. 

10 during approximately 5.5 days of normal operation of 55 

EBR-11. F1G. 21 shows the S<Yf signals with their corre­
sponding SMSEf estimates (signal being the circles and the 
lines being the estimate). F1G. 22 shows the respective raw 

While preferred embodiments of the invention have been 
shown and desaibed. it will be apparent to those skilled in 
the art that various changes and modifications can be made 
without departing from the invention in its broader aspects 
as set forth in the claims provided hereinafter. 
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Appendix A 

Computer software for Leadlag module which performs dynamic, real-time 

intersensor lead-lag time correlation adjustments. 
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#include <•tdi.o.h> 
#include <::i.at~.h> 
#include <:atd1il:I .ll> 
#include <:atring.ll> 

#define pi J.1415926 
idefi::.e lil 1024 
idefin• %CSi:e 2047 
ldefir.e f!l_xcaise 2079 
#define fil:ai:a 32 

void ph&••-•hift_opti=i:aticn(int argc:,cll.ar u-gv(l [20) ,illt JMtlicd) l 
void c:onY{float t[J, float g[J, float c[J, i~t si••li 
·,oid der(float y!J, float difftl, i::lt ai:e); 
void roots(float diffzc[J, int si:e, float ~oot); 
void fliplr{float al], !.:it si:■ l; 

void pr.1_:!.::.!0 (char •) 1 

void ::iain (int argc, char ••ugv) 
{ 

::.nt i,-~d; 
e.i..r tuipargv [10] [20); 

i.!!(argc l•5l { 

} 

p=._info{a=gv(O]); 
■xit(ll; 

tor(i•01i<&rgc;i++) 
atrc-;:y(tampa:cg,,[i],~gv(iJJ: 

printf("!D.tar 1 or 2 below. (\"1\" :aeana the e.iq,li,y,umt of th••l; 
printf(• derivative taclmique 1:0 find the s.bi!'t, wh:!.la \"2\••), 
print!(• maans tl:la applicatian of c!iract ,oaz. eorralation•); 
printf(• tac:Jmiqua.):\n•); 
ac:uu!t•,d•,'-mat:hodl, 

phaaa_■hift_opt:Lmi:aticn(argc,taapuqv,aatltodl1 

} 

"Cid phaaa_alu.f!:_optia:1.:atian(int a:iic, cbu argvll [20], !At mael:i.od] 

int :!.,j,ph; 
fl.oat =oct; 
float !l{zcai:aJ,f2[zcaizeJ,h(fi1 zc■ize); 
float zc[fil zcai:e], fil zc(fil ~ai2a], 
!lcat d1tffil_:c{fil_xasi;.•ll1 -
n::r.l!l •i.ufilel,•iufile2,•int!lll3,•outfila, •outfilel, •outf:il.e2, 

21 

F:B 2 '96 11:28 

14 
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for{!■O:i<xc■ ize;i++) 

{ fl [il •O; 

} 
forli•O:i<fil xc■i:e;i++) 

{ xcfil•O; -
llCiJ ■ O; 
til_xc:(!J-o, 

) 

if ( li:cfilel•fopen larv,r [ll , •r•) ) •- ll'tlLI.l 

JU DIV 

{ printf("Thera i• no data :ile \■ 1\n•, a:r:gv(ll): 
a:dt(0); 

} 
elaa 

{ :!. ■01 
whila((!acanf(.i.z>filal,•,t•,&fl(i]ll l•SOP) 

i++;; 

ifl (inf11•2•£open(:arvv[2l ,•r•)) •• NOI.Ll 
{ printf (•'!'hara i.11 nc data fila 111 ■ 1\n•, azv,,{21 J; 

ez:l.t (0); 

alaa 
{ i-0; 

wh.ile ( ( f:scanf (inf:!.1e2, 0 "1f", &f2 (:!.l ) ) I •IOF) 

i••~ 
} 

if((infile3•£ap-(ar,;r,£3J,•r•)) •• )ltll,LJ 
{ pri:ctf(•'l'hara b :ca data file \al\:•, arg,r(3]} 1 

exit(O): 
} 

al■e 
{ i•01 

while ( (:l!acai:i.f (infi.la3, •t\f ■ ,&b [il)} l•BOl'J 

} 

/• Calculata tll.e =o■■·c=■latiOQ of the input uid the•/ 
/• rafare:ca a~gnala, •t 

:l!lipl:r ( fl, II) ; 
comr(:l!l,f2,zc.zcai~a); 

/• ~c paa■ xc t:lzrough a LPP •/ 
ccnv{b,xc, fil_xc, fil_,.cai:a) 1 

!• 11nd th■ shift. uai:c.g d.iract iuz. ==■l&ti- tadm:l.qua. •/ 
i:f ,_ t.bcda• 2) 

22 

_F;jl 2 ' ~Ei l I .:.z.a 

16 
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{ ph-til XC [Cl]; 

} 

j•O; 
for(i•O:i<fil_xcaize;i++I 

if(fil_xc[i]>ph) 
{ ph.f:!.l_xc Cil ; 

j-i: 
} 

ph•j- (!il_xcsixa+l)/2; 
?rintf("'r!.e ahi!~ ia \d\n",phl: 

RA Dff 

/• !'ind the 11b:l.ft, uaing dari~t;iva tacm:uqua. •/ 
if(mathcd••J.l 

{ dar{fil_xc,<Ufffil_xc,f!:_xcsizaj; 
rcot■ (difffil_zc,fil_xcaiza·l,iroot); 

ph•roct· [fil_xeai:e+l)/2; 
printf("Thlo •hift is ,:\n",ph)1 

} 

/* iha••·•qu.a.li:• !:ha input (!2) ralati...., to rafa~ce (fl) */ 
/• !f ph>O, f2 leads fl; if ph<O, f2 laga fl. •/ 

if {ph:>Ol 
{ for (iaph; i<H; i+-+) 

f2[i·phl • f2[il 1 

:or{!•N-ph;~<...~;i++) 
f2[ii=0; 

} 

if (ph<O) 

) 

{ ph • ·ph; 
for(l••·l;!>aph;i•-) 

f2 [11 • .f:Z [i •phJ ; 
for(iaO;icph:i++I 

!2[iJ•07 

for{i-O;i<llii++J 
fl,,rintf(outfila. ■,f\a•,f:Z!ill1 

feloae(iafilal); 
fcl.oeeCin:til.e~), 
fClJ:lH (i;ifi1a3) l 
fcl.oaeCcutfilel, 

vcid c011.v(flcat f[l, float g[J, float c[J, int size) 
{ 

} 

fcr(k•01k<aize1k++) 
{ e CkJ •O: 

for(m•01m<•k1•++) 
c:[kl • c[k]+f!Jal•g[lc:-al, 

} 

~Ea 2 '96 11 :29 

23 

18 

~024/025 



5,764,509 

19 

02/02/96 U:J2 RA DIV 

• 
void fl.iph(:floct a(!, izit ai:el 
{ 

} 

int i,:l; 
fl.oat tamp; 

j •floor (ai:e/2), 
!or (i•O; i<j 1 ;;i.++) 

{ tamp•.a. Lil ; 
a[il-a[ai2a-i-lJ1 
a[siza·i·ll•temp, 

void der(fl.c.a.t y[J, !loat diffy[!, int aizel 
{ 

float dif:f; 

!0r(!•01i<ai2e-l;i++J 
di:ffy fil • 7 fi+ll •yfil; 

"70id roota(f1oat i:lif!%ctJ, int ai:a. !lo&t •root) 
{ 
int i,j; 
float te;ca1 

if(dif:f%c(Ol•diftte[•i:a-1J > OJ 
{ p:c-~tf (•~ =c:ia::s_::cn-al~t.ion ~• not =i:llcdal.. \n•) 1 

SJtit(OJ; 
} 

el::se 
{ ('"'::'Oc:11:) •0. 0; 

} 

~=!i•O:i<ai:e-l;i+•I 
{ 1:-1; 

} 

fo,:;(j•Orj<aize-l;j+•J 
if C {i-j) >0) 

t•=•tar.a•((·d:L:fb:c[j])/(diffxc[iJ·~ifbc(jJ)); 
(•=ct) • (-root) + ca:ca: 

vaid P=_into (char <>pgm_~I 
{ 

•~■age: •, pgm_-. • i.Dfilal 1n:f:l.le2 UU:il.&3 QUtfile•); 
printf(•\n•); 

20 

pri.ntt [•lfot:e that: in:eilel. « infile2 ara :::afer-ce and ia:lput ■i~l•l 1 
print!'(• .,.apact:ively. ui.file3 •ila..id coatain ~ coeff:l.c:1.-ta Qf'"I; 
printf(• the ~~F. and QUtfile ::-aceifta t!le phaae-equalizad i=\,ut ai,;inal.\n•); 

} 

24 

lg] 0251025 
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Appendix B 

Computer software for producing an optimal training set derived by 

searching signal infonnation during a training period to construct training vectors 

including highest and lowest points for signals under surveillance. 

237340MDR:MG:KMC 06119/96 25 
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void Ki:iM.u: Cl { 

int L,W,j,i,k,nWIIR'aira.didSwitch; 
iDt ta.__jta i)IAUD'S*2l , c; 
/"' :!.:, t a.in_ ~is• _;p ts {JQXSDSJ , • / 
float ~12] CJQ%SDSl ,t::lllp,u; 

I.niti&l.Sc:aen{); 
ta:tLoQJc(ffLLOW,BLUE): 
!saek(:l:'rain.OL,Ol: 

1JC1tcxy(l7,8J: 
c-pril:::t:f J • t=aiD uainq ta>e !ull :file? {y/u) : "l ; 
gotm::, (56. a>. 
c•getc.!MI () i 

/•cacmuc•,c•,.c);•/ 

i!(C••'D'){ 
gotozy(17, Bl i 

c:;irat:f r• Kov --, lJ..nH into tJ:ia !:.la: 
gotosy(!3, 81 : 
cee&IU! (•,d• ,«LI; 

Lalen~llPile('l'rai:11.1; 
!aaak('l'rain,OL,O)i 

got~(17,8)i/• •f 
epriJl.t:f t • r:I.Ading- .,... and m:i.A :fer lll.1 •-=-=•. . . •) ; 
l!or{j•01j<W, j++) { 

~{Ol [jl•Saai;tleljJ; 
~lll [jJ•Suapla{jJ; 
tilui_pta [jl ■o, 
tui._pta [W+jl •O 1 

26 

24 

li!0l~/025 
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tor(j-01j<lloweD1j++) 
•td(jJ +• (D [j] (i.] --[j] J • (D [j] [1] •mn(j] )J 

for{j.O,j<RmnlD1j++) 
atd[jl/•{ColaD·ll1 

;•••• Eztending the razige ot the b:-ain:l.ng matri~••• / 
f0r{i•01i<Col•D1i•+l{ 

tor{j•01j<Rowall;j++l{ 
if(D[j] [1]<-[jJl{ 

Il !jl li.J ·•■td[jl •ex; 
Dt[il [jJ ••■td[j]•ex: 

D (jJ (11 +•■td[jJ •ex, 
Dttil (j]+•■td[jJ•ex: 

:int langthPile(7ILJ: •fl){ 
Char CJ 

) 
t• 

int i1 

wlula I (c•getc (fl)} l •B01') 
if(C•••\n') i++1 

f■eelc:(fl,Ol:.,OJ, 

?:'■t= ( i) ; 

int vidthPile(PDJ: *fl){ 
char c:; 
int :!.1 
i•O; 
wlu.le(lc■getc(illl •••\n'){ 

} 
•/ 
int 0.00■■'1':raim.ng () 
{ 

int ch, yy, =· ■topi 
char •l:i~f; 
textlooGk(DLt.Clf,BLtJZ)i 
gctozy(8,7) I 

26 

@0171025 

cprizn:f (• 'l1Lllre are four diffennt .,..y■ of ■xt:acting traiAiAg data fraa "l: 
g-otazy(8,8l1 

c:priDtf ( • tJ:Le aaizl:l.zag f.i.le, •) 1 
gctoxy(21, 8); 
text?.cok(ll,at.'llZ)1 
cprintf(•~-12■•,t:l:'&ining); 

g-otoayl40, 8); 
t■xt:i:.aok (nlLI.OW, m.m:I ; 
c:priAtf (•, cllco■• 01l■ l:ialow: • I ; 

gotczy{30,l1) I 
tezt:I.oolt[BLACX,LZGll'.l'!aU.Y)1 
cprintf(• 1) Va• Pile•• i■ •): 
gotoqo(30, lll 1 

aprintf(• ::n JliJIMaz -d,od •) I 

gctozyj30,J..5); 

FEB 2'9611:27 

30 
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cprint:f(• 3) Equally Spac■d •J 1 

gotczr(30,l7) 1 

cprint:f'(" ·U Specify Stat:H •) I 

/• aa.q •elect~=•; 
gotoxy(48,ll); 
:yy-ll; 
xx•41; 
atop•O; 
while (•topl ■ll{ 

c:.b•getchO; 

if (ch••IOI{ 
yy.yy+2; 
if (~17) 

yy•ll; 
} 
U {CA••72) { 

r.r-rr-2; 
i:I: (yydl) 

yy.171 
} 
it Ccl1••13J atap•l; 
/• T.BSTDG rc"'Ulio"'r.l'"'Elll"'l'.f"'""S 

/• 
gotcxy(l,:Z:i!J l 

RA DIV 

cpriDtf( ■ •)1 
gct.ozy(l,22); 
cpr:!.nt!(•choic:a • ,d•, C(r.,•9)/2111 
•/ 
got:cxy (2X, ff) I 

int ah, ff, XX, atop I 
cl:lar •wff1 

/• dafa'Ql.t J'l and. P:Z 
J'l•l1 
P2•21 

t-tLcck (T.U.I.ON, llLUBJ 1 

gotozy(l,711 

28 

14)018/025 

c:p:riDt:f'(• -n. defalll.t input and out:pat tile -• are lbtlld l>alow. •) 1 

gotazy(l,1)1 

c:prJ.atf (• 1'■e ,a and 'lie to 110- t:o ■•l■c:ti011, <b■ ck9pac■> t:c dla:lg• -· •, 
24,25); 

gotcxy(22, 11) 1 

t■zt.I.ook CllLAa, L:tGll'rGRAY) : 
CFiAtf (• 11 t:rai:inq d&taz•) I 
gota..y(40,llli 
t■ztt.oolt (L:CGIITGRAY, IIUCI:) 1 

FEB 2 '96 I I :?7 

31 



5,764,509 
29 

1.li! 30 

- · 1-,..• 

~ Jiv 

diir,i;ti1• '• •.c:-a~); /• u■• gotczy-(51,11) •/ 
!lOi:czy (:Z:2 • 1:3) I 
t■ztI.cck (BUCJ:. LJ:GB'?GRAY) I 

c:prilitf(• 2) input data : •) ; 
gctczy(40 .13), 
t■zt.Lcclt (L:IGJITGRAY • !Ir.ACX) ; 

apri:a.t:f(• \e •,input); /• u■e gctoxy(5l.l3J •; 
gotm:y(:22,lS) 1 
taxtLook(ax.AelC.LIG!lTGUY): 
<:pr:!.:,,t:f [• .3) S1'!C : ") I 

gotm:y(40, ::.S) I 

taztL00k(I.ZGB'l'GlU.Y,.BL1t.C:Xl1 
<:pX':.nt:f [• 2 •); /• -..a■ gotoxy(Sl.lSl •/ 
gotcxy(:Z:Z.17); 
ta..tLook (BLACX. LZi:;r.rGllY) I 

c:print:1: (• 4.l Colmm flow l: • l; 
srotozy(4D,l7}: 
t■ztLook(I.I~,llUCX) J 
c:pr:l.nt:f (• l. ■) I 

tu:-:.?.ock (Bt.ACX. UGK'!GRAY) ; 
gctoxy(:Z2,l!!); 
<::;;:r:int:f(' 5) Column flow 2:•J; 
gctm,y(40,lll}; 
ta:-::!.ook (I.IG:!l'?GRAY • .BLAOtl : 
cp::int:f(• 2 
9'CtoxyC37 .21); 
teztLook (llJilt). L:Imr.t'GU.%) ; 
cpr~nt:f(• den••); /•u•• goto(4:Z,2l) •f 

/• """lt• ■•l■ot~cm. •/ 
gctozy (!3 , 11) : 
YY•ll; 
xx-53; 
stcp•O; 
wMla ( stop I •ll { 

~•ti::b.(}; 

if (c!i•-aO){ 
r.r-,y-t:Z; 
if (yy,211 

r.,•ll; 
} 
if (c!i--72){ 

yywyy-2; 
if (yy<lll 

yy,■21; 

} 

::.: ((o!l,o•llll(yyl•21)){ 

if ln-•lll 

30 

.-C:ICl:,yy,1) l !• 1-trainag- •t 
i:f (YY.,•l.31 

Jf■--(:a:,yy,:ZJ I t• 2•i:put */ 
i:f (yy..15) 

Jf.,.._(::s:x,yy,lJ: /• .3-cut:put •/ 
if {yy.•17) 

1:· 
Jf...._(::ct,~4) I 

IYY.•l!I 
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BevK-(!11::X,yy,S)' 
"JT-'!Y+21 

} 
i:f (yy.-21) 

,c,:•42, 
elae 

if ( IYY••2ll H (ch••l3 l J 
/ • ff!S'l'IVG COlll'l'D'rS 

/• 
gctozy(l,22); 

atcpal.1 
•1 

c:pr:L:D.t:f(• •J; 
gotazy(l.,22) I 

c:pr:!.ntf (•trai:ing ■ , •• , tnin:!.ng) : 
gotcxy(l,23); 
c:pr:!.:D.tf (• •Ji 
gctazy-(1,23) J 

c:prillt:f(•input • ,a\n•,ii:rput); 
got:a,q,(1,20 1 
cprintf[• .,, 
!;CltCIXY'll,24)1 
c:print:f(•autpv.t • 'lla\n•,0ut:put)1 
*/ 
gc,toxy(xz,yy) 1 

void lzlJ.t:!.alSC1'UI(} 
( 

~-tl:l•~(CTAl'J, 
clracr(l, 

taztLook lam> ,.BLM:1:l 1 

hJ.gmndao () ; 
!JOtoay(2t,.2J; 
c:pr:l.nt:f(• 
gotm:y(2t,3); 

•) I 

apr:LzLU: (• UC S:Z:GII.IL V2L~01f STS'l'Dl •) I 
gctoxy(24,4) I 
cpz-intf(" •); 
noaavideo(); 
taxU.Oolc(TIILl,OJl,3~llZ); 

} 

void tu:tloock(int txt, int bg) { 

t-~•ckgrgund (bgJ : 
taxtcolar(txtl, 

} 
¥Cid X.,.._ (1At zpoa, int ypoa, iat vhcl 
{ 

FEB 2 ·ss II :27 
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t:eztLook(l.lGBTGRAT,»l&AC:X) I 
90tozy(.a:po■ •l2,yp0■)1 

priDt:t(• •) i 

;ot:cry(xpo■ •l2,ypo■); 

i•O; 
lll&Xi•·l, 
vl:u.1e ( Cc•9at:clla () l l-13) { 

if (c••ll {i•i·l1 

} 

} 
•1-•{ 

if (i<O) i•O, 

mu:1-aax(i,aazi)i 
■-i.t:ch fvhc) { 

c:aH l, traillillg[i)•CJ braak1 
ca•• 2: illput [il •a; braalt; 
ca•• 3, t:u,p[il•CJ bra&k; 
cue 4: t:azp (il •a:hraak; 
ca•• s, t:1111111Cil•c1bre&ll:i 
default:: b~ak; 

awi.tch (vhcl { 

} 

ca■e l: t:rainingluxi+ll•'\0' 1hnak: 
aa■e 2: input(uzi+ll•'\O•; bralllt.1 
=••· 3: t:aap[aazi+ll•'\0'1 

l"AC'l'Oll• (float) atcf ( tap) 1 m:aall:; 
cue 4: tamp[raui+l] ■ '\0'; 

Pl-to:i.(t:a111p): break, 
cue S: 

teapCaazi+ll•'\0'1 
P2•atoi(teapl1 braak; 

defaul.t:: break; 

/• Pl•P1•11 
F2•1'2•11 •/ 

34 
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Appendix C 

Computer software for modeling behavior for examples of the operating 

states of the commercial system. 
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o, 1s:9,; 16:50 il.-\ DlV 

SMSET MODULE 

\ function [Er.ms. X_b.at, Err,WW2,WW] ~ meat (Input, rangaL, rangeU, D, DDi, ... 
\ out_cols, prt_cola, alpha. beta, p_flag,thrahl; 
\ 

\ Thia function eatimataa the state of a system using the (!CSET). It 
\ allows scaling o~ the input data to the range 
\ 0 • land the use of the algorithm in a predictive mode . .. 
\ Function outputs: 

Erma • Root mea.n squared errors tor variables spac!fiad by 
prt_cola. 

\ 

lo 

::C_hat • E&tlllatad states fer varia.blaa specified 
= Estimation error fer varial:ilea specified 

by pr-.:_coh. 
by pr-::_cola. 

1; ;,,.u:.ction inputs, 
\ Input • input state matrix: an N by M+l array with tha first colWllll 
\ containing a tilllaata.mp. The a=ay contains~ observation 
\ vactora, with m dependent vari&blea in each vector. 
\ rllllgaL • Langt.h M vector, where aach alament ••t• the lowar :ait of 
\ data for a co=asponding var!a.ble. 
\ ra.ngeO - L•ng~h M vecto:, where aach elemeut sets t~a upper :i~it of 
~ data for a co=ai,pond.ing variable. 
\ D ~ Training sat, an K by N a=ay. 
\ DDi Inver■• of tbe similarity matrix (from auto trai=sa). 
~ o~t_cola ~ Optional vector specifyi~g vni=h colW1UJ.a ~ap:eseD~ ou~p~t 
\ vari~l•■ predicted by the algorithm. These variables are 
\ net included in the eval~ation of W. 
\ prt_cola • Optional vector apecifyi:g ~hich colw,,ne to keap ~n the 
\ output. 
\ alpha ::itultiplicative ~actor in the vprprod nonlinear operator. 
\ beta ~ Pa..er factor in the vprprod tonlinaar operator. 
\ p_flag • Print/don't print run prograaa data for 0/1. 
\ tllr■h • Cutoff ehrashold for weighting vector W (default 0) 
\ ~he rangeL and rangeU vector■ ara uaed to specify the anticipated range of 
\ the variables. Data ia linearly •caled frcm the ranges specified by thaae 
\ vectors to th• range O:l. If the rangaL vector specifies the lower limit of 
\ the data while ra.n.geO ie o, then the code will al:uf: th• data by subtracting 
\ the rangoL ,,.1ues from each element in a co=■apcnding column of the data. 
~!!both of the rangeL and rangaU vectors are sat to a scalar value of O, 
\ the data will not ha scaled. 

!-unction !Erma, X_bat. E=,NN2,WWJ • meat [!cput, rangaL, rangaU, D, DDi, 
out_cola, prt_cola, alpl:la, beta, p_flag, tl:J.rah), 

if (nargin < lll, thr&h•0.01 end 
tic 

\ Caaa ~n which not enough inputa are apecifiad. 
if nargin < 5 

•=or('R•quired arguments ara, Input, rangaL, rangeO, D and ODi\n\n'l; 

\ Remove ti:De eta:p from input matru and tr&napoae input matri><. 
Ti.me• :"l?ut(:,l); 
Y • :nput(:,2:aiza(:nput,2)) ·; 
Ut. NJ : aize(Yl, 

lo If out_cola, prt_cola, alpha, beta, and p_flag are not specified, pick 
\ default values for thm11. 
if Dargin S, out_colsNO; prt_colB•l:M; alpha•l; bets•l; p_flag•O; end 
if na;rsin •• 6, prt_ccla•l:.!1.1 alpha•l; bata-l; p_flag•O; end 

36 7062':20::520 
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if nargin 7, alpha•l; beta•l1 p_flag-0; 8'1d 
if nargin B, heta•l; p_flag•Oi end 
if nargin 9. p_flag•O, and 
if prt_cola •• 0, prt_cola•l:X; end 
if alpha•• o, alpha•l; end 
it beta•• o, beta~l; eDd 

, S■t print flag fer dlll:>ug printout. 
print_flag = p_flag, 

, Print meaaage if print_flag ia ••t. 
if (print_flag >• l) 

fprintf(•\n Starting HSET •••••••• \n\n'); 
end 

, Scala the input aatr:1.x to the range O:l, if the rangeL and rangeU 
\ "9Ctor• are apecifiad. 
if (length(rangeL) ~= Kl & (length(rangaUI •• M) 

\ Scala each ollae:vation vector in the traini.ng 111atrix. 
Y•(Y·rangaL••onea(l,N)) ./ .•• 

(rangeu••=-•Cl.N) ·rangeL••onea(l,Nll1 
1Hor i - l:M 
, Y (i. :) • (Y Ii,: l • rangeL (il) / (range'O (i) • ran!iaL (il), 
'l,and 

\ Print aaeaaga if print_flag ia aet. 
if (print_flag >• 1) 

and 
and 

fpri.ntf(' Data ia aoal■d to O:l ranga .... \n\n•); 

40 

\ Shift the traiXLing matrix by the valuea apecifiad in rangeL, if tha rang•L 
\ vector ia apecifiad and rangaU ia o. 
if (length (raxageL) •• MJ & (ranpll -• 0) 

\ Shift aech obaervetion vector in the training matrix. 
Y • Y · rangeL••onea(l,Nl; 

\fer i • l:M 
, Y(i,,) • Y(i, :) • ran!J&L!il, 
,and 

\ Print meaaage if print_flag i■ ■et. 

if Cpr:int_flag- >- ll 
fprintt(' Data i■ ■hifted by tb4, value■ in rangeL •.•. \n\n'); 

end 
end 

\ If th• ara output column■ specified, then remove theae Yariablea from the 
1' 0 and Y matricaa. 
D _J>roj - D l 
Y_JJroj • Y; 
if (out_cola -• O) 

D.J>l:"Oj Cout_cola,:I • [], 
YJ>roj (out_col•, :l ■ !J; 

and 

\ Print u■aage if pr:int_flag ia aet. 
if (print_flag >• 1) 

fprintf C • p•rcent complete, o • l; 

JUN 18 '96 \6:56 37 7082524620 
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X_bat. zoros(1angth(prt_colal,Nl, 
t:mp • aeroa(M,1); 
=• • zero■ (longt.h(prt_cola),l); 

!!rr • zero■ (length[prt_cola) ,N); 
DtY = zoroa (M•length(out_colal, ll, 
W • zeroalN,l); 

RA DIV 

, Main loop. Calculate eatimata vectors (%_hat) for each input state 
, vector Y. 
for i ■ l :N 

end 

DtY ■ vprprod(D_proj•, Y_proj (;,i), alpha, beta); 
W • CDi * DtY; 

-2(:,i)•W; 
,w = w ./ aum(WI; 
ii■ find fW<tb.rah) ; 
if[length(ii)>O) 

W(ii)czero■ (longth(ii),l), 

\ w - W./aumlW); 
end 

WW(:,il•W: 
tap • 0 • w, 
X_hatl:,i) • tmp(prt_col■); 

\ Print moaeage if print_flag ia aet. 
if (print_flag >• l) 

if ((r .. (i,floor(N/100)) 0) (i•■ l)) 

fpriotf['\h\h\b'); 
fprintf('\3.0f•, i/N*lDO); 

end 
end 

42 

, Scale the x_hat -trix fr011 the r&11ga 0:1 back to the range ■pacified by 
, the rangeL ll.l:ld rangaO vectors, if necoaaary. 
if (langth(rangoL) •• Kl & (length(rangolJ') •• Kl 

, Scale each obaervation vector in tha training matrix. 
\JINW•langth(rangea(prt_col■l), 

\rU•rangoU(prt_cola); rL•r&ngeL(prt_cola); 
\X_hat•(r!J(,)*onea(l,Kl- .•. 
, rL(:l•ooea(1,K)) ..• 
\ X_hat + rL(,}•onaa(l,N): 
for i - l:langth(prt_colal 

X_hat(i,:} • (raugeulprt_colatill - rang•Llprt_cola(il)l • 
X_hat(i,:l + rangaL(prt_cola(i)); 

and 
Uld 

I\ Shift th• %_hat matr:l.x bac.lt to the range of tlla data by adding r&n!JeL to 
\ the data, if nacaaaary. 
if (langth(r&ageLl •• M) • (ranga!J •• 0) 

eod 

\ Shift aech obaarvation vector in the tra:l.ning matrix. 
!Ol)f•length(prt_colaJ; 
X_hat•X_hat + rangeL(prt_cola)•onea(l,l!ODI); 
\for i • l:length(prt_cola) 
, X_hat(i.:) • X_hat(i,:I + rangeL(prt_gola(ill, 
\and 

JUN :8 "96 !6:56 38 7082S24620 
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\ Raaat Y matrix to input matrix. 
Y • Input(:,2,ai~e(Icput,2))'; 

\ Calculate error. 
E= • Y(prt_cola, ,) • %_hat, 

5,764,509 

RA DIV 

\ Calculate rm• •=or for variable■ ■pacified by prt_cola. 
~a • diag (Err • Err' ) ; 

Bria■~ eqrt(ErllUI' ./ {N - M - l)); 

44 

\ Add tiae■ tamp to X_hat and Err arraye a.nd tranapoee X_bat and Err arraya. 
X_bat • (Ti.ma' 1 %_hat]•, 
Err• [Ti.me'; Err]'1 

if (print_flag >= l) 
bt:a,.fi.x (clock) ; 
fpriDtf(•\n\n Total time to complete MSET ueing \d training vectore\n', 

aize (D. 21 I, 
fprintf(• to analyze \d observations with \d variables each: •, H, Ml, 
tprinttc•,6.2t min■ \n\n•, toc/60); 

end 

JUN 18 '96 :s:SS • 39 7092524620 
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\ function [z. norm_distl • vprprod {x. y, alpha, beta); 

\ Thia function perform• the nonlinear operation on matrices x and y at the 
\ heart of th& KSET. It uaea tho rollowing nonlinear 
\ operator to compare vector• in the matricaa: 
, f(d.ietl • l / (l + alpha diet"'betal, 
\ where diet is the normalized distance between a vactor in y and each 
, obaervation vector in x. 

"' \ I! the c:onata.nt alpha IUld beta are not apecitied, dafault value■ of l are 
, uaed for both of them. 

' \ Thia veraion of vprprod retun.a th• norm of the diatAnc:a bet-•n the 
\ each vector in y and the exemplar vator• in x. 'l'ha vector di.atanaa■ are 
'Ii normalised vith reapect to the awa o~ the diata.nea vectors. 

' \ 
' 
function rz, uorm_diatJ • vprprod (x. y. alpha, beta): 

if (nargin •• 2l 
alpha• 1, 
beta • l: 

and 

[Nx,.lb:] • aiza(x); 
(Illy.My] • aize(yJ, 

if CKx ·• ~) 

end 

:fprintf('\n\n in vprprod(x,y). th• number of column• in x muat\n•); 
tprintf(• equal tbe n\lllbar of rowe iA y\n\n'); 
■tr• ( • col u.am■ in x: • • nmaa tr Olxl • 
• , &r1d the nwober of row■ in y: •. nWl2atr(Ny)J; 
error(etrl, 

'II Initialise arrays. 
s • zeroa(ltlt.Hyl; 
norm~ zeroa(Hz,My); 
yi • zeroe(Nx,Mxl: 
diat • zeroe(Vx,lJ1 
tmp • zaroa(Mx,Nx)1 

for i • l :!lfy 

"' BXpa.nd H.c,b c:olumn of y into .. N'x by iry c- Nz by Mxl matrix . ... ◄ ... , ... , ...... ____ ,~ •• _,,,.. 

@001, 008 
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AppendixD 

Computer software for performing pattern recognition by detecting onset of 

degradation in noisy signals. 
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/• Sl:u:t tl:la Sft'-' &aalywia..... • / 
;• c.alculata ~ -~• ct tu ••tioA.ta a=ors•/ 

U (I.~ccaJ.cr.<mgt.bJ calCLusgtb.aLengtlu 
-an1.-o.o, -im2-o.ar 
~= <~•01icc.aJ.cLugt:h:i••I{ 

fgata (buf.13,-=orJ.) 1 
t9111P•&tcf !bufl : 
--.l.♦-t:ellljl/cal~; 

43 
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!g•t■ (but,l3,a=cr2J I 
tuap••tof (hat) 1 

qanl+•t.-p/c.al.cLuigth: 

f■•ak(•=orl.,OL,OJ: 
f■aak(arrar2,0L,OJ: 

variancel•O.O; variazu:•2•0,01 
for (i•01i<calctength1i+•l{ 

fgats(but',13,arrorll, 

RA DIV 

tamp-ato:f(buf'l; 
variuicel+•(taap--i)•(t.,,.,--..,_1)/(calcLaogth·l); 
fpta(buf,l3, ■=0l:2)1 

t&lllpaat.ot (liv.f) 1 

variance.l+•4temp·•••n2)•(temp--az,.2J/(calcLacgth·l); 
} 
f■aek(ar:rorl,OL,OJ; 

f■aek(e=2,DL,0); 

/• J.ct-l SPll'l' calculat:iac aDd signal ■-ppiz:ig lc!JiC •/ 
aubl•O; 1ub2•01 
ldl.=PACTOJl•sqrt(variancel}i 
gl-xl./"'Uiancal; 
X2•FACT011•1qrt(V&%:iaace2l 1 
g2.JG/variance2; 
ll•l0g(SETA/(l·ALPKA))1 
&•log({:-aE'?A)/ALPHJ.J; 
for(i•Ori<4;i++l{ 

if!i••Ol !printf(par.-a,•,t\n•,U)1 
i:f{i••ll fprutf(pe,rasa,•,f\n•,llll)1 
if(:i--21 fprint:f(p-■ ,•,f\n",-'Al 1 

if(i••3) fprintf(pffSJU,•,t\n",BBl1 
} 
fclo•• (para.as): 

for fi•01i<l.an~;i++){ 
/• fpUO:,uf,lJ.~2)1 

teap-tof (buf) l 

facanf(errorl,•,t\n•,,taip1l1 
t■c~(e==2,•,t\n•.,taap2)1 

if ((Spoal •• AA> 11 (Spoal •• D)) 
if ( (Spoa2 •• ALI 11 (Spo92 •• BB)) 
if ( (S..•gJ. -- .\Al 11 CS-91 •· n>> 
if ((Saag-2 •• A.I.I [ J !S..•92 •• U)l 

Spo■l•OJ 
8poa2.o, 
snegl•01 
S-92•01 

54 

■tawoal• •g-1• (Jll/2 - taipl.)' ■tap,Qe<Jl• ·!Jl.* ()C./2 + tlllll)ll; 
■t-.ppoa2• •g2*(M2/2 · t-.,2) 1 atapzu192• -g2•(X2/2 + temp2J; 

Spo■l +• ■t■ppo■l; Sa.egJ. +• ■tepna9l1 
Spo■2 +• at■ppo■21 Snag2 +• ■t8lll1•92r 

if(Spo■l <• Ul Spo■l-U: 
if(Spo■2 <• UI Spo■2-Ur 

if(Spo■l >• SBl Spo■l-U: 
it (Spo■2 >• D) Spoa2-aa, 

if(SO..gl <• J.A) Snegl-U; 
U (~92 <• All) Snag2•ll: 

ifCSn■gl >• Dl snagl-aD, 
il!.l .... g2 >• DI Sn•!J2•8B1 

44 
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if((Spo■l>•UJ I I (Snegl>.SS)J aubl•l1 
if I (Spo■l<""1,A) H (S..egl<•AA)) •ubl•O I 

if ( (Spo•2>•D) I ! (SDeg2>•BBl) 1ub2•1; 
if ( (Spoa2c-AA) t.r. (Slaag:lc-.AA.)) 11Ub2•0, 

fprintflsprtpo•l,•,f\n•.Spo•ll; 
fprintf(1prtpo•2.•,f\n•,Sp0■2l; 

fprintf(■prt.iagl,•,t\n•,Saegl); 

fpril:Ltfl11prt:neg2, 1 ,t\n•,sne92); 

f•0-f(fl-1,•,t\n•,t.templ)1 
f1eanf(fa1t1.•,£\n•,t.ta11p2)1 

if (aubll 
fprintf(comkll,•,f\n•,temp2]; 

•l.•• 

faoanf(flow2,•,t\n",itampl.); 
facanf(fe•t2,"\f\n",itamp2)i 

if (auh2) 
fp:':Lntf(c01102,•,t\n•,tamp2); 

•1•• 
fpriAtf(c~2,•,f\n•,taipl)1 

iflf:mcd((doubla) (c:nt+i+ll, (doabla)pu)••O){ 
srotoxy!4'1.11) 1 

56 

eprintf(•\•3.3f •, ((float) (cnt+i+l))/((float)LangthJ•l00/2); 
} 

} 
gotozy(47,11l, 
q,rilltf{•,-3.3f •,100.0); 

gotazy (34 , 15) I 
tu:tLoolc (IIJIJ:D. I.Bl) l I 

cpri:t:I: (• Ja'Z UT Dr •t; 
90tozy(45,15); 
51atcl:I I) I 

fclo••C~o•ll; fcl.OCtt(aprtDagl.)1 fclo■a(featl); fcl0■e(&rrorll1 
fc1oaa(ocab1)J fclo■e(fl-1); 

fcloaa(■p%'tpo■2l, fc1oae(■prt=eg2)1 fcloaa(fa■t2)1 fcl.o••C-=or2); 
fclo■e(ocab2); fcloN(flow2l, 

folo•• (J:nl ; 

1••······························· .. ···································••1 /••······································ ................................ , 
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{ 

} 

int nwi,, flag, i, j, 
char ch, buf[l5]1 
nua-0; flag•01 i•01 j•01 

ch•fg•tc{in) 1 

wh.il•l(chl~'\n')aa(chl•E07)){ 

} 

num• ( I (iaapaca (ch) l l ;/•H (chl •·,' l &&{chl'"' ••)); • / 

/• if (Ch••'\n') {k++; Row!ID•j; )•01} •/ 
if !mm••ll{ 

} 

buf [i) •ch1 
i,H; 

flag•li 

if ((num-•OIUCflag••l)){ 

~ [1+1] ... \0'; 
Saapla [::ll • lflatl ■trtodlllut,Wt.Ll; 
i•01 
flag.a. 
j++I 

i:f (ch••ICOI"){ 
/• fclo•• (In) 1 • / 
return (0)1 

} 
•l•• 

float: ltat:io (float i:i1.111l, float mm2l { 

if C (numl. •• 0) 11 ( n'Wll2 0 I l 
return 0.01 

•l•• if Cn1Dll >• m.mll 

rat= 11.Ulll./:iwa.21 
} 
'W'Oid Aal:■D() 
{ 

int llUIII, flag, i, j, k; 
char ah, huf[l6]1 
-a, flag.a, 1.0, j-0, k•01 
vhila((chafgetc(~))l•BOPJ{ 

nua- (l U.a■pace(ch)) Hdahl•', •) &lo (chi•'•• l J 1 
if (i:ha•'\n') {k++1 ROll9ll•j; j•O;} 
H! (DWl••l){ 

} 

FEB 2 '96 ll :25 

bufliJ•ch; 
:l++J 

fl.ag-■11 
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} 
} 
ColsD-ic:; 
f::lo•• (Tra.1=.l ; 

-~f ri+lJ •' \0' l 
Dt(kl [jJ•(floatl •t:'tcd(buf,llm.r.)1 
D C:ll Ck)• <neat) ■tr:od 0:,uf,Jl'Dt,L); 
1.0, 
flag-o, 
j++; 

47 
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What is claimed is: 
1. A method for monitoring at least one of an industrial 

process and industrial sensors, comprising the steps of: 
generating time varying data from a plurality of industrial 

sensors; 
processing the time varying data to effectuate optimum 

time correlation of the data accumulated ft-om the 
plurality of industrial sensors; 

searching the time correlated data to identify maximum 
and minimum values for the data, thereby determining 
a full range of values for the data from the industrial 
process; 

determining learned states of a normal operational con­
dition of the industrial process and using the learned 
states to generate expected values of the operating 
industrial process; 

comparing the expected values to current actual values of 
the industrial process to identify a current state of the 
industrial process closest to one of the learned states 
and generating a set of modeled data; 

5 

62 
industrial process closest to one of the learned states 
and generating a set of modeled data; 

processing the modeled data to identify a pattern for the 
data and upon detecting a deviation from a pattern 
characteristic of normal operation, an alarm is gener­
ated. 

11. The method as defined in claim 10 wherein the step of 
identifying a current state of the industrial process closest to 
the learned state includes forming a combination of the 

10 learned states to identify a true state of the industrial process. 
12. The method as defined in claim 10 further including 

the step of substituting an expected value for incomplete 
observations. 

13. The method as defined in claim 10 wherein the 
15 industrial data source is selected from the group consisting 

of an industrial manufacturing process, a utility operation, a 
business operation, an investment process. weather forecast­
ing and a transportation system. 

14. The method as defined in claim 10 wherein the 
20 plurality of industrial data sources comprises a plurality of 

sensor pairs. 
processing the modeled data to identify a pattern for the 15. The method as defined in claim 10 wherein the step of 

data and upon detecting a deviation from a pattern processing the modeled data comprises applying a SPI« 
characteristic of normal operation, an alarm is gener- process. 
ated. 25 16. The method as defined in claim 10 further including 

2. The method as defined in claim 1 wherein the industrial a step of determining time phase shift between the plurality 
process comprises a physical process. of the time varying data being output 

3. The meth~ as defined_ in claim 1 wherein the industrial 17. A method for monitoring at least one of an industrial 
proc4 eThss compnethodses a dfinafinncd~ procel. ss.l h . th f process and an individual date source, comprising the steps 

. e m as e e tn c ann w erem e step o 30 f· 
determining optimum time correlation comprises comparing 

O 
• 

pairs of sensor signals, each characteristic of a separate sensing time varying data from at least one industrial data 
sensor and calculating a cross correlation vector over time, source of an industrial process; 
applying a low pass filter to remove noise from the cross determining learned states of a desired operational con-
correlation vector and determining phase shift between the 35 dition of the industrial process to use the learned states 
sensor signals. to generate expected values of the industrial process; 

5. The method as defined in claim 4 wherein the step of comparing the expected values to current sensed values of 
determining phase shift comprises differentiating the cross the industrial process to identify a current state of the 
correlation vector with respect to lag time between each pair industrial process closest to one of the learned states 
of signals and performing an interpolation to compute the 40 and generating data characteristic of the current state; 
root of the differential of the cross correlation vector. and 

6. The method as defined in claim 1 wherein the step of processing the data that is characteristic of the current 
identifying a current state of the industrial process closest to state to identify a pattern for the data and upon detect-
the learned state includes forming a combination of the ing a deviation from a pattern characteristic of the 
learned states to identify a true state of the industrial process. 45 desired operational condition, a signal is generated 

7. The method as defined in claim 6 further including the indicating at least one of the industrial process and the 
step of substituting an expected value for incomplete obser- industrial data source is not of the desired operational 
vations of the industrial process. condition. 

8. The method as defined in claim 1 wherein the step of 18. The method as defined in claim 17 further including 
detecting a deviation from normal operation comprises 50 the step of searching the time varying data, before compar-
applying a sequential probability ratio test to the modeled ing the current actual values to the expected values. to 
data. identify minimum and maximum values for the data. thereby 

9. The method as defined in claim 1 wherein the step of establishing a full range of values for the data. 
detecting a deviation from normal operation comprises 19. The method as defined in claim 18 wherein each said 
performing a pattern recognition analysis using computer 55 industrial data source is characterized by two data values 
means. associated with the minimum and maximum values. 

10. A method for monitoring at least one of an industrial 20. The method as defined in claim 17 wherein said step 
process and an industrial data source, comprising the steps of processing the data characteristic of the current state to 
of: identify a pattern comprises applying a sequential probabil-

generating time varying data from a plurality of industrial 60 ity ratio test 
data sources; 21. The method as defined in claim 20 wherein data that 

determining learned states of a normal operational con- is characteristic of the current state is processed to generate 
dition of the industrial process to use the learned states a set of modeled data which is further processed to identify 
to generate expected values of the operating industrial the pattern for the data. 
process; 65 22. The method as defined in claim 17 wherein the 

comparing the expected values to current values of the industrial process is selected from the group consisting of a 
industrial process to identify a current state of the manufacturing process, a physical process. a chemical 
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process. a biological process. an electronic process and a 
financial process. 

23. The method as defined in claim 17 further including 
the step of substituting an estimated signal for said industrial 
data source upon detecting the deviation from a pattern 

5 characteristic of the desired operational condition. thereby 
replacing a faulted data source enabling continued operation 
and monitoring of the industrial process. 

64 
processing the expected values by identifying a pattern for 

the time varying data and upon detecting a deviation 
from the desired operational condition, a signal is 
generated indicating at least one of the industrial pro­
cess and the industrial data source is not of the desired 
operational condition. 

27. The method as defined in claim 26 further including 
the step of substituting an estimated signal for said industrial 

24. The method as defined in claim 17 further including 
the step of processing the time varying data to effectuate 
optimum time correlation of the data. 10 data source upon detecting the deviation from a pattern and 

characteristic of the desired operational condition. thereby 
replacing a faulted data source enabling continued operation 
and monitoring of the industrial process. 

25. The method as defined in claim 24 wherein the step of 
determining optimum time correlation comprise comparing 
pairs of sensor signals, each characteristic of a separate 
sensor and calculating a cross correlation vector over time. 
applying a low pass filter to remove noise from the cross 15 
correlation vector and determining phase shift between the 
sensor signals. 

26. A method for monitoring at least one of an industrial 
process and an industrial sensor. comprising the steps of: 

sensing time varying data from at least one industrial data 20 
source of an industrial process; 

searching signals from the at least one industrial data 
source to identify maximum and minimum values for 
the time varying data; 

28. The method as defined in claim 26 further including 
the step of processing the time varying data to effectuate 
optimum time correlation. 

29. The method as defined in claim 26 wherein the step of 
identifying a pattern for the time varying data comprises 
applying a sequential probability ratio test. 

determining learned states of a desired operational con­
dition of the industrial process to use the learned states 
to generate expected values of the industrial process; 
and 

30. The method as defined in claim 26 wherein the 
industrial process is selected from the group consisting of a 
manufacturing process. a physical process, a chemical 
process, a financial process. an electronic process and a 

25 b' ' . al 10,ogic process. 

* * * * * 
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