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INDUSTRIAL PROCESS SURVEILLANCE
SYSTEM

This invention was made with U.S. Government support
under Contract No. W-31-109-ENG-38 awarded by the
Department of Energy. The U.S. Government has certain
rights in this invention.

The present invention is related generally to a method
and system for carrying out surveillance of industrial pro-
cesses using sensor or data source outputs. More
particularly. the invention is concerned with a method and
system for processing sensor data and using virtual data as
an improved methodology over basic statistical approaches
to industrial process surveillance. Further, the invention
involves use of a plurality of techniques coupled for
enhanced analysis of industrial process data.

Conventional parameter-surveillance schemes are sensi-
tive only to gross changes in the mean value of a process or
to large steps or spikes that exceed some threshold limit
check. These conventional methods suffer from either large
numbers of false alarms (if thresholds are set too close to
normal operating levels) or a large number of missed (or
delayed) alarms (if the thresholds are set too expansively).
Moreover, most conventional methods cannot perceive the
onset of a process disturbance, sensor deviation or data
anomaly which gives rise to a signal below the threshold
level for an alarm condition. Most methods also do not
account for the relationship between a measurement by one
sensor relative to another sensor measurement.

In another monitoring method, a conventional sequential
probability ratio test (“SPRT”) technique has found wide
application as a signal validation tool in the nuclear reactor
industry. The SPRT method is a pattern recognition tech-
nique which processes the stochastic components associated
with physical process variables and has high sensitivity for
the onset of subtle disturbances in those variables. Two
features of the conventional SPRT technique make it attrac-
tive for parameter surveillance and fault detection: (1) early
annunciation of the onset of a disturbance in noisy process
variables, and (2) the SPRT technique has user-specificable
false alarm and missed-alarm probabilities. SPRT tech-
niques are primarily directed to the analysis of data from
paired or multiple pairs of sensors in contrast to a large
number of different process sensor data points. SPRT is also
typically dependent on assumptions of the data being inde-
pendent of other data sources and being Gaussian distributed
data. The SPRT technique used alone therefore has certain
shortcomings in identifying anomalies in processes.

Other types of statistical techniques also have been
developed for industrial process monitoring and analysis but
have other insensitivities for certain classes of sensor data.

It is, therefore, an object of the invention to provide an
improved method and system for surveillance of industrial
processes and apparati.

It is another object of the invention to provide a novel
method and system for on-line surveillance of industrial
processes and apparati with multiple sensors.

It is also an object of the invention to provide an
improved method and system for evalnation of process data,
on-line or off-line, from semsors or data accumulation
sources.

Tt is a further object of the invention to provide a novel
method and system for performing preliminary analysis of
data for alarm conditions prior to data input to a SPRT
system.

It is an additional object of the invention to provide an
improved method and system for masking selected sensor
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data and substituting virtual data to perform tests to deter-
mine whether abnormal process conditions or abnormal
sensor conditions exist and whether or not to halt or modify
the process under scrutiny.

It is still another object of the invention to provide a
novel method and system using training data characteristic
of normal system and/or sensor and/or data source operation
to compare with ongoing industrial processes and/or data
accumulation.

It is yet a further object of the invention to provide an
improved method and system for processing data from a
process to determine training data for normal operation,
storing such training data on a computer storage media and
analyzing real process data relative to the normal training
data using a plurality of mathematical methodologies stored
on 2 ROM or PROM storage medium.

It is also an additional object of the invention to provide
a novel method and system utilizing a virtual signal char-
acteristic of normal state operation derived on the basis of
correlation with a plurality of other process data values to
compare with a real process data signal set for deriving the
likelihood of an abmormal process or operation of data
sources.

It is yet another object of the invention to provide a novel
method and apparatus to accumulate training data to recog-
nize any one of a plurality of specific states of operation and
thereby identify a particular type of fault or condition
present in a process or other system.

It is also a further object of the invention to provide a
novel method and apparatus for monitoring a process using
training data to identify slowly changing operational sensor
data characteristic of normal process changes.

It is still an object of the invention to provide an
improved method and system for determining whether a
system or data source abnormality can be ignored without
undesirable effects.

Other advantages and features of the invention, together
with the organization and manner of operation thereof, will
become apparent from the following detailed description
when taken in conjunction with the accompanying drawings
described below.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 illustrates a schematic functional flow diagram of
a preferred embodiment of the invention;

FIG. 2 illustrates a functional flow diagram of a time
lead-lag cormrelation methodology;

FIG. 3 illustrates a functional flow diagram of a method
of determining a full range of data by searching normal state
training data;

FIG. 4 illustrates a functional flow diagram of a method
for modeling behavior of commercial system operating
states;

FIG. § illustrates a functional flow diagram of a method
for performing pattern recognition;

FIG. 6A illustrates sensor signals having a four second
delay before applying a lead-lag method, and FIG. 6B
illustrates the sensor signals after applying the lead-lag
method;

FIG. 7A illustrates sensor signal data from pump 1 power
with an SMSET estimate superimposed thereon; FIG. 7B
illustrates the SMSET estimation error between the SMSET
estimate and the sensor signal data; and FIG. 7C illustrates
a histogram of the error;

FIG. 8A illustrates sensor signal data from pump 2 power
with an SMSET estimate superimposed thereon; FIG. 8B
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illustrates the SMSET estimation error between the SMSET
estimate and the sensor signal data; and FIG. 8C illustrates
a histogram of the error;

FIG. 9A illustrates sensor signal data from pump 1 speed
with an SMSET estimate superimposed thereon; FIG. 9B
illustrates the SMSET estimation error between the SMSET
estimate and the sensor signal data; and FIG. 9C illustrates
a histogram of the error;

FIG. 10A illustrates sensor signal data from pump 2 speed
with an SMSET estimate superimposed thereon; FIG. 10B
illustrates the SMSET estimation error between the SMSET
estimate and the sensor signal data; and FIG. 10C illustrates
a histogram of the error;

FIG. 11A illustrates sensor signal data for reactor outlet
flow rate; FIG. 11B illustrates the SMSET estimation en-or
between the SMSET estimate and the sensor signal data; and
FIG. 11C illustrates a histogram of the error;

FIG. 12A illustrates sensor signal data for primary pump
2 flow rate; FIG. 12B illustrates the SMSET estimation error
between the SMSET estimate and the sensor signal data; and
FIG. 12C illustrates a histogram of the error;

FIG. 13A illustrates sensor signal data for subassembly
outlet temperature 1A1; FIG. 13B illustrates the SIMSET
estimation error between the SMSET estimate and the
sensor signal data; and FIG. 13C illustrates a histogram of
the error;

FIG. 14A illustrates sensor signal data for subassembly
outlet temperature 2B 1; FIG. 14B illustrates the SMSET
estimation error between the SMSET estimate and the
sensor signal data; and FIG. 14C illustrates a histogram of
the error;

FIG. 1SA illustrates sensor signal data for subassembly
outlet temperature 4E1; FIG. 15B illustrates the SMSET
estimation error between the SMSET estimate and the
sensor signal data; and FIG. 15C illustrates a histogram of
the error;

FIG. 16A illustrates sensor signal data for subassembly
outlet temperature 4F 1; FIG. 16B illustrates the SMSET
estimation error between the SMSET estimate and the
sensor signal data; and FIG. 16C illustrates a histogram of
the error;

FIG. 17A illustrates sensor signal data for reactor outlet
temperature 1534CF; FIG. 17B illustrates the SMSET esti-
mation error between the SMSET estimate and the sensor
signal data; and FIG. 17C illustrates a histogram of the error;

FIG. 18A illustrates sensor signal data for primary tank
sodium level 530 Float; FIG. 18B illustrates the SMSET
estimation error between the SMSET estimate and the
sensor signal data; and FIG. 18C illustrates a histogram of
the error;

FIG. 19A illustrates sensor signal data for primary tank
sodium level 531 induction; FIG. 19B illustrates the SMSET
estimation en-or between the SMSET estimate and the
sensor signal data; and FIG. 19C illustrates a histogram of
the error;

FIG. 20A illustrates standard deviation of SMSET errors
for each of the data in FIG. 7-19; and FIG. 20B illustrates
the mean value of SMSET errors for each of the data in FIG.
7-19;

FIG. 21 shows subassembly outlet temperature (“SOT”)
and SMSET estimates and in particular FIG. 21A iilustrates
time dependent normal SOT for 3F1 in the EBR-II nuclear
reactor; FIG. 21B illustrates normal SOT for 3C1; FIG. 21C
illustrates normal SOT for 5C2 and FIG. 21D illustrates
normal SOT for 7A3;
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4
FIG. 22A-D illustrates SMSET estimation error for each
of the data of FIGS. 21A-D, respectively;
FIG. 23A-D illustrates SPRT results for each of the data
of FIGS. 21A-D, respectively;

FIG. 24A corresponds exactly to FIG. 21A; FIG. 24B
includes a linear drift component compared to FIG. 21B; and
FIGS. 24C and 24D correspond exactly to FIG. 21C and
21D. respectively;

FIG. 25A corresponds exactly to FIG. 22A; FIG. 25B
includes the effect on SMSET estimation error of the linear
drift of FIG. 24B; and FIGS. 24C and 24D correspond
exactly to FIGS. 22C and 22D, respectively;

FIG. 26A corresponds exactly to FIG. 23A; FIG. 26B
illustrates the SPRT results for the linear drift error of FIG.
24B; and FIGS. 26C and D corresponds exactly to FIG. 23C
and D, respectively;

FIGS. 27A and 28B corresponds exactly to FIGS. 21A
and 21B, respectively; FIG. 27C includes a temporary
amplitude pulse of 0.25% of the signal magnitude; and FIG.
27D corresponds exactly to FIG. 21D;

FIGS. 28A and 28B corresponds exactly to FIGS. 22A
and 22B; FIG. 28C illustrates SMSET estimation error for
the amplitude pulse effect of FIG. 27C and FIG. 27D
corresponds exactly to FIG. 22D;

FIGS. 29A and 29B corresponds exactly to FIGS. 23A
and 23B; FIG. 29C illustrates SPRT results of the amplitude
pulse in FIG. 27C; and FIG. 29D corresponds exactly to
FIG. 23D;

FIG. 30A illustrates EBRII subassembly temperature data
3F1 but includes a uniform gain change compared to FIG.
21A and FIGS. 36B-D correspond exactly to FIGS. 21B-D;

FIG. 31A illustrates the SMSET estimation error for the
gain change of FIG. 38A; and FIGS. 31B-D correspond
exactly to FIGS. 22B-D, respectively; and

FIG. 32A illustrates the SPRT results for the gain change
of FIG. 30A and SMSET analysis of FIG. 31A; and FIGS.
32B-D correspond exactly to FIGS. 23B-D, respectively.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

The system 10 herein includes a methodology (see FIG.
1) and apparatus for surveillance of sensor or data accumu-
lation configurations in industrial, utility, business, medical,
investment and transportation applications. The system 10 is
useful for sensitive identification of the onset of sensor or
data source degradation, process or system anomalies, or the
onset of change to a different operational state. The most
preferred form of the system 10 comprises a synergistic
integration of four techniques to provide enhanced surveil-
lance capabilities compared to conventional approaches
(including neural networks), and also provide enhanced
reliability and improved computational efficiency. The four
elements that make up the most preferred surveillance form
of the system 10 are embodied in four different methodolo-
gies generally characterized as a time correlation module 20,
a training module 30, a system state estimation module 40
and a pattern recognition module 50.

Many attempts to apply conventional neural networks to
nuclear, petrochemical or any industrial process surveillance
applications have met with poor results in part because they
fail to take into account lead-lag relationships (lack of
proper time correlation of the data sets) between the various
sensors or data sources. In one example, a pipe is instru-
mented with a sequence of N thermocouples (“TCs”) which
measure the instantaneous temperature of the fluid passing
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through the pipe; and the signals from these TCs are
displaced in time along the fluid stream flow path. If the
sampling interval for the sensors is smaller than the transit
time for fluid passing through the pipe, any attempt to
monitor these signals with a neural net will produce very
high uncertainties in the estimated signals for the TCs. For
example, if it takes ten seconds for the fluid to pass through
the pipe, and the sampling interval is one second, then at any
given instant in time, TC(N). at the outlet end of the pipe, is
seeing fluctuations that passed TC(1) ten seconds ago. These
TCs may still contain a small degree of correlation due to
gross changes in fluid temperature from a heat source or sink
that is upstream of the pipe; however, the more valuable
intersensor correlation that arises from local temperature
perturbations carried along the pipe will be lost. This same
phenomenon degrades the performance of neural networks
and other pattern-recognition paradigms applied to any
processes wherein the physical sensors or data sources are
displaced in time across the process they are monitoring.
Other examples of time delays in correlated systems include:
systems with slow data flow rates and/or large physical
distances (oil refineries, power plants, HVAC (heat, vent and
air conditioning systems, and financial systems), delays due
to analog or digital electronics (noise filters and large
capacitors) or transmission delays (satellite
communications, or transmitting data over different BUS
systems.

In a preferred form of the time con elation model 20, a
Leadlag component of the invention (see FIG. 6) performs
dynamic, real-time intersensor lead-lag adjustments. The
Leadlag module 20 performs adjustments so that the output
signals, which are then input subsequently into the SMSET
routine (the system state estimation module 40), are opti-
mally correlated and impart the maximum information con-
tent to the pattern recognition module 50. The Leadlag
module 20 is attached hereto as a computer software Appen-
dix A. The Leadlag module 20 accomplishes the adjustment
function by performing, for each pair of signals, an iterative
regression procedure that generates a vector of correlation
coefficients with respect to lag time. This vector of corre-
lation coefficients is a unimodal concave function of lag
time. Thus, the optimal lag tilme between the pair of signals
is identified simply by searching for the zero-crossing of the
first derivative of the vector with respect to the lag time.

In other forms of the invention it may be unnecessary to
utilize the Leadlag module 20, as noted in FIG. 1 wherein
the option exists to skip use of the module 20. This could
occur for systems in which there is adequate time correlation
or if time shifting is not needed to achieve correlation. If the
Leadlag module 20 is not utilized or the data has already
been processed by the Leadlag module 20, the data is
preferably input to a training module 30.

In a preferred embodiment this training module is a
MiniMax module 30 which searches through all the obser-
vations for all signals or data during a training time period
to construct training vectors that include the highest point
and lowest point for each signal or data space under sur-
veillance. A computer software Appendix B sets forth the
MiniMax module 30 The MiniMax module 30 produces an
“optimal” training set. It is optimal in the sense that it
contains only, at most, 2N vectors, where N is the number
of signals or data points in the system; and these vectors
span the full range that all sensors or data sources have noted
during the available training period. Wherever two or more
sensors or data sources simultaneously attain maxima or
minima, the resulting number of training vectors will be less
than 2N.
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In another form of the invention both the Leadlag module
20 and the MiniMax module 30 can be skipped, and the data
can be input directly to the system state module 40.

Once the MiniMax module 30 has constructed a system
model (or been skipped as noted above). the system state
estimation module 40 (such as the preferred Subsystem
Multivariate State Estimation Technique (“SMSET™)
module) models the behavior of a system through examples
of the operating states of the commercial system being
modeled. A computer software Appendix C sets forth the
SMSET module 40. In general. the system state estimation
module 40 can be any one of a variety of modeling
methodologies. such as auto regressive moving average. a
neural petwork, or a Kalman filtering technique or an
empirical methodology.

The SMSET module 40 utilizes its memory of the learned
states of the commercial system in conjunction with a single
new observation to provide an estimate of the current “true”
system state. States of the system are represented by vectors
whose clements are comprised of direct values of system
parameters (measured signals) as well as any transformation
of these system parameters that produce scalar values. e..
calculated parameters based upon measured data. The
SMSET module 40 does not require the state vector ele-
ments to be linearly independent as do most other types of
estimation techniques. The learning process, which results in
a “learned-state” matrix, is performed according to the
MiniMax module 30 and the Leadlag module 20 described
hereinbefore.

The basic methodology of the SMSET module 40
involves the input of a new observation of the behavior of a
system that is compared with the “memory” of previous
system behavior embodied in the learned-state matrix. A
series of mathematical operations are performed that gen-
erates an estimate of the states in the system's memory that
is “closest” to the npew observation. The definition of “clos-
est” that is used by the SMSET module 40 is the state that
is lying closest to the new observation from the point of view
of a set of rules that determine the association of two vectors.
From this closest state, an estimate of the “true” state of the
system is performed for each and every element of the state
vector. Thus, given a set of current observed parameters of
a system, the SMSET module 40 provides an estimate of the
current true state of the system. The value of this method is
that an estimate of all of the values of the system parameters
in the state vector can be provided even if the current
observation vector is incomplete (e.g.. some sensors of data
sources may have failed or are no longer available), contains
erroncous or faulty elements (some sensors may have
drifted, become uncalibrated, become contaminated with
high noise levels, etc.), or even if the new system state does
not coincide with previous operating states. However, the
new system state must, in a general sense, be bounded by the
domain of the states used to develop the system memory
(learned-state matrix).

This estimation of the hue current state of the commercial
system, including estimated values of all system parameters,
is used in conjunction with the actual measured system
parameters to ascertain the operability of sensors (or other
data sources) and disturbances in the system state. This state
estimation process can further be described as an inference
engine that accepts as input a set of learned states and a new
observation of the commercial system. After a series of
operations are performed by the inference engine on this
input, the result is an estimate of the learned state “closest”
to the new observation. The definition of “closest” used here
is the state lying closest to the new observation from the
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point of view of a set of rules that determine the association
(overlap) of any two vectors. Another result is the estimation
of the “true” value of each and every element in the new
observation vector in the form of an estimated state vector.
The series of operations performed in the inference engine
consist of various matrix operations. First, all pairs of
learned states are preferably associated two at a time using
a rule set to create the elements of a recognition matrix.
Next, the new observation is associated with each learned
state using the rule set to produce a vector that has the same
number of elements as the number of learned states. The
largest element value in this vector identifies the “closest”
learned state to the new observation. Finally, the normal
matrix product of this vector with the recognition matrix
produces a set of linear combination coefficients for com-
bining the learned states into the estimated state vector. This
methodology. when applied to any true state of a commercial
system that is a combination of the learned states, yields a
very close approximation to the true state. The actual
closeness achieved depends most upon nonlinearities arising
from the rule set and physical and/or random fluctuations in
the variables and is demonstrated by direct testing. General
experience with use of this method for real operating com-
mercial systems has indicated predictive capabilities typi-
cally no worse than 10.5% and normally +0.1%.

Once the SMSET module 40 has modeled the data as
described hereinbefore, the data is input to a pattern recog-
nition module 50, such as the Sequential Probability Ratio
Test (“SPRT™) module. The computer software for the SPRT
module 50 is in Appendix D. This SPRT module 50 is a
sensitive pattern recognition method that can detect the
onset of subtle degradation in noisy signals with high
reliability, and with quantitative false-alarm and missed-
alarm probabilities. Output from the SMSET module 40 is
provided as a set of estimated signals (also called *‘virtual
signals™) for each sensor under surveillance. These virtual
signals are fed into a network of interacting SPRT modules
50 together with the actual sensor readings. Each of the
SPRT modules 50 receives one sensor-signal, virtual-signal
pair. If any sensor degradation or process disturbance starts
to affect the output of one or more signals under
surveillance, the SPRT module(s) 50 provide an annuncia-
tion to the operator and an actuator signal to the control
system, which can selectively as needed automatically swap
in the virtual signal to replace the degrading sensor signal,
or data source. Further details of the SPRT module 50 are
described in U.S. Pat. No. 5,459,675, which is incorporated
by reference herein.

The above-described combination of methodologies
enables identification of a faulted process, a particular type
of fault, a faulted sensor or data source or faulty data itself
and enables actions to be taken to correct or modify the
process being monitored.

In some cases when a failed sensor, or improper data
stream source, is not important to the continued operation of
a commercial system, the user can continue operating the
commercial system or process if the sensor or data source
were operating normally. For example, the system 10 can
operate to substitute in a modeled estimate into an actual
commercial system or process as input to replace a failed
sensor or failed data source. This allows the commercial
system or process to keep operating.

Since the system 10 does not rely on analytical modeling
by itself, it is applicable to a wide variety of processes and
systems, such as petro-chemical, power generation,
automotive, manufacturing, medical, acronautical, financial
and any system in which signals are available for processing
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that are related to the commercial system/ process operation
or performance. The only requirement of the system 10 is
that there is some type of cross-correlation. be it linear or
nonlinear, between the signals used as input to the system
10. The signals can be linear, nonlinear. stationary.
nonstationary, clean or noisy (with an arbitrary distribution).
The system 10 uses a database of historical operation data to
model the commercial system or process. The database is
assumed to contain data from all relevant operating modes
of the system; however. if a new mode of operation is
encountered and is determined not to be a result of com-
mercial system or sensor failures, a new vector can be added
to the existing training matrix to incorporate the unantici-
pated operating mode in the system model.

The following nonlimiting examples illustrate various
aspects of the invention described herein. The data used is all
taken from the EBR-II reactor at Argonne National Labo-
ratory (West).

EXAMPLE I

The effect of time delay correlation is described in this
example, and FIGS. 6A and 6B show two voltage signals
with a four second delay between them. Before the signals
are processed by the Leadlag module 20 (see FIG. 6A), the
correlation coefficient is 0.0182 which implies no correla-
tion versus processing through the Leadlag module 20 to
obtain a correlation of 0.9209 (see FIG. 6B). When the set
of signals, or data, being used is more than two, all the
possible pair combinations are used to calculate maximum
possible correlation coefficients so all signals can be prop-
erly correlated.

EXAMPLE 1

An experiment to determine the accuracy of the invention
(the “SMSET” methodology generally) was carried out
using sensor data from the Experimental Breeder Reactor II
(EBR-II) at Argonne National Laboratory (US58). The sen-
sor data set contained 13 signals from sensors monitoring
EBR-II Table I shows the SMSET Estimation accuracy for
EBR-I1 Data. Table I includes the channel numbers and
descriptions for each of the sensor signals used in the
analysis. The experiment was conducted in three steps; first
the SMSET module was trained using two days worth of
EBR-II data, next the trained SMSET module was used to
estimate the state of approximately 110 hours worth of
EBR-II data, and then the accuracy of the estimates was
analyzed. For each of the sensor signals listed in Table L
FIGS. 7-19, respectively, show the sensor signal (top plot)
and SMSET estimate superimposed, the middle plot shows
error between the SMSET and the sensor signal (in percent
of the signal magnitude), and a histogram (bottom plot) of
the error. The histogram plots are compared to a Gaussian
distribution with the same mean and variance to give an idea
of how Gaussian the emror signals. FIG. 20 provide a
summary of the data of FIGS. 7-19.

A methodology entitled MiniMax (Appendix B) was used
to train the system using the two days of training data cited
above. After the MiniMax method was applied, a training
matrix was constructed consisting of twenty-five unique
vectors constituting an empirical model of the overall sys-
tem. After creating the model, the methodology was then
applied to the signals listed in the accuracy table. Each
signal in the system has its own estimation error signal that
is a measure of how close the pattern recognition model is
representing the system relative to the sensor readings. The
second column of Table I lists the standard deviation of the
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estimate error for all of the signals in the experiment in terms
of each of the signals’ magnitude. The magnitude of the
signal is defined by its mean during normal operation. The
third column in Table I lists the mean of the estimate en or
for all of the signals also in terms of the signal magnitude.
In general the estimate en or standard deviations are in the
range of 0.01% to 0.1% and the estimate error means are
centered around 0. Bar graphs of the tabular information are
shown in FIGS. 20A and 20B as graphic representation of
the accuracy information.

TABLE I

SMSET Estimation Accuracy Table for EBRT Data:

SMSET Estimate SMSET Estimate
Error Standard Error Mean
Channel Number and Diviation (% of Value (% of
Description Sensor Magnitude) Sensor Magnitude)
1) Primary Pump #1 Power 0.05245 0.01241
2) Primary Pump #2 Power 0.14352 0.06595
3) Primary Pump #1 Speed 0.01078 0.00001
4) Primary Pump #2 Speed 0.01272 -0.00278
5) Reactor Outlet Flowrate 0.09585 0.04452
6) Primary Pump #2 0.06034 -0.02495
Flowrate
7) Subassembly Cutlet 004635 0.00339
Temperature 2B1
8) Subassembly Outlet 0.04904 -0.00118
Temperature 2B1
9)" Subassembly Outlet 0.05664 -0.00306
Temperature 4E1
10) Subassembly Outlet 0.04926 -0.00413
Temperature 4F1
11) Reactor Outlet 0.04727 0.00513
Temperature 1534CF
12) Primary Tank Sodium 0.02440 ~0.00280
13) Primary Tank Sodium 0.00615 0.00316
Level 531 Induction
EXAMPLE I

In FIGS. 21-32examples of different sensor failure modes
are shown along with how the system reacts to the failures.
The preferred method of FIG. 1 is applied to the data. The
sensor signals used in these examples are from a subset of
22 sensor signals used in the system. The 22 sensors
monitored the EBR-II subassembly system at Argonne
National Laboratory (West). Each of FIGS. 21-32 contains
four subplots in which the upper most plot is related to
Subassembly Outlet Temperature (“SOT™) 3F1, the upper
middle plot is related to SOT 3C1, the lower middle plot is
related to SOT 5C2. and the bottom plot is related to SOT
7A3. The system applied in each of the examples uses the
same training matrix, which consists of 83 vectors selected
from a training data base containing almost a weeks worth
of data taken once every minute.

In FIGS. 21-23 are shown the results of using the system
10 during approximately 5.5 days of normal operation of
EBR-1I. FIG. 21 shows the SOT signals with their corre-
sponding SMSET estimates (signal being the circles and the
lines being the estimate). FIG. 22 shows the respective raw
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estimate errors (not in terms of the signal magnitude)
derived by taking the difference between the SOR signals
and corresponding SMSET estimates. Finally in FIG. 23 the
results are shown from applying the decision making mod-
ule of the system 10 (the SPRT module 50—see Appendix
D) to the SMSET estimation errors of FIG. 22. The SPRT
plots show a total of only three false alarms which is a false
alarm rate of 9.4x107°, and this is well within the specified
false alarm rate of 1.0x107%.

One type of failure mode that is common among sensors
is a slow drift. This type of failure can be difficult to detect
early on especially when the sensor signals contain noise.
FIGS. 24-26 illustrate a comparative example of processing
data from this type of failure and failure identification.
Signal #2 (FIG. 24B) has a 0.2% linear drift in it’s mean over
the 2.75 day period starting at 4000 minutes into the signal.
The other sensors are operating normally. FIG. 25 shows the
resulting SMSET estimation errars for each sensor signal.
The error plot for signal #2 (FIG. 25B) shows evidence of
drifting after the sensor signal has drifted approximately
0.05%. In FIG. 26 the SPRT method has determined that #2
(FIG. 26B) is drifting after approximately 0.05% of drift and
that all other sensors are operating normally.

Another type of failure that can occur is a step change in
the sensor signal. This can be the result of a short in the
sensor or DAS, a calibration error or for a variety of other
reasons. FIGS. 27-29, show an example of this type of
failure for the SOT measurements. In this example sensor
signal #3 (FIG. 27C) contains a pulse with an amplitude of
0.25% of the signal magnitude. The pulse starts at 4000
minutes and lasts for 2000 minutes. FIG. 27 shows the
sensor signals and the SMSET estimates for the four SOT
signals. FIG. 28 shows the resulting SMSET estimation
errors. The error signal :or #3 (FIG. 28C) shows that there
is a problem starting at 4000 minutes and ending at 6000
minutes. The error signals are fed through the SPRT module
50, and the results are plotted in FIG. 29. Clearly, there has
been a disturbance in sensor #3 (FIG. 29C) beginning at time
4000 minutes and ending at 6000 minutes.

In FIGS. 30-32 an example of a failure mode related to
the sensor gain is shown. In this example the gain of the
sensor signal changes over time, ie.. the amplitude is
increasing over time. The gain begins changing linearly over
time from a beginning value of 1 to a final value of
1+0.075% of the sensor magnitude. The system 10 for the
estimation error is applied to the signals, and the results are
shown in FIG. 31. A human operator would most likely not
be able to tell that there is a problem even after 8000 minutes
by looking at the sensor signal. In FIG. 31A, it is apparent
that signal #1 is operating abnormally. This is confirmed in
FIG. 32A by the SPRT results, showing a steadily increasing
number of SPRT alarms over the 8000 minute period.

While preferred embodiments of the invention have been
shown and described, it will be apparent to those skilled in
the art that various changes and modifications can be made
without departing from the invention in its broader aspects
as set forth in the claims provided hereinafter.
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Appendix A

Computer software for Leadlag module which performs dynamic, real-time

intersensor lead-lag time correlation adjustments.
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Jruwesan - WURRRRNRERNRNRG RS sWWe rwadwe
/* LEADLAG OPTIMIZATION MODULE ./
Jammaw haiadehdtdd e e -~/

#include <mtdioc.b>
#inclygde <zath.h>

#include <stdlib.hk>
#includs «<3txing.h>

#dafine pi 3.1415926
#defize N 1022

#defina xcsize 2047
#define 211 xcsizs 2079
#define filaize 32

void pbasa_shif: optimizatica(int arge,char zrgv(i [20],int method);
void conv{float £{], £loat gl], fleat c{], iat sisa);

roid der(2lcat y{]., £loat dif£{), int si=e);

vold roots(flcat diffxc(]., int siza, flcat *root);

vold fliplr{flcat all. izt size);

void pra_imfs(char *);

vold main(int arge, char *vargy)
{

int L,mechod;

char tempaxgv(l0] [20];

if (axge [=5) {
pro_info(axgv{0l);
axit (1) ;

}

Lor(iwl;icarge;i++)
stycpy (tampargv(il,azgv(i]l):

printf("Entar 1 or 2 below. (\*1\' 3eans the amployment of the®):
printf (¥ derivative tschnique to find tha shift, while \*2\"9%);
printf(® masns the application of direct max. corrslatioa®);
prinef(* techniqua.):\n=):

scanf ("sd”, Smethod) ;

phasa_shift cptimizatico (arge, tampargv.zatied);

'fcid phase_shift cptimization(int argc, char argv(] [20], :int mathod)
int i.3,ph;
flcat Toot;
2loat £l [xcsizsl, £2[xcsize] . b{2il_xcsize];
float xc{f£il_xcsize], £l _zc{fil xcsize];
float difffil xc(fil_xosize-1}:
FILE =imfilel,”infilel,~infllael,*outfils, voutfilel. *outfilal;

21
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/* Open ths input and ocutput data files. */
ocutfile=fopen (argv (4], *w');

for {in0:icxcnize;44)
{ £1143=0;
£2{1]=0;

for (ia0;icfll xcaize; ive)
{ xc{i]=0;
oLl =0;
21l _xe(il=0y

}

if{[ingilelwfopen {axgwr{l], "s*)) == NULL]
{ printZ(*Thers is nc data file %sl\n*, argv(ll):;
axit(0);
}
elas
{ 1-0]
whils ( {(#scanf (infilel, %2, &£21[1])) |=RBOP)
L4+

1f((infilalufcpen (axgv (2], 'c*)) =a NULL)
{ print#(*There is nc data file ¥s!\n”, axrgv{2]);

axit(0);
h
slse
{ iml;
while ((£scanf (in¥file2, *%Z",&£2(1])) |=BOF)
i+e;
}

if£({infile3nfopen(azxgvi2], "z*)} == NULL)
{ printZ(*Thara is no data £ile “si\n®, arge{d)};
exit (0):

}

alse
{ iwd;
while( (fscant (ingiled, "NE",&b[1])) 1=EOW)
1i4;

/* Calculats the cross-corrslation of the input and the =*/
/* rafsrance signals. -/

2liplz(£1.8);
conv (Il, £2,. xc, xegixe) @

/* Tc pass xc through a LPP */
convi{b,xc, £1]1_xc, fi)_xcgize):

/* 7ind the shift. uging dirsct max. corzelation technique. */
if (methodmw2)

22
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{ phagil xc[0];
3=0;
for(lm0;icfil xcaize;i++)
i£(243 xo([i])>ph)
{ phe£il_xc{il;
jwd;
}

ph=j- (221 _xcsizes+l) /2;
printf{"The shift ls %d\n*,ph):
3

/* Find the abift, uging derivative tacimigus. */
if {mathodwel)
{ der(£il_=xc,diffsil_xc, fil_xcsiza);
roots (d1£2£3i1 xc, £1] xcgize-l,&xcot):
phwroot- (£11_xesize+l) /2;
Printf (“The skift is %WIf\a",ph};

/* ¥Phass-equalize tha Iinput (£2) ralative ts ZarfsTence
/* If ph>0, f£2 ieads f£1; if phe, 42 lags £1. %/
1L {ph>)
{ Sox(lephk;i<¥;i+s)
£2(4-ph] = £2[1]:
Sor (LlaN-ph; LaN;ias+)
£2{47=0;
3

ig (ph<0)
{ pa = -ph;
Sor {iml-1;i>eph;i-~)
£214] « £2[i-ph];
for(i=d;i<phsi+s)
22 [i]w0;

for{lal;icllyles)
fpzints [outsile, *wf\n*, £2[3]});

fclosa (infilael);
Selose (Inrilel)
felose (1nfile3);
fclcse (cutfile) )

void conv(float £[], f£float gql]. float e{], int size)

int m.k:

for (el k<Biza; kie)
{ elkim0;
for (med ;m<skimet)
clk] = alk]+fm]l*glk-al;

FEz 2 'Sh t1:29

*/
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< e
void fliplx(float a(l, imt size) :
int 1i.4;
float tamp;

jufloor (size/2);

for (2a0;dcy;ivs)
tampea (1] ;
a{il~a[size-4-1]1
af[siza-1-1] atemp;

3
}
void dex (float yl[l, flpat diffy{], int size)
{

iat i

2loat diff;

Sor (Lef;i<miza-1l;3i++)
dif2y(l] = 7{l+ll-yii]:

}

void roots (fleat diffzc{], iat size, losc *root)
p

Y

int L,4;

£loat texms

if(diffxc{0] »ditsxec[siza~1] > 0)
{ priatf("The cross_corrslation is not uwmimodul.\n®);
axit (8);

else
{ (*xootle=0.0;
Sor {iwd;icsize~1;iee)
{ taza=y;
fox (jelrdicaiza-1;5++)
L£((i-4)>0)
tezmetara( (-difexc(j])/ (difexc(i] -ditfxc [I1));
{*"Toot} e {*root) + tezm:

void pra_info(char *pgm nana)

print ("\ntavsha\n®,
"Usage: ", pgm_name. * infilel infilael infilad ocutfile?};
prints(=\n*);
printf ["¥ots that infilel & infile2Z ars zalersncs and lnput signal*);
printf (¥ raspsctivaly. infile3 sbould contain tha coefficients of*);
printf (" the LFF, and outfile Tecsivas tis rhuse-equalized izput sigoal.\ns):

SR 7R 1 -2%
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Appendix B
Computer software for producing an optimal training set derived by
searching signal information during a training period to construct training vectors

including highest and lowest points for signals under surveillance.
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Vhddd

MINIMAX TRAINING MODULE

4

vaid MinMax () {

int L,W,3j,4i,x,numPairs,didSwitch;

int tizme pts MAXSENS*2],<;
/*int min_sime_pts (NAXSENS];*/
Zloat mizmax[2] NAXSENS] , togp. ex;

InitizlSe=san{);
taxtlLook (YELLOW, BLDE) :
fgsesk (Trzin, 0L, 0)

gotaxy (17,8):
cprines ("
gotoxy (56,8);
c=gatcha();
/*cscant (*%c*, &c); "/

12 (emw/n’) {
gotoxy (17.8);
cariats (v
gotaxy (53,8} ;
cecang (Y%d”, &L} ;

}
alsef

LelangthaPile (Train);
fpeak (Tzain, 0L,0);

WersadinputSampls (Train);

gotaxy (17,8} ; /%

train using the full file? (y/z):

BEow 3;any lines into the Lila:

cprints (= Pizding max and mian 2or all sexscxs...

Loxr{Jjed:3<W;:iss)
minmax {0) (j]=Sampla{l]:
aipmax{l] {J] =Ssmpla (3] :
time pts (] =0;
time_pts [Wejlal;

26
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for {{=0; <RowsDs ++)
std[3)+=(D(3] (1] -ma[i1)~ (D[] (L] -=m{]]};
for (jm0:j<RoweD;j++}

std[j] /= (ColsD-1),;

Jeeee Extgnding the range of the training matxixzwes/
for{i=0;i<Calal;ir+) {
for {jubsi<RowsD; j+4) {
12(D[3] (L]<emn{§]){
D131 {i] cwntd (3] *ox;
Dt {i] (1] -=atd[j] vex;

else{
DIjl (1) +matd(]] vox;
DE i) {d) +=atA4] vax:
}
}
}
int lengthMile (PILE =*£1)({
char ¢;
int i,
1=0;

while [ {(cegete (£1]} ) 1=BOF)
ig(cmm’\u’)} L4+

famek (£1,0L,0Q]

retuxn (i);

}

/'

int widthPile (FILE *£1) {
char c;
int 4i;
leQ;
while { {cmgete (1)) 1e’\m’ )} {

}

«/

int ChooseTraining(}

{

int ch., yy. xx., stop;
char *buff;
texthook (YELLOW, BLUX) »
gotoxy(8.7);
cprintf (® Thare are fouxr different ways of extracting training data from *):
gotoxy (8,.8) ;
cprintf(® the txraining f£ile, *);
gotoxy (28, 8) ;
taxtLook (13,.ALUE) ;
cprintf (“%-128", training);
gotoxy (40, 8) ;
texrlook (YELLOW, SLUE) ;
cprintf (*, choosa one below: *);
gotexy (30,11},
textLock (RLACK, LIGHTGRAY] )
cprintf(® 1) Use Pile ag is "}
gotoxy (30,13}
cprintf{* 2) MinMax aethod *);
} - (30,15);
sy 30

FEB 2 '9B8 11:27 7882524828 PRGE.B17
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cprintf{* 3) Equally Spaced *);
gotexy(30,17);
cprintf(® 4) Spacify States "))

/* make selection */

gotoxy (48,11):

yy=11l:

xx=48;

stopm=0;

while (stepiwl){
chegetch();

if (che=30)
Yy=yy+2;
i2 (y¥>17)
Yy=ll:

)
12 {(chwa72){
YY=YY-2;
if (yy<ll)
yy=17:

}
if (chewl3d) stopel;
VAd TESTING CONTENTS ~/

/>

gotaxy(1,22);

cprintf(® *);
gotoxy(1,22);

cprintf (“choics = %a*, ((yy-9)/2});
-/

gotoxy (xx, yy) ;

}
zetuxan ((yy-9)/2);

void GetSettings ()

{

cprintf(® Tha default izput and output f£ile oames are listed below.

int ch., yy, xx, stop;
chaxr *buff;

/* dafault F1 and P2 : columns for flow 1 and flow 2%/
Flel;
P2=1;

textLock (YELLOW, BLUA) ;
gotoxy (€.7) 2

gotaxy(8.8);

@013/025

")

cprincf (* Use %c and %c tD move to salection, <backspace> to change naza. ®,

FEB

24,258} ;
gotoxy (22.11) ;
textLook (BLACK, LIGHTURAY) ;
eprintf(® 1) training data:®);
gotoxy(40,11)
taxtLook (LIGETGRAY., BLACK) ;
31
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dﬁgﬁti(‘ b w, training); /* use gotoxy(51,11) */
gotoxy(22,13); -

taxtLook (BLACK, LIGRTGRAY) §

cprintf(* 3) input daca %) ;

gotoxy(40,13); .
taxtLook (LIGHTGRAY, BLACK) ; 7
cprints (v ws *,igput); /* use gotaxy(51l,13) w/
gotoxy (22,15} ;

taxtLook (RLACK. LIGETGRAY) ¢

cprincd(* 3) 57M :®);

gotaxy (40, 15) ;

caxtLook (LIGHTGRAY, BLACK) ;

cprinef (= 2 *); /* use gotoxy(51,15) */
gotoxy (22.17);

textLoock (BLACK, LIGETGRAY) ;

cprintf(* 4) Columm £flow 1:1);

gotoxy (40,17} :

taxtlock (LIGRTGRAY, BLACK) ;

cprintf(® 1 ")

taxitlLock (ALACK, LIGETGRAY) ;

gotaxy(22,19);

cprintf(* 5) Column flow 2:*);

gotoxy (40,19);

taxtlook (LIGETGRAY, BLACK) :

cprintZ(* 2 L F

gotoxy (37,21} ;

textlook (RBD, LIGATGRAY) ;

cprints (* dong *); /*usm goto{43,21) */

/> make selecticn */

gotoxy (%3,11) ;

ry=il;

xx»53;

stoped;

while (stopie=l)({
chugetch () ;

if (che=80){
Yr=yy+d;
1f (yy>3l)
yy=ll;

}
if (chm=72){
Yy=yy-2;
it (yy<il)
Yy=21l;

if ([ [che=8)&&{yyi=21}){

if (yy=will

Rewlans (xx,yy,1) 1 /®*  lmtrainiag v/
if (yy=elld)

Wewlane (xx,. vy, 2) /* 2=igput ./
12 (yy=el5)

Newiama (xx,vy.3) : /* 3wcutpue */
iz (yywal?)

Rowiiana (xx, 1)
if (yy=alS) m

e

@iid/ong
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NewName (xx,yy.5) ;

YYeyy+d;
if (yyw==21)

xxwd ;3
elss

zx=53;

if ((yy==21)&&{chwe13)} atop=l;
/- TESTING CONTENTS ./

/'

gotexy(l,22);

cprinte{* ")
gotoxy(1,22):

cprint? ("training = %8°,training);
gotoxy (1,22):

eprinte (* *)z
gotoxy(1,23);

cprintf (“input = ws\ne, input):
gotoxy (1,34},

eprints (* *);
gotoxy(l,24);

cprintf (“output = %s\n®,cutput);

-/

gotoxy (xx,¥Y¥) ;

void InitialScreen()

{

}

ssxtbackgzound (CYAN) ;
eclrsexr():

toxtlook (RED.BLACK) ;

highvidao();

gotoxy{it,2);

cprints (* *);
gotoxy {24,3);

cprint? (* KSET SIGMAL VALIVATION SYSTEM *®);
gotoxy (24.,.4);

cprinte (v *;
normvideo() ;

textLook (YELLOW,RLUE) ;

void textLeck (int txt. int bg){

taxtbackground (by) :
taxtcolor {txt);

void NewiNama (int xpes, int ypos, int whc)

{

FEB 2

-1

int 4, ¢, maxi;

33
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char templ4];

taxtLook (LIGETGRAY, BLACK) )
gotoxy (xpos-12,ypoa);
printf(® 3
gotoxy (xpos- 12, ypos) ;
i=0;
naxi=-1;
while ((cwgatchs())1wl3){

if (c==0) {iwi-1;

1f (i<0) i=0;

alse{
maxismax (i, maxi) ;

switch (whe) {
case 1: tralning{il=ec; break;
case 2: input{i)=c; bresak;
cass 3: temp[i]~cs bresk;
case 4: tsmp(ilmc:braesk;
case 5: temp (i} wc)braak;
default: break;

i+4;

switech (whe) {

case 1: trainingimaxi+l}=’\0’;break;
case 2: input[maxi+l]="\0*; braeak;
cass 3: teap [(maxi+l]«’\07;

FACTOR= (£lcat) atoef (tampl); bxrsak:
cass 4: temploaxi«lle’\0;

Flsatoi (tsmp); braak;
case S:

tomp (maxi+l]="\0";

Pleatol (temp); break:
default: break:

A F1eFl-1;
F2=r2-1; ./

34
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Appendix C
Computer software for modeling behavior for examples of the operating

states of the commercial system.
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SMSET MODULE

ra
>

function {Exms. X_hat, Exy WW2,WW] = mset (Input, rangeL, ramgsU, B, DDi,
cut_cols, prt_cols. alpha, beta, p_flag, thrsh);

This function sstimatas the m:-a.ta ¢f B system useing the (MSET)., It
allows scaling of the input data tc the raage
0 - 1 and the use of the algorithm in a pradictive mode.

Punctien cutpute:

¥xma = Root mean agquaraed erroxs for variables specified by
prt_cols.

I _hat = Estimmted states for variablea specified by pr:t_cols.

ExT = Eatimation error for vaxiables specifled by prt_cclas.

Function inputs:

Input = input state matrix: ap N by M+l array with the f£izst columm
containing a timestamp. The array contains n observaticn
vactors, with = dependent variables ia each vectoer.

rangel = Length M vector, where eack sloment sets ths lower Limit of
data for a correspoadiang variable.

rangel - Length M vector, where sach element sets the upper limit of
data for 2 corresponding variabla.

D Training set, an M by ¥ array.

DD4 = Iaverse of the similarity matrix (from auto_trainasal.

out_c¢ols = Optional vector specifying which columas reprasent output
variables predicted by the algerithm. These var:iablee ars
not included in the evaluation of W.

pre_cols « Optiomnal vectar specifying which columnsa tc keep in the

i

sutput.
alpha = Multiplicative factcr iz the vprprod acnlinear cperator.
heta = Power factsr in the vprprod conlinear operatasrc.

p_Zlag = Print/don‘t print run progress data for 0/,

threh = Cutoff threshold for weighting vector W {default 0)
The rangel and rangeU vectsrs ara used to specify the anticipatad range of
the variables. Data is linesrly scailed from the rangee specified by thess
vectsrs to the range (0:1. If the rangel wactor specifies the lowar limit of
the data while rangeD is ¢, then the code will shif% the data by subtracting
the rangel values from each aleament in 8 corresponding column of the data.
If both of the rangel and rangeU vectors are sat to & scalar value of 0,
ths data will not he scalaed.

,f“f@f’f’f.ﬂfﬁﬁ’-’nb'f«fd‘fd‘fff@ff"uﬁ’f"”\'l‘"f

function [Exrms, XI_bat, Brx,WWN2,WW] = mset (Izput, rangelL., rangeU, D, DDi,
out_cols, prt_cols, alpba, beta. p_flag, thrsh);

if (amrgin < 11), thrshe=0.0; end

tic

% Case 12 which not encugh inputs axe specified.
if nazgic < 5

error (‘Required arguments ara: Input, rangel, rangaU, U and DDi\n\n‘);
end

% Remove time atamp from input matrix and transpose input matrix.
Time = IToput{:,1);

Y » Input(:,2:size(Input.2))";

M, Nl = gize(¥);

% If out_cols, prt_cocls, alphe, beta, and p_£lag ars not specifiad, pick
% dafault values for them.

if nargin == 5, out_cols=0; prt_colsel:M; alpha=l; beta=l; p_flag=0; end
iZf nargin e= 6, prt_colsei:N; alpha=l; bets=-l; p_flag=0; end

JUN 18 'SE !6:53 36 7as82524520
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if nargin == 7, alpha=l; beta=l; p_flag=0; end
if nargin =a 8, betssl; p_flagsl: and

if nargic «= 3, p flage0d; end

if prt_cols == 0, prt_colsel:M; end

1f alpha == 0, alpha=1; end

1f beta = 0, beta=1l; end

% Set print flag for debug printout.
print_flag = p_flags

% Print message 1f print_flag is set.
if (print_flag »= 1)

fprintf{-\n Starting MSET ........\a\a’);
and

% Scals the inputr amatTix to the range 0:1, 1f the rangel and rangeU
% vectors are specified.
i¢ (length(rangeL) == M) & {(length(rangeU} == N)

% Scale sach obsaervation vector in the training mstrix.

Y= {Y-rangelL’*cones(1,N))./...
(rangeU’ *cnes (1,N) -rangeL’ *cnes (1,N});

Bfor 1 -« 1:M

LY Y{i.,:) = (Y(i,:) - rangeL(i)) / (rangeU{i) - rangeL(i)):

%end

6 Print wmessage i1f print_flag ie set.
if (print_flag >= 1)
fprintf(’ Data is scaled tu 0:1 rangs....\s\n’);
and
end

A Shift the training matrix by the values specifiad in rangsL., if the rangelL

% vactor 1s specifiad and rangeU is 0.
1f (length(rangel)} == M} & (rangeT ==~ 0)
& Shift sach cbservation vector in the tralning nmatrix.
Y = Y - rangeL’*onas{l,N):
Rfor L = 1:M
» Y(i,:) =~ Y(i,:) - rangeLil):
Send

& Print messags if print_flag is set.
i€ (print_ flag >-= 1)
fprinte (' Dara is shifted by the values in rangslL....\n\n’);
end
and

% If the are output columns specified, then removs these variables from the

% D and Y matricaes.
D_proj = D
Y prol = Y;
if (ocut_cols ~-= Q)
D _proj (out_cocls,:} =~ [1:
Y_proj {(out_cole,:) = [];
end

S Print masssge if print_flag is set.
if (print_flag >= 1)

fprintf(’ percent complete: 0°});
end

JUN 1B '96 !6:56 37 7882524529

& 004,008



5,764,509
41 42

06/18-98 16:56 7082524620 RA DIV £005/008

X_hat = zeros(length(prt_cols), N);
top = zexos(M.1);

Exms = zeros (lengthiprt_cols),l1):
Exrr « zeros{leagth(prt_cols) .N);
DtY = zarcs {M-length(out_cols),l):;
W = zerocsi{N.1);

% Main loop. Calculate estimate vectors (X_hat) for each ipput atate
% vector Y.
for iml:N

DtY = vprprod(D _proj’, ¥ _proi(:,i), alpha, beta);
W = DD1 * DtY¥:

WW2(:,1) eW;
W = W _/ sum(W);
iiefind (Wethrsh};
if(length({ii)>0)

W{ii)=zeros (langth(il).1);
R W= W./sum(W;
end

WW(:,1)wW;
tap = D * W;
X_hat{:,1) « tmp(prr_cols):

% Print message if print_flag is set.
if (print_flag > 1}
if ((rem(i,floor (N/100)) == 0) | (iawl))
fprincf (“\b\b\b’);
fprintf{'%3.0£7, 1/M*100);
and
and

snd

% Scale the X_hat matrix from the range 0:1 back to the range specified by
% the rangsl and xangelU vectcexs, i1f necassary.
if (leagthi{rangelL) == M) & [length{rangeU] w= N)

% Scale each cbservation vector in the training matrix.

SNNN=length (rangeU (prt_cols)}:

%rUsrangeU (prt_cols) ; rlerangel (prt_cols):

NX_hate (xU(:)*ones {1,M)-...

LY TL(:)*ones(1,K))...

L * X hat + ri(:}*ones(1,N):

for 4 = l:langth{pxt_cols)

X_bhat(i,:) = (rangeU(prt_cols(i)) - zsngel(prt_cols(i))} =* ...
X _hat(i,:) + raangeL(prt_cols{l)});

end

% Shift the X_hat matrix back tc the ranga of tiae datz by adding rangel to
% the data, if neceassry.
if (length(rangsal) =e M) & (rangel =« 0}
% Shift sach obssrvation vector in the training matrix.
NNN=-length{prt_cols);
X_hat«E_hat + rangel (prt_cols)~cnes (1, NNN};
Sfor L = l:leagth{prt_cols)

L X hat(i.:) « X _hat(i,:) + rangeL(pzt_cols(l));
%end
and
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A Resat ¥ matrix to input matrix.
Y = Input{:,2:size(Izput,2))’;

% Calculate error.
Err = Y(prt_cols,:) - X_hat,

% Calculate rms error for variahles specified by prt_cols.
Brme = diag(Brr * BExr‘);
Erms = sqrt(Exrme’ ./ (N - M - 1));

% Add timestamp to X_hat and Exrr arrays and transpose X_hat and Err arrays.
X hat = {Timm’s X _bat]’,
Err =« (Time'; Erx]”’;

1f (print_flag >= 1)
brme=fix(clock) ;
fprintf(’\a\n Total time to complete MSET using %4 training vectorsin’,
siza ({D.2));
fprintf{’ to analyzs %d cbservations with %d variablas each: ', N, M):
fprint?f(*%6.2¢ mins\n\n‘, toc/60);
end

JUN 18 'SB iB:56 39 7@82%24€22
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function [z, norm_dist] « vprpred (x, y. alpha, beta);

This function performs the nonlinesr operation on matrices x and ¥y at the
heart of the MSET. It uses the following nonlinear
operator to cowmpare vectors in the matrices:

f£(dist) = 1 / (1 + alpha digt*batal,
whers dist iy the normalized distancs between a vector in y acd sach
cbgervation vector in =x.

used for both of them.

Thie version of vprprod returns the soxm of the digtances between the
sach vector in y and the exssmplar vaetors in x. 7Tha vector distancas are

%
%
%
L]
%
L]
L]
Ll
L}
% If the constant alpha and beta are not specified, default valusa of 1 are
%
L]
.
.
% normallzed with respact to the sum of the distance vectors.

L

LY

S

function [z, norm_dist] = vprprod (x, y, alpba, beta):

if {nargin == 2)
alpha « 1;
heta = 1;
end

Nx,Mx] = mize(x);
[Ny My] = siza(y):

if (Mx ~= Ny)
fpriotf (‘\n\n in vprprod(x,y), the number of columns in x must\a’);
fprintf (© equal the number of rows in y\n\n’);
str={’columns in =x: ‘, aumlstr(Mx), ...
* , and the numbexr of rows in y: ', num2stxr(Ny)]:;
ezror (str) ;s
end

% Initialize arzrays.
2 = zeros (¥x.My);
norm = zeros (Nx,My}:
yi = zeros (Nx.Mx):
dist = zercs(Nx,l);
tap = zexos (Mx,Nx);

for i = l:My

% Expand sach column of y lntoc a Nx by Ny (= Nx by Mx) matrix,

ad - ferfe 41 B Y WYY s
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Appendix D
Computer software for performing pattern recognition by detecting onset of

degradation in noisy signals.
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./" SPRT MODULE ./

/ weveman ittt veveey

/* Stazt tha SPRY asalywis..... ./
/* Calculats The variancs of the estimats ssxors®/

1f (Lengti<calclangth) calcLengthmLangth;
neallsd.0; meanmd.0;
Sor (i=0;i<calclength:ies){
fgeta (buf, 13, axxoxl})
campuatof (buf) ;
agazl+wtamp/cnlcheangth;

43
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fgets (buf, 13, axxorl);
tampsatof (buf) )
nsanl+wtemp/calclength;

fsaek (exzoxl,0L,0):

fseak {exrarl, 0L, 0):
variancele0.0; variancale0.(d;
for (i=0;i<calcLengthrie+)

}

fgets (buf,13,errorl);

tenp-atof (buf);

wvariancel+e (tenp-masnl) * (temp-neanl) / (caleLength-1) ;
fgets {buf, 12, exzor2);

taspeatof (buf)

variancel+=(tamp-nean2} * (temp-meanl) / (calcLeangth-1};

fseek (axrorl, 0L, 0) ;
£sesk (ozxroxr2,00,0);

/* Actual SPRT calculation and signal swapping logic */
sublel; sub2=0;

M1=FACTOR*sqrt (variancel):

gleil /variancsl;

M=FACTOR*sqrt (variancel) s

g2mM2 /variancel;

AAmlog (META/ (1-ALPHA} ) ;

BBslog({1-BETA) /ALRPHA) ;

for(ledsicd;iee) {

}

if {i==p) Zprintf (parsms,*%f\n",Ad);
if (iwwl) fprintf(psrans,*VE\n® 38);
if{imw2) fprints(params, *Sf\n’.AA);
1f(i==3) fprintf (parame, *%£\n*,BB);

fclose (pazams);

Sposlel; Sposlel: Snaglal; Sneg2=d;

for ({e0;iclLangth;ies)(

/™

*/

2

-1

2gets (buf, 13, exzorl))
temp=atof (buf) ;

£scanf {erTorl, "Sf\n’, stempl) ;
f£scanf {exrxror2, "sf\n®, stampl) ;

1f {(Sposl == Ald) || {Spocal em 2B)) Sposled;
if ((Spos2 == AA] || (Spos2 == BB)) Spos2=l;
if ([Soegl =« AA) || (Snegl == BB)} Snegls=0;
if ((Sneg2 == AA) || (Smeg2 == 3B)) Suegi=0;

stepposle -glv(Ml/2 - templ): stepnegls -gl*(M1/2 + tsampl);
steppos2~ -g2*(N1/2 - templ); stepuegle -g2*(M2/2 + templ):;

Sposl +« stappoal; Snegl += stepnegl:
Spos += Stappos2; Sneg2 +e stapnegl;

if (Sposl <s Ah} Sposledd; if(Snegl <= AA) Sneglead;
1£(Spos2 <= AL) Spesladd; 4if{Sneg2 <= AA) Sneg2eadl:

if{Sposl >= BB) Sposl=8B; if(Snegl >= BB) SnegleBB;
12 (Spcs2 >= DB} Sposl«BB; iffSnegZ >= BB) Snug2-BB;

44
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if£((Sposl>eld) | | (Snegl>eRB)) sublsl,
1£((Sposl<mal) a& (Snegl<=AA)) subl~0;

1£((Sposi>~AB) | | (Sneg2>=BB)) subl=l;
12 ((SpoB2«<mdd) &4 (Sneg2<~Ad)) wub2=0;

fprintf (sprtposl,*%f\n*.Sposl);
fprintf (sprtpos2, *%£\n", Sposl) ;
fprintf (sprtnegl, "Sf\n”", Snegl) ;
fprintf {sprenag2, "S£\n", Sneg2) ;

facan? (flowl, "8£\n*, &templ);
facant (fastl, "Sf\n", &tamp2);

if (subl)

fprintf (combl, *N£f\n®, temp2) :
alsse

fprintf {combl, "S£\n", tampl);

facant (£low2, "Sf\n"*, &tsuwpl);
facant (fentl, *SE\n", ktampl) ;

if (sub2)

fprintf(combl, "Nf\nt. tamp2) ;
slse

fprints (comb, *Nf\n*. tampl) ;

1£(fmod { (doubla) (cnt+i+l), (double)per) =md) {

}

gotoxy (47.11);
cprintf{*%-3.3f *, ((float) (ent+i+l))/ ((flocat)Length) *100/2);

gotoxy (47.11) ;
cprintf (*%-3.3£ »,100.0);

gotoxy (34,18);

taxtLook (WRITE,RED) ;
cprint® (* HIT ANY XEY °);
gotoxy (45,15) ;

geteh(}
fclosa {spriposl); fclose{sprinegl): Iclose(festl); fclose (errorl):

felose {combl) 3 fclose (flowl);

fclose (spréposl) ;) fclose (sprtueg2); fclosa(fast2); fclose(erxor2):

fclose {comb2) ; fclosa (flowl),

folose (In);

e - - T wewew

TEwwRwR » FAuvenRwdwsbrevenwitydesown /

int rsadipputSaapls (FILE *in)
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{
int num, flag, %, 3;
char ch, buf[15];
mpw0; flagwd; i=0; j=0;
chufgate{in);
while((ch!=’\n’) && (chi=gOF)) {
nun= (! (isspacs (ch)));/*eh{chi=", )& {chlu’"*) )/
/* Lif (chww'\n’} {ks+; ROWSDe3; jul;} */
if (oummel) {
buf i) =ch;
Las;
flagel;
if ((nummel) && (flage=l)) {
buf [i+l]=’\0";
sample [J]=(2loat) stxtedChuf,NULL);
ieQ;
flagel;
ey
chsfgatc (in) ;
}
if (chwuwEOF){
/= fclose(In}; =/
ratuxn (0),
}
else
raturn {3);
}

float Ratio(float numl, float num2){

if ({(numl e= 8) || ( oum2 == 0 ))
return 0.0;

else {f (numl >w zuml)
return oum2/numl;

alse
return numl/mum?;
}
void AsIsD()
{

int num. flag, i, j, k:
char ob, buf[l§];
oumel) flaged; i=0; j=0; kao;
while{ (ch=fgetc {Train)) I1=BOP) {
ouli= (| (isspace(ch) ) 4k (chle’, ?) ek (chla’"’));
it (chmm’\n’} {k++; RowsDui; 3=0;}
1f (oumesl){
bufli]ech;
1eey

£lag=l;
if ((nu---@)ii(fllg--l)l{

46
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L

af [1+1]1=\0",;
Dt [k] [j1=(float) strtod(buf,RULL);
D{3) (k] = {£1oat) strtod (buf,NOLL);

120
£lag=0;
3o
}
}
ColabDe=k;
folose (Train) ;
}
/ hadted wewaw LT T

- bt w rwmas /!
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What is claimed is:
1. A method for monitoring at least one of an industrial
process and industrial sensors, comprising the steps of:
generating time varying data from a plurality of industrial
Sensors;

processing the time varying data to effectuate optimum
time correlation of the data accumulated fi-om the
plurality of industrial sensors;

searching the time correlated data to identify maximum

and minimum values for the data, thereby determining
a full range of values for the data from the industrial
process;

determining learned states of a normal operational con-

dition of the industrial process and using the learned
states to generate expected values of the operating
induostrial process;

comparing the expected values to current actual values of

the industrial process to identify a current state of the
industrial process closest to one of the learned states
and generating a set of modeled data;

processing the modeled data to identify a pattern for the

data and upon detecting a deviation from a pattern
characteristic of normal operation, an alarm is gener-
ated.

2. The method as defined in claim 1 wherein the industrial
process comprises a physical process.

3. The method as defined in claim 1 wherein the industrial
process comprises a financial process.

4. The method as defined in claim 1 wherein the step of
determining optimum time correlation comprises comparing
pairs of sensor signals, each characteristic of a separate
sensor and calculating a cross comrelation vector over time,
applying a low pass filter to remove noise from the cross
correlation vector and determining phase shift between the
sensor signals.

5. The method as defined in claim 4 wherein the step of
determining phase shift comprises differentiating the cross
correlation vector with respect to lag time between each pair
of signals and performing an interpolation to compute the
root of the differential of the cross correlation vector.

6. The method as defined in claim 1 wherein the step of
identifying a current state of the industrial process closest to
the learned state includes forming a combination of the
learned states to identify a true state of the industrial process.

7. The method as defined in claim 6 further including the
step of substituting an expected value for incomplete obser-
vations of the industrial process.

8. The method as defined in claim 1 wherein the step of
detecting a deviation from normal operation comprises
applying a sequential probability ratio test to the modeled
data.

9. The method as defined in claim 1 wherein the step of
detecting a deviation from normal operation comprises
performing a pattern recognition analysis using computer
means.

10. A method for monitoring at least one of an industrial
process and an industrial data source, comprising the steps
of:

generating time varying data from a pluratity of industrial

data sources;

determining learned states of a normal operational con-

dition of the industrial process to use the learned states
to generate expected values of the operating industrial
process;

comparing the expected values to current values of the

industrial process to identify a current state of the
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industrial process closest to one of the learned states
and generating a set of modeled data;

processing the modeled data to identify a pattern for the
data and upon detecting a deviation from a pattern
characteristic of normal operation, an alarm is gener-
ated.

11. The method as defined in claim 10 wherein the step of
identifying a current state of the industrial process closest to
the learned state includes forming a combination of the
learned states to identify a true state of the industrial process.

12. The method as defined in claim 10 further including
the step of substituting an expected value for incomplete
observations.

13. The method as defined in claim 10 wherein the
industrial data source is selected from the group consisting
of an industrial manufacturing process, a utility operation, a
business operation, an investment process, weather forecast-
ing and a transportation system.

14. The method as defined in claim 10 wherein the
plurality of industrial data sources comprises a plurality of
SENsor pairs.

15. The method as defined in claim 10 wherein the step of
processing the modeled data comprises applying a SPRT
process.

16. The method as defined in claim 10 further including
a step of determining time phase shift between the plurality
of the time varying data being output.

17. A method for monitoring at least one of an industrial
process and an individual date source, comprising the steps
of:

sensing time varying data from at least one industrial data
source of an industrial process;

determining learned states of a desired operational con-
dition of the industrial process to use the learned states
to generate expected values of the industrial process;

comparing the expected values to current sensed values of
the industrial process to identify a current state of the
industrial process closest to one of the learned states
and generating data characteristic of the current state;
and

processing the data that is characteristic of the current

state to identify a pattern for the data and upon detect-
ing a deviation from a pattern characteristic of the
desired operational condition, a signal is generated
indicating at least one of the industrial process and the
industrial data source is not of the desired operational
condition.

18. The method as defined in claim 17 further including
the step of searching the time varying data, before compar-
ing the current actual values to the expected values. to
identify minimum and maximum values for the data, thereby
establishing a full range of values for the data.

19. The method as defined in claim 18 wherein each said
industrial data source is characterized by two data values
associated with the minimum and maximum values.

20. The method as defined in claim 17 wherein said step
of processing the data characteristic of the current state to
identify a pattern comprises applying a sequential probabil-
ity ratio test.

21. The method as defined in claim 20 wherein data that
is characteristic of the current state is processed to generate
a set of modeled data which is further processed to identify
the pattern for the data.

22. The method as defined in claim 17 wherein the
industrial process is selected from the group consisting of a
manufacturing process, a physical process, a chemical
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process. a biological process, an electronic process and a
financial process.

23. The method as defined in claim 17 further including
the step of substituting an estimated signal for said industrial
data source upon detecting the deviation from a pattern
characteristic of the desired operational condition. thereby
replacing a faulted data source enabling continued operation
and monitoring of the industrial process.

24. The method as defined in claim 17 further including
the step of processing the time varying data to eifectuate
optimum time correlation of the data.

25. The method as defined in claim 24 wherein the step of
determining optimum time correlation comprise comparing
pairs of sensor signals, each characteristic of a separate
sensor and calculating a cross correlation vector over time,
applying a low pass filter to remove noise from the cross
correlation vector and determining phase shift between the
sensor signals.

26. A method for monitoring at least one of an industrial
process and an industrial sensor, comprising the steps of:

sensing time varying data from at least one industrial data

source of an industrial process;

searching signals from the at least one industrial data

source to identify maximum and minimum values for
the time varying data;

determining learned states of a desired operational con-

dition of the industrial process to use the learned states
to generate expected values of the industrial process;
and
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processing the expected values by identifying a pattern for
the time varying data and upon detecting a deviation
from the desired operational condition, a signal is
generated indicating at least one of the industrial pro-
cess and the industrial data source is not of the desired
operational condition.

27. The method as defined in claim 26 further including
the step of substituting an estimated signal for said industrial
data source upon detecting the deviation from a pattern and
characteristic of the desired operational condition, thereby
replacing a faulted data source enabling continued operation
and monitoring of the industrial process.

28. The method as defined in claim 26 further including
the step of processing the time varying data to effectuate
optimum time correlation.

29. The method as defined in claim 26 wherein the step of
identifying a pattern for the time varying data comprises
applying a sequential probability ratio test.

30. The method as defined in claim 26 wherein the
industrial process is selected from the group consisting of a
manufacturing process, a physical process, a chemical
process, a financial process, an electronic process and a
biological process.
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In Column 5, line 23, insert —-)- after “air conditioning systems ”
in Column 5, line 28, delete “conelation” and insert “correlation ”
In Column 6, line 22, delete “e.,” and insert “e.g.,”

in Column 6, line 56, delete “hue” and insert “true ”

In Column 9, line 4, delete “en or” and insert “error ”

In Column 9 line 6, delete “en or” and insert “error ”

in Column 10, line 34, delete “:of" and insert “for "

In Column 61, line 7, delete"fron™ and insert “from ”

Signed and Sealed this
Second Day of March, 1999

Q. TODD DICKINSON

Attesting ()ﬂicer Acting Commissioner of Patents and Trademarks




