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ABSTRACT
Assessment trace data, such as mouse positions and 
their timing, offer interesting and provocative reflec-
tions of individual differences yet are currently 
underutilized by testing professionals. In this article, 
we present a 10-step procedure to maximize the 
probability that a trace data modeling project will 
be successful: 1) grounding the project in psycho-
metric theory, 2) building technical infrastructure to 
collect trace data, 3) designing a useful developmen-
tal validation study, 4) using a holdout validation 
approach with collected data, 5) using exploratory 
analysis to conduct meaningful feature engineering, 
6) identifying useful machine learning algorithms to 
predict a thoughtfully chosen criterion, 7) engineer-
ing a machine learning model with meaningful inter-
nal cross-validation and hyperparameter selection, 8) 
conducting model diagnostics to assess if the result-
ing model is overfitted, underfitted, or within accept-
able tolerance, and 9) testing the success of the final 
model in meeting conceptual, technical, and psycho-
metric goals. If deemed successful, trace data model 
predictions could then be engineered into deci-
sion-making systems. We present this framework 
within the broader view of psychometrics, exploring 
the challenges of developing psychometrically valid 
models using such complex data with much weaker 
trait signals than assessment developers have typi-
cally attempted to model.
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As digital assessment technologies grow more complex, so do the trace 
data that they produce and the potential of those trace data to be repur-
posed for additional valid assessment. The term, trace data, sometimes 
called digital traces, digital footprints, digital exhaust or behavioral surplus, 
refers to usually-incidental behavioral metadata created and recorded in 
the wake of other digital activities. Although the science of repurposing 
such data is in early stages, it capitalizes on two specific technological 
advances. First, the devices that people typically use to complete remote 
digital assessments, such as smartphones with mobile broadband, now 
have such powerful data processing capabilities and high data transfer 
speeds that the additional burden of collecting, preprocessing, and stream-
ing trace data back to assessment servers has become trivial throughout 
the developed world. Second, although the sheer volume and variety of 
such data would have even ten years ago been difficult to meaningfully 
process, recent advances in machine learning have made the development 
of predictive models using such data within reach of even modestly 
priced personal computers. Combining an ever-growing variety of poten-
tially useful data with advanced analytic techniques optimized to the 
nature of such data offers the potential for meaningful psychological 
measurement in situations that were previously infeasible or impossible.

Despite its promise, working at this frontier demands that researchers 
and developers walk a line between complex measurement concepts and 
data analytic approaches that are each generally unfamiliar to those on 
the opposite side of the line. Whereas assessment experts need to develop 
new skills in data wrangling, data architectures, and machine learning, 
data science experts need to develop their knowledge of psychometric 
concepts, like reliability and validity, and traditional psychometric test 
development procedures. It is only with both skill sets that trace data 
can be meaningfully analyzed for construct measurement. Without data 
science, the data are far too complex for traditional analytic approaches. 
Without psychometrics, it is quite easy to develop models that appear 
technically sufficient during development yet fail in real-world application 
scenarios. Similarly, it is difficult to make claims about the psychological 
constructs likely being assessed in trace data models without a foundation 
in psychometric theory. Knowing which constructs are being measured 
is generally an important criterion for the success of a psychometric 
assessment.

In the present article, we present a framework for the development 
of trace data-based assessments of known constructs, including both 
theoretical and technical dimensions. Importantly, because trace data 
vary so dramatically in their specific nature across technical applications, 
there is no single checklist procedure that can always be followed to 
create useful trace data models. For example, there are myriad technical 
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differences between the modeling of traces from a job applicant’s inter-
actions with an employment website and the modeling of mid- assessment 
traces created by a job applicant playing a game-based assessment. Given 
this diversity of potential application, we present an overall model engi-
neering process, shown in Table 1, that can be followed regardless of 
dataset-specific roadblocks, highlighting where common issues are likely 
to be experienced and providing advice on how to navigate them. In 
doing so, we hope to encourage the creation of more psychometrically 
meaningful trace data models, offering expanded value for the creators 
of digital assessments at relatively little cost.

To illustrate the complex decision-making that occurs at each of these 
steps more concretely, we focus on the analysis of spatiotemporal inter-
action data, a common type of trace data across many application 
domains. In the case of desktop and laptop use, spatiotemporal interac-
tions generally focus on mouse movement, capturing locations and asso-
ciated times of both the mouse cursor and mouse clicks. In the case of 
mobile devices, the locations and times of finger taps are commonly 
recorded. Although the term trace data can refer to any metadata created 
as a byproduct of some other digital activity, analysis of spatiotemporal 
interaction data is perhaps the most common trace data analysis due to 
the ubiquity of such data, which are generated and can be recorded by 
virtually any digital application. An example of spatiotemporal trace data 
analysis for the measurement of constructs can be found in the work of 
Auer et al. (2022), who conducted secondary analysis of trace data created 
by a game-based assessment of general cognitive ability validated by 
Landers et al. (2022). Although Auer et al. were unable to predict general 
cognitive ability at a sufficiently high level to support measurement 
equivalence (R2 = .434), they were able to predict a criterion measure 
slightly better with the trace data model than with general cognitive 
ability measure. This suggested either improved measurement of  
cognitive ability or the reflection of additional constructs beyond it by 
the cognitive ability assessment’s traces. This potential, in combination 
with the low cost of data collection, makes spatiotemporal interaction 
data analysis a common and provocative starting point for those seeking 
to find value in digital assessments beyond their originally intended 
psychometric purposes. It also provides an accessible entry point to trace 
data analysis more broadly, using more diverse types of data.

A framework for measuring constructs with trace data

Although we present trace data modeling in Table 1 as a series of steps, 
like many modeling techniques associated with machine learning, it 
should be approached as an iterative engineering process (Amershi et al., 
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Table 1. S teps to develop meaningful predictive trace data models.
Step Name Description Example

1 Theoretical 
Grounding

Identify constructs potentially 
reflected by trace data given 
existing measurement or 
psychometric theory. Set and 
specify the psychometric 
standards that will be used to 
evaluate the final developed 
scores.

Cognitive ability is reflected in 
cognitively complex tasks, and 
mouse movements may 
reflect cognitive processes. 
Specify threshold validity 
needed to be .7 to reflect 
adequate predictive accuracy.

2 Trace Data 
Architecture

Identify and build infrastructure 
to record trace data that can 
be linked to identified 
constructs.

Augment an existing assessment 
to collect mouse movement 
data at a desirable resolution 
given technical constraints 
(e.g., 60 Hz, i.e., 60 
measurements per second).

3 Development 
Study Design

Conduct a research study with 
both traditional measurement 
of target construct(s) and 
newly designed trace data 
system.

Administer the original 
assessment with trace data 
capture plus a questionnaire 
measure (or measures) of 
cognitive ability.

4 Training/Test Split Before any dataset manipulation 
other than listwise deletion for 
overtly problematic cases, split 
the development study dataset 
into training and test sets.

Using R or Python, randomly 
assign 80% of cases to 
training and 20% to test.

5 Data Wrangling: 
Pre-processing, 
Exploratory 
Analysis, and 
Feature 
Engineering

Using the development training 
set, develop meaningful 
variables/features as 
appropriate; also consider 
imputation for missing data at 
this stage.

Convert raw mouse coordinates 
into variables capturing gross 
and precise movement, as 
appropriate to the assessment, 
using established R or Python 
libraries, or novel code.

6 Algorithm and 
Hyperparameter 
Identification

Depending upon the specific 
prediction problem (i.e., nature 
of the criterion, predictor set, 
and sample size), identify a set 
of appropriate machine 
learning algorithms and their 
hyperparameters for testing.

Determine elastic net, support 
vector machine, and extreme 
gradient boosted trees as 
appropriate and feasible given 
dataset characteristics; given 
no a priori expectations about 
relevant hyperparameters, 
select a distribution of each 
evenly spaced along their 
ranges for testing.

7 Model Fitting and 
k-Fold 
Cross- Validation

Fit the model using k-fold 
cross-validation with identified 
hyperparameters to determine 
best- performing model.

With 3 algorithms, each with 3 
hyperparameters of interest 
across 10 folds, fit all 900 
models; use mean and 
variance of cross- validated R2 
values to identify best- 
performing algorithm and 
hyperparameter settings.

8 Model Refinement 
and Revision

Conduct model diagnostics to 
determine if any model 
revision would be appropriate 
(requiring returning at any 
stage prior to this one); do not 
reference the test set for any 
decision-making.

In diagnostics, observe that an 
entire class of mouse 
movement features do not 
contribute; consider revising 
approach from Step 5 or 
simply dropping this set of 
predictors and rerunning from 
Step 7.

(Continued)
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2019; Landers & Marin, 2021). Successfully engineering a predictive trace 
data model that can meaningfully predict criteria in new, unseen data 
may require revisiting earlier steps to alter key decisions and try again, 
adding or repeating steps as new requirements or limitations are discov-
ered, or other such procedural modifications. This approach, given its 
emphasis on revising analytic processes after observing results, can mimic 
what in other circumstances assessment experts might consider ques-
tionable research practices, such as hypothesizing after results are known 
(Murphy & Aguinis, 2019). However, there are several analytic techniques 
to reduce the risk of overfitting despite these practices, which we will 
highlight where relevant. Regardless, these steps should be considered 
guidelines rather than prescriptive of a high-quality engineering process. 
The engineering requirements of any particular project may have unique 
components, so progression through these steps should be considered a 
minimum rather than comprehensive. As commonly employed in systems 
engineering (Landers et al., 2022), iteration through these steps, as 
needed, is recommended.

Step 1: Theoretical grounding

Trace data analysis can be conceptually challenging to assessment pro-
fessionals because of the nature of the data being analyzed. A single 
trace datum is often difficult or impossible to interpret psychologically. 
Whereas a single question on a questionnaire is generally designed to 
strongly correlate with a targeted latent trait, such that random error 
variance across multiple questions in a finalized measure can be reason-
ably assumed to average to zero, item-trait correlations are very weak 
in trace data analysis, and traditional classical test theory assumptions 

9 Holdout Validation 
and Psychometric 
Evaluation

Using the final model, pre- 
process the test set as the 
training set was pre- 
processed, fit values in the test 
set, and observe if accuracy is 
similar or greater than during 
k-fold. If not, model likely 
capitalizes upon artifacts in the 
training set and caution is 
warranted. Assess if model 
meets psychometric standards 
set in Step 1.

Fit cross-validated model to test 
set, observing that the mean 
k-fold cross-validation R2 is 
slightly smaller than the held 
out test-set R2; accept the 
final model as appropriate. If 
the holdout R2 was much 
lower, develop a new test set 
and repeat from Step 4, 
pursuing a less complex 
model to improve 
generalizability. Calculate final 
validity and assess if it met 
specified standard. If yes, 
proceed. If no, trace data 
model should not be used.

Table 1.  (Continued).
Step Name Description Example



248 R. N. LANDERS ET AL.

often do not apply in obvious ways. For example, mouse movement is 
often recorded in the form of XY coordinates on a Cartesian plane 
alongside timestamps, captured at a set polling rate, generally measured 
in hertz (e.g., 60 observations per second = 60 Hz). A single set of 
coordinates reflecting mouse position at a single point in time gives us 
nearly zero information about any potential construct of interest. In 
contrast, 60 Hz spatiotemporal data captured over 10 minutes, producing 
a total of 36,000 observations per person, might provide value in aggre-
gate if engineered appropriately, as will be described in Step 5.

Given this change, firm theoretical grounding for meaningful groups 
of variables, rather than individual item content, serves as primary con-
tent-related validity evidence for trace models. In the case of digital 
spatiotemporal interaction data, information theory has provided some 
foundation for the relevance of mouse movement to a variety of con-
structs, although significant technical and domain knowledge is required 
in both information theory and theories of cognition to develop a 
well-described model. As noted by Fischer and Hartmann (2014), psy-
chological traits often manifest themselves spatially, yet psychologists 
have rarely processed and analyzed spatial data due to its relatively high 
complexity in relation to traditional psychological measurement. In this 
context, techniques from information theory, signal processing, and clas-
sical statistics must be combined to enable interpretation and use of such 
data, work that is in early stages. What is understood now is that the 
behaviors that create trace data are the result of a complex longitudinal 
human system of decision making and unconscious reactions, themselves 
the outcomes of a complex network of situational stimulus (i.e., assess-
ment content) by individual difference interactions. By conceptualizing 
spatiotemporal interaction data as longitudinal, new variables reflecting 
distances, velocities, and accelerations can be created, and these engi-
neered variables have shown predictive value (Zgonnikov et al., 2017). 
Put plainly, a person’s mouse location at a particular 1/60th of a second 
means little to nothing, but the speed and angle they move between 
relevant digital objects within an assessment may reflect individual dif-
ference constructs when aggregated and transformed meaningfully. 
Further research is needed to strengthen this foundation and provide a 
more precise roadmap for such engineering.

Step 2: Trace data architecture

Meaningfully building models from trace data requires that the original 
data have certain characteristics that enable the feature engineering pipe-
line suggested by prior theory and practice. In the case of spatiotemporal 
interaction data, meaningful calculation of distances, velocities, 
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accelerations, and other such features from XY coordinate data require 
participant identifiers and timestamps for each coordinate pair. Because 
observations can occur faster than timestamps can differentiate (e.g., if 
the timestamp is recorded by second but the polling rate is 30 Hz, there 
will be 30 measurements within a single second that incorrectly appear 
to have occurred simultaneously), a number capturing the sequence of 
events is also central. Further, specific trace data analytic systems have 
specific data input requirements. For example, in R, the mousetrap pack-
age requires all of these variables to engineer new, more psychologically 
meaningful variables (Kieslich, 2019). Not all trace data capture systems 
record the necessary information for all engineering processes, so the 
quality of initial trace data should never be assumed. Trace data are 
never automatically useful for measurement.

Another architectural concern regards any mismatch between the 
original purpose of trace data collection and the goals of an assessment 
expert’s secondary analysis. Often, trace datasets are created as part of 
a debugging process, so that if a user of the system reports a bug, pro-
grammers have adequate data to retrace the behaviors that led to that 
bug so that they can reprogram the system to remove it. Thus, the data 
format of trace data is generally optimized to programmer needs. This 
can create unexpected problems related to the multilevel nature of trace 
data observations. For example, consider a web-based multiple-choice 
assessment that occurs across multiple “pages” of data collection; there 
is no guarantee that an existing trace data capture system differentiates 
between pages. Although there may be good conceptual reasons from a 
psychological point of view that mouse movement speed during a cog-
nitive ability measure and mouse movement speed during a personality 
measure may reflect different constructs, such reasoning is unlikely to 
have been present during the design of trace data capture system unless 
a psychologist was part of those discussions. This can make post-hoc 
identification of useful trace datasets challenging, so it is recommended 
that psychologists provide input when trace data capture systems are 
being designed if there is any possibility their data will be used as model 
inputs later.

Step 3: Development study design

Trace data construct models rely upon supervised machine learning, a 
term used to describe models created to predict a known criterion from 
a set of predictor variables using an existing dataset. Ordinary least 
squares (OLS) regression can be considered one of the simplest examples 
of a supervised machine learning model, although not all supervised 
machine learning models involve regression as statisticians define the 
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term. To create a model, a dataset must be identified or collected con-
taining both a measure of the construct being targeted for measurement 
and the trace data that will be used to model it. Requirements for the 
design of this study are like those of a traditional assessment development 
study (see American Educational Research Association et al., 2014). Most 
centrally, the sample should be ideally collected at random from the 
population in which the model will be used, raising familiar concerns 
about the choice between concurrent versus predictive validation 
approaches, range restriction, and convenience sampling. Auer et al. 
(2022), for example, modeled data collected from a concurrent validation 
study and a convenience sample to build trace data models of personality 
and cognitive ability. This sample was likely range restricted due to 
college student selection effects, and the concurrent nature of the val-
idation approach likely created internal validity threats, potentially atten-
uating prediction from their trace model, just as they would for any 
other measure validated similarly.

Step 4: Training/test split

In machine learning, a common technique to evaluate overfitting is to 
incorporate multiple mathematical validation approaches as standard steps 
in model-building to better estimate the ability of those models to gen-
eralize to unseen data. One of the most common of these is holdout 
validation, which refers to the practice of randomly splitting the data to 
create two datasets with independent cases, commonly referred to as the 
training and test datasets. In the language of data science, the term 
training dataset refers to any dataset from which models are created; in 
a traditional assessment validation project in which a job performance 
criterion is predicted from items or measure scores, the entire dataset 
would be considered the training set. Unlike traditional assessment val-
idation, however, machine learning often involves several modeling tech-
niques prone to overfitting. Thus, it has become common practice to 
split the original dataset into two pieces, one to be used for “training” 
and the other to be used for “testing.” When training/test splits are done 
for the purpose used here, this technique is referred to as holdout val-
idation. In this approach, the training set is used for modeling, and 
predicted scores using that model in the test set are used to evaluate 
final model performance.

We highlight two technical concerns that assessment experts may find 
surprising related to the specification of a training/test split. First, the 
best balance between the sample size in the training and test sets is not 
a settled theoretical issue, although there are common practices. Most 
commonly 80-20 splits are used; however, this decision may be affected 
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by sample size considerations. For example, if an 80-20 split would result 
in a test set too small to create a stable estimate of model performance, 
an alternative split may be used (e.g., 70-30) or an alternative training/
test strategy entirely may be adopted. Second, it is important to conduct 
this split before any modeling or data exploration is attempted to avoid 
leakage, which refers to casewise non- independence between the training 
and test sets and therefore a contaminated estimate of model performance 
when estimated using the test set. Importantly, hierarchical structures 
within the data must be split such that higher-order groups of lower-order 
observations remain together once the training and test datasets have 
been generated. Most commonly, this requires that the split be done at 
the person level and that all within-person observations are allocated to 
the dataset where their associated person was randomly assigned. 
Otherwise, data within persons will be split across training and test, 
which would be considered a type of leakage.

Step 4 is the last step before the core iterative engineering loop. Steps 
5 − 8 are likely to be repeated multiple times as the model is built and 
refined. Thus, to reduce the risk of overfitting in the final model, as of 
the split, the test set should not be used or referenced whatsoever 
until Step 9.

Step 5: Data wrangling

Trace data are commonly recorded to event logs, which are datasets 
containing events, a data format likely unfamiliar to assessment experts. 
Events can include spatiotemporal data if such data were of interest to 
the programmer, but it is safer to assume that event logs simply contain 
whatever data a programmer wanted to record longitudinally for whatever 
reason they wanted to record it. Event logs are typically in a format 
similar to the one seen in Table 2.

Individual events contain very little useful information in their raw 
form. The first line of Table 2, for example, indicates that user 123’s 

Table 2.  Pseudocode example of trace data in an event log, based upon Auer et al. 
(2022) data.
PID Seq Timestamp Event Content

123 1 2020-10-04 14:10:04 MP { y:0; x:0 }
123 2 2020-10-04 14:10:04 GL { sessionID: b3d8d249; game: 1 }
123 3 2020-10-04 14:10:04 MP { y:10; x:20 }
123 4 2020-10-04 14:10:05 MP { y:10; x:20 }

Note. PID = Participant identifier; Seq = Sequence number; MP = Mouse position, GL = Game load 
event. The original data structure and format observed in the Auer et al. (2022) dataset has been 
simplified to illustrate multiple events occurring within the same second and general data format. 
Nesting within Content is also simplified but is shown in the original textual format, which is 
called JavaScript Object Notation.
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mouse cursor was located at origin, which in web applications is usually 
the top-left corner of the web browser’s main display area. For such data 
to be useful, they must be transformed into new variables related to the 
intended construct to be measured, preferably based upon the theory 
identified in Step 1.

This conversion process is called data wrangling. Much as in previous 
steps, there is no single established procedure for data wrangling, although 
three iterative sub-steps are common. First, pre-processing refers to the 
alteration or transformation of raw data streams, often text, or otherwise 
high-complexity unstructured data into variables or variable sets more 
likely to be useful for modeling or more representative of distinct, con-
tent-valid variables. In the raw spatiotemporal data in Table 2, for exam-
ple, the text string in the “Content” column would need to be converted 
into meaningful variables, such as a distinct “x” and “y” variables for 
rows containing “MP” events. Second, exploratory data analysis is used 
to confirm and expand both theoretical and practical understanding of 
the dataset. For example, once distinct X and Y variables have been 
created from relevant Table 2 events, an analyst might decide to examine 
the distribution of mouse clicks per page or over several distinct time 
spans to assess if there is sufficient variance or complexity in the resulting 
summaries for inclusion in later models.

Additionally, it is important at this stage to assess missingness, espe-
cially to determine if missingness is construct-relevant and worth mod-
eling. Third, feature engineering refers to the conversion of pre-processed 
data into variables for inclusion in the final model (Zheng & Casari, 
2018). The most effective feature engineering processes for trace data 
will be done heavily informed or derived directly from the theory iden-
tified in Step 1; specifically, high quality features are most likely to result 
from a content domain expert constructing and testing working hypoth-
eses based upon their expertise. In the questionnaire trace example, 
features might be created reflecting speed of mouse movement toward 
or away from meaningful points on the webpage, which in turn might 
be intended to reflect hesitation, confusion, or other state variables related 
to traits of interest.

Data wrangling is generally the most time-consuming step of trace 
modeling, because it is an iterative process requiring the conversion of 
complex event data into meaningful and properly structured features as 
inputs for machine learning. High quality feature engineering requires 
creativity, rigorous testing, and extensive documentation. Features are 
frequently developed, investigated deeply, but then abandoned. Only a 
relatively small subset of tested features will generally be included in the 
next step. This is normal part of the engineering process (Landers & 
Marin, 2021).
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Step 6: Algorithm and hyperparameter identification

Even with cautious and thoughtful feature engineering, the predictors in 
the resulting models still generally correlate quite weakly with construct, 
necessitating the more complex predictive modeling approach of machine 
learning. Machine learning is a broad concept but can be conceptualized 
as a customization or evolution of statistical methods to address a class 
of prediction problems in which traditional statistical methods generally 
underperform. At significant risk of oversimplifying, most statistical 
methods familiar to people with psychometric assessment expertise gen-
erally prioritize unbiased estimation of model parameter values, such as 
regression weights, whereas machine learning methods generally prioritize 
maximizing generalizable predictive accuracy, such as out-of-sample R2 
(Yarkoni & Westfall, 2017). The balance between these goals, often called 
the bias-variance tradeoff, characterizes a key tension actively managed 
in machine learning; adding bias can increase out-of-sample generaliz-
ability when models are complex or when many or most assumptions 
associated with the standard statistical tests are violated (Hastie et al., 
2009). Thus, machine learning methods are generally preferred in situ-
ations like typical trace data analysis, where a relatively small sample 
(e.g., N = 500) might be used to model a very large number of predictors 
(e.g., k = 25000). Whereas an OLS regression analysis would likely reveal 
an extremely high R2 in such a situation due to the wealth of information 
available to triangulate on every individual case, that R2 would be 
upwardly biased and unlikely to generalize to other samples.1 Model 
complexity and bias can be so high that it becomes difficult or practically 
impossible for a human to interpret parameters.

1An accessible entry-point to understand how the addition of bias to OLS regression can 
increase out-of- sample predictive accuracy is found in ridge regression, which is at its core 
OLS regression but with one change. Whereas OLS regression is used to derive the line of 
best fit in relation to the minimum residual sum of squares, ridge regression identifies the 
line of best fit in relation to the sum of the minimum residual sum of squares and the sum 
of the model’s squared regression parameters. By doing this, larger regression coefficients 
are “penalized”, causing models with smaller parameter values to appear superior to models 
with larger parameter values, which are common when model complexity, and especially 
multicollinearity, is high. Although the resulting regularized regression parameters are now 
biased by the weight of the penalty term, this change tends to reduce variance in out- 
of-sample predictive accuracy across models (Gibbons, 1981). In this way, the practice of 
adding bias to OLS regression in the form of a model complexity penalty term decreases 
the variance of out-of-sample performance (Tibshirani, 1996). Importantly, if a trace data 
model could be sufficiently simplified such that a small number of engineered features could 
be used to meaningful predict an outcome of interest, it is unlikely that machine learning 
would outperform OLS regression in that context given the lower model complexity. However, 
we are unaware of any cases where such a low complexity trace model has been used to 
meaningfully predict an assessment-relevant outcome of interest.
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This is sometimes called the black-box problem (Castelvecchi, 2016), 
a major concern in trace data modeling that leads to the content validity 
strategy outlined in Step 1 rather than one relying upon interpretation 
by subject matter experts.

Machine learning algorithms should be chosen given the nature of 
the data to be modeled, with issues to consider including scale of mea-
surement, data sparsity, sample size, and analyst skill, among others. 
Commonly, the first decision is between regression models, which in the 
machine learning literature refers to any supervised machine learning 
approach modeling a continuous outcome, and classification models, which 
refers to any supervised machine learning approach modeling a discrete 
outcome. Although many popular algorithms have been adapted to be 
applied in both cases (e.g., support vector machines for classification 
versus support vector regression), a major implication of this decision 
is the family of model performance statistics that are used later. Whereas 
regression models are typically evaluated using R2 and root mean square 
error (RMSE), classification models rely on a family of more unfamiliar 
metrics to psychometric assessment experts, such as area under the 
receiver operating curve and F1 scores. Because existing construct mea-
sures that might be used as criteria in trace models, such as cognitive 
ability or personality test scores, tend to be continuous, the remainder 
of this discussion will focus on regression models.

Once a decision is made between regression or classification models, 
a set of specific algorithms for testing are chosen. Algorithm choice 
should generally be based upon the expected performance of the algo-
rithms given the dataset. For example, random forests and newer algo-
rithms derived from it, like extreme gradient boosted trees (Hastie et al., 
2009) are in part optimized to uncover high-complexity interactions, so 
such a model might be chosen if such interactions were expected. Further, 
it is common to include relative simpler algorithms, like elastic net 
regression (Zou & Hastie, 2005), for comparison. Because elastic net 
regression is essentially identical to OLS regression but with the addition 
of penalty terms to penalize inflated model parameters, it is easier to 
interpret elastic net model parameters than the model parameters from 
something as complex as extreme gradient boosted trees. This makes 
comparisons of error metrics like RMSE between elastic net and other 
more complex models a common tool for identifying best-performing 
algorithms, to weigh any increased performance gains in prediction from 
consideration of non-linear or otherwise difficult to interpret relationships 
against reductions in explainability. Generally, techniques with greater 
ability to detect and model subtle and high-complexity predictor-criterion 
relationships also require greater sample sizes, another key consideration; 
techniques commonly falling under the label of “deep learning,” for 
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example, often require tens of thousands of cases and benefit from mil-
lions or more. Putka et al. (2018) provide greater detail on the relatively 
simpler algorithms common in assessment contexts, but their list should 
be considered neither ideal nor exhaustive; as with all steps, selecting 
an algorithm should be part of the iterative engineering process of Steps 
5-8. However, as a starting point, we typically recommend elastic net 
regression as a baseline, extreme gradient boosted trees or another 
high-complexity approach with larger sample size requirements, and one 
or two others suitable to the data set at hand.

Once algorithms have been identified, relevant hyperparameters and 
their values for testing must be identified. Conceptually, hyperparameters 
are “settings” for algorithms that are not adjusted during model training, 
and different algorithms have different settings. For example, elastic net 
regression penalizes inflated model parameters using two techniques 
called L1 regularization, which penalizes the sum of the absolute values 
of regression parameters, and L2 regularization, which penalizes the sum 
of the squared regression parameters. To control these penalties, elastic 
net regression has two hyperparameters. The first, commonly called α, 
defines the split of the overall penalty between L1 and L2. At α=.5, the 
penalty will be 50% L1 and 50% L2. The second hyperparameter, com-
monly called λ, defines the strength of the penalty.

Importantly, there are few situations where the “best values” for these 
hyperparameters are known before modeling begins. Instead, Step 7 will 
involve testing a range of potential hyperparameter values to identify 
which leads to the best model performance—in the regression case, the 
largest R.2 Thus, at Step 6, the goal is to identify a reasonable range of 
hyperparameter values to test. In the case of elastic net, because α is a 
proportion, a uniform set of proportions between 0 and 1 might be 
chosen. λ has no standardized scale but is commonly split into 100 or 
more pieces between 0 and 5. This approach to testing of a range of 
plausible values across multiple hyperparameters simultaneously is called 
a grid search; for example, if 10 values of α and 100 values of λ are 
examined, a grid of 1000 combinations of those parameters will ultimately 
be tested. In contrast, extreme gradient boosted trees have five altogether 
different hyperparameters and reasonable ranges for them; thus hyper-
parameter lists and plausible ranges are unique to every algorithm and 
sometimes to the algorithm and dataset in combination.

Step 7: Model fitting and k-fold cross-validation

In this step, model performance for all combinations of selected algo-
rithms and their hyperparameters are tested. To prevent overfitting given 
the high degree of data-driven decision making in this step, a technique 
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called k-fold cross-validation is used at this stage. In k-fold cross-valida-
tion, the training set is split at random into k independent folds, com-
monly 5 or 10. For example, a 1000-case dataset subjected to 10-fold 
cross-validation would be split into ten 100-case folds. Next, k analyses 
are conducted for each unique algorithm and hyperparameter pair by 
fitting a model using k-1 folds as a temporary training set and the held-
out fold as the test set. In the present example, an N = 900 dataset would 
be used for model fitting, and model performance would be measured 
by applying that model to the held-out N = 100. This process is then 
repeated across all fold combinations, and mean model performance is 
calculated across folds. Thus, for a single set of hyperparameter settings 
in 10-fold cross-validation, 10 models will be created with 10 different 
temporary training sets and 10 temporary test sets. This process is then 
repeated for each combination of hyperparameter settings in the grid, 
and in the case of regression, the mean and standard deviation of R2 
and RMSE across folds within settings are tested. An example with 
sample hyperparameter values and total model counts appears in Table 
3. The hyperparameter settings that produce the best model performance 
then becomes the “final” hyperparameter settings, and these settings are 
used to fit the final model using the original training set (not split 
into folds).

In regression, evaluating model performance is a matter of balancing 
two issues: mean/median performance and the distribution surrounding 
performance. For example, if one algorithm during k-fold cross-validation 
yields a higher mean R2 than another but with a larger standard deviation 
of R2 across folds, that inconsistency indicates increased risk for the 
generalizability of that model across future contexts. It is ultimately up 
to the analyst to balance risk and performance, if needed, depending 
upon the final purpose of the model, such as for research purposes only 
or for consequential decision-making about those being assessed.

Step 8: Model refinement and revision

As described earlier, model refinement is an iterative process. This may 
involve the creation of informative exploratory analyses and visualizations, 
changes to the features or modeling decisions, re-running models, and 

Table 3. E xamples of hyperparameter crossing and resulting model counts during 
k-fold cross-validation.
Algorithm Folds Hyperparameters Models Per Fold Models Fitted

Elastic Net 10 2: alpha, lambda 10 * 100 = 1000 10000
XGBoost 10 5: eta, max_depth, colsample_ 

bytree, subsample, nrounds
2 * 10 * 2 * 10 * 

10 = 4000
40000
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observing the effects. Each iteration increases the risk of overfitting to the 
cross-validation set, so analyst skill plays an important role in mitigating 
the risk of poor cross-validation to the test set in the next step. The analyst 
should always consider the riskiness of any change or modeling decision 
and actively mitigate risk. For example, dropping an entire block of vari-
ables because none performed across folds is a relatively untargeted change 
and unlikely to harm generalizability substantially. However, identifying a 
subset of 5% of cases that based upon visualization seem to exhibit a 
“unique pattern” and engineering new features to reflect that pattern would 
be much riskier, although not necessarily unjustified. All such changes 
must be approached critically. Regardless, the analyst in this point should 
iterate through earlier steps until satisfied with the final model performance 
level achieved. Although possible, revisiting earlier steps after observing 
the results of Step 9 can increase the risk of overfitting in way not 
addressed with the use of k-fold cross-validation and other approaches 
outlined here. Thus, revisiting modeling decisions after Step 9 has begun 
should generally be considered a questionable research practice.

Step 9: Holdout validation and psychometric evaluation

Once a final k-fold cross-validated model has been selected, this model 
should be used to make predictions in the holdout set and test the 
accuracy of those predictions against the observed criterion values. As 
in previous steps, for regression-based models, this is typically done with 
R2 and RMSE. By comparing the final k-fold cross-validated performance 
with holdout performance, the analyst can also assess the degree to which 
the cross-validated model is likely still overfitted. When final k-fold 
model performance in the training set is better, practically speaking, 
than performance in the holdout set, it suggests overfitting in the training 
set. When final k-fold model performance is similar or worse than 
holdout performance, it suggests that a generalizable model has likely 
been created. However, this can and should be later verified with addi-
tional data collection in true out-of-sample validation studies.

To evaluate if the model is of sufficient predictive accuracy to replace 
the construct measure that was modeled, the next testing goal is to estimate 
the correlation between the new predicted scores and a relevant criterion 
measure, which can be accomplished in two ways. Figure 1 illustrates the 
general network of relationships to consider when the goal is to maximize 
the prediction of an organizational criterion with a given true score validity 
(a) and the existing construct measure’s observed criterion relationship (b). 
The first and preferred strategy is direct validation, accomplished by mea-
suring the relationship between the organizational criterion and predicted 
scores (c) and comparing this with the performance of the original construct 
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measure (b). Generally, it is expected that relationship (c) will be smaller 
than relationship (b) due to attenuation caused by imperfect measurement 
reflected in the trace data model’s performance (d). However, the trace 
data model might perform better than the original measure if it contains 
construct-irrelevant but criterion-relevant variance, a type of construct 
contamination. The second strategy can be used to estimate (c) without 
additional data collection if relationship (b) is already known, such as from 
a previous validation study, although this does assume no construct con-
tamination in trace model predictions. This can be estimated using the 
standard correction for attenuation formula; Table 4 contains a convenient 
quick look-up table for this same information. For example, if an original 
personality measure predicts job performance at r=.20, and the trace model 
is able to achieve r=.70, the expected relationship between the trace model 
predicted score and job performance would be .17. With either strategy, it 
is now the designer’s decision as to whether the level achieved was sufficient 
for practical application in a decision-making system.

Practical implications and applications

Despite the infrastructure and human resource requirements needed for 
trace analysis often beyond the traditional skill set of traditional testing 
professionals, the benefits may outweigh these additional practical 
requirements. We present three potential advantages and one caveat. 
First, the use of trace data may simply enable the collection of trait 
score estimates that would otherwise be unattainable. For example, in 
a lab setting during development, trace data could be modeled on 
complex assessments requiring individual live test proctoring or other 
complex and time-consuming methods. A trace model able to predict 

Figure 1. R elationships between construct, observed scores, and predicted scores 
in supervised ML-based trace data modeling.
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Table 4.  Predicted trace data model validity given model performance and observed 
criterion prediction.
Trace Model Observed Criterion Prediction R by Original Construct Measure

R R2 .05 .10 .15 .20 .25 .30 .35 .40 .45
.99 .98 .05 .10 .15 .20 .25 .30 .35 .40 .45
.95 .90 .05 .10 .15 .19 .24 .29 .34 .39 .44
.90 .81 .05 .09 .14 .19 .24 .28 .33 .38 .43
.85 .72 .05 .09 .14 .18 .23 .28 .32 .37 .41
.80 .64 .04 .09 .13 .18 .22 .27 .31 .36 .40
.75 .56 .04 .09 .13 .17 .22 .26 .30 .35 .39
.70 .49 .04 .08 .13 .17 .21 .25 .29 .33 .38
.65 .42 .04 .08 .12 .16 .20 .24 .28 .32 .36
.60 .36 .04 .08 .12 .15 .19 .23 .27 .31 .35
.55 .30 .04 .07 .11 .15 .19 .22 .26 .30 .33
.50 .25 .04 .07 .11 .14 .18 .21 .25 .28 .32
.45 .20 .03 .07 .10 .13 .17 .20 .23 .27 .30
.40 .16 .03 .06 .09 .13 .16 .19 .22 .25 .28
.35 .12 .03 .06 .09 .12 .15 .18 .21 .24 .27
.30 .09 .03 .05 .08 .11 .14 .16 .19 .22 .25
.25 .06 .03 .05 .08 .10 .13 .15 .18 .20 .23
.20 .04 .02 .04 .07 .09 .11 .13 .16 .18 .20
.15 .02 .02 .04 .06 .08 .10 .12 .14 .15 .17
.10 .01 .02 .03 .05 .06 .08 .09 .11 .13 .14
.05 .00 .01 .02 .03 .04 .06 .07 .08 .09 .10

Note. Trace model performance is (d) and observed prediction is (b) in Figure 1.

such scores using existing assessments could be later used without the 
expense of data collection with the original measure. Second, insights 
gained from large trace datasets could prove to complement more the-
ory-driven scoring approaches, offering opportunities for enhanced mea-
surement and predictive potential.

Some machine learning algorithms are more explainable than others 
(Gunning et al., 2019), and the choice to focus on such models during 
Step 6 enables the analysis of such explanations to learn more about 
how a construct is being measured or could be measured in future 
assessment revisions. Third, as the bulk of trace data comprise behaviors 
not obviously tied to measurement, the use of such models may make 
response distortion more challenging as trace-producing behaviors are 
generally difficult to predict and control. Beyond these advantages, a 
practical concern is the degree to which scores derived from trace data 
modeling are transparent enough to interpret and explain to organiza-
tional decision-makers. As controversial as both trace data and machine 
learning may be within the assessment community, understanding is 
even poorer among many traditional decision-makers outside of the 
technology sector. Putka et al. (2018) offer a number of strategies in 
this situation, such as the use of importance indices and visual repre-
sentations, to assist in describing to lay decision makers how predicted 
values from such complex models have been derived. Nevertheless, this 
is an important barrier to adoption that should be addressed directly.
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In terms of traditional psychometric concerns, we emphasize that (a) 
the generalizability of test scores to similar measures and (b) the accuracy 
of inferences made on test scores (Cronbach et al., 1972) are still para-
mount. As much as minimizing residual variance is a main objective of 
predictive modeling, minimizing error variance is a main objective of 
psychometrics. In other words, reliability is a fundamental psychometric 
property of test scores that psychometricians seek to maximize. Maximizing 
the reliability of scores requires researchers to determine multiple sources 
of true score variance and error variance (Shavelson et al., 1989). Because 
micro-behaviors are strongly influenced by many different factors, trace 
data generally only provide weak signals in true score variance of target 
constructs from a vast set of behaviors (e.g., mouse trajectories, clicking 
behaviors). It is only through meaningful aggregation of these weak 
signals into meaningful features that stronger signals of systematic true 
score variance can be developed. Because the data are inherently organic 
(see Xu et al., 2020, p. 1257), identifying sources of measurement error 
can be complex. However, as shown in Step 1, these weak signals can 
be motivated theoretically by considering their partitioning of reliable 
and unreliable sources of variance. For example, in attempting to model 
cognitive ability, Auer et al. (2022) identified and focused upon trace 
data likely reflecting cognition (e.g., fast and stable mouse movement 
directly to the correct answer on a validated cognitive assessment) while 
acknowledging noise related to cognitive load limitations on working 
memory due to screen size (see Arthur et al., 2018), lag time due to 
spotty internet connection, erratic mouse hardware, low clicking precision 
due to inexperience with computers and mice, browser incompatibility, 
and so on. Determining, isolating, and mitigating each of these sources 
of error variance and likely others is therefore recommended to improve 
prediction from trace data, increasing the validity of inferences, such as 
through standardization of the testing environment. Finally, all such 
efforts and their effects should be well-documented to provide a com-
prehensive picture of the assessment development process for later audit-
ing (Landers & Behrend, in press).

Ethics of measurement with trace data

Most research and practical interest in trace data to date has been mar-
keting and consumer behavior research rather than psychometrics. For 
example, when people use search engines to explore topics of personal 
interest, trace data harvesters can collect comprehensive histories of 
search term use, the dates and times of those searches, and the likely 
identities of the people doing the searching. These data are then often 
used as predictors in predictive models of purchasing behavior, which 
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can in turn be used to encourage those search engine users to spend 
money on specific targeted products and services, often in ways seemingly 
unconnected to the search engine. Because many internet users are aware 
of neither the extent to which their trace data are being collected and 
analyzed nor the extent to which these models are being used to manip-
ulate their behavior, privacy researchers often highlight the questionable 
ethics of such data collection.

Trace data analysis on existing digital assessments appears less ethically 
problematic. First, assessees completing traditional digital assessments 
are generally aware that they are completing assessments. Whereas Google 
repurposes search data to model purchasing behavior, trace data modeling 
on existing digital assessments repurposes data collected for assessment 
for use in additional assessment. As such, there is far less potential for 
deception, because assessees already understand they are being assessed; 
adding trace data modeling only changes the technical details of how. 
If use of the original digital assessment could be considered ethical, 
adding trace data analysis changes little. Second, trace data analysis 
theoretically makes full use of the data provided by those being assessed. 
If such data can be used to make valid inferences about individual 
capabilities beyond those already assessed, other assessments could poten-
tially be dropped, reducing assessee time, effort, and stress to get the 
same quality of information. In this way, failing to investigate the poten-
tial of trace data is potentially the more unethical approach.

Conclusion

In summary, we have provided here a process by which trace data can 
be identified, engineered, analyzed, and considered for use as psycho-
metric measures. Although we focused here upon spatiotemporal data, 
this process can be applied effectively to other types of trace data. To 
be absolutely clear, we contend that most trace data as currently collected 
and given current, realistic analytic options are unlikely to reach a psy-
chometric quality threshold that will justify dropping existing measures 
and replacing them with trace-based measures. Instead, we urge assess-
ment professionals to consider two paths. First, trace data as it currently 
is collected is a potentially useful source of supplemental information 
that can be used to improve existing measures and in a much smaller 
number of ideal cases, replace them. By engineering models carefully 
and comprehensively, predicted scores from such models may be used 
to improve measurement quality in existing assessments or get additional 
weak reflections of constructs that could not otherwise be collected in 
the same amount of time. By then aggregating across trace and purposive 
models, assessment developers may be able to improve measurement 
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quality in previously unexplored ways. Attempting this with interdisci-
plinary teams consisting of data engineers, statisticians, psychologists, 
and assessment experts is likely to lead to the best results. Second, 
systems that are designed and developed to produce useful trace data 
are an entirely unexplored frontier, one which we contend has great 
potential to legitimately and validly replace existing measures in the long 
run. For example, if an assessment was designed explicitly with the 
purpose of making mouse trajectories and timings construct-relevant, 
trace data modeling of those trajectories and timings might be sufficient 
to reach meaningful measurement standards. It is only with continued 
experimentation with assessment software design and trace models, as 
well as through thoughtful interdisciplinary collaborations, that we will 
ever understand this potential.
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