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ABSTRACT

Today, significant research efforts are spent on designing machine learning (ML) models to
extract useful information from data. While ML models have shown superior performance
in research studies, deploying them in practice is a challenging process. My dissertation
considers the task of integrating ML models to real-world distributed systems, focusing on
a number of sensing and monitoring applications. For such applications, ML deployments
must overcome the dual challenges of heterogeneity and scalability. Heterogeneity refers to
the need for ML models to be customized for instances of the application (e.g., a specific
geographic location). Scalability refers to the challenges of training and deploying distinct
models across a large number of nodes.

In this dissertation, through specific case studies of high-impact problems, I demonstrate
how I address these challenges using a system approach. My research considers both physical
sensing and cyber monitoring applications. In physical sensing applications, heterogeneity
mainly comes from sensors’ local environments, while in cyber monitoring scenarios, human
factor is the key source of heterogeneity. In both types of applications, I study how hetero-
geneity affects the ML system design and evaluation, and propose new methods to address
the dual challenge of heterogeneity and scalability.

First, for the task of spectrum monitoring in cellular networks, I present a novel system
design that can efficiently train and deploy deep neural network (DNN) models on a large
number of spectrum sensors. Since each sensor observes complex, heterogeneous, and time-
varying spectrum data, it is hard to train and deploy accurate DNN-based spectrum sensing
models at scale. My work addresses this challenge by leveraging the hierarchical network
structure of cellular networks, where I build context-agnostic models for spectrum usage and
apply transfer learning to minimize training cost and dataset constraints.

Then, I consider the problem of evaluating MIL-based video analytic pipelines (VAPs)
with heterogeneous workloads, under the scenario of vehicle detection for smart-city moni-

toring. The difficulty of proper VAP evaluation lies in the diverse video workloads caused by

Xiv



heterogeneous camera locations. Existing VAP evaluations do not consider such heterogene-
ity, and as a result, produce premature or ambiguous results. My work addresses this gap
by building the first VAP benchmark, which provides proper and comprehensive evaluation
of VAPs by characterizing the complex dependencies of VAP performance on video content
characteristics.

Next, I consider a challenging problem in the area of cyber monitoring, where ML models
are applied to detect unacceptable face edits in online face images. Using a user study, we find
the definition of unacceptable face edit can vary per user and application context, indicating
the need for personalized protection. Meeting such diverse user needs is extremely challenging
since it requires ML models to accurately recognize face edits in each photo. We address this
challenge using a system approach. By integrating the system function of tracking original
image copies, we successfully convert the extremely hard problem of recognizing any edit in
an image into a feasible ML problem of comparing two images. The end result is an efficient
photo moderation tool that allows users to define their own face edit policy and provides
personalized protection accordingly.

Finally, I summarize my work and discuss future directions.

XV



CHAPTER 1
INTRODUCTION

Machine learning (ML) techniques, particularly Deep Neural Networks (DNN), have be-
come the de facto tool for solving many challenging research problems. From image recog-
nition [117], automatic language translation [235] to medical diagnosis [201], ML mod-
els have produced superior results on benchmark datasets, even surpassing human perfor-
mance [187, 48, 174].

Deploying these ML models in practice, however, remains a significant challenge. Many
surveys have shown high failure rates of ML in real-world deployments. A survey conducted
by International Data Corporation (IDC) on 2,473 organizations [86] shows that, half of ML
projects fail for one in four companies. Similarly, Dimensional Research reported that 78%
of AI/ML projects stall at some stage before deployment [215], while VentureBeat reported
that 87% of data science projects never make it into production [36]. Clearly, there is a gap
between ML in research and ML in real-world deployment.

So what causes such gap? In ML research studies, the common practice is to first train
ML models on training data and then test on a another set of test data. Here the primary
goal is to design the model to maximize its predictive accuracy on the test data, under the
ideal system assumption that the model runs on a single node with no resource constraints.
However, in real-world deployments, ML models are integrated into large-scale (distributed)
systems, thus facing system-level challenges such as cost constraints, heterogeneity, robust-
ness, potential bias, transparency and scalability. These challenges are rarely considered
by ML research studies at ML modeling stage, but must be addressed during real-world

deployment.



1.1 System-level Challenges in Sensing and Monitoring Systems

My dissertation considers the task of integrating ML models to real-world distributed sys-
tems, focusing on a number of sensing and monitoring applications. In such applica-
tions, data is first collected from a large number of distributed nodes (e.g., traffic cameras),
and then fed into ML models to detect certain events or objects (e.g., cars). Our research
studies identify two system-level challenges that exist widely in ML-based sensing and mon-

itoring systems, and yet they are not well studied.

e Heterogeneity. Heterogeneity refers to the need for ML models to be customized for
instances of the application. Heterogeneity may apply to heterogeneous hardware devices,
network conditions, geographic locations and even user preferences. Without consider-
ing heterogeneity, ML models may fail in new environments, resulting in unstable and
unpredictable system performance.

My research considers both physical sensing and cyber monitoring applications. In physical
sensing applications, heterogeneity mainly comes from sensors’ local environments, while
in cyber monitoring scenarios, human factor is the key source of heterogeneity.

e Scalability. In traditional distributed systems, a system is said to be scalable if it can
handle the addition of users and resources without suffering a noticeable loss of perfor-
mance or increase in administrative complexity [199]. The same challenge exists in ML
based sensing and monitoring systems since ML models are often trained and deployed
across a large number of nodes, e.g., deploying car detection models on traffic cameras all

over the city.

1.2 Overview of My Research

In this dissertation, through specific case studies of high-impact problems, I demonstrate
how I address these challenges using a system approach. We believe there are two critical

steps when integrating ML into sensing and monitoring systems (shown in Figure 1.1),
2



ML model design/evaluation and ML system design/evaluation. While previous ML studies
mainly focus on proposing better ML models, my goal is to propose new system designs and

evaluation platforms to address the dual challenges of heterogeneity and scalability.

Real-world ML Deployment

ML System Missing component
Design & Evaluation (my focus)

ML Model

Focus of most Design & Evaluation

ML studies

Figure 1.1: My work proposes new system designs and evaluation platforms that address the
dual challenges of heterogeneity and scalability in ML based sensing and monitoring systems.

First, for the task of spectrum monitoring in cellular networks, I present a novel system
design that can efficiently train and deploy DNN models on a large number of spectrum
sensors with heterogeneous context.

Nezxt, T consider the problem of evaluating ML-based video analytic pipelines (VAPs) with
heterogeneous workloads, under the scenario of vehicle detection for smart-city monitoring.
This project shows that heterogeneity and scalability affect not only the system design, but
also the system evaluation.

Finally, 1 propose a ML-enabled cyber monitoring system, where ML models are ap-
plied to detect unacceptable face edits in online images. This project demonstrates how
heterogeneous user preferences affect the design and evaluation of ML systems.

In the following, I will briefly introduce those projects.



1.3 Scaling Deep Learning Models for Spectrum Monitoring

Spectrum management in cellular networks is a challenging task that will only increase in
difficulty as complexity grows in hardware, configurations, and new access technology (e.g.
LTE for IoT devices). Wireless providers need robust and flexible tools to monitor and
detect faults and misbehavior in physical spectrum usage, and to deploy them at scale. We
explore the design of such a system by building DNN models to capture spectrum usage
patterns and use them as baselines to detect spectrum usage anomalies resulting from faults
and misuse.

Using detailed LTE spectrum measurements, we show that the key challenge facing this
system is the complex, heterogeneous, and time-varying spectrum observations seen by each
observer, caused by inherent radio propagation dynamics and diverse mobility patterns. Such
complexity makes it hard to train and deploy accurate DNN spectrum anomaly detection
models at scale.

We address this challenge by building context-agnostic models for spectrum usage and
applying transfer learning to minimize training time and dataset constraints. Specifically,

our solution includes two steps:

e Within each LTE cell, it is feasible to build a single, context-free DNN model that ac-
curately models normal spectrum usage pattern for the task of anomaly detection. Our
DNN model does not use supervised learning to classify an event as normal or anomalous.
Instead, we train a DNN model on sequences of spectrum measurements, and it recognizes
events as anomalies when they deviate significantly from events expected or predicted by
the model. More importantly, our model runs on both mobile and static observers to
detect spectrum anomalies on the fly without any modifications.

e Across LTE cells, the DNN model trained for a given LTE cell is not directly reusable at the
other cells, but can be used to quickly train their models through transfer learning. Only

a small amount of local spectrum measurements at the target cell is required. Our results

4



show using transfer learning instead of training from scratch reduces required training
data by a factor of 288. Since different LTE bands (frequency carrier, downlink or uplink)
display different spectrum patterns, they require different DNN models customized for
that band. The same transfer learning method can be applied to quickly train the model

for a frequency band using existing models for other bands as a starting point.

The above design has two key features. First, the spectrum DNN model is context-
agnostic and can be easily deployed on a wide range of spectrum observers, static and mobile,
and adapted using a minimal amount of local spectrum measurements. Each observer does
not need to store a large number of models for each context, or switch to a new model
whenever it moves. Instead, it runs the same DNN model regardless of its context, and only
needs to switch to a new model when moving into a different cell. Second, the anomaly
detection is general in that it avoids cellular-specific knowledge and can detect any events

that affect spectrum usage.

1.4 Evaluating Video Analytic Pipelines with Heterogenous
Workloads

Deep learning based video analytics is becoming the solution to many safety and manage-
ment tasks. Its wide deployment, however, must first address the tension between inference
accuracy and resource (compute/network) cost. This has led to the development of video ana-
lytics pipelines (VAPs), which reduce resource cost by combining DNN compression/speedup
techniques with video processing heuristics.

Today, VAPs are evaluated using some corpus of past video samples that represent the
target scenario(s). Our measurement study on existing VAPs, however, shows that today’s
methods for evaluating VAPs are incomplete, often producing premature conclusions or am-
biguous results. This is because each VAP’s performance varies substantially in different

environments (even under the same scenario). We find that, the challenge of proper VAP
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evaluation lies in the diverse video content characteristics caused by environmental hetero-
geneity.

Therefore, we argue that accurate VAP evaluation must first characterize the complex
interaction between VAP’s performance and video characteristics, which we refer to as VAP
performance clarity. We then design and implement Yoda, the first VAP benchmark to
achieve performance clarity. Specifically, we propose to characterize VAP performance using
a carefully curated set of videos that serve to evaluate different aspects of VAPs. Our design
is based on the observation that each VAP is inherently modular and can be broken into
a set of “global” primitives. Each primitive leverages a distinct set of video processing
heuristics to optimize the accuracy/cost tradeoff, and thus can be profiled independently
(against its associated video features) and then (re)assembled to profile full VAPs. This
modular structure allows us to efficiently profile each full VAP by combining its corresponding
primitive-specific profiles.

We show that Yoda substantially improves VAP evaluations by (1) providing a compre-
hensive, transparent assessment of VAP performance and its dependencies on video charac-
teristics; (2) explicitly identifying fine-grained VAP behaviors that were previously hidden by
large performance variance; and (3) revealing strengths/weaknesses among different VAPs

and new design opportunities.

1.5 Enabling Personalized Face Edit Protection

Today, popular photo sharing sites and social networks allow users to edit and alter their
faces in images for a variety of uses, from subtle touchups to dramatic alterations like aging
and face swaps. The ubiquity of these facial editing tools pose a significant risk to users,
whose personal photos may be downloaded, their facial features manipulated or distorted,
and the results reposted for purposes of harassment or bullying. There is a clear need for
“photo moderation tools” that protect users against undesired or unacceptable edits of their

online images.



However, using a user study, we find the definition of unacceptable face edit can vary
per user and application context, indicating the need for personalized protection. Therefore,
our goal is to build a system that provides personalized protection from unacceptable photo
manipulation on photo sharing network services. Unlike existing approaches that try to
detect any manipulations in images, our proposed system, Aletheia, determines whether
modifications made in a newly shared image are acceptable based on the owner’s personalized
preferences.

Providing personalized protection for different users is extremely challenging since it
requires ML models to accurately recognize face edits in each photo. We address this chal-
lenge using a system approach. By integrating the system function of tracking original image
copies, we successfully convert the extremely hard problem of recognizing any edit in an im-
age into a feasible ML problem of comparing two images. Specifically, our system includes a
policy manager that allows users to define their own face edit policy, and an image inspector
that not only determines whether an incoming photo is original or edited, but also locates
the original copy if it is an edited photo. Our system also applies a set of semantic face
attribute extractors to recognize edits in a photo by comparing its face attributes with those
of its original copy.

Using a set of experiments, we show that Aletheia (1) can effectively flag image edits that
violate user policies; (2) is accurate and fast at scale; (3) can effectively recognize in-the-wild
face edits submitted by 8 participants (without any instruction on tools and formats); (4)

provides a feeling of protection to real users.

1.6 Structure

The structure of this dissertation is as follows:

e In Chapter 2, I present a novel system design for distributed spectrum monitoring in wide-

area cellular networks, where DNN models are distributed to a large number of spectrum



sensors that are either static or mobile. Leveraging the hierarchical network structure of
cellular networks, our system could efficiently train and deploy DNN models for complex,
heterogeneous, and time-varying spectrum data seen by each sensor.

e In Chapter 3, I study how to evaluate ML-based video analytic pipelines. I build Yoda,
the first benchmark to comprehensively evaluate VAP on heterogeneous video contents by
characterizing the complex dependencies of VAP’s system performance on video content
characteristics.

e In Chapter 4, I consider a cyber sensing scenario, where ML models are applied to detect
unacceptable edits in online face images. Our proposed system allows each user to define
their own face edit policy, and provides personalized detection based on users’ preferences.

e In Chapter 5, I summarize my work and discuss future direction.



CHAPTER 2
SCALING DEEP LEARNING MODELS FOR SPECTRUM
MONITORING

In this chapter, I study the problem of how to address heterogeneity and scalability with
efficient system designs, using ML-based spectrum monitoring system as a case study. We
propose a novel system design for a distributed spectrum monitoring framework in wide-area
cellular networks, where DNN models are deployed to detect spectrum usage anomalies on the
fly. In this system, DNN models are distributed to a large scale of static and mobile spectrum
observers located throughout the network. Using detailed LTE spectrum measurements, we
show that the key challenge is the complex, heterogeneous, and time-varying spectrum data
seen by each sensor. Such complexity makes it hard to train and deploy accurate DNN
spectrum anomaly detection models at scale.

Inspired by the hierarchical network structure of cellular networks, we address this chal-
lenge by building context-free DNN models within a cellular cell and applying transfer learn-

ing to minimize training time and dataset constraints across cells.

2.1 Introduction

Cellular providers spend billions of dollars acquiring radio spectrum for network capacity
and coverage. Yet spectrum management, specifically detection of faults from spectrum in-
terference, remains a costly and ad hoc process, often involving manual diagnosis following
customer complaints and operational failure logs. What makes detection hard is that inter-
ference can come from a variety of complex sources at any physical location, ranging from
intentional spectrum misuse and misconfigured transmitters to RF leakage from cable plants
and connectors. For example, interference from a misconfigured amplifier led to persistent
quality-of-service issues for a tier 1 service provider [239].

These problems will grow in severity and scale in the near future. Advances in both re-
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Figure 2.1: Spectrum anomaly detection by multiple observers.

configurable hardware and spectrum usage policies make it easy to misuse spectrum without
authorization. There is already evidence of these misuse attacks in China, where growth in
unauthorized transmissions has prompted new initiatives to outlaw spectrum misuse [141].
Furthermore, cellular interfaces for IoT are coming, optimized for the network and energy
needs of IoT devices. Adoption of these interfaces has the side effect of increasing security
risks for LTE and nearby spectrum bands. A compromised device working on behalf of an
attacker can perform jamming or denial of service attacks on cellular bands.

Clearly, cellular networks need robust and flexible tools to detect faults and misbehavior
in spectrum usage, which we hereby refer to as spectrum anomalies. Despite open calls for
automated management tools by the 3GPP standards body, current proposals are still limited
to simplistic fail-stop fault models, and only on faults within the LTE infrastructure [42, 198,
246]. Cellular carriers often evaluate physical spectrum usage by wardriving with specialized
devices, and these activities are severely limited by high human and equipment costs [88].

Instead, we believe that cellular networks require general solutions capable of detecting
a range of radio spectrum anomalies, from transmissions at unexpected power levels, to in-
terference from misconfigured devices and unauthorized transmitters. Anomalies can appear
anywhere in the physical network, and their detection requires a large-scale, distributed

spectrum monitoring system.
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In this paper, we explore the design of a general, scalable system for detecting spectrum
anomalies in wide-area LTE networks. As shown in Figure 2.1, the system consists of two
components: (1) a scalable, distributed spectrum monitoring system that measures physical
spectrum usage using both static and mobile observers! distributed across the network, and
(2) a general anomaly detection system that builds DNN models using these measurements,
and runs them at each observer as baselines to detect spectrum usage anomalies. Our
work builds on multiple prior efforts: some of which examined the feasibility of distributed
spectrum monitoring using commodity devices [193, 64], while others validated the benefits
of DNN-based spectrum anomaly detection using a single static observer [200, 102].

Despite significant progress, a large gap remains between current proposals and a feasible
system for cellular networks. More specifically, the unanswered question is how can context-
sensitive DNN models scale to detect spectrum anomalies at geographically distributed loca-
tions? The general understanding today is that wireless measurements, e.g. spectrum usage,
depend on the context of the observer, i.e. time, location, and mobility status. Ideally, each
observer should run a model tailored to the current context. This renders the system imprac-
tical, given the amount of training overhead and run-time complexity required®. A practical
alternative is to explore a unified, context-free model for all observers, and whether such mod-
els can be trained, deployed and validated. But will the elimination of “context-awareness”
from the DNN model design degrade the accuracy of spectrum anomaly detection?

We answer these questions through an empirical study on LTE networks, using detailed
spectrum measurements across multiple LTE bands and cells (totalling 20TB of measurement

data). Our efforts lead to three key findings.

e Within each LTE cell, it is feasible to build a single, context-free DNN model that ac-

1. Spectrum monitoring requires both static and mobile observers to enforce coverage and scale. We
assume that these observers are recruited by the carriers to perform spectrum monitoring and anomaly
detection, and are well-behaved. This simplification allows us to focus on the problem of scaling DNN
models for anomaly detection.

2. It is impractical to assume that the system must build models for each physical location, and that each
observer must change its DNN model whenever it moves.
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curately models normal spectrum usage pattern for the task of anomaly detection. Our
DNN model does not use supervised learning to classify an event as normal or anomalous.
Instead, we train a long-short term memory (LSTM)3 model on sequences of spectrum
measurements, and it recognizes events as anomalies when they deviate significantly from
events expected or predicted by the model. More importantly, our model runs on both
mobile and static observers to detect spectrum anomalies on the fly without any modi-
fications. This puts a hard limit on the training overhead and run-time complexity. We
also show that deep autoencoder, another DNN model, can be designed to offer the same
properties.

Across LTE cells, the DNN model trained for a given LTE cell is not directly reusable at the
other cells, but can be used to quickly train their models through transfer learning®*. Only
a small amount of local spectrum measurements at the target cell is required. Our results
show using transfer learning instead of training from scratch reduces required training
data by a factor of 288.

Since different LTE bands (frequency carrier, downlink or uplink) display different spec-
trum patterns, they require different DNN models customized for that band. The same
transfer learning method can be applied to quickly train the model for a frequency band

using existing models for other bands as a starting point.

Together, these findings demonstrate the feasibility of deploying a practical model for
LTE spectrum anomaly detection on top of the distributed spectrum monitoring system.
Specifically, the system first trains a general DNN model for normal spectrum usage, i.e.

teacher model, using past spectrum measurements from trusted observers. It then distributes

this teacher model to each individual LTE cell’s basestation, who uses a small amount of local

spectrum measurements (contributed by trusted observers in the cell) to quickly calibrate

3. An LSTM model is a recurrent neural network that is particularly adept at modeling and predicting

temporal sequences.

4. In transfer learning, we start with a highly-tuned model, and customize it for a given context by further

training it with limited training data from that context.
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Figure 2.2: RSS varies largely over a 10-minute monitoring window, for a mobile observer.

the model, and distributes this cell-specific model to all the observers in the cell. Each
observer runs the same DNN model regardless of its context, and only needs to switch to a
new model when it moves into a different cell.

The above design has two key features. First, the spectrum DNN model is context-free
and can be easily deployed on a wide range of spectrum observers, static and mobile, and
adapted using a minimal amount of local spectrum measurements. Second, the anomaly
detection is general in that it avoids cellular-specific knowledge and can detect any events

that affect spectrum usage.

2.2 Preliminaries

To provide context for our later discussions, we present in this section the spectrum mea-
surement dataset used in our empirical study, and our initial analysis on patterns in today’s
LTE spectrum usage. We also present existing models for spectrum anomaly detection, and
evaluate their performance using our spectrum measurements in the presence of spectrum

anomalies.
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2.2.1 Analysis of LTE Spectrum Usage

Our Dataset. We performed signal measurements on three major LTE carriers in the
US, including three FDD® downlink bands of AT&T (880MHz), T-Mobile (729MHz), and
Verizon (749MHz), and one FDD uplink band of AT&T (830 MHz). We used USRP N210
devices to capture 5 MHz spectrum within each LTE band.

While prior works on spectrum misuse detection [69, 137, 164, 200] only considered
static observers, we performed measurements on LTE spectrum usage using both static and
mobile observers (walking, driving). Our measurements were performed at two areas: a large
university campus and an urban downtown area, separated by a distance of 8 miles. For
each area, we verified that the observers were in the same LTE cell during the measurement
period and the measurement range is within 1 mile.

Our measurements were performed between January and March 2018, and repeated in
June 2018 to examine potential temporal variations. Specifically, we set up three static
observers (well separated) in the university campus and collected measurements continuously
for 7 days, and two static, well-separated observers in the downtown area for 3 days of
continuous measurements. Walking and driving experiments were done for 45 min per day

for 8 days. In total, the dataset contains more than 20 TB of signal data.

Spectrum Usage # RSS. Many prior works [69, 137, 164, 71, 263] have used measured
received signal strength (RSS) as the base for spectrum anomaly detection, where an anomaly
occurs if the current RSS deviates from a pre-defined range. Our measurement shows that
RSS is not a viable base for mobile observers since it changes significantly and unpredictably
over time. Figure 2.2 shows a random segment of RSS collected by a mobile observer over
10 minutes. Here the sudden rise of RSS values can be the result of multipath fading or

interference from an unauthorized transmitter in proximity, which are indistinguishable using

RSS data.

5. LTE supports both frequency division duplexing (FDD) and time division duplexing (TDD). Since
most US cellular carriers use FDD, we focus on LTE FDD bands.
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Figure 2.3: Spectrograms captured by spectrum observers under different contexts, based
on the measurements on the 880MHz downlink band.

Time-Frequency Patterns of Spectrum Usage. Instead, we analyze spectrum usage
in terms of the time-frequency spectrogram of the received signal. Spectrograms capture
fine-grained signal amplitude over time at sub-frequencies, and are widely used for spectrum
analysis. In absense of any anomaly, Figure 2.3 plots a spectrogram segment of 50ms at
three observers (static, walking, driving) and another 50ms segment at each of the same
observers about 10 minutes later. Despite the large difference in signal amplitude across
users and time, we can observe visible temporal patterns from all six segments, in the form
of bursts of high-power transmission along the time dimension.

We study these patterns in detail and arrive at two key observation. First, the pattern is
complex, especially in the temporal domain. Periodicity analysis shows that signal fluctua-
tion peaks reside at 1200Hz, 160Hz and 60Hz, indicating that the key periodic pattern occurs
every 0.21ms, 1.6ms, and 6ms. More frequencies of transmission bursts exist in addition
to these main peaks, indicating more fine-grained temporal patterns beneath the obvious
bursty patterns we observed. Second, the short-term patterns of the spectrum usage share
some general shape. Carefully formed, they could serve as reliable “fingerprints” of normal

spectrum usage.

Spectrum Patterns across Time, Cells and Bands. We visually compare the

spectrum usage patterns observed across time, LTE cells, and LTE bands. We found that
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Figure 2.4: Comparing spectrogram samples across time, LTE cells, and LTE bands.

the short-term usage patterns are fairly consistent over time (by comparing observations in
January-March, and June), differ slightly across cells (campus vs. downtown), but show more
visible differences across LTE bands. Figure 2.4 illustrates this using a set of spectrogram

samples. Periodicity analysis also confirms these observations.

2.2.2  Models for Spectrum Anomaly Detection

The above analysis suggests that it is feasible to build general spectrum anomaly detection by
modeling the time-frequency patterns of normal LTE spectrum usage. The hypothesis is that
the presence of a spectrum anomaly will produce visible changes to the patterns extracted
from the measured signals, which trigger the detection of the anomaly. This type of anomaly

detection prioritizes generality: training/building the model using normal spectrum usage
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Figure 2.5: Anomaly detection performance of non-DNN (one-class SVM, Kalman filter,
Rule-based) and DNN (LSTM) models, based on measurements at the DL 880MHz band.

without requiring any knowledge or labeling on anomaly instances.

There are multiple existing approaches of modeling spectrum usage patterns from the
spectrogram, ranging from the classical methods of Kalman filter, one-class SVM [164, 181]
to the recent proposal of neural network models (LSTM [200] and deep autoencoder [102], de-
tails presented later in §2.4). Existing works on spectrum anomaly detection only considered
static observers.

We implemented and evaluated these approaches using our LTE measurements. A small
portion of our measurements were conducted when anomalies were present. More details on
these anomalies are described later in §2.6.1. For all the experiments, the observers were

placed within 50m of the misuse transmitter.

Evaluation at Static Observers. For all the approaches (Kalman filter, one-class SVM,
LSTM, deep autoencoder), we use as the model input the signal spectrogram over 256ms
(we have tested other segment lengths between 32ms and 256ms and found that they do not
change the conclusion). We train the models using past spectrum measurements in absence
of anomalies at each static observer. We also included a RSS-based method that uses a
threshold to detect the presence of anomaly (Rule-based). The performance of the LSTM
and deep autoencoder models are similar so we only included the LSTM result for brevity.

Figure 2.5 plots the results in terms of anomaly detection rate vs. false alarm rate. The
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Figure 2.6: Anomaly detection performance when (re)using a LSTM model customized for a
static observer at location 1. (a) running the model at location 1 and location 2. (b) running

the model at location 1 and a mobile observer near location 1 (all based on measurements
at the DL 880MHz band).

results are similar across the four LTE bands so we only show the result in the 880MHz
downlink band for brevity. We see that the DNN model (LSTM in this case) largely outper-
forms the three non-DNN alternatives, achieving a high detection rate and a low false alarm
rate at the same time. This finding aligns with that of recent works [200, 102].

We believe the reason behind the above conclusion is that LTE spectrum usage patterns
are complex, making it hard to perform proper feature engineering. Additional complexity
comes from possible correlations between feature dimensions (different sub-frequencies of the
transmission). All of these make it difficult for traditional methods (e.g., , one-class SVM) to
model the spectrum usage. After identifying good features that capture key spectrum pat-
terns, one-class SVM may be able to achieve good performance. But doing so requires deep
understanding of the data and much heavier efforts on feature engineering. The complexity

further exacerbates when building the models for mobile observers.

2.3 Key Concept: Making Spectrum Models Context-free

Our empirical analysis validates the observation of prior works [200, 102], where each static

observer individually trains DNN models to detect spectrum anomalies. But can such a
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context-specific model be deployed on a large-scale distributed monitoring system, where the
spectrum observers are distributed across a wide area, and can be mobile or static? Next, we
answer this question empirically, testing whether models trained by a given static observer
can be “reused” by another static observer at a different location and another mobile ob-
server. Again we observe a consistent trend across all four LTE bands, and show the result

for the 880MHz band for brevity.

Test I: Reusing Models across Locations. Using our LTE measurements at three
static observers (in the same LTE cell), we apply the same approach of [200, 102] to train, for
each observer, the corresponding DNN models (LSTM and deep autoencoder). We then run
the models customized for one observer at the other two observers both with and without
the presence of spectrum anomalies. We considered a range of spectrum anomalies in the
form of unauthorized transmissions used in §2.2.2.

Our results show that when reusing a spectrum LSTM model at a different location, the
model is less accurate in capturing normal spectrum patterns. Thus the anomaly detection

rate drops considerably (Figure 2.6(a)). The same applies to the autoencoder model.

Test II: Reusing Models at Mobile Observers. = We also experimented with “reusing”
models trained for a static observer at a mobile observer (walking at 3mph). Both observers
were in close proximity (to reduce the impact of location change). Results in Figure 2.6(b)

show a similar trend of performance degradation.

Our Focus: Scaling the DNN Models. Together, these experiments suggest that
since wireless measurements depend on the context of the observer, i.e. time, location,
and mobility status, ideally each observer should run a DNN model tailored to the current
context.

Unfortunately, this is impractical under our targeted scenario because the system must
build models for each physical location in the network and user context, and each observer
must change its DNN model whenever it moves. Such requirement leads to significant train-

ing overhead and run-time complexity.
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This motivates us to explore a practical alternative: building a unified model for all the
observers, with the goal of prioritizing scale and ease of deployment, minimizing training
overhead, and maintaining reasonable accuracy. In the following sections, we tackle this new
problem in two steps: first designing a single context-free DNN model for anomaly detection
in a single LTE cell (§2.4), then extending the single cell model to train models for many

other LTE cells and bands using transfer learning (§2.5).

2.4 A Single Model Per LTE Cell

In this section, we focus on designing a single DNN model for a single LTE cell, which will
be deployed on all the observers in the cell without any modification. Our hypothesis is that
within a cell, the normal downlink spectrum usage seen by each observer comes from the
same basestation, thus it is possible to train the DNN model to capture a unified form of
spectrum pattern that is context-free, i.e. does not depend on mobility pattern and precise
location within the cell. For uplink, each observer sees aggregated transmissions from many
LTE users, and the normal spectrum usage could also display context-free patterns. Thus
our goal is to design models to automatically discover these context-free patterns, and to
validate whether they are sufficient for anomaly detection.

Our study considers two DNN models, LSTM and deep autoencoder. Both are known
for capturing complex, temporal patterns in the target data that can be difficult to detect
with simpler models [121, 200, 102]. In the following, we start with a brief introduction of
the two models, and then describe the steps taken to build and train a context-free version
of these models using our spectrum data. We also evaluate the models at both static and
mobile observers, in terms of how they model and predict future spectrum usage. Later in

§2.6 we evaluate the corresponding anomaly detection systems.
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Figure 2.7: Anomaly detection using DNN models of spectrum usage.

2.4.1 Background: LSTM and Deep Autoencoder

LSTM is a special type of Recurrent neural network (RNN), well-known for its capability
of capturing comprehensive and intricate patterns embedded in sequential data. RNNs are
networks with loops, allowing information to persist. As shown in Figure 2.8, a RNN unit
consists of multiple copies of the same network, each passing a message to a successor. Each
LSTM model maintains an internal state in each RNN unit, and often consists of multiple
stacked layers, forming an architecture similar to feed-forward neural network. This allows
learning of complex relationships in sequential data. Normally another fully connected layer
is attached at the end of the model for classification or prediction. Details on LSTM can be
found in [121].

A stacked (or deep) autoencoder (details in [102]) is a DNN model designed to learn
efficient data representation (or encoding) in an unsupervised way. It learns to compress the
data from the input layer into representations, and then reconstructs the original data using
the representations at the output layer. This process forces the autoencoder to extract the

most useful features of the data.

Anomaly Detection. The above predictive models enable anomaly detection without
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Figure 2.8: RNN unit and stacked RNN network.

prior knowledge of anomaly. The intuition is that since each model is trained using nor-
mal spectrum data, it cannot accurately predict data that contains anomaly, leading to large
model prediction errors that trigger the anomaly detection. Figure 2.8 plots the anomaly de-
tection process. We first train the model using spectrum observations in absense of anomaly,
where given past values, the model predicts the next few values in the sequential data. Next,
given a present spectrum observation, we use the model (and past observations) to predict
the present spectrogram, and compare it to the observed spectrogram. If the prediction error

is larger than a threshold (details in §2.6), an anomaly is present.

Finding Clean Training Data. Ideally the model should be trained with measurements
in absense of anomaly, which are hard to verify in practice. Fortunately, several works have
confirmed that RNN, particularly LSTM can tolerate limited presence of anomalies in the
training data without affecting anomaly detection performance [111, 81]. Under our target
scenario, the system can choose training data from trusted observers who did not observe
notable cellular service degradations at the time of data collection, thus the mass majority

of the training data are in absense of anomaly.
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2.4.2 Unified Models of Spectrum Usage

We now describe the unique steps we take to build and train a per-cell, unified predictive
model on spectrum usage. While our description below is for LSTM, we apply the same

process to build and train the deep autoencoder model.

Input to LSTM. We feed the raw spectrogram of the wireless signal into the LSTM
model. Our intuition is that sufficiently powerful LSTMs operating on raw signals can
extract meaningful patterns, while an alternative LSTM operating on aggregate statistics is
vulnerable to poor choice of statistics, and could miss valuable dimensions of the data.
Given our LTE measurements, we configure the LSTM model to use x = 25.6ms of
measured signal as input to predict the next y = 6.4ms. We chose these parameters because
our spectrum analysis in §2.2 shows that the longest periodic pattern occurs at 6ms, thus
a target frame of y = 6.4ms should be sufficiently large to include all the key patterns. We
also experimented with other x values and found that 25.6ms offers the best performance

under our target scenarios. We leave the optimization of z and y to future work.

Making the Model Context-free.  Our predictive model is context-free, so that it can
be deployed on all the observers in the current cell, regardless of their physical location and
mobility status. We take two steps to make the predictive model context-free.

First, we apply linear transformation to expose the intrinsic spectrum usage patterns. As
mentioned earlier, the input signal data displays a large variance across observing locations,
which is an inherent property of radio propagation. Such high variance can cause LSTM (and
autoencoder) to miss detailed temporal patterns and correlations among sub-frequencies, but
focus solely on absolute power values. To expose these intrinsic spectrum patterns, we apply
linear transformation, i.e., , mean-centering and scaling, to the input FFT amplitudes, and
filter out input sequences that only contain noise (no signal at all). As a result, each input
sequence to the LTSM model now has a zero mean and a variance of 1. This transformation

is similar to the idea of contrast stretching, a common pre-processing technique in computer
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vision that exposes patterns by transforming pixel intensities to increase contrast [45].

Second, we use as training data a mixture of spectrum measurements collected by both
static and mobile observers within the cell. Compared to context-specific models, this cer-
tainly minimizes the model training time and data requirements. One concern is that mixing
training data from many sources can potentially increase the ambiguity between normal data
and anomalies. For example, the normal spectrum usage seen at observer A could be sim-
ilar to the anomalous spectrum usage seen by another observer B. When the training data
includes those measurements from A, the trained model could misclassify B’s observation of
an anomaly as normal.

We took a detailed look at our measurement data (with anomalies), but did not identify
any of such events. While our anomaly instances are limited in scale, this result suggests
that the probability of such events is low in practice. An advanced attacker could form its
misuse signals to imitate normal spectrum usage, but this is challenging since the observers

will observe the aggregated signals from the attacker and the legitimate LTE transmitters.

Model Training. To train these models, we divide our per-cell LTE measurement
data into two portions: one used for training, and one for testing. Both datasets contain
measurements collected by static, walking and driving observers. The observers in the testing
dataset do not appear in the training dataset. Overall, for each cell, the ratio of the training
data volume and the test data volume is 2.5:1. Each model is trained to minimize the Root
Mean Square Error (RMSE) between the predicted signal and the ground-truth signal (after

transformation) in the training dataset.

Evaluation: Model Prediction Error

We evaluate how well the DNN models predict the spectrum usage of the immediate future,
so that they can quickly detect anomalies that disturb the spectrum usage pattern. As
an illustrative example, Figure 2.9 plots the actual spectrogram (on a randomly chosen

50 ms segment) and the output of the LSTM prediction model (after reversing the linear
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Figure 2.9: Spectrograms of actual and LSTM predicted LTE signal.

transformation). To reconstruct the 50ms segment from the prediction result, we cascade
8 segments of 6.4ms prediction results, each predicted from previously observed 25.6ms
measurements. We see that the LSTM model is able to recover the key patterns in spectrum

usage across sub-frequencies and time.

Evaluation Metric: Spectrogram Prediction Error (dB). We evaluate each model
by the difference between the true signal spectrogram and the model prediction. Specifically,
we calculate the RMSE between the true FFT amplitude (dBm) across sub-frequencies of
the LTE band and the LSTM model prediction values after being inverse-transformed back
to FFT amplitude (dBm). In a nutshell, the RMSE value approximates the amplitude
spectrogram error in a single dB value. We refer to this metric as the prediction error (dB).
Because our test data has many observers, we will present the mean and standard deviation
of the prediction error across all the observations in the test dataset.

The prediction error directly links to the accuracy of anomaly detection. The smaller the
prediction error is in absence of anomaly, the better the predictive model is and the higher
accuracy the model has during anomaly detection. We evaluate the anomaly detection

performance later in §2.6, which yields consistent results.

Unified vs. Customized Models. = We evaluate our unified models by comparing them

to models customized to individual observer’s context. The results of LSTM and autoencoder
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are similar to each other: the prediction error of autoencoder is 3-8% higher than that of
LSTM. We only show the LSTM results for brevity.

Table 2.1(a) shows the mean and standard deviation of the prediction error (dB) of our
unified model and those of the models customized to three individual locations. The location-
specific models, when running on a different location, produce large prediction errors (5.21
dB rather than 2.5dB). But the unified model is always as good as or even better than all
the location-specific models.

We repeat the experiment in the time domain. Table 2.1(b) confirms that training data
over day and night can also be mixed together when building the unified model. We also
use data collected in June 2018 to further test our model (trained using measurements from
January and March 2018), and the unified model consistently provides better prediction than
those designed for specific time periods of the day. The difference between the models is
less visible compared to that in Table 2.1(a), indicating that physical location has a much
heavier impact on spectrum monitoring than time.

We also experiment with the mobility context. We group the measurements by their
mobility context: static (mixed locations), walking, and driving (< 25 mph). In addition to
the unified model, we also trained mobility-specific models for each of the three contexts.
Table 2.1(c) shows that the unified model and the mobility-specific models perform similarly.
For both, the average prediction error is bounded by 2.62 dB with a very low variance (0.26).

Overall, the unified model achieves the best prediction performance, 2.58 dB (0.19), when
tested at a diverse set of observers. This can be attributed to two factors. First, the model’s
timing configuration (using 25.6 ms data to predict next 6.4 ms data) allows LSTM to
capture critical spectrum usage patterns, and yet remains small enough to make the model
robust against context changes. Second, the linear transformation allows LSTM to focus on
intrinsic patterns of signal spectrogram, which remains consistent across different mobility
context, time periods, and locations.

It should be noted that a related challenge is whether and how such unified model per LTE
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(a) Across Location

Irain Loc 1 Loc 2 Loc 3 Unified
Test
Loc 1 2.71 (0.38) | 5.21 (12.74) | 2.97 (0.56) | 2.67 (0.32)
Loc 2 3.41 (0.64) | 2.46 (0.76) | 3.67 (1.09) | 2.47 (0.24)
Loc 3 2.68 (0.46) | 4.56 (7.03) | 2.63 (0.26) | 2.61 (0.29)
Mixed 3.70 (1.79) | 4.86 (13.84) | 4.07 (1.88) | 2.59 (0.23)
(b) Across Time Periods
ot Train Day Night Unified
Day time 2.59 (0.23) | 2.74 (0.22) 2.53 (0.18)
Night 2.63 (0.23) | 2.71 (0.27) | 2.61 (0.22)
Mixed 2.59 (0.18) | 2.74 (0.18) | 2.55 (0.22)
(c) Across Mobility Context
Test Irain Static Walking Driving Unified
Static 2.52 (0.21) | 2.47 (0.23) 2.57 (0.33) 2.43 (0.23)
Walking 2.47 (0.29) | 2.62 (0.23) | 2.67 (0.27) 2.56 (0.18)
Driving 2.64 (0.29) 2.58 (0.26) | 2.59 (0.26) | 2.57 (0.23)
Mixed 2.66 (0.30) | 2.54 (0.27) | 2.61 (0.23) | 2.58 (0.19)

Table 2.1: Prediction error (dB) of LSTM models under different training configuration. Numbers
in parenthesis show the standard deviation of prediction error (dB). Here we show the result from
the 880MHz band while the other bands lead to similar conclusions.

cell can be used near cell boundaries, where an observer can potentially pick up signals from
multiple basestations. When these basestations operate on the same frequency band, the
observer could see signal patterns that are different from those at in-cell locations. This must

be treated with care to minimize false alarms. A potential solution is to utilize measurements

at cell boundaries.

Model Complexity. = We implement our LSTM and autoencoder models on a NVIDIA
Titan X GPU, where it takes < 10ms for prediction on each data segment. Existing works
have successfully deployed efficient LSTM models on mobile devices [62, 180]. The LSTM
model in [180] has 5 layers, each with 500 LSTM units, and runs efficiently on Nexus 5
Android smartphones. In comparison, our LSTM has fewer parameters (2 LSTM layers, 64

units each) and should also run efficiently on common mobile devices.
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830 MHz | 750 MHz | 730 MHz | 830 MHz (UL)
Testing: Early 2018 | 2.58 (0.19) | 2.70 (0.25) | 2.54 (0.26) 3.14 (0.78)
Testing: June 2018 | 2.61 (0.21) | 2.72 (0.24) | 2.52 (0.25) 3.11 (0.73)

Table 2.2: Model prediction error (dB) of our unified LSTM model.

2.4.3 Models for Different Spectrum Bands

We take a closer look at the unified models built for each of the four LTE bands. Recall that
our analysis in §2.2.1 shows that LTE bands display different spectrum usage patterns. The
uplink (UL) (830 MHz) is particularly different from the downlink (DL) bands.

Interestingly, the final model structure also differs between the DL and UL bands. For
LSTM, the three DL bands share the same structure: 2 LSTM layers of 64 units plus 1 dense
layer, while the UL band requires an extra LSTM layer. The same applies to Autoencoder:
the DL models have 4 dense layers while the UL model has 6 dense layers. This is somewhat
intuitive since LTE DL signals originate from a single strong transmitter (basestation), while
UL signals are aggregates of many weak transmitters. The UL spectrum patterns are more
complex, requiring more neurons to learn.

Table 2.2 lists the prediction errors of the four bands using LSTM. The three DL bands
perform similarly, while the UL band experiences larger prediction errors. We also verified
the same model using spectrum measurement data collected a few months later (June 2018),

and the results are consistent.

2.5 Beyond the Per-Cell Model

We now consider the problem of building spectrum anomaly detection models for many LTE
cells and multiple LTE bands. One can simply train a model for each LTE cell and band, but
the training overhead and data collection requirements are practically prohibitive. Like other
DNN models, LSTM and deep autoencoder require large amount of diverse training data and
can take hours and even days to finish training. Currently, our models take 2 hours to finish

with 1 day worth of training data and almost 24 hours with 8 days of training data. Practical
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deployment will likely need larger and more diverse training data, and more frequent training
to adapt the models. Thus it is critical to reduce the model training overhead across all the
LTE cells. In the following we discuss and compare potential solutions to address the issue

of training overhead.

2.5.1 Can Models be Reused?

The most immediate solution would be to reuse the model across cells and across bands.

But does this really work?

Test I: Reusing Models across LTE Cells.  We apply the LSTM model trained for one
LTE cell to another LTE cell (same network carrier, same frequency band, same technology,
just a different basestation), and observe sizable performance degradation in both model
prediction and anomaly detection. For the 880 MHz downlink band, the average prediction
error raises to 3.36 dB from the baseline of 2.58 dB and the standard deviation jumps from
0.19 to 0.56. This is likely because the two basestations are configured differently so their

spectrum usage patterns differ.

Test II: Reusing Models across LTE Bands. We apply the LSTM model trained
on the 880 MHz DL band to the 730 MHz DL band. The average prediction error and the
standard deviation grow to 3.54 dB (0.71) compared to 2.70 dB (0.25). This is because the
two bands show visible differences in spectrum usage patterns, which are captured by LSTM
to produce a precise model for each. Autoencoder shows the same trend.

Together, these results show that models trained for a specific LTE cell and a specific
LTE band are in general not reusable across cells and bands. This does not contradict with
our conclusion in §2.4 where the per-cell model can be reused within the same cell. In a
given cell, the spectrum usage pattern is fairly consistent because it reflects the behavior of

either a single strong transmitter (DL) or aggregation of many weak transmitters (UL).
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2.5.2  Fast Training via Transfer Learning

To speed up model training at many cells, we consider an alternative solution, transfer
learning [204], which adapts a pre-trained DNN model to a new scenario using limited
training data. It leverages the underlying similarity between tasks associated with two
models. By transferring model architecture and weights from a pre-trained model (teacher)
to the new model (student), one can bootstrap and fine-tune the student model with limited
training data.

Transfer learning is suitable for our problem context because LTE cells share similar
spectrum usage characteristics (§2.2), especially for DL bands since only LTE base stations

are transmitting. Next we show that transfer learning can be used to quickly adapt a pre-
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trained LSTM model to a new LTE cell and even to a new LTE band, reducing training data
volume by a factor of 288.

We note that a similar concept of “knowledge transfer” has been applied to wireless
networking design, using knowledge collected by one basestation to help configure another
basestation (e.g., , spectrum handoff [146], operating modes for energy saving [152] and
content caching strategies [53]). Our solution is motivated by these existing works, but our
contribution lies in the nowel application of transfer learning to the problem of spectrum
anomaly detection, and a detailed validation using real-world LTE measurements.

When applying transfer learning, we first build a student model by copying the teacher
model, then use local spectrum measurement data to refine the model. Here the transfer
process depends on k, the number of model layers “allowed” to be updated [204]. The
simplest form of transfer learning only updates on the last (dense) layer of the model, while
the more advanced ones allow more or all the layers to be updated. By allowing more layers
to be updated, the student model can better adapt to the new scenario but requires more

local data to reach convergence.

Transfer across LTE Cells.  To test the effectiveness of transfer learning, we transfer
the LSTM model trained on LTE cell A (using 1 day of training data) to another cell B
(same carrier, frequency band, technology), and fine-tune B’s model with 5 minutes of new
spectrum data collected in cell B. Here we chose 5-min because the tuning process converges.
We consider the simplest transfer approach of fine-tuning 1 layer, freeze all weights of the
two LSTM layers and only update weights in the last dense layer. For comparison, we train
another LSTM model for B from scratch using the same amount of training data as of A (1
day).

Figure 2.10 shows the prediction error of the model trained from scratch (Self), the model
directly borrowed from the other cell (Cross), and the transferred model (Transfer). The
transferred model’s error mean (2.65 dB) is extremely close to that of the model trained

with the full data (2.59 dB). Yet this model only requires fine tuning the last dense layer
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using 5-min local spectrum data, comparing with 1-day worth of data for Self (a factor of

288 reduction). The same conclusion holds when we test the autoencoder model.

Transfer across LTE Bands. Since different LTE bands display different spectrum
patterns, we expect more efforts to complete the transfer learning. Since our LSTM model
has three layers, we experimented with three transfer approaches: 1L, 2L, All-L, respectively,
to reflect the number of model layers it needs to fine tune. We also include the results of
copying the teacher model (Teacher) and training from scratch (Self).

Figure 2.11 shows the quantile distribution of the LSTM model prediction error (in
absense of anomaly) by transferring the model of the DL 830 MHz band to the DL 730 MHz
band, with different transfer options. Since the underlying temporal patterns differ between
these two bands, only fine-tuning the last dense layer is insufficient (the average prediction
error is 3.13 dB compared to 2.70 dB of Self) even after adding more training data. In
the end, fine tuning 2 layers with 1 hour of data achieves comparable performance of Self.
Interestingly, fine-tuning all 3 layers with 1 day worth of training data slightly outperforms
training from scratch (Self). Again the same trend applies to the autoencoder model.

We also seek to transfer the downlink model (e.g., , 880 MHz) to the uplink band
(830 MHz). As mentioned in §2.4.3, when trained from scratch, the 830 MHz band requires
more dense layers for both LSTM and autoencoder than the three downlink bands. Thus
direct transfer between the two types of bands might not be as effective as the above case.
Figure 2.12 confirms that for LSTM, even after fine-tuning all the layers (of the transferred
880 MHz model), the prediction error is still not on par with that of Self (which needs an
extra LSTM layer). Therefore, while transfer learning can potentially be applied to quickly
customize LSTM (and autoencoder) models across bands, choosing the right teacher model

can be a critical requirement. We leave this topic to future work.
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2.6 Evaluation

In this section, we use real anomaly instances to evaluate our anomaly detection system built
on the DNN models. Our evaluation seeks to answer the following questions: (1) whether
our unified model performs as good as the (impractical) oracle system that builds context-
specific model for each location, (2) how models trained via transfer learning perform in

anomaly detection compared to those trained from scratch.

Choosing Anomaly Threshold. Our DNN models detect an anomaly if the difference
between the measured data and the model predicted data exceeds a threshold. The threshold
also determines the false alarm rate. To determine this threshold, we partition the model
training data to two subsets: the training set and the validation set. After a model is trained,
we use the validation data to calculate the statistics of the model prediction error. For our
dataset, these errors can be modeled using a Gaussian distribution. From this distribution
we can calculate, for each false alarm rate, the corresponding threshold on the prediction
error.

Next, we discuss our experiments using two types of anomalies: unauthorized transmit-
ters and misconfigured LTE basestations. For all the experiments, the detection rate of
autoencoder is similar to that of LSTM (only 2-4% worse while keeping the same false alarm

rate). Thus we only show the LSTM result for brevity.

2.6.1 Detecting Unauthorized Transmissions

We generated anomalies in the form of unauthorized spectrum usage, where an “unlicensed”
transmitter (USRP N210) broadcasts various types of signals. Our anomaly instances include
transmissions using the entire 5MHz band and OFDM signals (like LTE), using a portion of
the 5MHz band (1, 2, 3MHz) with OFDM signals, and a narrowband misuse with QPSK and
BPSK signals. When the anomaly is on, we set up a static observer and a walking observer in

proximity (within 50 meters) who collect LTE measurements and perform anomaly detection.
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Figure 2.13: Quantiles of model prediction errors w/
and w/o anomalies.

The walking observer follows a pre-defined route for all the anomaly instances. We did not
have any driving observers since they quickly go out of range of our low power transmitters.

In total, we performed 100 experiments, each of 5 minutes long.

Ethics. = We are very aware of the potential impact of our experiments on cellular users,
and took extensive precautions to ensure that these experiments had no impact on cellular
users or basestations. First, we chose the second floor of an older campus building with
heavy concrete walls and floors as our setting. We first measure signal propagation prop-
erties in the building by setting the transmitter frequency to 900MHz (closest unlicensed
band), and then using a spectrum analyzer to measure signal strength at numerous loca-
tions inside and outside of the building. We confirmed that the thick concrete walls and
floors completely blocked signals beyond the immediate open hallway and adjoining offices
and no signals were observed outside the building or on floors above or below. Next, we
scheduled cellular experiments late at night and on weekends, when the campus building is
generally unoccupied. Finally, between experiments, one student walked the entire length of
the hallway and checked to make sure no one else is on the floor. We did not encounter any
other occupants of the building during our experiments. We also periodically used spectrum

analyzers to (re)confirm that our transmissions are strictly constrained to the second floor.
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Results: Anomaly Detection Accuracy. Figure 2.13 compares the quantile distribu-
tion (5%, 25%, 50%, 75%, 95%) of the model prediction error (dB) per spectrum observer,
i.e. the RMSE between the measured and predicted spectrograms, across all the measure-
ment instances, with and without anomalies. The presence of anomalies largely increases
the prediction error. The two distributions are reasonably separated for the three DL bands,
but overlap slightly for the UL band (830MHz). Next, Figure 2.14 plots the RoC result
(anomaly detection rate vs. false alarm rate) for the four LTE bands. Here we average
the detection result across all the measurement instances collected by the static and mobile
observers, producing the average detection rate per spectrum observer. We see that for the
three DL bands, the anomaly detection results are on par with each other, while the UL
band is less effective. Yet these results are still significant better than non-DNN solutions
(see Figure 2.5).

In our experiments, misdetection occurs when the anomaly’s signal power is low and
the observer is further away from the misuse. In practical deployment, one can improve
the anomaly detection rate by deploying more observers for density and coverage, further

pushing the need for a context-free model.

Results: Unified vs. Customized Models. We compare our unified model to an
oracle system that builds context-specific models for each location. We compute the anomaly
detection result for the oracle system by training a model for each static observer using its
own past observations, and testing the model using the anomaly instances in range of the
static observer. Note that our unified model is tested on all the anomaly instances and on
both the static and mobile observers. As shown in Figure 2.15, our unified model performs

as well as the oracle.

Results: Transferred vs. Self-trained Models.  Similarly, we compare the anomaly
detection performance of models transferred from other cells with those of models trained
from scratch. Figure 2.15 shows that the transferred model achieves almost identical anomaly
detection performance while greatly reducing the training overhead.
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2.6.2 Detecting TX Misconfigurations

We also study anomalies of basestation misconfiguration implemented by modifying our
LTE measurement traces described in §2.2. This will not produce any impact on cellular
services. We consider two types of misconfiguration: (1) the misconfigured basestation
stops transmitting signals at some or all sub-frequencies; (2) the misconfigured basestation
suddenly changes its transmit power level. We produce both instances by modifying our
LTE downlink measurement traces, replacing them with replays of measured noise signals
or increasing/decreasing the amplitude of the received signals.

We note that these anomalies could also be detected by other methods, since (strong)
static observers will likely detect changes in the spectrogram. Instead, we use these to
show that our unified model can detect general types of anomalies beyond unauthorized
transmissions. That is, the same model can detect both unauthorized transmissions and

misconfiguration of basestations.

Detection Results. Table 2.3 lists the average detection rate per spectrum observer
under 1% false alarm rate for different categories of misconfiguration. Here “x% F down”
means transmissions on x% of frequency is replaced as noise. “AP =x dB” means transmit
power is modified by x dB. Even at a very low 1% false alarm rate, the same unified model

(as in §2.6.1) can effectively detect anomalies caused by misconfiguration, and the detection
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rate correlates with the severity of the anomaly. While linear transformation used to build
our model “suppresses” the impact of transmit power level, our model can still detect sudden

basestation power changes because it creates notable changes in the spectrum usage pattern.

AP=3 dB | AP=5dB | 33% F down | 66% F down | 100% F down
880 MHz 58% 78% 52% 7% 100%
750 MHz 60% 81% 57% 90% 100%
730 MHz 53% 78% 54% 88% 100%

Table 2.3: Anomaly detection rate at 1% false alarm rate.

2.6.3 Recognizing Anomaly Types

In addition to detecting anomalies on the fly, our LSTM based approach can potentially
recognize each individual type of anomalies, by examining the temporal pattern of the pre-

diction error.

Spectrum Misuse. Figure 2.16 shows a sample event where the misuse starts at 4s
and the LSTM prediction error elevates immediately (from 2dB to 8-30dB), indicating an
anomaly event. As long as the misuse is present, the prediction error remains elevated and
displays a large variance over time. Therefore, an observer can detect this anomaly by taking

a spectrum measurement at any given time.

Misconfigured LTE Transmission Frequency. Figure 2.17 shows a randomly chosen
example, where the basestation enters an outage at time 2s and recovers at time 6s. These
two sudden changes trigger two sharp spikes (immediately) in the LSTM prediction error,
which remains elevated during the outage. Compared to the misuse scenario that introduces
an extra transmitter, the mean and variance of prediction error during the frequency outage
are relatively smaller. On the other hand, the unique feature of the prediction error (a spike
followed by elevated but stable values) can be used to distinguish this anomaly from the

misuse ones.

Misconfigured LTE Transmit Power. Figure 2.18 shows an example that includes

three events, each with a different amount of power change. Here the LSTM prediction
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Figure 2.16: Unauthorized TX.

error displays a spike at the time of sudden power change, but falls back to normal values
(< 3 dB) immediately. This means that to detect such anomaly, the observer will need to
monitor the spectrum band continuously. We note that such anomaly is inherently harder
to detect without continuous monitoring, as transmissions post power change still display
similar spectrum usage patterns. By simply looking at each instantaneous observation, such
change in power can also be caused by moving to a new location or human body blockage.

The above benchmarks indicate that each anomaly type displays unique patterns (Fig-
ure 2.16-2.18). Furthermore, the amplitude of the prediction error also shows strong corre-
lation with the strength of the anomaly, which can be used to facilitate fault diagnosis and
localization.

The same task is challenging by just observing the RSS values. For example, the RSS
patterns of the unauthorized transmission in Figure 2.16 and the sudden rising of LTE
transmit power in Figure 2.18 are indistinguishable. But the corresponding LSTM prediction

errors are largely different.

2.7 Related Work

Anomaly Detection and Diagnosis in Wireless Networks.  Existing works can be

divided into three categories, depending on who runs anomaly detection and diagnosis. The

first category involves system administrators. Many [77, 60, 196, 112, 130] use system logs
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Figure 2.17: Misconfigured LTE transmit  Figure 2.18: Misconfigured LTE transmit
frequency. power

or Key Performance Indicators (KPIs) to detect network outages and performance degrada-
tions [210]. The second category uses diagnosis by network clients. WiFiProfiler [65] studied
802.11 fault detection using information of client’s wireless configuration and measurement
data from the transport layer and above. The third category uses third-party devices to
monitor and detect physical layer anomalies such as spectrum misuse, using metrics like
signal strength variations [230, 72].

Our work falls into the third category. Our key contributions are the novel application
of DNN (LSTM and deep autoencoder) and transfer learning to the problem of spectrum
anomaly detection, the design of a context-free DNN model, and the empirical study using

measurements by both static and mobile sniffers.

Misuse Detection for Opportunistic Spectrum Access.  Existing works have studied
the issue of spectrum usage violation where a secondary user tries to transmit when a nearby
primary user is inactive. They consider individual features of signal transmissions, including
average received signal strength distribution over space [69, 137, 164, 165, 185, 51], signal
strength variation [71, 263], physical channel properties [74, 207, 251], signal amplitude
difference between direct and reflected paths [168] as well as airtime utilization [236]. Most
of these designs were based on abstract propagation models, which do not capture real world

settings.

Our work considers the issue of spectrum anomalies due to unauthorized transmitters
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and misconfiguration of LTE basestations. Our work differs from existing works by taking
an empirical, data-driven approach. Instead of relying on a fixed set of features, we build
DNNs to automatically extract the features required for accurate anomaly detection, and

develop context-free DNN models.

Machine Learning for Signal Classification and Anomaly Detection. FEarly work
on anomaly detection focused on statistical hypothesis test [236] and threshold-based meth-
ods [230, 137]. Recently, ML models have been applied to the problem of signal classification
(e.g. [212, 226]) and spectrum misuse detection [200, 164, 102, 249]. [200] used a small scale
study to show that LSTM outperforms Kalman sequence predictor. [102] developed an Au-
toencoder model for spectrum anomaly detection, based on a limited dataset (1000 samples)
on the FM band. [164] applied one-class SVM to detect spectrum anomaly (via simulations)
while [249] used supervised learning to train Hidden Markov Models.

These existing works focused on anomaly detection by a single static observer without
considering the impact of user mobility and location. They used either simulation or few
measurement data for validation. Our work has a much broader scope by developing robust,
scalable anomaly detection capable of detecting previously unknown anomalies, for both
static and mobile observers. We also collected detailed signal measurements on four LTE

bands and under different user context to drive our empirical study.

2.8 Conclusion

Conclusion.  We show that a scalable DNN model on LTE spectrum usage can be built
and deployed on a wide range of observers (static nodes, walking users, buses), enabling
real-time spectrum anomaly detection. Its performance matches the “oracle” design that
trains customized models for each specific user context (location and mobility). The model
remains constant for any observer in a single cell, and can be quickly trained and adapted

using a small amount of local spectrum measurements. To the best of our knowledge, this is
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the first to show the feasibility of building practical and general spectrum anomaly detection

systems for large-scale LTE networks.

Future Work. Moving forward, there are several open questions.

1) Due to the cost of spectrum data collection, we only evaluated our cross-cell design
(i.e., fast training via transfer learning) on data collected from two cells. Our design could
be further validated with spectrum data of more cells.

2) Anomalies tested in our evaluation are emulated using an “unlicensed” transmitter
(USRP N210), in-the-wild spectrum anomaly data could be collected to validate the effec-
tiveness of those DNN models.

3) Spectrum measurements at individual sensor can be noisy [193], or corrupted /modified
by well-equipped adversaries. Our detection system could be refined to be robust against
such artifacts.

4) The frequency-temporal distribution of the prediction error could be used to dis-
tinguish different anomaly types. This needs to be further validated using more anomaly

instances in the wild.
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CHAPTER 3
EVALUATING VIDEO ANALYTIC PIPELINES WITH
HETEROGENOUS WORKLOADS

In this chapter, I explore how heterogeneity and scalability affect the evaluation of ML
based sensing and monitoring system. Here I focus on evaluating ML-based video
analytic pipelines (VAPs), given their increasing popularity in smart city monitoring. The
difficulty of proper evaluation in such systems lies in the diverse video workloads caused
by heterogeneous environments. Without consideration of such heterogeneity, existing VAP
evaluations are incomplete, often producing premature or ambiguous results. Therefore,
we build the first VAP benchmark to comprehensively evaluate VAPs by characterizing the

complex dependencies of VAP performance on video content characteristics.

3.1 Introduction

Edge video analytics is becoming the modern solution to many critical tasks [13]. With the
ability to accurately detect, recognize and track objects on the fly, it can quickly detect and
respond to traffic accidents and hazard events [28, 1, 12, 16, 31, 32, 27|, monitor and enforce
physical distance during COVID-19 [7, 29], auto-manage retail stores and factories [24], and
perform surveillance functions to make the world safer [6, 5].

Deployment of edge video analytics at scale, however, must address the tension between
inference accuracy and resource cost, i.e., compute cost to run inference tasks and/or band-
width cost to transfer data from cameras to servers [67, 194]. This tension continues to
grow as video sources proliferate at the network’s edge [6, 5, 30, 15, 35], separated from the
heavy compute power necessary to run large deep neural networks (DNNs) by a bandwidth-
constrained mobile network.

In response, researchers have developed numerous video analytics pipelines (VAPs) to

optimize the accuracy and cost tradeoff [139, 134, 228, 262, 133, 128, 113, 70, 261, 203, 131,
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264, 96, 162], by combining DNN model compression/speedup techniques with video process-
ing heuristics such as frame sampling and image downsizing (see Figure 3.1). For instance,
Chameleon [134] shows that intelligently subsampling traffic video frames at the cameras

can effectively reduce network and compute costs without degrading inference accuracy.

Camera-side processing
(e.g., video compression, Full DNN (Server)

cheap DNN inference) i A . /
— Inference
* > 'ii
results

Mobile
Network \

Figure 3.1: Illustration of a video analytics pipeline (VAP).

As edge video analytics and VAPs continue to evolve, accurate and transparent evaluation
of VAPs becomes critical. For instance, operators of edge video analytics need to know what
the optimal VAP is for a given video input, how often the network/compute usage exceeds

a budget, or how often accuracy drops below a threshold.

Evaluating VAPs Today, VAPs are evaluated using some corpus of past video samples
that represent the target scenario(s). After running VAPs on these videos, their performance
(i.e., the accuracy and cost tradeoff) is analyzed and compared against each other. Follow-
ing this method, we run an empirical study to evaluate seven VAPs from recent papers,
using a large chunk (14.5 hours) of traffic videos. Our study shows that today’s evaluation
method is insufficient to characterize VAPs, often leading to partial/premature conclusions
on the efficacy of a VAP and across VAPs. This is because VAP performance has a strong
dependency on video content — it can vary substantially across videos even in the same sce-
nario (e.g., highway traffic cameras), and drift dramatically over time when operating on the
same camera. Therefore, today’s evaluation is either biased by the use of short video clips
or produces vague results over long videos, i.e., an excessively wide distribution of possible
cost-accuracy outcomes.
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Our measurement study suggests that an ideal evaluation of VAPs must have high perfor-
mance coverage and low performance variance. Here, “high coverage” means the evaluation
reveals both good and bad performance of a VAP, whereas “low variance” means the evalua-
tion could accurately estimate the VAP’s performance on individual videos. And the strong
dependency of VAP performance on video content suggests such ideal evaluation must char-
acterize the complex interactions between video workloads and a VAP’s performance. Doing
so presents three distinct benefits for VAP design and deployment: (1) providing a compre-
hensive assessment of VAPs under diverse video characteristics; (2) understanding how/why
each VAP’s performance varies across videos; (3) revealing relative strengths among VAPs
under different video content characteristics. We refer to this new evaluation requirement as

VAP performance clarity.

Achieving performance clarity A direct approach would test VAPs exhaustively on
a large collection of mobile video workloads, e.g. existing video collections developed for
testing DNN models [87, 160, 126, 269, 80, 116, 79]. Yet these are designed to evaluate DNN
architectures rather than VAPs, thus lack sufficient coverage of video characteristics that
will affect VAP performance. An alternative is to build a database of empirical workloads
that covers all possible video feature value combinations, and use them to test VAPs. This
is intractable, however, since it would require a large database capturing an exponential
number of video feature combinations.

Instead, we propose to characterize VAP performance using a carefully curated set of
videos that serve to evaluate different aspects of VAPs. Our design is based on the ob-
servation that each VAP is inherently modular and can be broken into a set of “global”
primitives. Each primitive leverages a distinct set of video processing heuristics to optimize
the accuracy/cost tradeoff, and thus can be profiled independently (against its associated
video features) and then (re)assembled to profile full VAPs. This modular structure allows us
to efficiently profile each full VAP by combining its corresponding primitive-specific profiles.

Note that some prior works also observe independent VAP modules but use it to refine par-
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ticular VAP designs [128, 134]. In contrast, we leverage this observation to design accurate
evaluation of many VAPs.

We present Yoda, the first VAP benchmark designed to achieve performance clarity.
Using a carefully curated set of benchmark videos (67 minutes in length), Yoda focuses on
characterizing the complex dependencies of VAP performance on mobile video content char-
acteristics, and does so efficiently. For each VAP v, Yoda builds a performance clarity profile
(P,) by running v on a set of benchmark videos parameterized by a set of video features,
both chosen based on v’s design primitives. The resulting PP, is a lookup table that lists v’s
performance (the accuracy/cost relationship) under different video feature values. This pro-
vides a comprehensive and transparent assessment of v’s performance and its dependencies
on video features. We show Yoda’s contributions towards VAP evaluation, in three concrete

aspects.

e Performance clarity — Yoda accurately captures existing VAPs’ performance and their
dependencies on video features. It largely outperforms existing VAP evaluations with
higher coverage (the completeness of the evaluation) and lower variance (the ambiguity of
the evaluation outcome).

e Performance prediction — Using P,,, Yoda can efficiently estimate v’s performance for
videos not included in the benchmark set, without running v. This takes 2 orders of
magnitude less computation than running v on the video.

e Practical insight for VAP deployment — Yoda’s VAP profiles expose strengths and
weaknesses among existing VAPs, and the underlying deployment scenarios and video
features associated with these conclusions. These insights allow us to identify previously

hidden gaps and opportunities to guide/motivate future VAP designs.

Though Yoda serves well on the seven VAPs considered in this work, it is not without lim-
itations. Currently, Yoda’s content features and benchmark videos are not future-proof (e.g.,

Yoda does not support multi-stream/multi-query VAPs). For distributed VAPs that han-
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Figure 3.2: Schematic illustration of some example VAPs grouped into three general types.
(Differences within each general scheme are omitted here.) Our goal is not to list all VAPs;
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instead, we seek to identify common techniques and their performance.

dle bandwidth-constrained connections, Yoda only evaluates reductions in average network

bandwidth usage but not the impact of bandwidth fluctuation.

Nonetheless, as the first attempt at benchmarking VAPs’ performance clarity, Yoda sug-
gests a viable path towards profiling the dependencies of VAPs’ performance on video con-
tent via a modularized approach. Our goal is not to realize an “ideal” benchmark; rather,
we provide a concrete implementation of the proposed benchmark, which validates the need
for performance clarity and initial feasibility on accurate performance evaluations of VAPs,
and provides new insights for VAP design and deployment. We release the Yoda toolkit

in https://yoda.cs.uchicago.edu and plan to expand our study to include other VAPs and

46



additional video features.

3.2 Preliminaries

In this section, we present an overview on existing VAPs, focusing on their design objectives

and evaluations.

3.2.1 VAP Design

Computer-vision DNNs are generally optimized for high accuracy. However, the compute and
network cost to achieve such accuracy can be high!. This tension between accuracy and cost
has stimulated many ongoing efforts to develop video analytics pipelines (VAPs) [261, 134,
264, 162, 262, 133, 139, 155, 93]. VAPs reduce network /compute cost while maintaining high
inference accuracy, by combining DNN compression/speedup methods and video processing
heuristics such as frame sampling and image downsizing.

Existing VAPs fall in three general types (Figure 3.2).

e Type 1: Saving network cost when the camera has low local compute power.
The camera only encodes video frames and runs simple tracking algorithms, but does
not perform any inference that requires accelerators such as GPUs. Instead, a VAP saves
network cost by selecting a subset of frames/pixels to send to the server for DNN inference.
For example, AWStream [261] adapts video frame rate, resolution and quality. Glimpse [70]
and Reducto [155] send only frames that contain new objects (e.g., identified by measuring
inter-frame difference). Similarly, FAAR [162] and DDS [93] only encode regions that are
likely relevant to the inference task.

e Type 2: Saving network cost when the camera and the server split the inference

task. Here the camera device is equipped with some inference power (e.g., with a low-

1. For instance, running state-of-the-art object detector at 30fps requires one NVidia GTX Titan X GPU
(;$1.1K) [126] and streaming the video at 720p (~ 5Mbps) costs $2K/day for AT&T 4G LTE network ($50
for 30GB data before the speed drops to a measly 128kbps [3]).
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power GPU) and thus can run a cheap DNN. For example, Vigil [264] runs a cheap object
detector on the camera to identify regions containing most objects and sends only these
regions to the server for full DNN inference. NoScope [139] first identifies frames with
significant pixel changes and runs a cheap DNN (fine-tuned per video stream) on these
frames. Only when the cheap DNN has low confidence will the frames be sent to the server
for further inference.

e Type 3: Saving compute cost of a resource-constrained edge device. The third
type of VAPs reduces compute cost, when a camera device (or edge server) has moderate
compute power to run some inference locally. Videostorm [262] and Chameleon [134]
uniformly sample frames, downsize the sampled frames to a lower resolution, and process
them using a less accurate yet cheaper DNN model. We note that Glimpse (Type 1),

NoScope (Type 2) can also be applied here to reduce compute cost, and thus fall into this

type.

3.2.2 How Are VAPs Evaluated Today?

Today’s evaluation empirically tests and compares the VAPs’ performance (accuracy, cost)
on a set of videos collected from the target scenario(s) [139, 262, 128, 134], e.g., some traffic
videos recorded by fixed cameras in urban crossroads. Table 3.1 lists the target scenarios
and videos (sources and lengths) used to evaluate some recent VAPs.

Such evaluation relies on an implicit assumption:

Today’s evaluation assumption: A VAP’s performance under a target scenario can be

represented by its performance seen on a set of long videos of the same scenario.

Unfortunately, this is not always true. Our own measurement study shows that a VAP’s

performance can vary dramatically among videos of the same scenario (see §3.3.2).
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VAP Target scenarios (sources of videos) Total duration

“YT” = YouTube, “P” = proprietary (# of videos)
Glimpse [70] Moving traffic cams (YT) + Face (P) 65min (30)
AWStream [261] Fixed traffic cams (MOT16) + AR (P) 6.3min (4)
Vigil [264] Campus cams + Indoor (P) 3min (3)
Reducto [155] Fixed traffic cams (YT) 250min (25)
Chameleon [134] Fixed traffic cams + Indoor (P) 525min (15)
DDS [93] Fixed & Moving traffic cams (YT) 30.7min (16)

Table 3.1: Today, VAPs are evaluated on videos of one or two scenarios as a whole. For
consistency, we only list object detection datasets.

3.3 What Is Missing in Today’s VAP Evaluation

As video analytics and VAPs continue to evolve, accurate and transparent evaluation of
VAPs is crucial to their real-world adoption. In this work, we are interested in understanding
whether today’s VAP evaluation methods (§3.2.2) can fulfill this requirement. Since existing
VAP proposals generally run evaluation using different datasets, one cannot directly assess
and compare their performance from their reported results. Instead, our empirical study
evaluates 7 popular VAP designs using the same video datasets (14.5 hours in total) that
consist of a much larger and more diverse collection of traffic videos. Our analysis reveals
significant VAP performance variability across videos of the same target scenario, suggesting
that today’s evaluation method is insufficient to characterize VAPs. We then discuss its

implications for a better VAP evaluation, which lead to the development of Yoda.

3.3.1  Our Empirical Study on VAP Evaluation

We start by discussing the methodology behind our measurement study.

VAPs studied We study and compare the performance of 7 recent VAPs on the task of
object detection. These include AWStream [261], Glimpse [70], Vigil [264], NoScope [139]?,
Videostorm [262], Reducto [155], and DDS [93]. They cover a wide range of today’s VAP

2. We include NoScope in our study since it is also applicable to object detection, although it was only
evaluated on binary classification.
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design techniques illustrated in Figure 3.2.

For consistency, we configure all these VAPs to operate on videos of (30fps, 720p) and all
use the same pre-trained DNN model as their full DNN model. To choose the full DNN model,
we experimente with several popular choices (e.g., FasterRCNN-ResNet101 [26], Yolo [214])
and select FasterRCNN-ResNet101 since it produces the highest accuracy in object detec-
tion. Later we also repeat our experiments using Yolo, and find that while the absolute VAP
performance varies slightly, the key findings remain the same. Finally, we consider the sce-
nario where VAPs are “optimally configured” to eliminate potential inconsistency or errors
introduced by imperfect system configuration. For each video segment (/30s), we configure
each VAP by picking its best parameter values (e.g., frame sampling rate of VideoStorm,
or inter-frame difference threshold of Glimpse) that minimize cost while achieving over 0.9
inference accuracy in the first 1/3 of the segment. We then test and report the VAP per-
formance on the rest of the video segment. We believe this consideration helps increase the

fairness and transparency of our VAP evaluation.

Our “coverage” dataset To show a more complete picture of VAP performance, we
compile a coverage set of public traffic videos from a diverse video sources at a much larger
scale than existing works. We target specifically traffic videos since they are commonly used
in VAP evaluation (see Table 3.1). When compiling our dataset, we seek to include public
traffic videos from diverse sources, covering different scenarios (fixed or moving cameras;
day or night; highway, city or rural streets), and videos displaying a wide range of content
characteristics and dynamics, e.g., object speeds, sizes, object arrival rate.

With these in mind, our final coverage set consists of 14.5 hours of traffic videos from
multiple sources: YouTube (32 long videos, 10-47 minutes each), Waymo [234] (5 hours),
KITTI [106] (20 minutes), and MOT [183] (8 minutes). All videos are split into 2112 segments

(~30s per segment).

Performance metrics used We measure each VAP’s performance using the following
three metrics:
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Accuracy is measured by the F1 score of a VAP’s detected objects [97]. We obtain the
“ground truth” results by running the full DNN on the uncompressed video frames (rather
than the human-annotated labels). This way, any inaccuracy will be due to VAP designs
(e.g., video compression, DNN distillation), rather than errors made by the full DNN itself.
This is consistent with recent work (e.g., [261, 264, 262, 134, 190, 139]).

Normalized network cost defines the data size sent by the camera to the server divided
by the size of the original video. Reducing network cost is crucial when deploying VAPs
in bandwidth-constrained networks [194].

Normalized compute cost is the average GPU usage (on a NVidia GTX Titan Xp) per
frame divided by that of the full DNN model. Since the cost is normalized against running
the full DNN model on the same GPU, it is less dependent on the particular choice of
GPU. Note that when a VAP (e.g., Glimpse) reduces both compute and network costs,

we will specify which is being considered.

Finding 1: Performance of a VAP can vary dramatically even among videos of the same

scenario.

We acknowledge that there are other aspects of VAP performance beyond these metrics.
Our choice of these metrics is based on two reasons. First, these metrics are directly related
to video content. For example, evaluating things like how adaptive a VAP is to bandwidth
variations is important but deviates from our main goal of understanding the impact of
video content. Similarly, metrics like throughput, processing delay or energy consumption
are crucial but also highly sensitive to the implementation details (e.g., pipelining or par-
allelization) and hardware platform. Second, these metrics can be translated into practical
objectives. The feasibility of deploying a VAP depends on whether its costs fit the provi-
sioned compute/network resources or the deployment budget. Although we do not evaluate
other performance metrics (e.g., throughput, latency) explicitly, we believe they are highly

correlated with the network and compute cost considered by our study. For example, when
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Figure 3.3: Significant performance variability of the same VAP among videos of the same
scenario. Each ellipse outlines the 1-o range of VAP performance across the segments of a
video.

a VAP reduces network cost by 2x, this saving can translate into serving 2x video streams

while meeting the same inference accuracy target (i.e., 2x throughput).

3.3.2 Key Findings

Finding 2: Choice of optimal VAP is content-dependent.

Following the traditional assumption (§3.2), we test each VAP’s performance (cost vs. ac-
curacy) in one of the four scenarios: {fix-positioned traffic monitoring cameras, moving
dashboard cameras} x {on urban streets, or on highway}. Figure 3.3 summarizes each VAP
performance range in each video (each over 20 minutes) in one ellipse. We see each VAP’s
performance can vary dramatically across videos in the same scenario. Such performance

heterogeneity is prevalent across all 7 VAPs and four scenarios considered by our study.
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Figure 3.4: Significant performance variability across video segments. Each dot shows the
accuracy and cost of a segment.

To reveal the full range of performance variability, Figure 3.4 plots the performance
distributions of the 5 VAPs on all the video segments in the coverage dataset (each dot
shows the performance on one segment). While the overall trends align with findings of
prior work (VAPs trade accuracy drop for saving network/compute cost), we do see that
each VAP has a significant performance variability across video segments.

Even when we restrict the accuracy to a small range ([0.90, 0.95]), the relative standard
deviation of cost across segments can be 45-102% and the gap between 5th and 95th per-
centiles is always over 90% (shown in Table 3.2). Here, relative standard deviation is defined
as the ratio of the standard deviation to the mean, which is a popular metric to measure the
dispersion of a distribution.

Performance variance does not always lead to suboptimal choice of VAP if one VAP always

outperforms others. Unfortunately, that is not true for VAPs. We illustrate this by compar-

93



Cost when acc. VAP type 1 VAP type 2 VAP type 3

is in [0.9, 0.95] | AWStream | Glimpse | Vigil | NoScope | Glimpse | VideoStorm
Mean 0.34 0.27 0.15 0.67 0.41 0.20
Relative StdDev 73% 64% 102% 48% 45% 68%

Table 3.2: Even when we narrow the range of accuracy in Figure 3.4 to [0.90,0.95], the cost

(network or compute) across segments could vary significantly. This can be seen from the
relative standard deviation values in the table.

ing VAPs in pairs. In each pair, one VAP acts as a “reference”, and we subtract the other
VAP’s cost and accuracy on each video segment by those of the reference. Figure 3.5 shows
the results of three VAP pairs and marks the region where one VAP is strictly better than the
other (higher accuracy and lower cost). Clearly, the choice of best VAP varies across video
segments and is content-dependent. Thus, it is crucial for VAP operators and developers to

understand under what videos would one VAP perform better than others.
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Figure 3.5: Each VAP outperforms the other on many video segments. each dot shows the
relative accuracy & cost between two VAPs on one video segment.

Together, these findings cast doubt over the current VAP evaluation methodology:

Key Takeaway: Empirically testing and comparing VAPs on some specific video work-

loads can be incomplete.
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3.3.3 Discussion

Our measurement has shown that if a VAP is evaluated on only a handful of videos, the
results may fail to reveal its true performance range and variance in a target scenario. An

immediate response is “why not using a better test dataset?”

Why not using a representative dataset Intuitively, with a set of “representative”
videos per scenario, we can get the most common VAP performance by testing VAPs on
these videos. Unfortunately, this solution is impractical for two reasons. First, cameras
deployed at different locations or future locations will likely generate video workloads with
different content characteristics beyond those captured by the empirical tests. Second, since
video analytics applications are continuously evolving, representative workloads do not yet
exist. Thus, these tests might overestimate/underestimate the VAP performance and lead

to wrong choice of VAP in deployment.

Why not using a larger dataset Testing a VAP on a larger number of videos might
offer a more complete view of its performance range and variance. Yet a “just adding data”
approach will provide little insight on performance distribution on videos outside of the test

dataset, and why a VAP’s performance varies across videos.

3.4 Key Concept: Achieving Performance Clarity in VAP

Evaluation

Different from prior work that evaluates VAPs using only empirical tests, we propose a
new methodology for VAP evaluation: achieving performance clarity. The goal of per-
formance clarity is to not only identify a VAP’s performance under a wide range of video
content, but also characterize how video content characteristics affect its performance. This
produces a comprehensive and transparent assessment of VAP performance. In the follow-
ing, we first present the key concept behind performance clarity and its benefits, and then

discuss potential solutions to achieve performance clarity.
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Terminology Definition
Video content  Features that measure content-level characteristics
features  of a video (e.g., avg object speed). See §3.5.2.
Performance Comprehensive performance assessment of VAPs
Clarity (PC)  under different video content features. See §3.4.1.
PC Profile A lookup table that maps video content features to
(P,)  performance of VAP v (e.g., Figure 3.6)
Cost-saving A particular heuristic to save computer/network
Strategy cost. See §3.5.1.
VAP A set of cost-saving strategies that seek to reduce
Primitives same type of redundancies. See §3.5.1.

Table 3.3: Definition of terminologies used in Yoda.

To facilitate the discussion below, Table 3.3 summarizes the key terminologies and nota-

tions used by our work.

3.4.1 Defining Performance Clarity

The performance clarity (PC) of a VAP defines how video content features affect the VAP’s

3, Formally, PC of a VAP v is a lookup table P, that maps from a point x

performance
in the space of video content features to v’s performance (in cost and accuracy) on videos
that match x. This is illustrated by Figure 3.6. Compared to existing evaluations that
are either incomplete (e.g., single-scenario tests in Figure 3.3) and/or ambiguous (e.g., high
performance variability in Figure 3.4), PC offers a comprehensive and clear characterization
of VAP performance and its variation.

The key insight behind PC is the following. It is the VAP performance’s dependencies on
video content features that cause the VAP performance variabilities. As these content features
vary across videos (in the same scenario), so does VAP performance. To illustrate this,
we featurize each video in our coverage dataset along four content features (more features

discussed later in §3.5.2), and plot in Figure 3.7 the Pearson’s correlation coefficients between

individual features and cost of VAPs when keeping accuracy between 0.9 and 0.95 (to avoid

3. While performance clarity reveals correlations between content features and VAP performance, it does
not equal to interpretation of DNNs or VAPs.
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Figure 3.6: An abstract illustration of a VAP v’s performance clarity (PC) profile. Com-
pared to either testing a VAP on few videos or reporting its performance distribution over
many videos, this profile provides a more complete picture of the VAP’s performance by de-
scribing its relationship with video content features, which drastically reduces the ambiguity
of performance compared to those in Figure 3.4.

cost variance caused by accuracy variance). We single out the impact of each feature by
restricting other features to a small range less than 50% of their respective value ranges.
The results show a strong correlation between each VAP’s performance and the content

features.

Benefits of PC A VAP v’s performance variation and its content dependency come from
the v’s design, i.e. they are inherent to v. Thus v’s PC profile (Py) can offer useful insights

on its design and deployment. Below are two usage cases.

1. To estimate v’s performance on any target video, we can directly combine P,
with the content feature distribution of the video, which can be quickly obtained by
scanning through the video. The computation cost is significantly less than running v

on the video (verified in §3.6).

2. To identify when one VAP outperforms another, we can directly compare two
VAPs” PC profiles to identify in which parts of the content feature space is one VAP

better. Again there is no need to run VAPs on any video.

Later in §3.6 we use these two tasks to evaluate the accuracy and benefits of our PC
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profiler Yoda.

3.4.2 Baseline Solution: Feature-based Profiling

Building an accurate PC profile is challenging. A straightforward solution is to create a
corpus of videos that span all combinations of relevant content feature values, and test
VAPs on these videos. Unfortunately, this can be prohibitively expensive due to the complex
relationship between VAP performance and content features. Specifically, our measurement

study (e.g. Figure 3.7) lead to two observations.

e Heterogeneity impact of features: Different VAPs are affected by different sets of features.
For example, VideoStorm is sensitive to average object speed (f1) but not per-object area
(f3); yet NoScope is highly sensitive to f3 but not fy.

e Combinatorial impact of features: A VAP can be affected by multiple features. For in-
stance, Glimpse is highly correlated with the features of object speed (f1) and fraction
of frames with objects (f2), and AWStream is sensitive to fi and f3. Therefore, it is

insufficient to test VAPs on videos that vary along only one feature at a time.

Thus, to cover all possible feature value combinations, we need O(n“F') videos, where [F
is the list of content features and n is the number of possible values per feature. To put
it into perspective, let us assume that there are 7 content features, each having 4 distinct
value buckets (e.g., low, median, high and very high), and we need three 30-second videos
to measure VAP performance for each of the 47 feature value combinations. These are not
overestimation: there are at least 7 content features that might affect DNN accuracy or VAP
performance (see §3.5.2), and in our dataset we split each feature in four buckets as well.
The resulting dataset would be over 400 hours, much longer than any VAP test datasets
ever created. Since many VAPs do not reduce compute cost, evaluating their performance
on this hypothetical dataset would take 400 hours even when using one NVidia GTX Titan
X GPU card running the state-of-the-art object detector at 30fps [126].
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Figure 3.7: Strong correlation between video content features and VAP performance. The
four features are: (f1) avg. object speed, (f2) % of frames with objects, (f3) 10%ile of
per-object area, and (f,) avg. confidence score per object.

3.4.3 Proposed: Primitive-based Profiling

Instead of profiling a VAP as a monolithic entity, we modularize it into multiple primitives

(§3.5.1), each of which can be profiled separately. The rationale is two-fold.

1. A primitive is affected by fewer features than a VAP. Each primitive only
leverages, and is thus affected by, a particular set of video content characteristics. For
example, many VAPs reduce video frame rates to save cost, and its efficacy depends
only on temporal-related features like object speeds. Yet these features have little

impact on “orthogonal” techniques like image downsizing or model compression.

2. Primitives have independent impacts on a VAP’s performance. As we will
show in §3.5.1, the performance of a VAP can be approximated by multiplying the
performance of each primitive when other primitives are set to their corresponding
most accurate, expensive strategies. In other words, these primitives can be profiled

individually, based on which the full VAP performance can be constructed.

Reducing profiling cost Since each primitive is profiled using only the video features
relevant to its cost-saving strategy, the VAP profiling overhead can be drastically reduced,
from O(nlF1) to O(n/F1l + plF2l ...y = O(nmaxilFily « O(nlFl), where F; is the feature set

related to the ith primitive. Using primitive-based profiling, our eventual dataset consists
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VAP

Temporal pruning

Spatial pruning

Model pruning

VideoStorm|[262]

v (uniform sampling)

v/(quality downsize)

v (model selection)

NoScope[139]
AWStream|[261]
Glimpse[70]
Vigil[264]
Chameleon[134]
VideoEdge[128]

v (diff-triggered)
v (uniform sampling)
v (diff-triggered)
v (diff-triggered)
v (uniform sampling)
¢/ (uniform sampling)

v/ (specialization)

v/ (quality downsize)

v/ (fixed tiny model)

v (region cropping)
v/(quality downsize)
v/ (quality downsize)
)
)

v/ (model selection)

DDS|203] v (region cropping
EAAR[162] v (diff-triggered) v (region cropping
Reducto[155] v (diff-triggered)
WEGI228] v/ (specialization)

Table 3.4: Modularizing some example VAPs into primitives.

of only 67.5 minutes of videos, more than two orders of magnitudes less than that of

feature-based profiling (400 hours)!

3.5 Yoda: Practical VAP Profiling

We now describe our design of Yoda, the first VAP benchmark to achieve performance clar-
ity. Yoda builds a PC profile for each VAP, by applying the aforementioned primitive-based
profiling. In the following, we first present how Yoda modularizes a VAP into indepen-
dent primitives (§3.5.1) and chooses content features and benchmark videos to profile each
primitive (§3.5.2), followed by two core functions offered by Yoda: VAP profiler and VAP

performance predictor (§3.5.3).

3.5.1 Modularizing VAPs into Primitives

A VAP may employ one or more cost-saving strategies to reduce redundancies in video
frames, pixels, and DNN parameters. Observing this inherent modularity, Yoda categorizes

these strategies into three primitives (see Table 3.4).4

4. Some prior work also reduces redundancies across multiple concurrent queries [133] or camera
streams [131]. We leave them to future work.
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e Primitive #1: Temporal pruning drops frames to reduce inter-frame redundancies
using at least two strategies. Uniform frame selection (e.g., [261, 262]) uniformly samples
a fraction of frames for further analysis and then carries over their detected objects to
future unsampled frames (e.g., via object tracking). It works well if neighboring frames
are similar. Trigger-based frame selection (e.g., [139, 70]) skips frames until a heuristic
(e.g., significant difference between frames) signals potential arrivals of new objects. It
works well when most frames have few objects of interest.

e Primitive #2: Spatial pruning reencodes video to reduce redundancies among pixels.
Specifically, image quality downsizing (e.g., [261, 134]) reduces the video quality (e.g., from
1080p to 360p), which still achieves high accuracy if objects are large. Another strategy,
region cropping (e.g., [264, 203]), saves bandwidth by encoding only pixels relevant to the
task. It can be very effective in, for instance, traffic videos where most vehicles/pedestrians
appear small.

e Primitive #3: Model pruning leverages the fact that videos often have specific object
classes/scenes (e.g., traffic videos contain mostly vehicles/pedestrians with static back-
ground), and trims the full DNN to reduce compute cost while still achieving high accu-
racy. Model selection (e.g., [262, 134]) picks a simple yet accurate DNN model from a few
pre-trained models with various capacities. Model specialization (e.g., [139, 228]) trains a

smaller DNN just for particular scenes/objects and if it fails, falls back to the full DNN.

Finally, for each primitive, Yoda also defines an oracle strategy that does no cost reduction:
100% frame selection (for temporal pruning, original video quality (for spatial pruning), and
full-size DNN (for model pruning). Since the primitives essentially trade accuracy for cost

savings, these oracle strategies serve as the most accurate yet most costly strategies.

Independence across primitives As different primitives seek to remove agnostic re-
dundancies in video/model, we empirically observe that individual primitives affect VAP
performance independently. For instance, the efficacy of spatial-pruning strategies is largely

dependent on object sizes/shapes, whereas the efficacy of model-pruning strategies depends
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Figure 3.8: Empirical validation of the cross-primitive independence on AWStream, NoScope
and Vigil: VAP performance can be approximated by the product of individual cost-saving
strategies’ performance. Each dot is a video segment in our dataset. Table 3.5 validates the
independence property on more strategy pairs.

on the scene complexity or skewness in object class distributions, both of which are agnostic
to object sizes/shapes.

Figure 3.8 and Table 3.5 empirically validate the property of cross-primitive indepen-
dence on existing VAPs. For a VAP v, we first measure performance of each individual
strategy by replacing other strategies with their respective oracle strategies. For instance,
we measure the performance (cost and accuracy) of v’s spatial-pruning strategy by running
it on all video segments in the coverage set while setting v’s temporal-pruning primitive to
the oracle strategy (full frame rate). We then compare the performance of the full VAP

and the multiplication of performance of its individual primitives. We do so using Pearson’s
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Model pruning + Temporal pruning
Mi+Th | Mo+Ty | Mi+To | Mo+ T
Accuracy 0.994 0.997 0.991 0.994
Cost 1 1 1 0.999
Spatial pruning + Temporal pruning
S1+ T So + 11 S1+ 15 So + 1o
Accuracy 0.992 0.993 0.989 0.993
Cost 0.996 0.987 0.999 0.996
Spatial pruning + Model pruning
S1+ My | So+ My | S1+ My | Sy+ My
Accuracy 0.955 0.914 0.993 0.999
Cost 1 1 1 1

Table 3.5: Independence property between any pair of strategies from model-pruning strate-
gies (M7: model selection, Mo: model specialization), temporal-pruning strategies (77: uni-
form sampling, Th: trigger-based frame selection), and spatial-pruning strategies (S7: image
downsizing, So: region cropping). Each value shows the Pearson’s correlation coefficient be-
tween the performance (accuracy or network cost) when the two strategies are combined and
the product of the performance when each strategy is used separately. The high correlations
suggest the cross-primitive independence is common.

correlation. Using this methodology, Table 3.5 shows that the independence property largely
holds on different pairs of strategies from two distinct primitives. Figure 3.8 shows three
concrete examples (AWStream, NoScope and Vigil), where each VAP’s performance (both
accuracy and cost) closely matches the multiplication of its primitives.

We acknowledge that the cross-primitive independence is empirical and there can be
exceptions to it. For instance, when spatial pruning downsizes video frames to an extremely
low resolution, no object can be detected regardless of the temporal pruning strategy. In this
case, the efficacy of temporal pruning is affected by spatial pruning, though this is unlikely
to occur in practice as VAPs aim to maintain a high accuracy.

Nevertheless, we believe cross-primitive independence property is still valuable. By break-
ing down each VAP to individual primitives (strategies) each related to a subset of content
characteristics, we can dramatically reduce the cost of profiling VAPs in an exponential fea-
ture space. Likewise, developers of new strategies can apply the same method (of Figure 3.8)

to verify if the independence assumption holds.
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Video content feature Definition

. the reciprocal of IoU between the bounding boxes of
object speed . . .
Per obiect the same object detected in two consecutive frames
J . the bounding box size of each object divided by
object area .
the frame size
confidence score the confidence score of each detected object given
by the full DNN
total area of objects fractio.n of pixels covered by all object bounding
Per frame boxes in a frame
object count the number of objects per frame
Per second object arrival rate # of new arrival objects per second
Per segment | % frames with objects | percentage of frames containing objects

Table 3.6: Summary of video content features

3.5.2  Selecting Benchmark Features and Videos

Following the above discussion, Yoda profiles a VAP by first profiling its individual primitives
and assembling them to construct the full VAP profile. To profile a primitive, Yoda first

selects its associated video features and video datasets.

Feature selection We first create a set of 43 candidate content features based on 7 general
content-level features (summarized in Table 3.6) known in the computer vision community
to influence object detection accuracy (e.g., [160, 97]) and potentially VAP performance.
Among them, 6 features are defined either per object, per frame, or per second. We pair them
with 7 statistics per video segment: mean, standard deviation, and {10, 25, 50, 75, 90}th
percentiles. Thereby, together with one per-segment feature (i.e., % frames with objects),
each video segment can be represented by 43 content features.

For each primitive, we then select the subset of features (from the candiate set) that
correlate with its strategies. Specifically, we pick features that have strong correlations (over
0.3 absolute Pearson correlation, a threshold suggested in [189]) with at least one strategy
of the four VAPs studied in §3.3. Here we intentionally leave out three VAPs (AWStream,
Reducto, DDS) and use them as a holdout to test the generalizability of Yoda (§3.6.2).
To avoid selecting strongly correlated features while capturing as many distinct factors as
possible, we iteratively select a new feature only when it has a low correlation with those
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Primitives Selected features

Temporal pruning % of frames with objects, avg. object speed, avg. confidence score
Spatial pruning % of frames with objects, avg. total area of objects, 10%ile of per-object area
Model pruning 10%ile of per-object area, avg. confidence score

Table 3.7: Yoda selects a subset of features for each of the three primitives, from the 43
candidate video features.

already selected. Table 3.7 summarizes the selected features of each primitive. These features
can characterize the PC profiles of existing VAPs at a sufficient fine granularity. We observe
only diminishing improvements with more features. That said, Yoda can be expanded with

more features as more VAPs are developed.

Video selection For each primitive, Yoda selects a subset of video segments from our
coverage set (§3.3) to cover all of its feasible® feature value combinations. We first evenly
split the range of values per feature into n = 4 feature value buckets (we use feature value
and feature value bucket interchangeably). For each combination of feature values, we pick
at most k = 4 video segments from our coverage set. n and k can be increased if more videos
are added. As a result, Yoda selects 29 minutes of videos for temporal pruning, 19 minutes
for spatial pruning, and 21 minutes for model pruning.

We should stress that the goal of video selection is not to be representative of a certain
scenario (in fact it includes videos from different scenarios); instead, it finds videos to cover
each important feature value combinations that heavily influence VAP performance. This
process enables PC profiling which ultimately helps produce accurate performance estimation
of any particular scenario and workload (explained in §3.4.1). On the other hand, Yoda meets
this goal with only a small fraction of the coverage video set, because there is a highly uneven
distribution of content features across video segments (e.g., highway traffic videos contain

mostly fast objects).

Potential selection bias and mitigation The features selected by Yoda might be biased,

5. Some feature value combinations may be infeasible; e.g., large per-object area but small total area of
objects.
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Figure 3.9: Yoda achieves a much higher level of performance clarity (higher coverage and
lower variance), compared to existing evaluation methods. A high coverage means Yoda
reveals both good and bad performance of a VAP, whereas a low variance means Yoda
accurately estimates a VAP’s performance on new videos.

since we only pick the features relevant to the existing four VAPs. We partially examine
Yoda’s generality by showing that it can successfully profile AWStream, the VAP held out
from our feature/video selection process (§3.6.2). As a future topic, Yoda could be extended

to additional and future VAPs by applying the above feature/video selection process.

3.5.3 YODA’s Workflow

Using the proposed primitive-based profiling, Yoda offers two key functions for its users:

VAP profiler that produces a PC profile P, for each VAP v, and VAP performance estimator
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that directly estimates v’s performance on a target video using P, without the need to run
v on the video.

In the following, we use v = (¢, s, m) to denote a VAP, with ¢, s and m being its temporal-
pruning strategy, spatial-pruning strategy, and model-pruning strategy, respectively. The PC
profile of v = (¢, s,m) is a lookup table P, (or Pt s ;) that maps a feature value combination

z in the feature space of IF to the expected performance in accuracy and cost P 5 (7).

VAP profiler Leveraging the property of cross-primitive independence (§3.5.1), Yoda
builds the PC profile of v = (¢,s,m) in two steps. First, we build a per-primitive profile
of each of its strategies. The temporal-pruning profile of v, for instance, is Py g+ 5, where
t*,s* and m* denote the oracle strategies (see §3.5.1) of temporal pruning, spatial pruning
and model pruning, respectively. That is, we build Py ¢« ,+ by setting v’s spatial and model
pruning strategies to their oracle ones and testing it on the benchmark videos for temporal

pruning (introduced in §3.5.2). Second, we build the full PC profile as

]P)t,s,m(x) = IP)t,s*,m* (z)- IP)t*,s,m* (z) - Pt*,s*,m(x) (3.1)

VAP performance estimator In practice, operators often need to estimate a VAP’s
performance on a new (long) video.

The challenge is that naive featurization will require annotating every object (by human
annotation or running a full DNN), which can be painstakingly slow. Fortunately, obtaining
the distribution of feature values over an entire video does not require accurate results on
each single frame. Instead, we show that running a low-cost object detector (e.g., SSD with
MobileNet) on aggressively sampled frames can still yield reliable estimate of the overall
feature value distribution. For instance, to get the distribution of per-object area, we run
SSD with MobileNet on 10x uniformly sampled frames to get the area of each detected object
and use the distribution of these areas as the result. This way, Yoda can quickly scan a long

video and produce reliable estimation of the distribution of each feature value.
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Once the feature distribution is known, Yoda then uses P, to directly map the feature
value distribution to v’s performance on the video.

We implement Yoda as a ready-to-use toolkit for profiling and evaluating VAPs, and plan
to release the toolkit to the research community. The toolkit provides a shared library (API)

for emulating and benchmarking VAPs.

3.5.4 Using Yoda: VAP Emulator & Benchmark Interface

We implement Yoda as a ready-to-use toolkit for profiling and evaluating VAPs, and release
the toolkit to the research community. The toolkit provides a shared library (API) for

emulating and benchmarking VAPs.

The Yoda VAP API Yoda includes a VAP API built in Python, and the corresponding
implementations of the five existing VAPs. The core component is an operator Filter,
which can be instantiated to perform various cost-saving strategies, such as frame sampling,

image cropping, and model compression. Filter exposes the following interface:
Filter(self, segment, decision, results)

where segment encapsulates the file descriptor of a video segment and its metadata (e.g.,
frame rate, original resolution), decision encodes the common decisions per frame (e.g.,
drop frame or not, which DNN to run inference), and results is optional and includes the
per-frame object detection results (e.g., bounding boxes, confidence) so far.

Using this API, one can implement a VAP as a sequence of Filters. Each Filter takes
as input a segment and the results and decision of previous frames, executes a cost-saving
strategy of certain primitive, and subsequently updates the segment (sampling or resizing)
and appends any new decision or results. Notably, decision also indicates whether to move
on to the next segment and which Filter to execute the next. Yoda also provides a module

to implement the logic to pick a VAP’s configuration based on a sample of video.

VAP emulator Each Filter can be run by a camera or a server to emulate server-side
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VAPs as well as VAPs spanning both a camera and a server (Figure 3.2). When testing a
VAP on a video, the emulator sequentially feeds video segments through the filters until the
decision indicates the next step. Yoda also allows one to specify the length of a video segment,
thus supporting VAPs whose operation on one frame depends on results of previous frame(s).
When the test is complete, an evaluator calculates the network cost (bandwidth usage to
send data between the camera and server), the compute cost (GPU usage), and inference
accuracy. That said, Yoda currently does not measure other metrics such as inference delay

or support optimizations to reduce delay (such as pipelining).

Benchmark automation Once a VAP is implemented using the provided API, Yoda
will create its PC profile automatically using the VAP profiler introduced in §3.5.3. For
each primitive, Yoda first replaces the other primitives with their respective oracle strategies
(which are themselves specific instances of Filter provided in the Yoda API), and uses the
VAP emulator to run it on the selected benchmark videos (§3.5.2) to create the per-primitive
profile. Finally, Yoda puts all per-primitive profiles together to create the PC profile of the
VAP.

3.6 Evaluation

We evaluate the efficacy of Yoda in achieving VAP performance clarity. Specifically, we

conduct experiments to answer the following questions:

Does Yoda achieve higher VAP performance clarity, compared to existing solutions that

emprically test VAPs on a corpus of videos? (§3.6.1)

Is Yoda’s primitive-based profiling accurate and efficient? Can it generalize to new VAPs?

(§3.6.2)

Can Yoda accurately predict a VAP’s performance on new videos at a low computation

cost? (§3.6.3)

Does Yoda provide new insights for VAP design and deployment? (§3.6.4)
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3.6.1 Yoda’s Performance Clarity

As defined in §3.4.1, performance clarity aims at providing a comprehensive characterization
of VAP performance. Here, we measure the level of achieved performance clarity by two
dimensions: coverage (the completeness of the evaluation, the higher the better) and variance
(the ambiguity of the evaluation outcome, the lower the better). The intuition is that an
ideal VAP performance evaluation should have high performance coverage and low variance.
A high coverage means Yoda reveals both good and bad performance of a VAP, whereas a low
variance means Yoda accurately estimates a VAP’s performance on new videos. The specific
metrics of coverage and wvariance are defined as follows. Given a VAP v’s PC profile P,
(measured from our benchmark dataset of 67-minute videos), Yoda first uses P, to estimate
v’s cost at a specific accuracy range ([0.9,0.95]) for all videos in the coverage dataset excluding
our benchmark videos. Then, we compute Yoda’s coverage as the observed cost value range,
normalized by the observed cost value range when testing v on the whole coverage dataset
(14.5 hours of videos). Next, we compute the standard deviation of Yoda’s cost values as
Yoda’s variance. Figure 3.9 shows the results of 7 pipelines in the blue boxes: Yoda achieves
high coverage (>90%) and low variance (<0.2). The figures show one scenario per VAP, but

the conclusion holds in other scenarios.

Yoda vs. existing methods Figure 3.9 also compares the (coverage, variance) results
from the traditional evaluation method, which tests the performance on a long video (or
a set of videos) from the target scenario (represented by the red dots). For fairness, each
test video is no shorter than our benchmark video. We see that the coverage fluctuates
significantly across videos and the variance per video is much higher. This confirms that
traditional evaluations lead to either incomplete/partial conclusions or ambiguous results
(as we have shown in §3.3.2). As a reference point, when the traditional evaluation uses

the entire coverage dataset (14.5 hours), the variance exceeds 0.25, again significantly larger

than Yoda.
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Figure 3.10: Yoda provides more accurate estimation of VAP performance on new videos
than traditional profiling using representative workload per scenario.

Microscopic study on VAP performance estimation We take a further step to exam-
ine the benefit of elevated performance clarity, using the task of per-video VAP performance
estimation. Given Yoda’s P;,, we directly estimate a VAP v’s performance on any video, and
compare it to the ground truth result obtained by running v on the video. Again we keep the
accuracy to [0.9,0.95] and measure the absolute difference between the cost value predicted
by P, and the ground truth, which we refer to as cost “estimation error”. As reference, we
apply an “traditional profiler” to estimate v’s cost in the same accuracy range by running v
on a representative long workload under the same scenario of the test video, and compare it
against the ground truth.

Figure 3.10 plots the median estimation errors of both Yoda’s profiler and the traditional
profiler, across all the long videos in the coverage dataset (that are not used for profiling).
We see that Yoda’s profiler is much more accurate than the traditional profiler at estimating

VAP performance on new videos.

3.6.2  Primitive-based Profiling: Accuracy, Cost, and Generality

Yoda’s efficiency partly stems from its primitive-based profiling, which tests a VAP on only
videos that vary along the primitive-related features. To evaluate it, we compare Yoda with
an expensive profiler built on the whole coverage set.

Accuracy We measure the discrepancy between the PC profile built on the whole coverage
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Glimpse | Vigil | VideoStorm | AWStream | NoScope | Reducto | DDS
0.043 | 0.005 0.048 0.063 0.083 0.030 | 0.058

Profile diff (Yoda
vs. coverage set)

Table 3.8: Discrepancy between the PC profile built on Yoda selected videos and the PC
profile built on coverage set videos.

set and Yoda’s PC profile. The average differences between the profiled performance curves
(cost differences at same accuracy levels) are listed in Table 3.8 for each of the seven VAPs,
and are all very low. This corroborates our intuition in §3.5.2 that a small subset of videos

is sufficient to profile PC, since the feature distribution in the coverage set is highly uneven.

Profiling cost Profiling a VAP is a one-time cost (i.e., no need to repeat unless the
VAP changes its design). The computation cost of profiling depends on the VAP design.
Intuitively, VAPs that do not optimize/reduce compute cost will incur a higher overhead.
Thus we present the result of AWStream, a VAP that does not optimize for compute cost.
To profile AWStream, Yoda needs to run the VAP process on ~72k frames using the full
DNN model for object detection, at four different video quality levels and twelve different
frame sampling rates. When running on an Amazon EC2 machine (instance p2.16xlarge
that has 16 GPUs and costs $14.4/hr), the profiling takes 8.5 minutes and cost $2. Even a
VAP, such as VideoStorm, that needs to profile all three primitives takes only 22.2 minutes
and cost $5.3.

Generality Can Yoda accurately profile a new VAP not considered by Yoda’s feature and
benchmark video selection process? As mentioned earlier, we intentionally held out three of
the seven VAPs (AWStream, Reducto, and DDS) from the feature/video selection process
(§3.5.2). Nonetheless, Figures 3.9 & 3.10 and Table 3.8 show that Yoda achieve similar
profiling effectiveness on these holdout VAPs as on other VAPs. While this does not prove
that Yoda generalizes to all future VAPs, it does indicates that Yoda might profile new VAPs

as accurately as the other VAPs used in its feature selection process.
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3.6.3 Fast-yet-accurate Performance Estimation

Recall that Yoda offers a useful function of directly estimating a VAP v’s performance on
any video, without running v on the video. We have validated the quality of performance
estimation in Figure 3.10 (§3.6.1), using the task of estimating cost at a specific accuracy
range ([0.9,0.95]). Below we provide more results on its estimation accuracy and computation
cost.

We consider the task to understand the variability of VAP accuracy throughout a target
video. For this we define two metrics on accuracy variability: (1) fraction of video segments
whose accuracy is above 0.85, denoted by «; and (2) fraction of video segments whose
accuracy is below 0.7, denoted by . Such metrics are useful in practice since operators
often need to maintain accuracy at an acceptable level. We use the accuracy distribution of
actually running the VAP on the video as the ground truth and define the estimation error
by |@estimated — Oreatl a0d |Bestimated — Breail-

We also evaluate Yoda against a “resource friendly” baseline that actually runs v on a
sample set of video frames, whose estimation accuracy and overhead depend on the sampling
rate. Note that as explained in §3.5.3, Yoda’s performance estimator also needs to scan
a sample set of video frames to measure the video’s feature value distribution. Thus its
accuracy and overhead also vary with the sampling rate.

Figure 3.11 shows the estimation errors of Yoda and baseline on VideoStorm and AW-
Stream, as a function of the estimation overhead (amount of GPU cycles consumed), for 5
hours of dashcam videos (not used during profiling). Here Yoda uses MobileNet-SSD [26]
as the cheap object detector to scan the videos. For clarity, we normalize the estimation
overhead by the amount of GPU cycles consumed by running each VAP on the full video.
We see that Yoda achieves nearly perfect estimation at a much lower cost, i.e., nearly 2 orders

of magnitude faster than running the VAP on the video.
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Figure 3.11: Yoda estimates VAP performance faster and more accurately than actually
running VAP on the test videos.

3.6.4 Practical Insights for VAP Deployment

By providing a comprehensive profiling on VAP performance, Yoda also identifies new insights

for guiding VAP design and deployment. We highlight two concrete use cases here.

Conditional correlations among features Figure 3.12 shows the performance of Glimpse’s
temporal pruning strategy against two features: x1 (% of frames with objects) and xo (average
object speed). For better visualization, we only show the minimum cost while maintaining
accuracy over 0.9 (i.e., a slice of the cost-accuracy tradeoff). Figure 3.12(a) and (b) show that
both compute and network costs are strongly correlated with z1 when z9 is over 1.6 (which

is a typical vehicle speed in highway videos). But when x9 is below 1.6 (Figure 3.12(c)), the

correlation becomes remarkably weaker.

6. A closer look at the selected frames shows that frame difference-triggered selection is no longer effective
when the object speeds are so low that the frame difference triggered by their movement can easily be confused
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Figure 3.12: Impact of feature x1 (% of frames with objects) on performance depends on the
value of feature x9 (avg. object speed). Each box shows the mean and 25t and 75t %iles.
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Figure 3.13: In both primitives, there is no single strategy that fits in all type of content.
The coloring indicates that where one strategy is likely better than the other.

This result implies that when testing VAPs that use this pruning strategy (e.g., NoScope,
Glimpse), the traditional method may either miss this correlation (if most test videos have
slow moving objects) or claim a strong correlation (if most test videos have fast moving
objects). In contrast, Yoda reveals not only both correlation patterns, but also when they

emerge, which helps to decide if a VAP should be deployed in certain video content.

Informed choices of VAP strategies As a case study, let us consider two temporal-

pruning strategies (uniform frame selection vs. frame difference-triggered frame selection)

with pixel differences caused by noises in the background.

75



and two spatial-pruning strategies (image quality downsizing vs. image region cropping).
Figure 3.13(a) shows the operating regime of each temporal-pruning strategy: frame difference-
triggered selection is better when only a small fraction of frames contain objects and these
objects move fast (magenta). Otherwise, uniform frame sampling is better (green). Similarly,
Figure 3.13(b) shows that image quality downsizing is likely to be better if the objects are
large and occupy more space in frames (green), and otherwise the image cropping strategy is
better (magenta). These differences stem from how various strategies interact with videos.
For instance, image quality downsizing eliminates redundant pixels in large objects of inter-
est (which can be detected with less pixels), whereas image cropping eliminates redundant
pixels outside of objects of interest by subtracting background.

These results have significant practical implications. For instance, for urban traffic videos
during peak hours, AWStream (uniform frame sampling and image downsizing) is better than
Glimpse (frame difference-triggered frame selection), because the vehicles appear frequently
and in large numbers and move slowly and often in relatively big sizes (crossroad cameras
tend to be closer to the road than highway cameras), so it falls in the green regions of both
graphs. In contrast, for urban traffic videos during off-peak hours, where many large-size
objects move quickly (i.e., magenta in Figure 3.13(a) and green in Figure 3.13(b)), we should
create a new VAP that combines Glimpse’s temporal-pruning strategy and AWStream’s

spatial pruning strategy.

3.7 Related Work

3.7.1 Video Analytics Pipelines

Besides the VAPs described in §3.2, there are other VAPs that utilize the same three
primitives: temporal pruning (e.g., [162, 250, 192, 61, 242, 213|), spatial pruning (e.g.,
(162, 252, 177, 213]) and model pruning (e.g., [100, 192, 254, 256, 213]). Some work also

reduces the compute/communication cost of computer-vision inference pipelines, through
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super resolution (e.g., [248, 229, 73]), splitting the DNN between camera and server (e.g.,
[131, 237, 113, 96, 124]), DNN-aware cloud/edge resource scheduling (e.g., [113, 138, 202,
161, 260]), cross-camera or cross-application correlations (e.g., [66, 132, 260, 167, 209]), scal-
able data management and execution frameworks (e.g., [175, 147, 206, 163]), and DNN archi-
tectures tailored to balance throughput and accuracy (e.g., [214, 125, 58, 247, 159, 133, 99]).
Many of these techniques leverage content-level characteristics, such as the ones we have dis-
cussed. We hope that by revealing the importance (and feasibility) of PC, future work can
extend Yoda to support these VAPs. While a few prior works have mentioned the issue of
performance variability on some VAPs, the results were limited and only based on a handful
of video features (e.g., object size [93]). To the best of our knowledge, our work is the first
to systematically study (using measurements & building benchmarks) how video content

features affect VAP performances.

3.7.2 Edge/Video Analytics Benchmarks

Several benchmarks of video analytics systems have been proposed for various focuses, in-
cluding throughput of video database (e.g., [116, 206]), video encoding efficiency (e.g.,
[33, 172]), and shared library to implement video inference pipelines (e.g., [17]). More gen-
eral benchmarks catered for edge network environments are proposed as well [50, 179, 144].
Also related to Yoda are those benchmarking vision-task accuracies (e.g., [107, 8]) and their
tradeoffs with throughput/latency (e.g., [126]). While most benchmarks focus on average
performance across images/videos, some did observe that vision models perform differently
across content [52] and can be sensitive to video encoding [119] or training data quality [266].
Yoda takes one step further to systematically reveal the influence of video content features
on VAP performance. Recent efforts in computer vision similarly demonstrate that features
of the test data affect the performance of a classification model (e.g., [49, 105]), though they
focus on perturbing the features to improve model robustness whereas Yoda seeks to reveal

the hidden relationship between VAP performance and content features.
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Traditionally, the systems community has benefited from thorough performance bench-
marking of data analytics systems under a wide range of workloads (e.g., [46, 82]), and our

work is one example of this line of work in the context of video analytics.

3.8 Conclusion

Conclusion.  Our work is a response to the recent trend of building efficient mobile video
analytics systems, at the expense of significant performance variability caused by video
content dependency. We present a measurement study to shed light on this issue for the first
time, and propose the first VAP benchmark that elevates performance clarity (how video
content affects performance). Although Yoda only scratches the surface of VAP performance

clarity, it is shown to be effective and capable of identifying hidden design tradeoffs.

Limitations. We highlight three key limitations of Yoda that demand future work.
First, Yoda is not future-proof—its design could be biased by existing VAPs. It assumes
the VAPs process videos frame by frame and the vision task is object detection. This does
not always hold: some optimized DNN (e.g., [159]) can directly run inference on encoded
videos, although not widely used in VAPs. Second, although the GPU usage is correctly
measured, our implementation of VAPs may not incur unnecessary overhead on CPU, so
CPU compute cost is not supported. Third, Yoda can only test VAPs that run on one client
and one server (covering all VAPs in Table 3.4), but does not yet support multi-stream or

multi-query VAPs.

Future Work. Yoda is extensible because we modularize the pipelines into primitives.
For other cost-saving strategies that do not belong to temporal, spatial and model pruning,
another primitive can be added to Yoda following the same methodology of feature and video
selection. For example, we identify two other primitives in existing VAPs, i.e., cross-video
pruning which utilizes the content-level redundancies across multiple video streams [131] and

cross-query pruning which utilizes similarity across different queries [133]. For each of them,
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we could apply similar feature and video selection to achieve the performance clarity. Then
we add the selected videos to our current selected video set. However, the independency
between primitives may not always hold; when it does not, the profiling cost may increase

as the feature space cannot be cleanly separated.
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CHAPTER 4
ENABLING PERSONALIZED FACE EDIT PROTECTION

While Chapter 2 and Chapter 3 demonstrate how to integrate ML to physical sensing ap-
plications, in this chapter, I study ML deployment in cyber monitoring applications. In
physical sensing applications, useful information is extracted from data collected from widely-
distributed sensors, so heterogeneity mainly comes from sensors’ local environments. In cyber
monitoring applications, ML models are developed on online contents that users upload to
online social platforms. Therefore, human factor becomes the key source of heterogeneity.
Specifically, I focus on how heterogeneous user needs affect the design and evaluation
of ML-based cyber monitoring systems.

My work considers the pressing problem of detecting unacceptable face edit in online
face photos. Using a user study, we find the definition of unacceptable face edit can vary
per user and application context, indicating the need for personalized protection. Meeting
such diverse user needs is extremely challenging since it requires ML models to accurately
recognize face edits in each photo. We address this challenge using a system approach. By
integrating the system function of tracking original image copies, we successfully convert the
extremely hard problem of recognizing any edit in an image into a feasible ML problem of
comparing two images. The end result is an efficient photo moderation tool that allows users

to define their own face edit policy and provides personalized protection accordingly.

4.1 Introduction

Social media is a key channel for engaging in cyber social interactions today, and users’
self-presentation plays a key part in their online behavior. To achieve a desired presentation
of themselves to their audience, users can choose to have their online face images digitally
edited or refined in particular ways.

Recent advances in computer graphics and artificial intelligence (AI) have opened the
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Scenario (1): user A takes a new photo of herself and uploads it to her social network (powered by Aletheia)

User A requests to upload Aletheia verifies it is an original image, e A inputs the policy
her original face photo X and asks A to input edit policy
0 Original photo detected! Unacceptable edits:

Please specify its edit policy

When detected:

@ Aletheiaaccepts the upload request, O Directly reject it
and registers the photo (X) and the policy @ Notice me. Let me
into its central database. decide

Scenario (11): later, user B downloads the above photo from the social network, edits it to make A look much
older. When requesting to upload this photo to the social network, Aletheiafinds it contains age edit, which
is unacceptable by its original version (X), and rejects the upload request based on X's policy.

c User B requests to e Aletheiaidentifies thisisan  (€) Aletheiaflags the upload request
upload an image edited version of X in the as waiting for further inspection

database, and detects age edit
e Age edit detected

This image is an edited version of

—_ Age edit an original image X. The use of age
detected edit violates X’s edit policy, so it
\ requires further inspection by

original image owner.

Figure 4.1: We propose Aletheia, a tool that provides personalized protection against unac-
ceptable face editing. In Aletheia, owners of original face photos specify their willingness to
accept or not accept different types of edits to their online face photos. In scenario (I): a
user A specifies a policy that disallows changes in age or skin tone. In scenario (II): a bully
B tries to share an age-changed photo of user A. It is detected as violating A’s face edit
policy, and the upload is flagged for moderation per A’s policy.

door for fast and easy facial editing in digital photos. Today, numerous image and video
applications already include functionality for a variety of high quality facial editing and
transformations. With the touch of a button, everyday users can perform subtle touchups
on a face photo, or change the person’s age and many other facial features, and the results
look so realistic that they fool the naked eye. This can be seen from the edited examples in
Figure 4.2, produced by today’s low-cost face edit tools.

However, as face editing tools grow more common on social networks and photo sharing
apps, the negative impact from abusing these tools also grows. As we share our photos online

with family, friends and coworkers on a variety of social and professional platforms, any of
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Figure 4.2: Examples of different types of face edits done by common edit tools.

them can be downloaded, edited and then shared for malicious purposes. For working adults,
photos from LinkedIn might be edited and then posted to discredit or harass someone in
the workplace. For younger users, photo editing is already used for cyberbullying [171], a
problem experienced firsthand by a majority of teens [44, 108, 85]. A bully can download
photos of a target, modify their facial features, and then share the edited photos online.
Even as platforms move to curb bullying [186], experts predict photo editing tools are likely
to become ‘a potent tool of cyber-stalking and bullying’ [143].

There is a clear need for “photo moderation tools” that protect users against any new
uploads that contain undesired or unacceptable edits of their online images. What makes this
type of image moderation difficult, however, is that the question of what is an “acceptable”
photo edit is likely subjective and context-dependent. Some users may enjoy it when family
and friends apply silly edits to their photos and share them on their social networks, while
others may be carefully curating a public persona using photos, and object to any edits
applied to their online photos. Therefore, any image moderation tool on social networks
or photo sharing services must walk a fine line between reliable detection of unwanted face
editing, and overly sensitive filters that prevent normal social interactions and collaborations

using photo editing tools.

82



Despite the need to protect user photos from unacceptable edits, there is a lack of under-
standing on how users perceive photo edits by others, and how to build photo moderation
tools to meet individual user needs. Existing research in the field of human computer inter-
action mainly examines how users self-edit their own photos (e.g., [173, 238, 238, 63, 150]),
but not their attitudes towards edits and reposts of their photos by others. Many have
proposed methods to protect online photo privacy with respect to viewership, by controlling
who can view the photos (e.g., [101, 231, 188, 233, 55, 232]) or adding artifacts to obfuscate
faces (e.g., [154, 115, 153]) or other sensitive information [114, 153] on photos. Yet these do
not address issues of protecting users from unauthorized and undesired edits of their photos
by others. That is the focus of our work.

We note that current content moderation tools also do not meet the above mentioned
needs. To date, research on image analysis largely focuses on the problem of detecting
whether a face photo has been manipulated (e.g., [84, 244]). This is motivated by detection
of deepfakes [156, 257], often in the context of Al-generated fake photos/videos that misrep-
resent public figures (e.g., politicians and celebrities) or fabricate fake news events used in
disinformation campaigns. These detectors assume that the original photos are not available
and mainly operate by detecting specific forms of digital artifacts on the photos left by media
editing and generation tools. Under our problem context, these detectors often fail to even
detect the fact that a face has been edited, much less the type of face editing or whether it

is acceptable to the owner (see Table 4.8, §4.6.3).

Personalized Protection against Unacceptable Face Edits. In this paper, we
propose and explore Aletheia, a novel photo moderation tool that protects each individual
user against the uploading and sharing of unacceptably edited versions of their online face
photos. Aletheia operates on image hosting services and social media networks to protect
their users with regards to their posted face photos. As illustrated in Figure 4.1, Aletheia
allows owners of original face photos to specify their willingness to accept or not accept

different categories of edits to their online face photos. For example, a user A on Microsoft
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OneDrive may specify a policy that permits facial retouching on their personal photos, but
not changes in age or skin tone. A bully B trying to share an age-changed photo of A is
detected by Aletheia as violating A’s face edit policy, and the upload is flagged for moderation
or rejected. By implementing such personalized protection, Aletheia provides each user with
full agency in deciding who can edit their online photos and which edits are acceptable. We
believe this will stimulate healthy social interaction and collaboration enabled by face editing

tools, while protecting users from their malicious misuse.

Our Contributions.  Our work targets the critical challenge of user-specified moderation
of face edits in photos. We hope our work brings attention to this important area, and spurs
follow-up work to take us closer to robust photo moderation systems that meet the diverse

needs of different users. Specifically, our work makes three contributions.

First, we performed a detailed user study (IRB approved) to understand how users per-
ceive acceptable edits to their online facial images. Responses from 100 participants show
significant variance in both general level of acceptance of face edits by others, as well as
across specific types of face edits, validating our assertion that face edit protection needs to

be personalized.

Second, we designed Aletheia to implement face edit protection customized for each
individual user. We addressed the challenging problem of “recognizing” the type of edits
included in an incoming photo, and reconciling them with the original copy’s preferences to
determine whether the upload is permissible. Such detection of unacceptable edits is feasible,
because we developed an efficient and accurate “reference-based” edit recognition mechanism,
a significant departure from existing solutions for detecting deepfakes. We implemented a
prototype of Aletheia and plan to release it to the research community to stimulate further

work.

Finally, we use IRB approved methods to evaluate our prototype for efficacy in detecting

unacceptable face edits, scalability, and usability.
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1. Our user study showed that Aletheia can effectively flag image edits that violate user
policies — across 9 different dimensions of face edits, Aletheia correctly identifies 93.8%

of photos that were marked as unacceptable by real-world users;

2. Our data-driven experiments (using 821K original faces and 42K edited images) tested
Aletheia at scale, showing that it is both accurate (>97% accuracy) and fast (<1s per
image) in determining the status of incoming photos (edited or original) and locating

their original copies, and can already reliably recognize nine edit types;

3. Our exploration study showed Aletheia can effectively recognize in-the-wild face edits

submitted by 8 participants (without any instruction on tools and formats);

4. We performed a second user study to examined the usability of Aletheia, where the
majority of participants of our study stated that Aletheia induced a feeling of protection

and will use Aletheia to protect their photos.

As one of the first proposals to address image moderation through personalized face edit
protection, our work contains a number of limitations, which we discuss in §4.8.

All images in our user studies and shown in illustrations in this paper come from the
NVLabs Flickr-Faces-HQ dataset [140] and Google’s DeepFake Detection Dataset [94, 218],

with licenses that grant free use for non-commercial research and educational purposes.

4.2 Preliminaries

We begin by providing background for our work on personalized face edit protection.

Motivations for Sharing Images Online. With record numbers of images posted
online daily, social media has become a key channel to communicate and engage in cyber
social interactions. When users post images online, particularly of themselves, they consider
personal motivations including how they wish to present themselves to online audience. Ex-
isting works, especially psychology research, have shown that self-presentation is a significant
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motivating factor for decision making in social interactions [54], and more importantly, self-
presentation behavior varies across online social networks (OSNs) [75, 89, 103]. Personality
traits, self-esteem, experience on the OSN, and audience groups heavily influence how users
choose to present themselves to others online. Particularly, depending on who their audience
is across different platforms, users may engage in selective self-presentation tailored to that

audience.

Motivations and Impact for Posting Edited Images. To achieve a desired pre-
sentation of themselves to their audience, some users prefer to have their face images ( or
“selfies”) edited or refined in particular ways [173, 238]. In lieu of changing one’s physical
appearance, many have turned to digital face editing techniques to alter their appearance
online [238, 63, 150]. On the other hand, existing works also show that the types and inten-
sity of which edits are desirable varies across users, with many users preferring their photos
remain in the original state without any editing [173]. We note that existing works mainly
focus on studying how users edit their own photos but not how users react when their photos
are edited and reposted online by other people.

The presence of edited photos in OSNs will likely influence their viewers. Recent studies
show that observing other users’ content on social media sites affects how users wish to
present themselves. For example, existing works found that viewing idealized smile images
on social media sites may increase dissatisfaction with that user’s own facial appearance,

lower self-esteem, and increase consideration for cosmetic surgery [222, 68, 104].

Accessibility of Face Editing Tools. Thanks to advances in computer vision, face
editing tools are now easily accessible to users in the form of standalone apps (e.g., FaceApp,
Facetune) or built-in tools within OSNs (e.g., Snapchat, Instagram). With just a few taps
on a screen, non-experts can generate high quality transformations of face images that often
look realistic to the naked eye. Today, many face editing tools/formats are available at zero
or low cost, allowing users to smooth skin, reshape face, change age, expression, eye color,
hair color, etc. Earlier in Figure 4.2, we show examples of face edits using today’s tools.
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Misuse of Face Editing Tools. Alongside the growth of cyber social interaction,
cyberbullying and harassment continue to grow as well, particularly for young women [241,
217]. The accessibility and usability of face editing tools introduces new opportunities for
misuse by bad actors. Rather than making benign edits for beautification or humor, face
editing tools are now used to harass and bully individuals, resulting in both a violation
of privacy and potential damage to mental well-being. For example, numerous free apps
can turn any smiling face into a grumpy crying face or add/exaggerate unflattering facial
features. Studies on cyberbullying have reported cases where one student pasted another
student’s face onto intrusive backgrounds and distributed them with friends [151], and others
of photo edits to exaggerate embarrassing facial features [171]. Today, these edits require no

effort beyond a smartphone and a photo.

Misuse of Deepfakes. Another important trend in cyber social media is the growing
misuse of deepfakes, whereby high quality fictional images or videos can be generated by a
computing device [122]. On numerous occasions, bad actors have leveraged deepfakes to de-
pict a political figure (e.g., House Speaker Nancy Pelosi) or celebrity (e.g., actor Tom Cruise)
saying/doing something they never said/did or to fabricate false news events to sway public
opinion [109]. As tools for generating deepfakes are easily accessible (e.g., apps like Reface
and Wombo already allow users to generate deepfakes from their smartphones), deepfakes
are also increasingly used to target everyday users [217, 182]. Given their negative impacts,
deepfakes have received significant attentions from government, industry and academic com-
munities, triggering active efforts and campaigns to detect and deter deepfakes [225, 40, 39]),
as well as social studies to measure their effects in society [109, 129, 78] and how users spread

deepfakes online [41].

Focus of Our Work. We note that very little work has been done to address non-
deepfake, edited (face) images produced by other people as a form of cyber social interaction,
including how users perceive those edited photos and whether unacceptable edits can be
detected by systems or others. That is the focus of our work. Later in §4.4, we discuss in
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detail previous attempts at detecting limited types of face edits, why they remain insufficient
for protecting users, and propose our new method to detect and moderate various types of

edited face images that can be deployed by today’s photo hosting services and OSNs.

4.3 Motivation: Need for Personalized Face Edit Policies

As face editing evolves into a double edged sword for cyber social interaction, we see a need
to automatically protect our faces against unacceptable edits. To realize such protection,
we first need customizable policies to clearly define (un)acceptable face edits for individual
users. To better understand individual user’s perspectives on (un)acceptable face edits, we

conducted a user study.

4.3.1  Qur User Study on Face Edit Policies

Our study was approved by our Institutional Review Board.

Participants.  We recruited participants via the online crowd source platform Prolific!.
The survey was designed to take 15 minutes on average, and each participant received $3
as compensation. We collected responses from 100 individuals, among which 53 identify as
male (47 female). The majority of our participants are between 18-29 years old (60%), with
22% between 30-39, 16% between 40-49, and 2% between 50-59 years old. Two-thirds (64%)
of the participants actively upload images/videos showing people’s faces at least a few times
a month, and 75% of all participants indicated they observe edited images online at least a

few times a month or more frequently.

Procedure. The participants completed an online survey study consisting of multiple
choice and free response questions about their preferences for (dis)allowing certain face edit
types, and perceptions of privacy and security when posting images online.

When compiling edit types, we categorize today’s face editing types into five groups by

1. https://www.prolific.co/

88



their effects [84], which are shown in Table 4.1. The first category is “global retouch,” which
refines image-level perception without changing content. Example edit types are adjusting
brightness and applying basic Instagram filters. The second category inserts stickers, memes,
accessories onto images as decorations. The next three categories create semantic changes to
faces and facial attributes (e.g., adding makeup, changing age, gender appearance, hairstyle
or face shape), facial expressions (e.g., make the person smile or cry), and identity (e.g.,

faceswap to another person).

Category Example Edit Types
Global retouch change photo brightness; add filter effect
Insert sticker add sunglasses/emoji
Change facial attributes | add makeup; change age, gender appearance, hair, face shape
Change expression non-smile — smile, smile — crying
Change identity swap two faces

Table 4.1: Overview face edit types.

Task. We asked participants to suppose they are sharing a photo online to a platform
similar to Facebook or Instagram. The platform has face edit detection capabilities, like
Aletheia, and can (dis)allow specific edits as specified by the user. We then asked participants
a series of multiple choice and free response questions about their perceptions and concerns
regarding posting/editing images online, how they would set their own policy, such as with

Aletheia, and their preferences for how the platform should act.

Conditions. We presented two scenarios (in random order): the photo is viewable to
friends and family only or viewable to the public. For each scenario, we showed 10 examples
of edit types (based on 2 photos of the same person from Google’s DeepFake Detection
Dataset [94, 218]), and asked them to rate how likely they would allow each type of edit.
Examples of edit types are listed in Table 4.1. For each edit, we asked participants to indicate
which level of editing they would typically allow, ranging from never allow edits to allow any
edits. After evaluating all edit types individually, we presented several new edited images,

based on the same original image they previously evaluated, and asked them to select which
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edited images they would allow. Figure 4.3 shows example questions from our study.

Edit type preference Acceptable image selection

Here is an example of age change. Indicate to what Below is an original image, followed by various edited
extent you could typically allow this type of editing images. Which of the following edited images would
you allow? (select all images that apply)
ﬁ i ﬁ ﬁ original
Younger Original Older
O
or|g|n;lt change up change up change up allow any
(noedits ‘g0 t0100% to150% level of edits
allowed)
Younger
h O (@) (@) (@) O
age change O O [] Allow NONE
Older of the above
age change O O o o o

Figure 4.3: Example user study questions. (Left) Participants were asked about their pref-
erences for each edit type. (Right) We showed participants new examples of edited images
at once and ask which they would (dis)allow.

4.3.2  Key Result: The Need for Personalized Face Edit Protection

Results from our study show a need for personalized policies that allow users to decide which

edits they deem (un)acceptable for photos shared online.

Finding #1: Users have varying levels of (un)acceptance for different face edits.
In line with previous work, participants showed significant variation in their image editing
preferences. On average, participants would (dis)allow any amount, of 1/2 of the editing
types presented, with 8 participants allowing all edits and 3 not allowing any edits. However,
the type and acceptable threshold of specific edits allowed or disallowed, and the reasons
why, varied significantly. We found no consistent patterns in the types of edits acceptable
across participants.

Over half (53%) of all participants indicated they were somewhat or very concerned
that other people may edit their images and repost them online. To further explore the
participants’ reasoning behind their individual selections, after evaluating both scenarios,
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Reason

Example

None/ Very Few
Edits

“I wouldn’t want anybody editing my photos, whether I know
them or bot [sic]. It feels intrusive.”

Specific Edits
Only

“It doesn’t matter to me who can see it, I just don’t want specific
edits done to me.” “I think I would allow more non-invasive
stickers (e.g., hat, glasses), as the assumption is that the edits

would be good natured” “Sometimes some edits end up making

the pictures weird”

Allow More Edits
from Friends/
Family

“Hopefully friends and family would only make changes for
the better and would be more considerate with [sic| their choices.”
“Well T would find it funny if my friends did some of those edits
to me but I would be a bit annoyed if a random person did
some of those to my photo.”

Allow More Edits

“... I think I would have a bit more fun doing more extreme edits

for public viewing just because potentially more people will be

from General seeing them rather than friends and family who already know what I

Public look like.”
General “I feel like whatever you show in private for the most part you
Indifference should be able to show in public”

Table 4.2: Participant reasons for personalized preferences.

we asked participants to explain in their own words. The reasons expressed fall into 5
general categories: prefer no edits from anyone ever, prefer only specific edits (regardless
of the audience), would allow more edits from friends/family, would allow more edits for
public photos, or general indifference in whomever may be editing photos. Some examples of
these reasons are shown in Table 4.2. When asked if they would go back and change any of
their responses for either scenario (public vs. friends and family only), 72% of participants

expressed confidence in their original choices, suggesting people are actively aware of their

individual online privacy preferences.

Finding #2: As new face editing tools and types are developed, users expect
the platform to adapt to cover them. We also asked participants about how
their policy preferences may change over time, and how they feel the platform should react
to edited images. Over 60% of participants expressed concern about new editing methods

not originally covered in their policy, and would like to be able to adjust their policy as

new editing methods are developed, or their personal preferences change over time. Upon
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detection of an edited image that violates their policy, a majority of participants (87%) want
the platform to notify them. However, participants showed an even split regarding whether
the photo should immediately be removed from the platform or wait until the user can review
the photo and decide if they want it removed. Further, participants also showed a 2:1 split
regarding whether the platform should flag as many potentially edited images as possible,
even if some are false positives, as opposed to a less strict implementation that may miss

some unacceptable edits.

4.4 Key Concept: Personalized Face Edit Protection via

Reference-based Edit Recognition

Our user study made an important observation: indiwvidual users vary significantly in deciding
what face edits are acceptable to their online photos. Thus an image moderation system
should act according to personalized policy that defines what are and are not acceptable
face edits. Unfortunately, none of today’s image moderation systems/tools support such
type of protection. This motivates us to design Aletheia, an image moderation tool for

personalized face edit protection.

4.4.1 Design Goals and Assumptions

We design Aletheia to achieve two key goals:

e allow users to specify (and update) their personalized policy on unacceptable face edits
on their original photos;

e identify images containing unacceptable face edits (relative to their original version) and
trigger subsequent actions, e.g., rejecting upload requests, further review by the original

photo’s owner.

Assumptions. With the goal of preventing the use of face editing tools in online harass-

ment and cyberbullying campaigns, we design Aletheia to target users who are familiar with
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everyday technology, but not experts or strongly motivated adversaries. That is, we do not
anticipate users who analyze the internal design of Aletheia to craft customized adversarial
attacks. Also, our current implementation of Aletheia targets common face photos (i.e.,

front-shot of a single face as illustrated by the figures throughout the paper).

4.4.2  Why Existing Face FEdit Detection Fails

One key requirement of face edit protection is to effectively detect if and how an image has
been edited. There is considerable effort by security and computer vision communities to
develop techniques that detect face edits in photos. Here we categorize those efforts and

show why they are insufficient.

Verifying embedded image signature. This solution seeks to provide integrity guar-
antees of an image via cryptographically-secure digital signatures. Such signatures would be
applied to images at their creation (e.g., by smart cameras), and validated by the consumer
(e.g., digital photo frame). This approach severely restricts flexibility needed by content
editors who need to refine and edit images before it is ready for consumption. However, this
type of tools [145, 255, 176] have no flexibility of defining what edits would be detected, so

it is not suitable for personalized face edit detection.

Examining image edit logs. Some face edit tools can log specific edits into the image’s
metadata [38]. Online services can extract the edit log and reject images with unauthorized
edits. However, this approach only works if there is consensus and standardization by all

edit tools, and is easily bypassed by any edit tools that disregard them.

Inspecting image visual content. Numerous tools, from graphics-based to deep
learning-based, try to detect face edits in a target image by studying its visual content.
These are generally referred to as image manipulation detection and/or deep-fake detection.
These approaches are reference-free, i.e., they do not assume the knowledge of the origi-

nal image (or even if there is one) and operate directly on the target image. Along this
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line, existing works mostly target specific types of edits (e.g., faceswap [156, 257|, image
splicing [127]) or a specific tool (e.g., adobe photoshop [244]). They function by detect-
ing the presence of edits based on digital artifacts introduced during face editing. These
include visual artifacts (e.g., resolution inconsistency [157], temporal inconsistency [110]),
behavioral anomalies (e.g., inconsistent head pose and expression [39], abnormal eye blink
pattern [156]), and DNN model artifacts (e.g., GAN fingerprints [259] and abnormal neuron
behaviors of face recognition models [243]).

These methods are unsuitable for our problem context for multiple reasons. First, they
target detection on the presence of face edits rather than recognition of different types of
edits. Second, given their reliance on artifacts left by specific types of content editing, they
are highly specialized and do not generalize across edit types and tools. Finally, the efficacy
of artifact-based detectors will continue to drop as edit tools evolve and eliminate digital

artifacts (e.g., removing GAN fingerprints [191], introducing eye blink patterns).

Preventing image edits.  Finally, some recent works propose to add artifacts/perturbations
to images, so that they interfere with certain face edits produced using deep learning models
(i.e., faceswap [221]). However, these are highly customized towards specific types of edits,

and thus are not suitable for personalized face edit protection.

4.4.8 Design Intuition

Different from existing efforts, we design Aletheia to effectively detect if and how an image
has been edited, by applying reference-based face edit detection and recognition. Specifically,
Aletheia is an image moderator system run by an online photo service provider (e.g., OSNs or
photo sharing services) to protect original face images in the service?. Aletheia achieves face
edit protection by operating on a pair of images: a target image x and its original /unedited

version zg. Upon receiving a request to upload a face image x, Aletheia first identifies

2. Multiple services can also cooperate to expand the protection coverage across services. In this paper,
for simplicity, we consider a single service.
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whether z is an original photo or an edited one. If x is edited, Aletheia locates it original
version xq from its database of original faces, and compares xy and x to identify whether x
contains any unacceptable face edits defined by z.

Aletheia differs from existing works by applying reference-based edit moderation. It

presents three key advantages.

o Aletheia allows users to define personalized protection rules for their original face images.
e Aletheia transforms the extremely challenging problem of recognizing types of face edits
in any single image (i.e., reference-free edit recognition) to a manageable problem of com-
paring two images and recognizing their differences. To the best of our knowledge, there is
no reference-free system that can recognize the broad types of edits applied to an image.
e Since we design Aletheia to recognize face edits by extracting and comparing semantic face
attributes (e.g., age, expression) of the original and edited images, Aletheia is agnostic to

edit tools and can scale to new edit types.

4.5 Aletheta: Image Moderation for Personalized Face Edit

Protection

4.5.1 System Architecture

Aletheia consists of three components: (1) a face edit policy manager that allows each
user, when uploading an original face photo, specify their policy that defines unacceptable
face edits and the subsequent system action upon detecting such edits; (2) an image
inspector that for each incoming image x into the system, inspects the image to determine
whether it is an original image, if so, asks to input policy, and if not, locates its original
version zg; and (3) an edit recognizer that compares z and z( to determine whether
x contains any unacceptable edits defined by xg. In addition to these three components,
Aletheia also maintains an internal database that stores the registered original face photos

and their edit policy. Figure 4.4 illustrates Aletheia’s operation pipeline under two scenarios.
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Scenario I:

User A requests to upload Image inspector
her original face photo X
Is the photo
original or edited?
o Original
<
Face edit - v:
i 2 N &1 Database of
policy manager \@ i Pollcy original faces ~ Aletheia
Scenario Il

User B downloads and
edits X and requests to Image inspector e

upload the photo Edit Age

; Rej fl
W Is the photo P Locate recognizer | edit eject/flag
igi i ioi = upload
orlgmal or edited? |§FiEx 0r|g|na| face [ original face)
+ policy request

P =N
+E

@ Database of

original faces  Aletheia

Figure 4.4: Overview of Aletheia’s operation when users request to upload original (scenario
I) and edited photos (scenario II). For scenario II, we illustrate a case where the photo con-
tains unacceptable edit (i.e., age edit). If the edited photo does not contain any unacceptable
edit, Aletheia will accept the upload request.

In scenario I, the input image to Aletheia is an original face photo, and we mark the
operating system components in green. In this case, first the image inspector verifies the
input image is an original face photo, then the policy manager interacts with the user to
define the edit policy on this photo, and registers the photo and its policy into the database.
The end result is that the photo is accepted.

In scenario II, the input image is an age-edited face photo, which violates the user policy
that disallows age edit, and we mark the operating components in red. In this case, the
image inspector first detects that the input image is an edited photo and then moves to
locate its original face photo from the database, together with its edit policy. The edit
recognizer then compares the original and edited photos to recognize edits, and applies
the edit policy to determine whether there is any unaccepted edit. If so, the upload request
is either rejected or flagged for further moderation (depending on the policy). If not, the

upload request is accepted.
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In our current design and implementation of Aletheia, we mainly focused on image
inspector and edit recognizer, which we describe next. For the policy manager, we
employed a simple design that promotes the user to input a binary choice on each edit type
(i.e., accepted or unaccepted), guided by examples of edited images. Clearly, Aletheia would
benefit largely by a carefully designed interactive interface that provides clear interpretation

on face edits and guides users in defining their policy. We leave this to future work.

4.5.2  The Image Inspector

We now provide a detailed description of Aletheia’s Image Inspector. As illustrated by
Figure 4.4, the inspector consists of two components: (i) deciding whether the input image

is original or edited, (ii) locating the original face photo of an edited image.

Is It Original or Edited?

For an incoming image x, the inspector first determines whether x is an original face photo or
an edited copy. This takes a two-step process to boost accuracy while lowering computation

cost.

(1) Fast filtering using “image provenance”.  Aletheia first applies a “provenance”
based filtering mechanism to identify edited photos by inspecting the image’s metadata.
Specifically, the image hosting service running Aletheia, when publishing any image on the
service, embeds its provenance data (i.e., a string identifying the image’s original copy) into
the image’s metadata®. This applies to both original face photos and their edited versions
published by the service (see Figure 4.5). As a result, any face images downloaded from the

service should already contain the provenance data. Assuming that normal use/edit do not

3. Intuitively, the provenance data should be embedded into images such that it remains intact through
normal photo usage/edit. We found that embedding into the metadata that already exists internally in the
image file is a viable solution. This is widely supported by image formats such as JPEG, DNG, PNG and
TIFF, etc, and does not modify the visual content of the image. Removing or modifying these metadata
is possible but requires applying manual efforts or specific tools [223]. In fact, we tested 10 editing tools
considered by our work and found that none of them remove or modify the metadata field.
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remove the provenance data, Aletheia can simply inspect the provenance data in the target

image x to decide whether it is edited.

Image data (A.jpg) Image data (B.jpg)
Pixel values

{
“original copy”: A.jpg,
“original copy location”: xxxx bl Provenance
} Data

“original copy”: A.jpg,
“original copy location”: xxxx Provenance
} Data

-«

Figure 4.5: Aletheia embeds the provenance data into an image metadata before publishing
it on the image hosting service. This applies to both original face photos and their edited
versions published by the service.

(2) Verifying original photos by perceptual hashing based image search. Our
design also addresses the scenario where the provenance data is intentionally or acciden-
tally removed/modified, so that the image “claims” to be an original face photo. Upon
receiving such an image, Aletheia runs a verification program that compares the image’s
visual content with those stored in the original face database. Intuitively, a new original
face photo should be reasonably different from those stored in Aletheia’s database of original
photos. That is, the image’s minimum perceptual distance to those in the database should
be higher than some threshold. Such distance can be computed by a database-level image
search /comparison.

We designed our inspector to realize this concept, and more importantly, to address two
key challenges in practical deployment, which we summarize below.

The first challenge is to make the image search process works at scale. The mass scale of
today’s social networks or photo services makes the database-level image search intractable
if we compare images in the raw pixel level. Instead, Aletheia applies perceptual hashing [20]
to convert each image’s content into a single compact representation. Since the hash of an
image captures its perceptual content (e.g., color, shape, and texture), the hamming distance
between hashes of images can be used to approximate their perceptual distance [20]. These
perceptual hashes are also fast-to-compute and compact (e.g., 64 bit), making them a good

fit when searching over hundreds of millions, or even billions, of images. Specifically, our
98



implementation employs pHash [20], a popular perceptual hash known be robust against
image rotation, skew, and compression. Furthermore, to speed up the search, our prototype
applies a ball-tree based structure [166] to index the hashes in our database, and runs an
k-nearest neighbor search for the target image’s hash on the ball tree. The cost of the search
is on the order of O(dlogN) [166], where d is the dimension of the hash (i.e., 64 bit), and N
is the number of images in our database of original faces.

The second challenge is to flag edited photos even when the edits introduce large changes
of diverse types. To do so, Aletheia builds multiple content representations to expose sim-
ilarity between an original photo and its edited versions. Our current implementation uses
two representations, whole-image and background-only, and computes two hashes for each
image, one per representation. For each representation, Aletheia runs the database-level
image search to identify the candidate image that is the most similar to the target image.
This produces two candidates. Finally, Aletheia compares each of the two candidates to
the target image z in terms of raw visual content, measured by Structural Similarity Index
(SSIM) [268], a widely-adopted measure on perceived change in image visual content. If any
of the two SSIM score is higher than a threshold 6ggr,s (i-e., the target image is sufficiently
similar to a known original face), the target image is an edited photo; otherwise, it is an

original photo.

Locating the Original Copy

After detecting the target image x is an edited face photo, Aletheia moves to locate its
original copy xg from the database of original faces. If the target image has no provenance
data, the previous step should have already found its original copy via database image search.
But if the target image comes with the provenance data that announces its original copy
xq, Aletheia needs to verify whether the declared x( is indeed the original copy. Again this
verification is done in two steps. First, Aletheia checks whether x and its declared original

copy are sufficiently similar in visual content, again by computing their SSIM. If their SSIM
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> 0gg10r, the verification passes. If not, Aletheia moves to apply the database image search
to locate the true original copy, using the same threshold 8ggrs. Finally, Aletheia configures
Ossrpr based on the detection false positive rate. Intuitively, the choice of 8ggrps should
ensure that, with a very high probability (e.g., p=99%), any two distinct original photos
should not be verified as a pair of an original photo and its edited version. Thus, Aletheia
sets Oggras as the top p-percentile value on the SSIM score of image pairs sampled from the

database.

4.5.8 The Edit Recognizer

Given a target image and its original version, Aletheia’s edit recognizer applies a semantic
based image comparison algorithm to recognize edits on the target image. As shown in
Figure 4.6, Aletheia first extracts, for each image, a set of relevant semantic attributes
(e.g., those related to the unacceptable edits defined by the original photo’s edit policy),
and compare the attributes of two images. Example attributes include age, identity, facial

expression, face shape, skin tone and hair color.

Original face
g Attribute list of original face

Gender: female  Expression: smile

/ Age: 30 Face size: 50k pixels \

. Age change
Semabntlcs Attribute list of edited face detected
attribute
tract Gender: female  Expression: smile
extractor | =~ | Age: 60 Face size: 50k pixels /

Figure 4.6: Aletheia detects the edit types by comparing semantic attributes of target image
and its original copy.

Focusing on extracting semantic attributes displayed by individual images, Aletheia’s edit

recognizer achieves the following properties for practical deployment:

e [t is modular and scalable. Given a list of unacceptable edits, the system runs a set of
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stand-alone attribute extractors corresponding to these edits. As new face edits appear,
the system can be expanded by adding new attribute extractors.

e [t is tool-independent by identifying natural semantics of images rather than tool-specific
features.

e [t is agile against advancement of face edit tools, and remains effective even as edit tools

perfect themselves to produce “natural” images without any artifacts.

Modular semantic attribute extractors. = We built face attribute extractors leveraging
existing (and ongoing) efforts on predicting semantic attributes from images (e.g., [169,
267, 220, 224, 47, 92, 9]). Table 4.3 lists 9 attributor extractors employing off-the-shelf,
pre-trained models and the decision heuristics to detect 9 types of edit, which are included
in our prototype. We leave the design of a broader set of attribute extractors to future work.

Among these nine extractors, the first eight are learning based, leveraging pre-trained
deep learning models to extract a person’s age, identity vector, facial expression, gender,
skin tone, hair color, face shape, and the presence of eyeglasses. For faceshape, we treat
more than 5% changes in the detected face as an indicator of the edit. For eyeglasses, we
use the face segmentation result to identify whether any eyeglasses are present on the face.
Finally, the last attribute extractor (brightness) is a graphic metric computed directly from
the image pixel values. While there are various measures of brightness, we choose a common
metric that calculates the average of R+G-+B values across all the pixels, producing a value
between 0 (dark) and 255 (bright). This is represented by Avg.U (z) in Table 4.3. We
empirically set a threshold of 10 to detect any “reasonable” brightness change. Since some
local edits on the image, e.g., changing hair color, could also change the Avg.U (x) value,

we add an additional requirement of more than half of pixels having brightness changes.
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Edit Type Semantic Attribute Extractor Decision Heuristics
Change Age Pre-trained Age Classifier [220] | Age (zg) - Age (xt) | > 5 years
Pre-trained Face . .
Faceswap Verification Model [224] Identity (zg) # Identity (z¢)
Change Pre-trained Expression . ]
Expression Classifier [47] Expression (o) # Expression (z;)
Change Gender Pre-trained Gender
appearance Appearance Classifier [92] GenderApp (zg) # GenderApp (zt)
Change Pre-trained Face Segmentation
Skin tone Model [9] + Skin Color Identifier® FaceColor (xg) # FaceColor (z1)
Change Pre-trained Face Segmentation . .
. 1 1
Hair color Model [9] 4+ Hair Color Identifierf HairColor (z9) # HairColor (z:)
Change Pre-trained Face . . .
- >
Faceshape Segmentation Model [9] | FaceSize (zo) - FaceSize (v;) |/FaceSize (o) > 5%
Add/Remove Pre-trained Face
Eyeglasses Segmentation Model [9] EyeglassDetected(r) # EyeglassDetected (z:)
Change U: per-pixel brightness (i.e., mean |Avg.U (zg) - Avg.U (x¢) | > 10 & more
Brightness of its RGB color coordinates) than half of the pixels having brightness change

Table 4.3: Aletheia uses 9 modular attribute extractors to recognize 9 types of edits on ¢,
using its original copy z( as reference. °We follow the human skintone color palettes defined
by [23] to define skin color. T We follow the hair color palettes defined by [14] to identify hair color.

4.5.4  Prototype of Aletheia

We built a prototype of Aletheia in Python, leveraging existing libraries on attribute extrac-
tors. We plan to release our code to the research community. Our modular implementation
provides extensibility — one can add new semantic attribute extractors or experiment with

other image similarity metrics and image hashes for database search.

Implementation details. In perceptual hashing based image search, our implementation
employs pHash [20], a popular perceptual hash known be robust against image rotation, skew,
and compression. Furthermore, to speed up the search, our prototype applies a ball-tree
based structure [166] to index the hashes in our database, and runs an k-nearest neighbor
search for the target image’s hash on the ball tree. The cost of the search is on the order of
O(dlogN) [166], where d is the dimension of the hash (i.e., 64 bit), and N is the number of

images in our database of original faces.
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4.6 Evaluation

4.6.1 QOverview of Evaluations

We evaluated Aletheia’s effectiveness and usability using four forms of evaluations. All
studies were approved by our Institutional Review Board. Below we provide a high-level

summary of these evaluations with a preview of their results.

I. Testing Aletheia’s effectiveness using a user study. We used the data collected by
our user study in §4.3 (100 participants) to examine Aletheia’s ability in detecting face edits
that each participant labeled as unacceptable. Aletheia closely matched each participant’s
preference: it flagged 93.8% of unacceptably edited images, and accepted 87.2% of acceptable

edits.

II. Testing Aletheia’s effectiveness and complexity at scale. = We tested Aletheia
at scale using a large-scale face dataset that contains both original faces (821,358 images)
and their edited versions (42,547 images). We found that Aletheia’s inspector component
can accurately (>97% accuracy) detect whether an image is original or edited and for each
edited image, find its original copy; Aletheia’s edit recognizer component can recognize many
face edit types at high accuracy (86-99.4%). Furthermore, Aletheia is computational efficient
— even when the database contains 750K original face photos, the total processing time is

<1s per image, when using a commodity server with just a single CPU and a single GPU.

I11. Exploring Aletheia’s effectiveness against in-the-wild face edits. We also
tested Aletheia on face photos freely edited by real users. Across 415 edited face images
submitted by 8 volunteers, Aletheia achieves a high accuracy (94.2%) in detecting edits and

a reasonable accuracy in recognizing edit types (;75%), except for subtle skin tone edits.

IV. Testing Aletheia’s usability using a second user study. Finally, we conducted
a second user study (100 participants) to assess users’ perceptions on Aletheia protecting

their online photos and their willingness to use Aletheia. The greater part of the partici-
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pants indicated that Aletheia induced a feeling of protection and they would use Aletheia in
practice. They also provided suggestions on how to further improve Aletheia, which helped

us identify future works in §4.8.

4.6.2  Testing Aletheia’s Effectiveness with User Studies

We performed a user study to verify the ability of Aletheia to flag image edits that violate

user policies, and whether such decisions match human decisions.

Procedure. Using data from the online user study presented in §4.3, we further ex-
amined how well Aletheia flags (un)acceptable edited images on behalf of each participant.
Specifically, as shown in Figure 4.3 (right), after participants defined their preferences re-
garding specific edit types, we presented them with several edited images at once and asked
which they would (dis)allow. For each participant, we used their responses to define a binary
policy per edit type, i.e., the edit type is acceptable or unacceptable. A score 0 means the edit
is unacceptable, and any score above 0 means the edit is acceptable. Next, we showed each
participant several new edited images (“age”, “gender appearance”, “expression”, “bright-
ness”, “skin tone”, “faceswap”) based on the same original image they previously evaluated
and asked them to decide which edited images they would allow. This produced a set of user
decisions on (un)acceptable face edits which we will use to evaluate Aletheia.

We received 576 participant decisions on edited images. After visually inspecting these
decisions against the corresponding participant’s policy, we found that some decisions do not
match the policy. Such mismatch mainly happened when participants “incorrectly” accepted
images, predominately those containing skin tone or facial expression edits, while their policy
disallowed them. For example, when skin tone change was subtle, participants may not
notice the change; when adding a smile to a face, participants may find it harmless and
thus accept the image. Such mismatch could be avoided in future with a more sophisticated
policy framework that allows users to clearly express, and later refine, their preferences. For

consistency, we removed those decisions that clearly do not match the policy. This produced
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406 valid human decisions for our following experiment.
Next, for each edited image labeled by the 406 human decisions, we ran Aletheia based
on each participant’s policy to determine whether the image violates the policy or not. We

then compared the decision made by Aletheia to the corresponding human decision.

Results.  Our study produced two key findings.

Aletheia can accurately flag edited images that users disallow — Table 4.4
reports how Aletheia’s decisions match the participants’ decisions. Out of participant de-
cisions labeled as unacceptable (156 out of 406): 93.6% were also detected by Aletheia as
unacceptable (i.e., it violates the participant’s policy); out of participant decisions labeled as
acceptable (250): 87.6% were detected by Aletheia as acceptable. We see that Aletheia’s deci-

sions match participants’ decisions on edited images well, especially in flagging unacceptable

edits.
Aletheia’s decision
unacceptable edit | acceptable edit
Participant’s | unacceptable edit (156 images) 146 (93.6%) 10 (6.4%)
decision acceptable edit (250 images) 31 (12.4%) 219 (87.6%)

Table 4.4: Comparing decisions made by Aletheia on an edited image to those made by
participants in our user study. Aletheia’s decision is based on the policy specified by each
participant, i.e., when detecting that an image violates the user policy, Aletheia marks it
as unacceptable. The participant decision is made during our user study by the participant
viewing the image and marking it as either acceptable or unacceptable.

Sources of mismatch are subtle change and overlap of edits — We also studied
the sources of mismatch between Aletheia’s decision and participant decision. Out of 156
participant decisions on unacceptable images, 10 (6.4%) were not detected by Aletheia.
We found that these all came from a single skin tone edited image which contains very
subtle change of skin tone (this edit was generated automatically by the skin tone template
of Meitu4). Aletheia’s skin tone detector failed to spot this change given its subtleness.

Next, out of 256 participant decisions of “acceptable”, 31 (12.4%) were flagged by our tool

4. http://www.meitu.com/
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as “unacceptable.” By inspecting those images, we found that all of these false alarms
are results of natural overlaps between edits, i.e., edits of age and gender appearance also
triggered our faceshape detector, while faceswap-based edits also triggered our faceshape,

expression and gender appearance detectors.

Discussion. Our results are encouraging and demonstrate the initial feasibility of
Aletheia. Yet they also confirm the previous observation that our current definition of
edit types remains too broad to build and configure accurate detectors. We need better
characterization and interpretation of edit types so users can clearly define fine-grained edit

protection policies, from which Aletheia can build more precise and thus accurate detectors.

4.6.3 Testing Aletheia’s Effectiveness at Scale

We then evaluated how Aletheia would perform on image hosting services with a large pop-
ulation. Since user study at this scale is intractable, we evaluated Aletheia on large-scale
datasets that include both original face photos and their edited versions. We designed exper-
iments to verify (1) the accuracy of Aletheia’s image inspector, (2) the accuracy of Aletheia’s
edit recognizer, and (3) the computation cost for both components. Next, we first describe

the face datasets, then present each experiment and their results.

Our face datasets.  Evaluation of Aletheia requires a dataset covering a wide range of
face edit types and tools. As none of existing datasets provides edit type labels, we built our
own dataset by altering real face images with state-of-the-art editing tools using automatic

scripts.

e Original faces— By combining several public datasets, we built a dataset containing 821,358
face images of 30,461 identities. This combined set ensures diversity and includes a wide
variety of images from celebrities and normal people. For consistency, each image only

contains a single face. A detailed summary of the dataset is listed in Table 4.5.
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Sub dataset # of identities | # of images Type (Source)
CelebA [170] 10,177 202,599 celebrities (Internet)
FFHQ [140] unknown 70,000 normal people (Flickr)
. faces (YouTube video,
DeeperForensics [135] unknown 1,000 using the first frame)
FF++ [218] unknown 1,000 faces (YouTube video,
using the first frame)
IMDB-WIKI [219] 20,284 523,051 actors (IMDb, Wikipedia)
UTKFace [265] unknown 23,708 faces (Internet)
Total >30,461 821,358 normal people & celebrities

Table 4.5: Our original face dataset includes 820K+ face photos from both normal people
and celebrities.

o Fdited faces — We built and ran scripts to generate edited images from 1000 original
face images (randomly sampled), producing 42.5K edited images labeled by the edits.
As detailed in Table 4.6, our dataset covers 12 edit types and 10 editing tools, including
both commercial software/app (PhotoShop [21], PortraitPro [22], FaceApp [10]) and open-
source models (StarGAN [76], AttGAN [118], GANimation [208], HRFAE [258], OpenCV
sticker code [18], FF++ [218], DeeperForensics 1.0 [135]). Each image contains a single
type of edit. For each edit type, we generate edited images using at least two different
tools. Due to variations in both the number of available tools and their edit options,
our edited face dataset is not balanced across edit types. To avoid bias, we up-sampled

under-represented types when reporting results that aggregate over edit types.

To produce our edited dataset, we built and ran scripts to generate edited images from
a set of 1000 original face images (randomly sampled). For instance, we used Android-
ViewClient [2] and BlueStacks [4] to emulate human interactions with FaceAPP on Android
devices. This applied to all the edit types except faceswap. For facewap edited images, we
directly used images from two publicly available faceswap datasets FF++ [218] and Deeper-
Forensics 1.0 [135], created using state-of-the-art deep learning models. Their original copies
are included in our original face dataset.

We created a large-scale original face dataset containing 821,358 face images from 30,461

identities, by collecting images from multiple public face datasets. As summarized by Ta-
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’ Category \ Edit type \ # of images \ Edit tools ‘

Global Add filter 3,941 FaceApp, PortraitPro
processing Change brightness 5,936 PhotoShop, PortraitPro
Change age 4,059 FaceApp, StarGAN, HRFAE
Change gender appearance 2,000 AttGAN, StarGAN
Modify Change face shape 2,954 PhotoShop, PortraitPro
facial Change skin tone 2,376 AttGAN, PortraitPro
attributes Change hair color 2,486 FaceApp, StarGAN
Resize eye/nose/mouth 7,914 PhotoShop, FaceAPP, PortraitPro
Add makeup 4,925 FaceApp, PortraitPro
Change facial expression 1,967 FaceAPP, GANimation
Add/Remove Eyeglasses 1,989 FaceApp, OpenCV code
Change face identity (facewap) 2,000 FF-++, DeeperForensics
12 Edit Types 42,547 10 Edit Tools

Table 4.6: Edited faces: we generated and labeled more than 42K edited images, covering
12 popular face editing types and 10 popular edit tools (3 commercial and 7 open-source
tools).

ble 4.5, the combined dataset ensures diversity and includes a wide variety of images from
both celebrities and normal people, from different genders, age groups, resolutions and skin

tones. For consistency, each image only contains a single face.

Experiment #1: Accuracy of Aletheia’s image inspector. Aletheia’s image inspec-
tor seeks to recognize whether an image x is edited or original, and if it is edited, locate its
original copy from the database. Thus its performance depends on the configuration/scale
of the database and the similarity threshold 6ggrps. To ensure a fair evaluation, we split
the original face dataset described above into 3 disjoint parts: a small set (2K) randomly
chosen from CelebA and FFHQ to configure g7/, a significant set (752K) to construct
the databased of registered original faces, and a large set (43K) to serve as new original face
photos that are used to test the image inspector’s performance.

In the end, we tested Aletheia’s image inspector using two test datasets: an original
photo test set (43K), and an edited photo set (42.5K). We studied the inspector’s accuracy

as follows: for the original photo test set, compute the probability of identifying the images

5. Following the procedure described in §4.5.2, we computed the SSIM scores across these images and
used these results to set Os573r=0.5 to reach a 1% false positive rate.
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as new original face photos; for the edit image set, compute the probability of identifying
the images as edited images and pairing them with their original versions.

Table 4.7 summarizes the accuracy result under different upload requests. For the edited
images, we considered cases where the provenance data is either accurate, missing, or modi-
fied to change the declared original copy. We see that Aletheia’s image inspector offers a high
accuracy, i.e., 99.5% when the provenance data is intact and 97.1% when the provenance

data is manipulated or removed.

Upload request z; Result of Image Inspector
x¢= new original face 99.54%: correctly identified as a new original face
provenance=NULL 0.46%: wrongly identified as an edited face

99.51%: correctly identified as edited face and
= edited face paired with its original copy
provenance= x;’s original copy 0.49%: correctly identified as edited face, but paired

with a wrong original copy

97.1%: correctly identified as an edited face and
paired with its original copy

2.9%: identified as an new original face photo

97.1%: correctly identified as an edited face and
1= edited face paired with its original copy

provenance = not x;’s original copy | 2.9%: correctly identified as an edited face but paired
with a wrong original copy

1= edited face
provenance= NULL

Table 4.7: The status of different upload requests after applying Aletheia’s image inspector.
These results highlight the high accuracy of Aletheia’s inspector in detecting edited photos
and pairing them with their original copies.

Next, Table 4.8 compares Aletheia’s to today’s face edit detectors under the above ex-
periment setting. FFD [84] and CNNDetector [245] are very recent systems that target
generalized detection of photo edits, and FAL [244] is a recent tool that targets edits made
by commercial app (PhotoShop). Compared to these existing detectors (whose accuracy is
less than 50%), Aletheia’s image inspector offers significantly improvement in recognizing

whether an image is an original or an edited photo.

Experiment #2: Accuracy of Aletheia’s edit recognizer. Next we studied the
accuracy of Aletheia’s edit recognizer, using 42.5K edited face images paired with their

original copies. Given an edited face z; and its original copy xq, we tested both images
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Detection Accuracy

Today’s Face Edit Detector | Original Face | Edited Face
FAL [244] 38.1% 37.0%
FFD [84] 41.8% 55.6%
CNNDetector [245] 93.5% 9.5%
| Aletheia | 99.54% [ 97.1-99.51% |

Table 4.8: When detecting whether any face edit is present, recent detectors (FAL, FFD,
CNNDetector) perform poorly on our datasets of original and edited face photos, often
detecting many original photos as edited and many edited photos as original. Aletheia
significantly outperforms existing works.

on each of the 9 edit detectors defined in Table 4.3. Since Aletheia does not make any
assumption on the number of edits in z¢, a single edit could trigger more than one detector,
leading to false positives. These false positives can come from natural overlap between edit

types, or imperfect attribute extractors used by our current prototype.

Individual Edit in the Target Image
Edit Bright- | Skin- Hair Face Gender | Age Face Express— Eye Filter Make | EyeNose-
Detector ness tone color swap shape ion glasses up Mouth

Brightness 89.6% | 43.8% | 4.9% 0.0% 0.4% 0.3% 0.0% 0.0% 0.0% |27.5% | 0.0% 0.0%
Skintone 35.4% | 99.4% | 12.3% | 3.5% 11.8% 9.9% 1.4% 2.3% 4.6% | 40.2% | 4.3% 0.9%
Haircolor 4.3 % 51% | 88.0% | 1.6% 38.1% | 26.5% 1.6% 1.0% 21% | 30.5% | 1.0% 0.8%
Faceswap 0.2% 0.0% 12.0% | 86.3% | 39.4% | 10.2% 0.0% 0.0% 1.2% 0.0% | 0.0% 0.0%
Gender 3.5% 5.0% 5.6% 7.5% | 88.8% | 9.5% 6.0% 8.7% 10.3% | 3.6% | 12.2% 3.4%
Age 7.8% 20.5% | 33.6% | 62.3% | 42.2% | 88.5% | 9.8% 21.6% 30.9% | 11.1% | 8.0% 2.2%
Faceshape 2.4% 9.0% | 23.9% | 5.6% 36.6% | 16.2% | 97.0% 1.2% 9.6% 3.6% | 0.9% 0.6%
Expression 6.8% 87% | 9.6% | 17.6% | 14.0% | 11.5% | 7.1% | 95.4% | 12.3% | 4.5% | 6.4% 3.5%
EyeGlasses 1.0 % 2.7% 3.8% 4.6% 5.2% 3.2% 4.7% 1.8% 91.8% | 1.1 % | 0.8% 0.4%

Table 4.9: Results on how each edit on a target image gets recognized by Aletheia. Each
column refers to a specific type of edit e contained by the target image, where the bold entry
in the column is the probability the edit e is recognized by Aletheia, and the other entries
are the false positives on other 8 detectors created by e.

We summarize the results in Table 4.9. Each column represents a type of edit present
in the test images; the bold entry in the column marks the probability the edit triggers its
own detector, i.e., the edit is recognized (or detected) by Aletheia; the other 8 entries in
the column are the false positive rates the edit projects on the other 8 detectors. We also
include results of the three edits (Filter, Makeup, EyeNoseMouth) that Aletheia does not
have detectors designed. They are used to evaluate false positives on the 9 detectors.

Edit recognition rate — We see that for the 9 edits that Aletheia attempts to recognize,
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the recognition rate is reasonably high (86.3% —99.4%), especially since Aletheia just uses
off-the-shelf pre-trained models. The recognition rates for face swap, gender appearance, age
are lower (86.3%-88.8%) than others, indicating that the corresponding attribute extractors
are less accurate. The recognition rates for hair color and brightness are also slightly less than
90%), because it is hard to design decision heuristics for these diverse color-based changes.
A more specifically designed user policy could help improve the decision accuracy.

False positives — Another key observation is the visible false positives in the recognition
result. This is a mixed outcome of both natural overlap between edits and errors in attribute
extractors. While it is hard to separate the two sources, we provide some initial projections.
Clearly, the faceswap edit would easily trigger other detectors (except brightness), so we
exclude its contribution from our analysis. Overall, we conclude that for three detectors
(brigh‘cnessG7 skin tone, and hair color change), the false positives are mostly due to natural
overlap with other edits; for four detectors (faceswap, gender appearance, expression and
eyeglass), the false positives are mostly results of errors in their attribute extractors; and for
the rest two (age, face shape change) detectors, the false positives are from both factors.

Together, our results indicate that the Aletheia prototype can reasonably recognize com-
mon face edits, enabling identification of images with unacceptable face edits. On the other
hand, upon recognizing multiple edits (especially those known to overlap with each other),
Aletheia needs to carefully review the list to identify false positives. Along this line, Aletheia
would largely benefit from further improvements in semantic attribute extractors and a more

precise definition and interpretation of edit types. We leave this to future work.

Experiment #3: Computation cost of Aletheia’s image inspector and edit rec-
ognizer. Finally, we studied the end-to-end delay for Aletheia’s image inspector and edit
recognizer, when running on a server with a single CPU (Intel Xeon 2.2GHz) and a single

NVIDIA Titan RTX GPU (shown in Table 4.10). When the input to Aletheia is an original

6. Some edit tools adjust skintone by adjusting brightness. Thus skintone change leads to a high positive
rate (43.8%) on the brightness detector.
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image, the total processing time is 939ms (all spent on the image inspector). When the
input is an edited photo, the processing time is 924ms (24ms on the image inspector, and
920 ms on the edit recognizer). We note that these results were obtained on a low-end server

rather than sophisticated servers used by today’s photo hosting services.

Golden copy | Golden copy | edit recognition total
verification | search (all 9 detectors)
Edited face | 24ms N/A 920ms 924ms
Original face | N/A 939ms N/A 939ms

Table 4.10: The computation time of Aletheia inspecting a target image, assuming normal
input.

4.6.4 Testing Aletheia’s Effectiveness on In-the-Wild Face Edits

Previously we tested Aletheia on photos produced by scripting 10 editing tools with 12 edit
types. In this evaluation, we moved to test Aletheia on photos edited by real users in the wild,
using their own tools that Aletheia has no knowledge of. For this we recruited 8 volunteers
(non-authors), presented them with a set of 100 original face images (randomly chosen from
the original face dataset), and invited them to edit any of these images as they want. The
only instructions given were that they need to log the edit(s) per image and each edit needs
to be visible by human eyes. There is no restriction on the number of edits or what the edit
tools to use.

Following this process, we received 415 in-the-wild images, each carrying 1-4 different
edits (1.9 edits on average). We observed that for all 415 images, the meta data containing

the provenance data remained unchanged after the edit.

Accuracy of Aletheia’s image inspector.  When passing these 415 photos to Aletheia’s
image inspector, 391 (94.2%) were correctly identified as edited images and paired with
their original copies. This value is lower than previous results in Table 4.7 (99.5%). A
closer investigation showed that the lower accuracy came from images that have been largely

cropped during the edit. Among images not cropped, the inspector’s accuracy increases to
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97.6%. Thus the image inspector could be further improved to address cropping.

Aletheia’s individual edit detector
Bright- | Skin | Hair | Face Gender Face . Eye-
Age Expression
ness tone | color | swap | appearance shape glasses
Recigilemon 75.8% | 59.1% | 80.8% | 75.0% |  97.2% | 81.2% | 77.6% |  82.6% 94.1%
Falsergtocsmwe 20.8% | 36.7% | 20.8% | 7.5% 7.0% 32.2% | 25.5% 11.4% 5.3%

Table 4.11: The performance of Aletheia’s individual edit detector on in-the-wild edited
images.

Accuracy of Aletheia’s edit recognizer. Table 4.11 summarizes the edit recognition
result across these 391 images. Here we report the overall result per detector, in terms of
its recognition rate (probability of detecting a target edit e when e is present on the image)
and false positive rate (probability of detecting e when e is absent). Compared to the result
in §4.6.3, the detection rate does decrease (except for gender appearance, which increases to
97.2%), but the false positive rate also decreases considerably. The drop in the recognition
rate is particularly visible for skin tone (59%). This is because the vagueness of the edit
definition: our detector uses the common human skin color palette and detects edits that

introduce sufficient color changes; but the skin tone changes made by our volunteers were

often subtle and did not trigger our detector.

4.6.5 Testing Aletheia’s Usability with User Studies

To understand the usability of Aletheia, we conducted a second user study. Our goal is to
assess whether and how Aletheia can help real-world users protect their online images, and

understand users’ opinions on face edit protection to help us improve Aletheia.

Participants. Again, we recruited 100 participants via Prolific (IRB-approved). Each
participant spent 10 minutes on average and received $2 as compensation. We received 97
valid responses (after removing 3 responses where the participants failed the attention check

question). We also asked each participant whether they were concerned about online privacy

and 7% indicated that they did not feel concerned at all. Since those privacy-insensitive users
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are not our target users, we filter their responses when reporting the results. In the end,
we analyzed 90 responses. Of these, 44% identified themselves as female (66% male). The
participants cover multiple age groups: 18-29 years old (75%), 30-39 years old (16%), 40-49
years old (7%) and 50-59 years old (2%).

Procedure. Similar to the first study (§4.3), participants completed an online study
consisting of multiple choice and free response questions. Unlike the first study, this user
study does not focus on an actual policy defined by each participant, but rather their opinions
about Aletheia as a system. Therefore, instead of having participants define their own policy,
we walked participants through the system to help them understand the functionality of
Aletheia. We first showed each participant the interface of defining the policy for each edit
type, together with an example (e.g., age change) Then we presented how the system would
block an edited image (e.g., age appearance was changed) when an unacceptable edit was

detected.

Task. We asked participants to imagine they are using this system with personalized edit
detection when posting an image that contains their face. We then asked a series of questions
about the usability of the system, their sense of protection and perceptions of privacy when
posting images online. For each question, participants answered a multiple choice question
to categorize their opinion, then we asked them to further explain their responses in their

own words.

Results. Following similar sentiments from the first study, we found that participants
in this study expressed concerns about posting images online, with varying opinions on how
they would individually like to use a system like Aletheia. Particularly, most users show
appreciation for the protection offered by a system such as Aletheia and would be interested
in using it, while some expressed significant concern about the difficulties of maintaining any

level of protection when posting online. Here we discuss our key findings.

User perceptions of Aletheia’s protection — We evaluated whether people would

like to use Aletheia when posting their images online, and how they felt about the level of
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protection Aletheia would provide. We note that similar to our first user study (§4.3), we
found a near even split (49%/51%) among participants regarding whether they are concerned
about their image being edited and reposted by others.

First, regarding whether they would use Aletheia when posting images, we observed a
considerable difference between edit-concerned and edit-unconcerned participants as seen in
Table 4.12. Most of edit-concerned participants (68%) were interested in using Aletheia.
Even among those not concerned about other people editing their images, 42% indicate they
would still use Aletheia nonetheless, which further shows how Aletheia could serve to protect
even those unaware of potential bad actors in the wild. We looked further into participants
who expressed concern about their images being edited, yet were less willing to use Aletheia.
For edit-concerned participants, 5 (11%) of them chose not to use Aletheia. 4 out of these 5
participants expressed that they never shared images on social platforms and they did not
feel protected even with Aletheia, either because the system could be bypassed or because

posting images online never seems safe.

User group Yes | Neutral | No
edit-concerned | 68% 21% 11%
edit-unconcerned | 42% 27% 27%

Table 4.12: Participants’ responses for whether they would use Aletheia when posting im-
ages on social media sites. We categorize “definitely would use” and “probably would use”
responses as “Yes”, and correspondingly “definitely would not” and “probably would not”
responses as “No”.

Next, we evaluated whether participants feel their images would be protected by Aletheia,
and the reasons why, in Table 4.13. Overall, 48% of participants found their images definitely
or probably protected with Aletheia, and expected the system to function properly and detect
unwanted edits. A small section of the participants (15%) expressed neutral feelings. Within
this group, some think there will always be workarounds for malicious editors, such as posting
the edited images on other platforms. Many expressed some slight doubt, but still showed
interest in the system as a step in the right direction and better than the current complete

lack of image edit protection online.
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Response Reason Example
“I would feel my images are protected by the

Protected Trust system system as I can specify whether I would like
(48%) works to detect | them to be modifed [sic] in a way I would not like.”
0 disallowed edits “The list of edit types that can be detected seems

quite comprehensive”
“I believe not everything can be picked up by

Neutral Can not % technology and it may miss when a photo has
(15%) guarantee‘loo 0 been edited” ”i think they do protect the images
protection . »
to a certain extent however not fully
“I think it’s never safe when we post pictures
Not Posting images of ourselves because they never really leave the
Protected online is never internet.” “The only situation I'd feel my images to
(37%) safe (64%) be protected would be if they weren’t uploaded to
any platform at all.”
“If someone is going to edit your pictures, they’re
The system can going to use a platform that allows them to do
be bypassed this.” “I think it could be cheated easilly [sic]”
(23%) “Pictures can still be extracted and posted

somewhere else.”
“I don’t think that the system is advanced
Do not trust the enought [sic] to detect these images.” “Since i
system to work as | dont know much about the system i would not trust
described (13%) it enough to upload my picture” “Not fully clear on
how they’d be able to tell it was altered”

Table 4.13: Participant responses for whether they feel their images were protected with
Aletheia.
When examining why participants indicated they did not feel protected, we found an

overwhelming sense of distrust in general when posting any information online, especially
images. Overall, about 37% of participants did not expect protection with Aletheia, and we
summarize their reasons into three categories. The majority of them (64%) expressed the
same reason, i.e., posting images online is never safe and the only means of protection is to
not upload the image. Additionally, 23% of participants were worried that the system could
be bypassed, such as posting edited images somewhere else. There were 13% of participants
who could not trust Aletheia either because they did not know how the system works or
because they were not convinced that they system could detect edits accurately. Still, this
group makes up just over a third of our participants, with most participants expressing

interest in Aletheia as an effort to increase their privacy protection online. Efforts should be
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made to provide a more trusted environment for online social interactions, and we believe

Aletheia is one step towards a more privacy-friendly service.

User opinions on policy configuration — Since setting up a personal policy for
Aletheia inevitably requires some extra time, we want to understand whether users would
mind spending the time to achieve image edit protection. As reported in Table 4.14, 45% of
participants were not concerned, and an additional 32% of participants were neutral, about
the time spent on defining the policy, as the protection is deemed worth the initial setup time.
However, 23% of participants expressed concern about the time spent, with one participant
feeling this may leave many users reverting to default settings. When asked about whether
they would prefer to set a single policy for all images, or different policies for each image,
overwhelmingly participants (75%) indicated they would prefer a single policy, for simplicity
and efficiency. On the other hand, only 31% of participants indicated they would prefer a
single policy for different audience groups. Many participants cited concerns over privacy
and trust, with several people mentioning they would feel safer posting and allowing edits
of photos from certain groups but not the public. This suggests that the design of policy
management should serve to spare the users’ efforts, while still affording them personalized
control. For example, the system could learn users’ preferences and set a suggested policy

automatically, with options for users to further customize the settings.

Response Reason Example
Not “I don’t think the time is a problem here, when i’'m
Will not take a posting a picture I already know what settings
concerned . a1 T
(45%) long time to chose and it’s easy to_set them.” “it seems to
be quick”
Neutral No strone obinion “I just feel neutral about it, I don’t know.” “I
(23%) &P wouldnt really mind much.”
“If its too time consuming or complex to set,
Concerned | Takes too long for users may be put off or may choose minimum
(13%) privacy setting protection options” “not a lot of time is spent
setting policy”

Table 4.14: Participant responses about time spent setting their policies.

User suggestions for system design — To learn how we can improve Aletheia, we
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asked the participants what changes, if any, they would make if they were to design this
system. Although most of participants expressed that there were no changes they wanted to
make, there were a few interesting responses that we could consider to improve Aletheia in
the future. Four participants mentioned that they would like to get notifications if any edit
of their images is detected, and then they would decide if they want it removed. In our first
user study, there was also an even split among participants regarding whether the platform
should immediately remove the disallowed edited image or notify users to review the image.
Therefore, we believe this choice should be open to users in the privacy setting.

Another suggestion that was mentioned by 11 participants relates to the image editors.
They expressed, “People who often violate policies will be blocked from the platform”, while
they wanted to “set certain friends to have edit permissions” or “allow users to ask for
permissions to the original author of the image.” This suggests, not only the edit type will
affect users’ decision on whether allow or disallow edits on their images, but also the person
who is making the edits. Therefore, one feature we could add on Aletheia is to include both
blacklist and whitelist of image editors, which gives users extra flexibility to control how
their images could be edited.

Lastly, some participants brought up a desire to implement Aletheia on all possible plat-
forms. A widespread implementation would resolve many of the critiques regarding the
ability of Aletheia to protect images posted online. This would require significant coopera-

tion across photo sharing platforms, and we leave this to future work.

4.7 Related Work

We now discuss related work on understanding and addressing online photo privacy.

User Perceptions of Photo Privacy Online.  As users share increasingly more pho-
tos online, attitudes towards the cultural and privacy aspects of photo sharing continue to

evolve [184, 43]. Recent studies show that OSN users generally express specific awareness
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and concern for privacy when posting photos of themselves or others [90, 75, 158]. Even on
extremely popular OSNs designed specifically for sharing images (e.g., Snapchat, Instagram,
Pinterest), privacy still remains a large concern for users [123].

At the same time, existing works also show that concerns for privacy do not necessarily
mean users will maintain consistent privacy-enhancing behaviors online, as users maintain
different ideas and preferences regarding online privacy [136]. In particular, although users
tend to express general concern over their online privacy, the extent and specificity of these
concerns vary across users, along with the actions users decide to take [195, 197]. Perceptions
of privacy often relate to the user’s personal traits (e.g., age, gender), and their different
definitions of what privacy means to them individually [211, 148]. For instance, Kwasny et
al. [148] found that males tend to show more focus on personal convenience while females
focus more on the privacy and safety of themselves and others, and younger people focus
more on control over their information disclosed while older people are less focused on privacy
of information in general. This suggests members of different population groups would likely
prefer different privacy settings for their personal profiles, which are not always readily
available on OSNs.

Similarly, studies on cyberbullying and harrassment also show that users maintain dif-
ferent definitions of what constitutes harassment, and as a result, online communities often

struggle to enforce anti-harassment policies [57, 56].

Protecting Online User’s Photo Privacy. While the perceptions of online privacy
are highly personal, the availability and usability for establishing personal privacy settings
varies across platforms, resulting in different expectations and actualities for user privacy
protection [142]. As summarized by [154], existing protection strategies can be broadly cate-
gorized into two approaches: 1) deploying privacy policies to control viewership or moderate
content, and 2) injecting digital artifacts onto images to obfuscate privacy-sensitive content.

For policy-based protection, researchers have spent considerable efforts to improve privacy

policy management. These include strategies that assist users in choosing/configuring their
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privacy settings, either automatically [101, 231] or semi-automatically [188], visualization
tools to better explain privacy settings to users [178, 95], as well as methods to collaboratively
manage privacy settings on photos containing multiple faces [233, 55, 232]. The most relevant
to our work is [231], where Squicciarini et al. show the desire for personalized preferences
when posting photos on social media sites and propose to predict user policies based on
audience group privacy [231]. However, existing works mainly focus on regulating who can see
an image, rather than moderating/protecting the content of images from unwanted editing
and reposting. A more recent work [98] proposes to employ human users as “digital juries”
to moderate online content. Yet the overhead of human juries and the inherent difference
of privacy perception across users make this approach unsuitable for moderating/detecting
images with unacceptable edits.

The second approach operates on the media content to be protected, by obfuscating
(thus protecting) sensitive information. This can be done automatically via hardware [205]
and software [37] features or manually configured by human users themselves. Obfuscation
has been widely used as a popular privacy-enhancing technology for images, where sensitive
contents (e.g., scene element [114, 153], bystander [91], face/person [154, 115, 153]) are
obfuscated /blurred before an image is uploaded. Obfuscation also helps collaborative privacy
management. A recent work proposes to apply obfuscation/blurring to “anonymize” users
who are unwilling to show their faces in any co-owned photos [253]. Clearly, applying
obfuscation before uploading a user’s face photo could effectively prevent others from editing
the face. However, doing so is also shown to adversely affect viewers’ experiences [154, 114],
defeating the original purpose of sharing self-images online.

Overall, our discussion above shows that despite existing efforts on online privacy pro-
tection, there is a lack of deep understanding and practical implementation of personalized,
online face photo protection with regards to who can edit and which edits are (un)acceptable

per individual user. Our work seeks to address this gap.
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4.8 Conclusion

Conclusion. This work addresses the challenge of personalized protection against unau-
thorized face edits, allowing social platforms to support collaborative interactions via en-
hanced photos while restoring user agency and control over how their images can be altered.
To the best of our knowledge, our work is the first to explore and propose a solution to
address what is likely a growing problem. We hope this paper brings more attention to this
important problem and spurs continued efforts to reduce potential abuse of face editing tools

in collaborative environments.

Future Work.  As the first system targeting personalized face edit protection, Aletheia
is subject to a number of limitations. At the same time, it also provides opportunities for

further development and exploration. We summarize key points below.

1) Precise, usable policy for personalized face edit protection. Our current
policy specification adopts a simple structure, i.e., a binary acceptability decision on each
of several possible types of facial edits. While these edit types are intuitive and easy to
understand, we recognize three broad challenges in clearly defining face edit types that are
consistently interpreted across users.

First, some edit types are much less defined compared to others (e.g., changing face shape
vs. changing identity). Similarly, types of face edits listed by face edit tools and research
literature are often broadly and vaguely defined. This affects the granularity of Aletheia’s
edit type recognition. In our user study, we observed that participants’ choices out of 5
acceptance levels (from “never allow edits” to “allow any edits”) vary significantly. However,
due to the capabilities of our attribute extractors, currently Aletheia only supports a binary
acceptability decision. We believe, as face edit types/granularities are better defined, and
fine-grained facial attribute extractors are developed, Aletheia could provide improved face
edit protection with multiple levels.

Second, many face edits are naturally correlated (or overlapping). For example, changing
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the age of a person may involve changes to eyes, nose, mouth, skin tone, and hair. Thus
altering a target’s age likely triggers multiple attribute changes, and Aletheia could recognize
five edit types rather than one. These “natural” dependencies may or may not be correctly
observed by users when configuring personalized policies. As a future topic, a systematic
approach could be developed to interpret and decompose face edit types, and an interactive
interface to guide users in defining usable policy. More precisely specified policies can help
Aletheia better capture a user’s true preferences for better personalized image moderation.

A third challenge is that defining certain edit types such as gender appearance often
means relying on common stereotypes that fail to properly capture real world diversity. For
example, our initial user policies only considered gender appearance for binary male/female
genders. Further, detection of gender appearance change relies on stereotypes of a “typical”
male or female (e.g., longer/shorter hair), and fails to represent real world gender diversity.
Similarly, detection of face aging draws on general stereotypes (e.g., gray hair, wrinkles),
and may also fail to represent diversity of real world populations. We note that these
overly granular tools are still effective for detecting efforts to bully or harass using edited
photos, since those attacks often target users based on exaggerated versions of common
stereotypes. Regardless, much work remains in developing a more nuanced and powerful

policy specification that better reflects user diversity.

2) Automatic policy setting via learning users’ preferences. In our usability
study, we found that 23% of participants were concern about the time spent on policy setting.
One participant even expressed, “I would implement a self learning Al into the underlying
system, so that it would become more efficient over time.” Similar to prior systems [101,
231, 188, 178, 95] that aim to help users configure their privacy setting (image viewership),
a future design of policy manager could include ML tools to learn users’ preferences towards
different edit types. Interactive interface could be used to interact with users to obtain their
decisions on a limited number of edited images, then train ML models to predict users’

preferences to help set their image policies automatically.
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3) Large-scale user studies. For privacy purposes, the user survey in this study asks
participants to imagine the images are of themselves, rather than actually using modified
versions of their own photos. This has two effects: the participant is less familiar with
the original image (and therefore how it may have been edited), and they likely feel less
personally invested in how the edited image appears, since the image shows someone else’s
face. We believe this may have made it more difficult to notice certain edits on the images.
In future work, we will perform a large scale, in-the-wild study where users would evaluate

this system using their own images.

4) Integration with multiple photo-sharing platforms. The current design of
Aletheia supports an individual photo-sharing platform. While this can be effective to protect
users if deployed by a very large platform like Instagram, we could achieve much more impact
if multiple platforms collaborate to protect all users’ photos. As several participants from our
user study (§4.6.5) noted, even with Aletheia, images posted online still face the risk of being
downloaded and reposted on another platform. To ensure protection, a natural extension to
this work would consider privacy-preserving ways to share personalized user policies across

platforms, so unacceptably edited images could be detected across organizational boundaries.

5) Co-design of hashing based original copy search and attribute extraction.
Currently, we design image inspector and edit recognizers independently, i.e., selecting hash-
ing function and attribute extractors separately. Perceptual hashing is applied because it
captures the image’s perceptual content, which is irrelevant to edit recognition. This might
cause conflicts or gaps between two components. For example, the uploaded image has sim-
ilar background with one original image in database, resulting in small hash distance. But
when checking the facial attributes, we find that the two images are similar only because of
the background and the faces are completely different. A possible solution is to also apply
hashing to facial attributes (e.g., face identity). In this way, another candidate of origi-
nal copy returned from database is the image that matches the uploaded image the most

in attribute space. Then further inspection could be conducted to determine whether the
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identified original copy candidate is correct or not.
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CHAPTER 5
DISCUSSION AND FUTURE DIRECTIONS

The goal of this dissertation is to achieve practical ML deployment in sensing and moni-
toring systems. To do so, I first explore the obstacles that hinder a successful deployment.
Using measurements and user studies, I identify two common system-level challenges, i.e.,
heterogeneity and scalability. Then, I propose to solve these two challenges by integrating
efficient system design and evaluation platforms into the deployment process.

After successfully designing and evaluating three sensing and monitoring systems (includ-
ing both physical sensing and cyber monitoring), my findings indicate that ML deployment
in the real world requires interdisciplinary research at the intersection of traditional systems
and machine learning communities. This dissertation follows this direction and solves two
specific challenges. At the system level, my efforts help ML models scale to different envi-
ronments (e.g., sensor locations, mobility status) and accommodate a wide variety of users’
needs.

Next, I will summarize my key contributions and takeaways, and then outline several

interesting future directions.

5.1 Summary of Contributions

This dissertation is part of the effort to integrate ML to real-world systems. Specifically, my
work has contributed to the ML deployment by addressing the dual challenges of hetero-
geneity and scalability in sensing and monitoring systems. In summary, my contributions

are listed as follows:

e Using empirical measurements and user studies, we find two common system-level chal-
lenges, i.e., heterogeneity and scalability. Particularly, we identify multiple heterogeneity
sources that affect the system performance, including sensor local environments, sensor

mobility status and user preferences.
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e In the spectrum monitoring project, the contribution is twofold. From the application
development perspective, we build the system from scratch, including problem formulation,
model input representation and model design, which could serve as the basic framework
for future research on spectrum monitoring. From the perspective of ML deployment, our
system scales DNN models to distributed monitoring nodes at different locations. The
system design could be applied to other sensing systems with similar requirements.

e Additionally, we propose the first benchmark for video analytics pipelines. This project
shows that heterogeneity and scalability not only affect the system design, but also the
system evaluation. Careful designs are needed for accurate and transparent evaluation of
ML systems. Therefore, we propose an evaluation methodology, which provides compre-
hensive evaluation by characterizing the correlation between ML system performance and
environmental heterogeneities.

e Finally, another contribution lies in our study on personalized face edit protection. We
design and build a novel image moderation system to detect and flag unacceptable face
edits based on user-defined policies to provide personalized protection. Our proposed
system demonstrates how to incorporate diverse user preferences into the design of ML

systems.

5.2 Key Takeaways

ML has shown a lot of potential in research studies, but putting ML into practical use
requires efforts beyond just ML model design and evaluation. Here, I would like to share a

few lessons that I have learned in my experiences of building ML-based systems.

System-level vs. Model-level Solution. = When we talk about ML, in most cases we
mean ML models and associated algorithms. Countless efforts have been made to propose
and subsequently improve ML models in different applications. However, many existing ML
studies are conducted on pre-collected (static) datasets. When the model performance is

not satisfying (e.g., low accuracy, not generalizable), a common choice is to come up with
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model-level solutions, e.g., proposing new models or adding more training data.

While there remains little doubt that model-level solutions could lead to better perfor-
mance on existing datasets, the added complexities often render such solutions impractical
in real-world settings. In our studies, we find that some problems can be better solved at
the system level by reformulating the problem, changing the data representation or adding
new system components.

For example, in the spectrum monitoring project, the challenge is that wireless measure-
ments, (e.g., spectrum usage), depend on the context of the sensors, (i.e., time, location, and
mobility status). A typical model-level solution would solve this problem either by building a
universal DNN model for all the sensors, or running DNN models tailored for each location.
However, they are both impractical. In the “universal model” solution, the model needs
to be very complex to handle all the heterogeneities, which greatly increases the run-time
complexity. As for one-model-per-location solution, the amount of training overhead would
be significant since each sensor must change its DNN model whenever it moves. Instead, our
proposed system achieves better tradeoff between model complexity and training overhead
using hierarchical model deployment strategy: a single model per cell.

Another example is rethinking the problem formulation in our face edit protection project.
Traditionally, research on face edits largely focuses on the problem of detecting whether a
face photo has been manipulated. This is motivated by detection of deepfakes, often in the
context of Al-generated fake photos/videos that misrepresent public figures (e.g., politicians
and celebrities) or fabricate fake news events used in disinformation campaigns. However, in
the context of online image sharing, what we really care about is whether the original image
owner(s) would accept the edit or not. A simple model-level adjustment is to change the
binary classifier of detecting manipulated or original to a multiclass classifier of recognizing
different edit types. However, building such a classifier is extremely challenging since edited
tools are developed so fast and different tools make different styles of changes. Instead,

we address this challenge using a system approach, i.e., integrating the system function of
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tracking original image copies. In this way, we successfully reformulates the problem to
a feasible ML problem of comparing two images. This change allows for robust face edit

protection across a large user population.

The Importance of Domain Knowledge. Domain-specific expertise is critical through-
out the entire process of ML deployment, including problem formulation, data collection and
even choosing ML model parameters. Therefore, in all three projects, we first explore the
underlying structure and dependency within the distributed sensing and monitoring systems,
and then integrate them into our designs. By doing so, we achieve practical ML deployment.

In the design of spectrum monitoring system, our domain insights of cellular networks
inspired us to build a hierarchical scheme for scaling the model to many sensors. Specifically,
cellular networks employ an hierarchical network structure for communication. Within a cell,
all devices are connected to the same base station. The cell switch only happens when a
device moves across cells. So, within a cell, all sensors monitor the spectrum of the same base
station, where the heterogeneity is mainly from noise and signal propagation. Those can be
easily solved by normalization. This motivated us to build a single unified model within a
cell. And across cells, sensors monitor the spectrum of different base stations with different
behaviors (e.g., modulation, frequency bands), so we need to customize the model for each
cell. In the end, our hierarchical solution perfectly aligns with the hierarchical structure of
the cellular networks. Whenever the observer switches connected cells, it also switches the
spectrum monitoring model.

Domain knowledge is also crucial to help understand our data during data preprocessing
and representation. For example, when translating our raw measurements of LTE spectrum
into the inputs of DNN models, our knowledge of LTE transmission suggested patterns
that exist in both time and frequency domains could be utilized to separate normal traffic
and anomalies. Therefore, we built the model input as time-frequency spectrograms, which

capture fine-grained signal amplitude over time at sub-frequencies.
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5.3 Future Directions

This dissertation addresses two specific system challenges in one type of ML systems. Moving
forward, there remains many interesting problems left unexplored in the broader context of

building ML systems. Here, I list a few directions that I find most interesting.

Robust ML System with Noisy Sensing Data. Environmental noise is very common
in sensing systems, and could have a huge impact on system performance. Possible sources
of environmental noise include daily changes in the weather (e.g., fog, rain), pollution in
atmosphere and motions of the edge sensors. Therefore, when deploying ML models in
sensing and monitoring systems, it is crucial to address and ensure reliability in the presence
of noise, especially for safety-critical applications. For example, for object detection models
deployed in autonomous driving systems, noise in images (e.g., blurring, brightness change)
may lead to faulty detection results and cause serious consequences.

The fundamental reason behind such faulty results is that the ML models do not general-
ize well to unseen input. Therefore, existing mitigation techniques mainly focus on improving
the model’s generalization capability by training the model with noisy inputs or synthetic
datasets. However, this solution is limited by the availability of large and diverse data cov-
ering all types of environmental noise. Alternatively, we could address this problem using a
system approach. Different sensors could be deployed in the sensing system, providing extra
information sources for the ML model to make decisions. Instead of simple concatenation
at input level, intelligent sensor fusion techniques could be developed. For example, the ML
model could be trained to learn confidence scores for the data collected by each sensor, and

only generate prediction results on data with high confidence.

ML System Interpretability. = When testing the usability of our proposed photo mod-
eration tool, we find that many users share the same concern: they can not trust our system
because they do not know how the system works. This indicates a need for better inter-

pretability, especially in such systems directly linked to human interaction.
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However, achieving interpretability is known to be challenging when ML /DL is applied.
While there are existing efforts on explaining the decisions made by ML/DL models (such as
LIME [216]), there remains two significant limitations. First, they focus on the models only,
rather than the whole system. However, in real-world applications, model interpretability
alone is not sufficient to guarantee interpretable and trustable systems, especially with the
presence of multiple DL models (e.g., there are deep candidate generation model and deep
ranking models in YouTube recommendation system [83]). Future research could consider
the interactions between different system components so that the logic of the whole system
can be inspected and trusted. Second, most existing studies aim towards ML researchers
as the target audience, but there lacks enough research to explain the rationale behind the
decisions for a broad range of users who are not ML experts. Collaboration among ML,
system and Human-Computer Interaction (HCI) researchers would be needed to improve
the interpretability and usability of ML systems. This includes using interpretable features,

and designing intuitive visualization techniques/interface.

Protect End User Privacy from ML Models. In the face edit protection project,
we show that there exists general distrust of online photo sharing services among privacy-
sensitive users. Participants expressed that posting images online is never safe and the
only means of protection is to not upload the image. This concern has become increasingly
prevalent, as increased evidence has shown that ML models could infer sensitive information
from people’s social media posts , and such information may be used for user tracking or
targeted advertising. Currently, many users remain unaware of how, or if, they can opt out
of such tracking.

While there are efforts to build to detect online privacy violation (such as our face edit
protection tool), most of them come into effect after the privacy violation, which sometimes
can not undo the damage. Instead, we can build proactive tools which could protect im-
ages and posts we share online from potential misuses of unauthorized ML models. One

example would be a tool that helps individuals inoculate their images against unauthorized
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facial recognition models [227]. Similarly, for face edit protection, we could build tools to
proactively protect our face images by adding imperceptible pixel-level alterations to our
own photos before sharing them online. In this way, if our images are collected by attackers

and used for malicious edit, the added alterations will distort the output of face edit models.
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APPENDIX A
EVALUATING VIDEO ANALYTIC PIPELINES WITH
HETEROGENOUS WORKLOADS

A.1 Details of Our Dataset

Video source. To build our video dataset, we collected videos from various sources.

YouTube: We first located videos and live streams on YouTube by searching keywords
such as “traffic”, “highway”. Then, using YouTube-dl [34] or streamlink [25], we obtained
each video’s best resolution setting and downloaded it in mp4 format.

e Waymo: Part of our video dataset was from the Waymo Open Dataset [234]. Although
the original dataset contains videos from 5 camera angles (front, front left, front right,
side left, side right), we only selected videos of the front camera to be consistent with the
dashboard videos we collected from YouTube.

e KITTI: We also included the labeled videos in the KITTI Vision Benchmark Suite [106].

e MOT: Videos from two existing datasets, MOT15 [149] and MOT16 [183], were also added

to our dataset.

For each video, we first used FFmpeg [11] to resize it into 4 different resolutions (720p,

540p, 480p, and 360p), and then converted all videos into images (JPEG files).

Object detection results.  We ran four different object detection models (FasterRCNN
with ResNet101/ResNet50/Inception v2 and SSD with MobileNet) to obtain the object
detection results over all video frames at four resolutions. All those detection models were
downloaded from TensorFlow’s detection model zoo [26]. The labels in all object detection
results followed MSCOCO [160] dataset format. The object detection results obtained from
full model (FasterRCNN with ResNet101) at highest resolution (720p) were used as the

ground truth.
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A.2 Pipeline Implementation

Our measurement study compared the performance of 7 VAPs on different video sets. To
achieve a fair comparison, we made the following modifications on top of their original

implementations.

e We implemented all 7 VAPs following the original papers. While some VAPs (such as
NoScope [139] and AWStream [261]) do provide their prototype implementations, others do
not. The original implementations of NoScope and AWStream are in different languages.
To compare them in the same environment, we implemented all pipelines using Python
and evaluated them on the same Linux machine with GPUs.

e Because our goal is to understand the performance of the cost-saving strategies applied by
those pipelines, our implementation of those pipelines focused on the components related
to cost saving.

e We evaluated the performance of all 7 VAPs on the same vision task, i.e., object detection.
However, the cheap model used at camera-side in Vigil [264] and NoScope [139] were not
for object detection, therefore, we switched their camera-side cheap model to small object

detectors.

Moreover, each pipeline provides some configuration parameters (e.g., frame sampling rate
of VideoStorm) so that pipeline operators could explore the pipeline’s inherent accuracy-cost
tradeoff to meet his own requirements on accuracy and cost. We chose those configuration
parameters by emulating how VAPs should be used in practice. For each pipeline, the first
few seconds of one video was used for profiling to choose the best configuration (minimal cost
to achieve some target accuracy). In our experiments, for each video segment, we profiled
on the first 1/3 of the video to obtain the best configuration, and then reported performance
with the best configuration on the remaining 2/3 video. Our target accuracy (F1 score) was
set to be 0.9. Here we list all the implementation details and configuration parameter setting

we explored for each VAP.
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VideoStorm [262]. VideoStorm uniformly samples frames, downsizes the sampled
frames to a lower resolution, and processes these frames using a slightly less accurate yet
much cheaper DNN model. Here the cost is measured as the compute cost, i.e., GPU usage.
We noticed that full DNN model will resize each frame to the same size before taking it
as input, so frame downsizing has small impact on GPU usage, therefore, we only include
fame rate tuning and model selection in our implementation. Specifically, the configuration
space we explored is frame sampling rate € [20,15,10,5,4,3,2,1], and model selected from
a set of pretrained models downloaded from TensorFlow object detection model zoo [26],
including FasterRCNN with ResNet101/ResNet50/Inception v2 and SSD with MobileNet.

All the models are pretrained on MSCOCO object detection dataset [160].

AWStream [261]. AWStream saves network cost (bandwidth) by applying a set of degra-
dation functions to raw video and only sending the degraded video to server. We included
two degradation functions, frame sampling and frame downsizing, in our implementation of
AWStream. We explored the same space of frame sampling rate as used in VideoStorm, and

the video was downsized to a set of different resolutions, including 540p, 480p and 360p.

Glimpse [70].  Glimpse saves compute cost and network cost by carefully sampling frames
to send to the server and tracking the detected objects at the client side. The frame sam-
pling mechanism relies on the pixel-level difference between frames and only triggers a frame
transfer when pixel-level difference is above certain threshold. Similarly, tracking mecha-
nism triggers a frame transfer when tracking fails. We implemented the frame difference by
computing the number of pixels changed using OpenCV [19]. The criteria of a pixel change
is the difference between two grayscale pixel values greater than 35. Instead of tracking with
optical flow [59], we implemented the tracker using OpenCV KCF tracker [19, 120] in order

to reduce the tracking computation cost and boost tracking accuracy.

Vigil [264]. To reduce bandwidth, Vigil runs a cheap analytic model on the camera
to decide which frames/pixels in camera feeds contain most objects and sends only these

regions (i.e., drop frames without objects and set non-object pixels to single color). We tried
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non-DNN object detector (such Harr Cascade classifier [240]) as camera-side cheap model
first, but the accuracy drops significantly on most of videos in our dataset. This is because
Harr Cascade classifier has low recall, and objects missed on the camera side can not be
recovered at server side. Therefore, for camera-side model, we also used a DNN model,
FaseterRCNN with Inception v2, which is more accurate than Harr and much smaller (30%)

compared to full DNN model.

NoScope [139]. NoScope applies two cost-saving strategies. It first identifies frames
with significant pixel-level changes and only runs inference on those selected frames. During
inference, it will first run a cheap DNN (which is fine-tuned on per video stream); only when
the cheap DNN has low confidence score will a full DNN be triggered for inference. In the
original design of NoScope, the target application is binary classification (i.e., one frame
contains target object or not), therefore the cheap model can be very small and accurate
(only a few convolutional layers), and thus combining two strategies, NoScope achieves two to
three magnitude of speed-ups. However, to compare all VAPs fairly, we use object detection
as our target application, so we replaced NoScope’s small model with a small object detector
(SSD with MobileNet). Because the cost gap between a small object detector and full DNN
is much smaller than that between a small binary classifier and full DNN, the performance of
NoScope we reported in Figure 3.4 is not as impressive as performance reported in original
paper. But still, we can observe that the performance of NoScope varies significantly across

videos.

Reducto [155]. Reducto uses frame filtering to save compute cost (GPU usage) and
network cost (bandwidth). The frame filtering is achieved by computing low-level feature
differences between video frames and ignoring frames whose low-level features are too close to
earlier frames. After filtering the target video based on low-level features, only a subset of the
video frames are sent to the full DNN model to generate final object detection results. Low-
level features we implemented include pixel, area, corner, and edge features. The closeness
between two consecutive video frames is determined by whether the feature difference are
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above thresholds which are dynamically determined for each video at the profile stage.

DDS [93]. DDS saves network cost (bandwidth) by continuously sending low quality
video to the server where a full DNN model determines whether to resend the video with
higher quality to boost the inference accuracy. The client side of DDS exploits APIs imple-
mented in FFmpeg to change video quality. The video quality tuning is achieved by selecting
quantization parameter(QP) (from 26, 28, 30, 32, 34, 36, 38, 40). At the server side of DDS,
the transmitted video is decoded and an object detection model, such as FasterRCNN with
ResNet101, is used to provide detection results (including bounding boxes, object types, and
confidence scores). The object detection results on low quality video serve as the guidance
of high quality video transmitting in the next round. Then the object detection results on
high quality video and those on low quality video are combined to obtain the final detection

results.
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