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Section I: Introduction

Since 2015, state-sponsored disinformation campaigns have plagued social media and
targeted thousands of citizens around the world. These campaigns are highly coordinated efforts
by foreign governments to spread partial truths or complete falsehoods about ongoing issues
relevant to the politics of other states (Fallis 2015; Tucker et. al. 2018). These campaigns have
two unique features: first, they are propagated over social media, and second, they are produced
by an actor affiliated with a foreign government (Martin et. al. 2019; Nemr and Gangware 2019;
Woolley and Howard 2018). The literature has thus far focused on discovering strategies actors
use to spread disinformation (Bulger and Davidson 2018; Martin et. al. 2019; Allcott and
Gentzkow 2017). One strategy for spreading disinformation is the microtargeting strategy. First
outlined in the Cambridge Analytica scandal, the microtargeting strategy begins with a foreign
actor buying data on foreign citizenry. Using this data, the state or a third party can craft a
specific strategy to target the cognitive biases of individual social media users and voters. Voters
are helpless to combat disinformation campaigns tailored to convince them of falsehoods, and
ultimately believe the disinformation and share it with their followers. The tactic has been
dominant on Facebook and Twitter because the platforms process personal data on the interests
and habits of their users to allow for better targeting of advertisements. This practice was so
persistent on Twitter that the platform had to ban all political advertisements from its site in the
run-up to the 2020 U.S. election (Romm and Stanley-Becker 2019).

Is it possible to impede microtargeted foreign disinformation campaigns with data
privacy laws? Data privacy laws restrict collecting, storing, and disseminating data about a user’s

online habits and interests. These laws would impact the source of the microtargeting strategy by
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preventing the sale or transfer of data to foreign actors or companies. However, these laws
remain controversial because they impede the regular use of data for trade and advertising.

In this paper, I argue that data privacy laws negatively affect foreign disinformation
campaigns as they are prevented from using data to customize their campaigns. I test the effect
of data privacy laws on disinformation campaigns by investigating the effect of the European
Union’s General Data Protection Regulation (GDPR) on Russian-linked actors targeting the
United Kingdom (UK)) with disinformation. This paper finds strong evidence that the
implementation of GDPR coincides with a change in how frequently the Russian accounts spread
disinformation relating to the UK on Twitter. Using Twitter’s public archive of Russia’s Internet
Research Agency (IRA) accounts, | find a significant decrease in the number of tweets per day
that mention the United Kingdom after the implementation of GDPR compared to the five
months preceding GDPR. I hypothesize that this decrease in daily tweets indicates a temporary
pause on the disinformation campaign targeted at British citizens as the data required for the
microtargeting campaign became harder to get. This finding is consistent despite the
confounding variable of a large news story that caught the attention of the Russian trolls and
caused an increase in the total number of tweets per day. Critically, I demonstrate that the
implementation deadline for GDPR correlates with an interruption in the behavior of Russian
accounts spreading disinformation targeted at the UK, suggesting that data privacy laws may
indeed impact foreign disinformation campaigns.

Understanding how foreign actors spread disinformation is particularly relevant given
both the increasingly common incident of disinformation and its threat to democratic countries.
Experts estimate that 28 countries experienced some form of disinformation campaign in 2017;

48 countries in 2018; and at least 70 countries in 2019 (Bradshaw and Howard 2019). While only
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7 countries are estimated to have sophisticated enough tools to conduct a disinformation
campaign targeting another state, the number of countries subject to such campaigns has been
rising (Bradshaw and Howard 2019). Meanwhile, these campaigns have serious legitimacy costs
for their target state. First, foreign actors manipulating foreign citizens infringes on the right of
governmental sovereignty. Without significant efforts to curb and punish foreign disinformation
campaigns, states will see opportunities to meddle in other countries and affect citizens they have
no control over. Second, disinformation campaigns are incredibly problematic for the legitimacy
of democratic governments and elections. Because democratic governments are given the right to
rule by an informed citizenry, the prospect of wrongly informed or even manipulated populations
electing officials questions the legitimacy of the entire government and elections system. Finally,
foreign disinformation can destroy the trust of the citizenry in having access to reliable
information. This destruction of trust in institutions and truthfulness harms the population overall
by undercutting the trust of essential institutions such as journalism or government. As one
witness in an investigation into disinformation efforts said, “It doesn’t really matter whether [the
news] is fake or not; what matters is that people think it’s fake. That really damages their trust in
[democratic] institutions.” (Defence Committee, 2019a). While many have struggled to identify
the exact incentive for foreign disinformation campaigns, they pose a fundamental threat to many
essential Western institutions, calling for deeper analysis into what limits their spread or
effectiveness.

The rest of the paper precedes as follows. Section Il reviews the definitions and literature
for this paper, as well as identifying two explanations of how foreign actors spread
disinformation: the microtargeting explanation and the manipulation explanation. While these

are not the only explanations for how states conduct foreign disinformation campaigns, they are
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the only ones relevant for this paper’s argument and case study. Section III explains the main
argument of this paper and describes the hypotheses. Section IV lays out case study selection and
describes the source selection. Section V discusses the data selection and operationalization of
the event study. Section VI discusses the results of the event study, and Section VI discusses
these results and addresses their implications and possibilities for future research.

Section II: Literature Review

Given the recent work of online foreign disinformation campaigns, one portion of the
literature on disinformation concerns the exact definition of what constitutes disinformation. This
philosophical debate is critical for expressing the nuances of different levels of truthfulness in
misinformation and disinformation, but it is not pertinent to the question of whether data privacy
laws affect disinformation campaigns. Therefore, for this paper, disinformation is defined as
political propaganda that is either partial truth or complete falsehood about ongoing issues
relevant to the politics of targeted democratic states (Fallis 2015; Tucker et. al. 2018). This
definition is sufficiently broad to include misinformation — partial truths which are presented in a
false or misleading context — and completely false claims (See Wardle and Derakhshan 2018).
The data in this case study has been selected to circumvent substantial debates regarding whether
the data is disinformation or not, and whether it is part of a foreign disinformation campaign or
not.!

Another part of the literature asks why online users would believe foreign disinformation
campaigns in the first place. This literature describes the social and cognitive conditions that
make social media uniquely positioned to encourage the spread of disinformation. Foreign

disinformation campaigns involve foreign interference in creating or distributing the

! For further discussion of defining disinformation, see Tandoc Jr. et. al. 2017, Gelfert 2019, and Karlova and Lee
2012.
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misinformation, but only work because the social media platform encourages users to believe
this shared disinformation. I therefore must address the research on why online users believe and
spread disinformation before addressing strategies behind foreign disinformation campaigns.

One critical element of explaining why online users believe fake and real news online is
the enormous amount of information on the internet. This plethora of news articles and providers
creates an environment that inhibits users from critically accurately assessing real or fake news,
making users more prone to believing disinformation for two reasons (Allcott and Gentzkow
2017).

The first reason that the increase in news leads to more people believing fake news is that
it overwhelms online users with news reports and notifications. Users feel bombarded with news
and are too exhausted to consistently use their critical thinking skills to evaluate truthfulness (La
Garde and Hudgins, 2018). Known as “fake news fatigue”, online users may not think clearly
about a piece of news, or use the cognitive shortcuts highlighted below in place of critical
thinking (Bulger and Davidson 2018). This results in users sharing fake news articles simply
because they are too tired to check if the information is completely way true, particularly because
reposting the information is as easy as hitting a simple “share” button (Pennycook and Rand
2019).

A second consequence of having more news outlets online is the appearance of news
reports representing all sides of the political spectrum, enabling confirmation bias. Confirmation
bias in this context means users are more likely to believe the fake news that supports their
political stance once they encounter it on the internet (Nickerson 1998). Some analysis suggests
this bias comes from an online user’s utility from confirming their beliefs about the world rather

than challenging them. Others suggest it is because fake news may be presented as an opinion
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rather than a factual issue, thereby allowing the reader to believe that the facts are a matter of
opinion or up for debate (Prior et. al. 2016). Overall, the increase in news from all sides of the
political spectrum has decreased the objectivity of the user when reading the news, making it

more likely that the readers believe the fake news, even if it’s from foreign governments.

There are several other important cognitive shortcuts at play when online users believe
fake news. Pennycook and Rand investigate several of these in their 2017 article. Recruiting
volunteers to evaluate the veracity of randomly generated sentences, they found that their
subjects tended to be overly accepting of weak claims, particularly when given limited
information. For example, the presence or absence of a source’s headline did not affect the
abilities of those in the study to determine the veracity of the headline, suggesting they evaluated
the headline itself instead of the argument. Pennycook and Rand also discovered several other
cognitive shortcuts. They first found that the more the subjects were exposed to a false claim, the
more likely they were to believe it. The researchers also found evidence that the more their
readers claimed false familiarity or expertise in certain concepts, the more likely they were to
misjudge statement veracity, Finally, they found substantial evidence that readers who believed
in other false information, such as vaccines causing autism, were significantly more likely to
believe false headlines (Pennycook and Rand 2017). The result of their research is a thorough
and disheartening confirmation of the numerous cognitive fallacies that online users employ to
believe false news, making it increasingly likely that users would believe and share fake news on
social media.

These cognitive shortcuts manipulated on social media are only part of the reason users
believe fake news. The other commonly cited reason online users believe fake news is that the

structure of social media produces echo chambers and exacerbates cognitive shortcuts. Echo
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chambers are online spaces where one is exposed to opinions that only agree with and reflect
their own (Garimella et. al. 2018). On social media, creating an echo chamber is particularly easy
due to the user’s ability to follow — or unfollow — anyone. Confirmation bias suggests that most
people would select to follow other users with whom they agree. Another element producing
echo chambers is the social media algorithms to recommend the same preferences and
viewpoints to their users. The algorithm particularly customizes to a user’s political preferences,
recommending and promoting content associated with the user’s partisan beliefs and not that of
the other political perspective. While social media companies defend this practice by arguing it
provides a more user-friendly experience, this practice causes users to only receive news from
one perspective and remain completely oblivious about alternative interpretations or arguments.
These echo chambers exacerbate many of the cognitive shortcuts previously mentioned,
including the confirmation bias, repetition bias of seeing news reiterated multiple times, and
false familiarity with a subject. For those who already believe in theories of questionable merit,
the algorithm will recommend further fake news conspiracies. Research also demonstrates that
others caught in the same echo chamber are more likely to trust the links from friends and family
without analyzing the actual veracity of the news, spreading fake news messages like a contagion
(Tornberg et. al. 2018). Garimella et. al. find that fighting this echo chamber phenomenon is
largely hopeless, as users who attempt to hear from both sides of the spectrum pay a “price of
bipartisanship” and are significantly less important in the social network as well as promoted less
than those who play the partisan game (Garimella et. al. 2018). This dangerous combination of
cognitive shortcuts and echo chamber has already been used to explain why a fake tweet calling
the Toronto shooting suspect “angry” and “middle Eastern” went viral while the tweet calling the

suspect “white” by the same account remained under the environment (Meserole 2018). When
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stuck in an echo chamber, online users do not need foreign meddling to believe fake news as it
enters their feed (Menczer 2016).

While online users might be more likely to believe disinformation due to their cognitive
shortcuts and echo-chambers, this does not amount to a coordinated disinformation campaign on
social media. A disinformation campaign is a centrally organized group that manipulates the
cognitive shortcuts and echo chambers on social media to achieve a goal. State-sponsored
disinformation campaigns are particularly sophisticated, as they have the support and resources
of an entire country to assist them (Lazer et. al. 2017). A state-sponsored foreign disinformation
campaign uses the features of social media to enhance its strategy to spread disinformation, but
they develop a more sophisticated strategy to spread their disinformation.

If social media is so attuned to spreading disinformation, why would foreign
governments need to go to such lengths to buy data or use bots and trolls to spread
disinformation?? It is because these sophisticated strategies make the campaign more effective in
its messaging and finding its target audience. Many disinformation campaigns are not about
sharing any disinformation, but specific disinformation which benefits the foreign policy goals of
the state sponsoring the campaign. Therefore, foreign actors must actively create and spread their
disinformation rather than watching unaffiliated trolls spread misinformation. Second, it is still
difficult to convince most citizens of disinformation, despite the cognitive shortcuts or are in
echo chambers. It therefore makes much more sense to tailor specific disinformation campaigns
to those most likely to believe the campaign rather than producing an ineffective campaign that

is largely ignored. For example, foreign actors want to hide their foreign associations both from

2 A “bot” is defined as an autonomous program that independently executes certain tasks on the internet. A “troll” is
a person who deliberately misrepresents their viewpoints online, typically in an offensive manner. In the context of
social media and disinformation campaigns, both bots are programed on behalf of the state conducting the
disinformation campaign, and trolls are hired by the same state. These are just two examples of accounts ways that
foreign disinformation campaigns conduct online accounts
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would-be believers of disinformation and from the international community. Citizens are
particularly suspicious of information from a foreign source, especially if that source is not a
known ally or a state that does not have a good reputation for truthfulness. Other actors, like
social media companies and governments, might also become suspicious of the increased sharing
of political content from a foreign government if seemingly everyday users like bots did not
share the information. Foreign disinformation campaigns therefore require more advanced tactics
for sharing disinformation, two of which are addressed in this paper.

II.A: the Microtargeting Strategy

The microtargeting strategy is where foreign actors get personal data on the citizens of
the target state and using such data to identify vulnerable citizens that they should target with
their disinformation campaign. This strategy was first identified in the Cambridge Analytica
scandal, a company revealed that in 2018 the Russian government had been interested in
Facebook data on U.S. citizens to learn about their political beliefs and sway the 2016 U.S.
Presidential election. Christopher Wylie’s book outlines Cambridge Analytica’s work collecting
information and tailoring products with the express intention of influencing a foreign citizen’s
political decisions. Leveraging data from social media as well as other sources, Wylie suggests
his former company conducted “psychological warfare” to influence the users in the way that
other actors desired. Based on these accounts, the overall process of how the microtargeting
explanation spreads disinformation to the target state’s users is simple. First, foreign actors
access increasingly personal data on their target state’s citizens to learn more about decision-
making patterns and beliefs. These users are then sorted into categories based on their likes and
their likelihood of engaging with and believing the selected disinformation. Finally, the foreign

actor buys ads that targeted these specific groups or accounts with strategies designed to exploit



Bayoumi 11

their thought patterns and make the user believe the disinformation. As social companies have
started cracking down on foreign governments buying political ads, evidence suggests bots also
act on this microtargeting explanation by connecting with users who are most likely to believe
the disinformation and bring them into the echo chamber of disinformation (Tornberg 2018).
Foreign actors are therefore able to view electoral politics as marketing opportunities, and craft
narratives and advertisements perfectly tailored to get individuals to believe and share the news.

This tactic of spreading fake news is only possible because personal data is so affordable
and unregulated. The European Data Protection Supervisor pointed out that fake news is a
symptom of “concentrated, unaccountable digital markets, and constant tracking and reckless
handling of personal data” (Claesson 2019). Efforts to stop or interrupt the microtargeting
strategy have so far been mixed. One way to combat microtargeting is to target the actual vectors
used to spread the disinformation: either foreign governments buying ads or foreign bots and
trolls (Daskal 2019). Another tactic has been educating the public about online threats and how
to spot campaigns like the ones by Cambridge Analytica. Authors have argued that the actual
content of the educational campaign has not been effective, but the publicizing of the online
disinformation has made the public suspicious of ads and bots online. This argument suggests
that no further policies are necessary, as the window of opportunity for a successful
microtargeted campaign has passed (Lankosa 2019). Further, few countries have prevented the
beginning of the microtargeting strategy by preventing foreign governments from buying
personal data on their citizens.

However, the issue with these solutions is that they have led to a cat and mouse game
over developing bots and hiding troll accounts to fool social media companies and citizens

(Lazer et. al. 2018). In recent years, bots have developed much faster than most detection
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software, education programs, or even public suspicion has been able to detect. Fake accounts
have also disguised many of the classic elements people look for when assessing a fake account
(Kessler 2014). While some of these strategies have limited certain foreign disinformation
campaigns, the microtargeted campaigns have continued as the software for spreading
disinformation has gotten more sophisticated.

11.B: Manipulating the Algorithm

The other explanation of how foreign actors spread disinformation to their target state’s
users is that foreign agents manipulate the social media algorithm to call attention to their
disinformation stories. While there may be other ways to manipulate the algorithm, the most
obvious and frequently cited examples are harnessing several bot and troll accounts to post a lot
of content and manipulate conversation patterns. Because social media algorithms promote
trending topics with a lot of engagement in a short amount of time, the social media platform
begins to mention the disinformation topic or hashtag to more and more account holders. The
critical difference between the manipulation and the non-manipulation explanation is that the
manipulation explanation argues that accounts created by foreign states spread trending issues,
whereas the latter only argues that non-manipulated users from the target state start the
conversation on their own. The two most common examples of manipulating the algorithm are
astroturfing and hashtag hijacking.

In an astroturfing campaign, a foreign state will use numerous fake accounts to create the
perception of a grassroots movement online. These accounts may repeat the same hashtag, word,
or even full comment to create the impression of multiple users sharing the same sentiment.
Beyond creating unique posts, fake accounts may repost or pad the number of interactions with a

user’s content to make it seem “viral”. To complete the perception of a “popular” account, bots
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will finally follow and retweet the accounts that promote what the target state desires (Keller et.
al. 2019a).

Slightly different from astroturfing, hashtag hijacking is a tactic where bots and trolls will
respond to a trending hashtag and coopt it with disinformation messages. While this is much
more common in activist circles or autocracies responding to domestic political issues, it is
occasionally used in foreign disinformation campaigns as well (Jackson and Welles 2015). The
Internet Research Agency (IRA) backed by the Russian government, for example, used bots and
trolls to infiltrate the popular #blacklivesmatter, #alllivesmatter, and #oscarssowhite
conversations in the United States (Keller et. al. 2019b). Further research will be to determine
how much of a role these foreign-linked accounts play in hashtag hijacking compared to
domestic accounts.

There are some substantial weaknesses to the use of bots and trolls to share
disinformation. First, the crux of this strategy involves a relatively simple complication of having
a massive number of bots; however social media companies and others are actively trying to find
and ban bothersome bots from the websites (See Ratkiewicz et. al. 2011). Astroturfing and
hashtag hijacking therefore becomes a dangerous game when the overall number of bot and troll
accounts must seem real enough in their messages but produce enough content to have an actual
impact. This numbers-game often leads to obvious mistakes; for example, Keller et. al. find that
some IRA-backed accounts tweeted out the same messages, though they were supposedly from
accounts on the opposite sides of the political spectrum (Keller et. al. 2019). The manipulation
tactic of spreading misinformation is therefore a difficult struggle of developing sufficiently
complex algorithms for several bots to seem “normal” without supervision at a large scale, all

while the technology to discover bots becomes more complex.
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Another question plaguing the argument that disinformation is spread through
manipulating social media algorithms is the difficulty of creating viral conversations. Keller et.
al. find that the incidences of observed astroturfing are increasing over time, with 20% of
observed foreign disinformation campaigns involving some form of hashtag hijacking (Keller et.
al. 2019a: 20). Despite their increase in popularity, there is evidence that the bots and trolls have
a hard time making their topics go viral (Zannettou et. al. 2019). Yet on other occasions,
including for the U.S. in 2016, bots achieved retweet networks for 4 million tweets and had a
measurable influence (Woolley and Guilbeault 2018). Individually, bots and trolls also struggle
to influence online conversations. Howard and Kollanyi’s study of bots in the Brexit campaign
suggests that bots have a small overall impact online. Even though technology has developed to
where most online users sincerely struggle with identifying bots compared to people, their
research found that bots are typically reposting other user’s content, generating a massive
amount of the posts on a polarizing issue like Brexit without adding much original content or
disinformation (Howard and Kollanyi 2016). When a bot or troll account is generating its own
content, research shows that a massive amount of personal authenticity and cultural competence
is required before sharing disinformation is relatively effective (Xia et. al. 2018). Furthermore,
there is limited evidence that the information trolls share reaches a substantial number of Twitter
users, suggesting trolls are overall bad at spreading disinformation to other users (Zannettou et.
al. 2019).

Indeed, successful astroturfing and hashtag hijacking attempts are complicated, and it is
impossible to claim that this manipulation tactic is always effective. A more likely explanation is

that users in the target state need to be better tailored rather than releasing too much undirected
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disinformation into the online space. This involves careful crafting of disinformation content, or
the use of microtargeting data to tailor messages towards their intended audience.

Section III: The Argument

The literature thus far has focused on the discovery and analysis of tactics to spread
disinformation, particularly microtargeting. This paper builds on the work of Arnaudo,
Kornbluh, and Claesson to argue that data privacy laws are essential to combat foreign
disinformation campaigns because they stop the targeted spread of misinformation and therefore
limit the campaign’s effectiveness. The passage of a data privacy law might not completely stop
the targeted campaign online; however, it will interrupt the existing tactics of spreading
disinformation and cause a notable change in the strategy of spreading disinformation. Most
likely, the interruption will lead to a change in the online behavior for accounts sharing
disinformation. The accounts may either decrease their posts or increase their posts, only doing
the latter if they switch from a microtargeting strategy to a more generalized manipulation
strategy.

While the term data privacy laws typically refer to any sort of law concerned with the
handling of data on individuals, it here refers to a subset of laws concerned with the handling of
data regarding the online activities and habits of individuals. This narrowed definition ensures
that the data privacy laws will apply to the microtargeting technique for spreading
disinformation, as the technique requires data about an individual’s online activities and
behaviors. For example, a common example of a data privacy law in the U.S. is the Health
Insurance Portability and Accessibility Act (HIPAA); however, the medical data the law protects
would probably not help for targeting online users with misinformation and is therefore not a

relevant data privacy law to this paper. The exact way that this data about online habits and
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activities are regulated is not as important to the question at hand. Data privacy laws relevant to
this paper’s argument can restrict the acquisition of the data, processing of the data, selling or
transferring of the data, or storage of the data. If the law overall restricts the number of people
encountering the data on people’s online activities, habits, and interests, the data privacy law
applies to my argument.

With this argument in mind, there are three possible outcomes to the passage of the data
privacy law. In the first case, there is no change in behavior caused by the implementation of a
data privacy law. This could happen for two main reasons. First, the foreign disinformation
campaign might not use the microtargeting strategy that involves buying data and instead tailor
their online campaign with more traditional marketing or analog tactics. Data privacy laws would
therefore not affect the non-microtargeted campaign, and the campaign itself would remain
unchanged. Second, the data privacy law might not affect how the foreign state gets the data on
users abroad. The term “data privacy” covers such a broad number of regulations and laws, many
of which are not specific to combatting foreign disinformation campaigns. For example, a data
privacy law that restricts the storage of personal data for a certain amount of time might give the
foreign state sufficient time to know which citizens to target, even though they delete the data
later. It is also not clear beyond the Cambridge Analytica case how foreign actors get the
personal data to target their disinformation campaign, so a data privacy law might target the
wrong part of the data collection process. For example, a law restricting social media companies
from selling to foreign states overlooks the third-party companies that sell personal data on
citizens or ignore that certain states may collect the private data they can access from public

social media accounts. Ultimately, there are several reasons that data privacy laws might not
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affect the tactics of foreign disinformation campaigns, but the most likely explanation is that the
specific type of data privacy law does not work against that campaign.

Hypothesis 1: Data privacy laws will not affect foreign disinformation campaigns. This is
either because the foreign disinformation campaign does not use microtargeting, or because the
data privacy law does not impact the supply chain of data for the microtargeting campaign.

The second and third scenarios build on my argument that the data privacy law affect
foreign disinformation campaigns, particularly as they have continued to use microtargeting
techniques to spread disinformation. The two scenarios differ in how the foreign state chooses to
adapt their campaign to the new world of limited data for microtargeting disinformation;
therefore, the passage of the data privacy law would coincide with different online behavior
changes in the foreign disinformation campaign. In the first case, the state in charge of the
campaign abandons its efforts to influence foreign citizens until an alternative data source is
discovered. Instead of adapting to the new situation, the state decides to not expend its resources
continuing an ineffective campaign based on manipulating a social media algorithm, so it puts
the campaign on pause until it can continue the microtargeting strategy. The microtargeting
strategy would only be continued if a state were able to find an efficient and effective alternative
data source on foreign citizens. Alternative sources of data could be extracting information from
less regulated sources, like metadata and other big data. Ultimately, this second scenario has the
foreign disinformation campaign reemerge after pausing their operations, meaning that the
disinformation campaign will involve fewer overall online interactions until such activities can

be better targeted.
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Hypothesis 2: Data privacy laws weaken foreign disinformation campaigns in the short
term, forcing the source state to pause the campaign while they search for alternative data
sources.

In the third scenario, a state attempts to adapt the disinformation campaign to the new
world of data privacy. In doing so, they abandon their previous tactic of microtargeting for an
alternative tactic of spread, likely manipulation tactics. This change likely involves the
reactivation of bot and troll accounts or changes in their sharing and posting behavior to meet the
new requirements for manipulating the algorithm. This adopting an untargeted disinformation
campaign could be combined with the second scenario, meaning that the manipulation tactic is
only adopted until another data source is found, upon which the campaign returns to their
microtargeted campaign. However, this third scenario is distinct because of the change in tactics
of spreading disinformation, compared to the pause in the disinformation campaign in the second
scenario.

Hypothesis 3: Data privacy laws affect foreign disinformation campaigns, forcing the
source state to adopt an alternative tactic of spreading disinformation.

Section IV: Case selection

Having presented the three hypotheses for this paper, I will summarize the case selection
process for this study.

The case selection process is limited by the lack of modern data privacy laws related both
to the internet and online social media activity, as well as the selling of data to a third party or
even foreign states. States with particularly stringent data privacy laws have had such laws in

place for a long time, making it even harder to test for a behavior change. Other states have not
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passed data privacy laws that protect information in the digital age. The one obvious exception to
this rule is the European Union’s GDPR.

GDPR is a set of regulations passed by the European Union in 2015 to protect the data
privacy of European citizens. The bill concerned all electronic processing of personal data which
emerges or is linked to the European Union’s trade or market. Personal data is defined as any
data that can directly or indirectly identify a specific person from which it is sourced, which is
data particularly pertinent to microtargeting (European Commission, GDPR). The regulations
attempt to govern the processing of data by six main principles of privacy. Though it does not
ban either the storage or processing of data, it has clear requirements for the collection, storage,
and dissemination of personal data. Because the regulations emerged out of growing concern of
Silicon Valley’s disregard for data privacy, the bill also focuses on international transfers of
personal data using third parties, building off the European Court of Justice’s rulings in Google
v. Spain and Facebook v. Ireland (Albrecht 2016; GDPR Article 45). With serious fines and
sanctions for companies or states violating the terms of the regulation, many European states and
companies rushed to implement the rules by its implementation on May 24™ 2018. The passage
of the regulation remained incredibly controversial, as corporations raised concerns that such
measures would interrupt their business practices and privacy experts worried that the
regulations did not go far enough (See Richards 2020; Zarsky 2017).

Though not initially created to curb disinformation campaigns, several regulations of
GDPR could interrupt the collection of data for microtargeted disinformation campaigns. The
first regulation to interrupt microtargeted disinformation campaigns could be the requirement of
user consent and control for the collection and processing of personal data online. GDPR

empowers users to limit the collection and spread of their online data and could have empowered
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enough users to restrict the collection and sharing of their data that only a small number of users
can be microtargeted for disinformation. However, the dark patterns on the web mean that very
few users successfully restrict the collection and processing of their personal data, making it
unlikely that the consent controls from GDPR had much impact.?

Alternatively, the data anonymity requirements could be restricting the ability of foreign
disinformation campaigns to discover and target specific users prone to believing their
campaigns. As personal data has such stringent requirements under GDPR, many companies
have taken to “anonymizing” their data or removing personal indicators from the processed data.
As anonymized data is not covered by GDPR, this manipulation of the data is more freely
available for processing and transfer than personal data. While a debate rages about what truly
constitutes “anonymized” data and whether data can truly be anonymized, the general
implication of this principle is simple: the foreign disinformation campaign only has access to
anonymized or generalized data. While there might be a lot of personal data to be retrieved, even
with the removal of personal identifiers, the identification of persons and users online is much
more complex and can take a long time compared to un-anonymized data. Therefore, foreign
disinformation campaigns may struggle to identify specific people or groups of people from this
anonymized data, slowing down the overall campaign until the data can be sufficiently processed
to find a workaround.

Finally, GDPR is the most stringent towards third-party processing facilities, like those

used in the Cambridge Analytica scandal. Companies that store, process, and sell data must now

3 Dark patterns, first defined by Grey et. al., are manipulations of a website or interface to get the user to make a
decision that is less preferred by said user but more preferred by the website shareholders. Many dark patterns
involve visual changes to design elements, such as shrinking the font of an “unsubscribe” button at the end of an
email or making the color of the button to close a pop-up tab too light to notice at first. While not illegal, these
manipulative tactics often work against the spirit of GDPR’s consent requirements and allow websites to continue
collecting data when the user is unaware of another option. Nouwen et. al.’s work suggests that these patterns have
increased despite GDPR, and that regulation of such patterns remains elusive.
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seek approval from the EU that its goals are “necessary for the purposes of the legitimate
interests” of the company that collected the data, and does not violate the fundamental rights of
privacy guaranteed to all EU citizens. This regulation results in a lot of bureaucracy related to
involving third parties in processing most personal data, and particularly affects the sale of data
relating to EU citizens to foreign actors. Many of the companies that might have previously
helped foreign disinformation campaigns collect information for microtargeting are subject to
increased scrutiny and struggle to produce the same data they did previously.

While these are the most obvious regulations relating to foreign disinformation
campaigns, many other mechanisms might be impacted by the largest data privacy law passed by
a state with few previous online data regulations. As any one of these GDPR regulations could
impact foreign disinformation campaigns and affect them in the ways outlined in the hypothesis,
GDPR is the obvious case to be examined for this question.

Given that GDPR is the most obvious data privacy law for this paper, the question
remains of which foreign disinformation campaign should be selected — that is, which campaign
from which state targeting which other state. I have selected the Russian disinformation
campaign influencing the UK. Of the states perpetuating foreign disinformation campaigns, one
of the most well-documented campaigns against the EU has come from Russia. After disclosing
Russia’s involvement with the 2016 US presidential election, several states in Europe revealed
that they too had been the subject of Russia’s online disinformation efforts. Russia particularly
targeted Western states experiencing political turmoil, and the most obvious campaign was
against the United Kingdom. Though only revealed in late 2017, the British government
disclosed that the Russians had been involved in influencing discussions related to the EU

membership referendum in 2016, commonly referred to as “Brexit”, and possibly as early as the
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2014 Referendum on Scottish Independence (Booth Et. Al. 2017, Richards 2020). These
campaigns continued as the debate about Brexit and other political issues continued through the
implementation of GDPR as political strife — as indicated by three general elections in the years
since the referendum — continue to plague national actors.* Several international data mining
companies — including Cambridge Analytica and a Canadian company called Aggregate AQI —
created targeted messages to encourage traditionally reluctant voters to vote for more politically
risky endeavors (Richards 2020). While there is no credible evidence that these companies were
employed or aligned with Russian actors, their work suggests how prevalent microtargeting
tactics were towards the British public, and how easily the Russians could have adopted such
tactics. Given that both the referendum and the elections were the result of a popular vote, Russia
had increased incentives to target a disinformation campaign at UK citizens and influence their
preferences to ascertain their preferred outcome from the votes.

The decision to studying a Russian disinformation campaign has several practical
benefits. Firstly, it is a relatively well-documented, simple campaign that provides some of the
best data we have on foreign disinformation campaigns against EU states. Most states do not
wish to publicize the specifics of a foreign disinformation campaign for fear that it would teach
other states how to conduct campaigns. However, information has been released on how Russia
conducted its early disinformation campaigns and the actual content of said disinformation
campaign. This is a combined result of sufficient safeguards being put in place since the

campaign was conducted, and the increased demand for information and data for reports and

4 For further evidence that the UK has been subject to a disinformation campaign from Russia well beyond the initial
Brexit election, see Martin et. al. 2019,, Bradshaw and Howard 2018, Bradshaw and Howard 2019, and Vériter et.
al.2020.
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research into foreign disinformation campaigns.®> The case selection of a disinformation
campaign against the UK is also a good choice as it is not only one of the best-documented IRA
campaigns, but also solves a practical issue of understanding the content of the tweet, as it is in
English.

Much of Russia’s online disinformation campaign emerges from its Internet Research
Agency, or IRA. Reports about the IRA vary but have several key features. First, agents at the
IRA oversee the making and producing online content to share disinformation with larger and
larger followings. These IRA-controlled accounts can be either troll or bot accounts that tweet
frequently and unusually compared to a real person’s social media account. Many IRA accounts
try to disguise their true intentions by talking about banal topics or attempting to increase regular
social interaction. However, they erratically veer into political discussions designed to help the
Kremlin achieve its goals. These political posts need not be consistent or logically coherent and
often involve a variety of posts about a diverse set of political topics, some of which conflict
with previously stated political beliefs (Dawson and Innes 2019). The most successful IRA
accounts reach hundreds of thousands of followers and are even featured on popular humor
websites before their suspicious politics and erratic behaviors come to light (see Popken 2017).

The final issue regarding case selection is what online activity from which social media
platform should be used to measure the effects of the data privacy law on the disinformation
campaign. For the case of the Russian disinformation campaign against the UK, which was
mostly conducted on social media websites like Facebook, Reddit, and YouTube, I follow the

literature in selecting Twitter. Twitter is the most used social media platform for studying

5 This observation about increased safeguards does not mean that foreign disinformation campaigns will never take
place again. Instead, they will be more complex in certain elements — such as having a more complex bot or having
more complex data acquisition tactics — to work around these protections. This is an element of the cat-and-mouse
game against disinformation campaigns.
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disinformation campaigns due to its practical and simple data on online behaviors and
interactions. Twitter has the most straightforward way to interact with other users, which is
limited to tweets, retweets, responses, and direct messaging. Most of the tweets, retweets, and
responses from an account are public or can become public and collects lots of data including the
time of the post, content of the post, and users mentioned in the post. Twitter was also one of the
most popular websites for foreign disinformation campaigns. This is likely due to its relatively
relaxed account-creation process and the platform’s popularity as one of the most used social
media platforms in the world (Smith and Anderson 2018). Finally, GDPR has substantially
changed Twitter’s handling of data and advertising practices. Twitter changed its management of
European data in its Irish processing facility following GDPR and created stricter regulations for
advertisers buying microtargeted advertisements (GDPR Twitter for Business FAQ). While
Twitter has not had perfect GDPR compliance, its violation is from delays in notifying users of a
data breach rather than issues with restricting access to personal data (Porter 2020).

Section V: Data and Methods

Now that the specific case selection for this paper has been outlined, I will address the
data and methodology of estimating the effect of GDPR on the Russian disinformation campaign
against the UK. Specifically, I will address the independent, dependent, and control variables in
my model, and explain the specifications behind the time-series analysis of the implementation
of GDPR.

Firstly, the data for this paper has been sourced from Twitter, which releases data about
accounts that have been confirmed to be involved in foreign disinformation campaigns. The
accounts in this dataset were all shut down throughout 2019 for affiliation with the IRA, and

several accounts continued their activities through July of 2019 (Twitter 2019). This shutdown
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process means that many, though not all 416 accounts, were active through the implementation
of GDPR on May 24" 2018. This is sufficient to meet the time requirements for this study,
though an ideal dataset would have many more accounts and tweets. Most importantly, the
dataset codes for the user ID of the Twitter account, the text of the tweet, and the time of the
posting of the tweet.

This data was then narrowed according to the independent variable, dependent variable,
and control variables for this model. The independent variable for this project is the
implementation of GDPR. The official deadline for implementing GDPR was May 24, 2018.
Though several websites — including Twitter — updated their policies before the May 24
deadline, they did so only two weeks before the deadline at the earliest. This varied
implementation of data privacy regulations is unlikely to have a large effect, particularly as
though the period examined has been extended to account for this two-week variance. Therefore,
the independent variable for this project is May 24, or the day that GDPR was officially
implemented in the EU.

The dependent variable for this paper is the change in the average amount of tweets by
IRA accounts relating to the UK per day. Following the procedure outlined by Howard and
Kollanyi in their 2016 paper, the average amount of tweets per day simplifies the natural
variance in the rhythm of tweets as the day progresses. I collected the total number of tweets per
day that discussed the UK, England, or Brexit.® This resulted in 109 accounts and 5837 total

tweets being selected.” These accounts were active between 2012 and October of 2018, though

6 While additional nuance could have been added to find which topics targeted UK citizens, the most obvious
comments were those mentioning the UK, England, or Brexit. Several accounts tweeting about these topics appeared
in the tweet to pretend to be British citizens, or U.S. citizens remarking on the U.K. Ultimately, this rudimentary
strategy proved effective in discovering relevant tweets to British audiences and therefore worked for this analysis.

’ Though this seems small relative to other twitter datasets, all of these tweets emerged from accounts affiliated with
the IRA. As the focus of this study is only accounts affiliated with foreign disinformation campaigns, not the
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many were shut down before October. While this restriction to the tweets mentioning the UK
casts a narrow time scope for the study, it is sufficient to analyze the effect of the independent
variable by comparing online activity before and after the implementation of GDPR on May 24™
2018.

The period of observation selected for this study should be long enough to demonstrate a
substantive change in online behavior, while not confounding the data as accounts get shut down
and overall activity consequently decreases. This paper observes all tweets from January 1%,
2018, to the date that most accounts have been suspended, or July 20", 2018. The trend in tweets
per day drops off significantly after July 20', as several accounts never tweeted again after that
date. The data has therefore been narrowed, as needed, by the selected dates.
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50 -

N
o
1

w
o
1

Daily Tweet Count
N
o

N
o
1

o
1

A;)r Jul Oct
2018

—
Q
-}

Image 1: The daily number of tweets per day that mentioned the UK, England, or Brexit. The day that GDPR was implemented,
or May 24", 2018, is visually represented as the blue line. The drop off in activity following July 20th, 2018, is attributed to
Twitter shutting down the accounts, rather than a plan from the IRA

accounts of foreign citizens or the discussions that they influence, this number can be expected to be much smaller.
In an ideal world, there would be much more data available from the time period of interest.



Bayoumi 27

The control variable for this model is time, which is treated as its own variable in this
study which naturally increases over time as tweets and tweet interactions naturally vary and
increase. Some accounts may increase their activity throughout the study; for example, an
account that might be getting more and more popular over time might naturally tweet more over
time. Time therefore must be used as a control variable to resolve whether an increase in the
number of tweets over time is simply natural or not.

Finally, there is the possibility of a confounding variable in an idiosyncratic event that
may interrupt the study of the event. In this case, two confounding variables must be considered:
the passage of other laws to combat disinformation campaigns, and possible large disinformation
news stories that would draw specific attention from disinformation campaigns. First, there could
be another law that affects the disinformation campaign which is not the data privacy law in
question. Given the increased concern about disinformation campaigns, there is a risk that
another law specifically addressing disinformation campaigns may interrupt the behavior of the
campaign instead of the data privacy law. Second, a large news story that is particularly relevant
to a disinformation campaign may change the behavior of a disinformation campaign. This
behavior change — typically increasing the number of posts above the status quo — could coincide
with the implementation of the data privacy regulations in two ways. First, the time before
implementing the law could overlap with the end of a news cycle of one of these big stories,
meaning the news story would increase online interactions before the law is implemented, and
the natural passage of the story would decrease interactions afterward. Alternatively, the
breaking of an important news story could coincide with the implementation of the data privacy
law, increasing the online presence of the data privacy campaign after the passage of the law.

These changes from a big news story or the implementation of another disinformation law could
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affect the online interactions of accounts spreading disinformation, and they must be considered
when evaluating the hypotheses.

In accounting for these confounding variables, the case selection of the Russian campaign
against the EU solves the first problem because no other major anti-disinformation or data
privacy laws were passed during the period of interest. The UK government did not pass any
major laws that might have affected the disinformation campaign between the dates of interest to
this paper. The UK has struggled to pass data protection laws as it balances pressures from
technology companies to keep an open data economy with the security and privacy concerns of
its citizens (Richards 2020). Meanwhile, the actions against disinformation remained focus on
investigations to determine what foreign disinformation campaigns had done, rather than taking
actions against them. The only actionable item — the creation of the National Security
Communications Unit to combat fake news —happened in very early January of 2018 and had
most likely already affected the disinformation campaigns before the May 25" implementation
of GDPR (Flunke and Flamini 2018). Likewise, the European Commission was still investigating
disinformation efforts rather than taking the legislative action it would officially pass in 2019
(European Commission 2018).

Addressing the second confounding variable — a large news story of interest to the
disinformation campaign — is slightly more complicated. When examining the data, I ran a text
analysis of the tweet content to see the most popular conversation topics and hashtags. Many of
the tweets in the dataset related to Tommy Robinson, a British far-right anti-Islam political
activist and former leader and founder of the English Defense League. On May 25™, 2018,
Robinson was arrested for disturbing the peace in attempting to live-stream an ongoing court trial

and sentenced to 13 months in jail, only one day after GDPR was implemented. The judge in the



Bayoumi 29

case issued a reporting restriction on Robinson’s arrest as it pertained to an ongoing trial, which
captured the attention of the far-right media across the world. His arrest and the moratorium on
reporting about his case trended on Twitter (MacGuill 2018). This story of such a divisive figure

in British captured the attention of the IRA, where accounts began commenting on the ordeal.
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Image 2: Word Cloud of Topics in Tweets mentioning the UK, England, or Brexit. Topics related to the Tommy Robinson case
dominated the conversation, as highlighted in the image above

A right-wing news story like Robinson’s impacts the number of tweets per day, and this
confounding increase in online activity must be considered. This story is particularly important
given the increase in conversations about Robinson that occurred only one day after the deadline
for implementing GDPR’s protocol. As a result, the number of tweets about the Robinson story
for the time of interest was separated and treated as a final control variable, though the tweets

discussing the case were not removed from the actual dataset.
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Image 3: Tweets about the Tommy Robinson case over time

Given that the independent variable for this study is an event, the most logical approach
to operationalize the question of whether the implementation of GDPR affected the dependent
variable is an event study analysis.

Event studies are used to measure the effect of a specific event on the value of a variable.
The event study not only determines whether there is a change in the variable by the interrupting
event, but whether overall that event increases or decreases. The model can formally be
described below in equation (1):

R = o+t +c(yitAi*(t-1)). (1)

In this model, R is the real value of the tweets per day, and 1 is the event date. Critically,
the dummy variable i remains 0 before the day of implementing GDPR and is 1 after the date of
implementing GDPR. With ¢ as a control variable, this equation approximates the new linear

model of expected tweets after GDPR has been implemented. Variable t, or time since the
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implementation of GDPR which remains 0 before the day of implementing GDPR, 1 the day of
implementing GDPR, and increases by 1 day for every day after GDPR, has one subtracted from
it because it would otherwise interfere with y, or the change in the constant from implementing
GDPR.

The variables in the event study are thus. First, the natural fluctuation of tweets over time
is accounted for by a time trend, which starts at count 1 on January 1%, 2018, and increases by 1
for each day observed in the period of interest. Second, the dummy variable y addresses the
significance of the event. The coding for y makes all days before the implementation of GDPR 0,
and all the days after the implementation of GDPR 1, including the day that GDPR was
implemented. This variable y therefore estimates if there was any change in the number of tweets
per day for the period preceding the implementation of GDPR, and the period after implementing
GDPR. A third variable A measures the significance of the time since passing GDPR. The A
variable is coded as 0 for all days before implementing GDPR, 1 for the day GDPR is
implemented, and increases by 1 for every day since GDPR has been implemented. It serves as
an additional test to see if the time trend after the event is significantly different from the time
trend preceding the event. A final variable accounts for the significance of the Robinson story by
counting the total number of tweets about the Robinson story per day. The total number of IRA
tweets, or all tweets mentioning the UK, England, or affiliated terms per day for the period
between January 1%, 2018, and July 7%, 2018, are regressed on all four of these variables.

For hypothesis 1, both y and A would be very small, practically negligible, as there would
be no change from the initial linear model of a+ft necessary for calculating the number of
tweets per day. For hypothesis 2, y would be negative to demonstrate a drop-off in social media

activity after the implementation of GDPR where the foreign disinformation campaign
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temporarily pauses its activity. An increase in A would indicate that the foreign disinformation
campaign had resumed. For hypothesis 3, y would be positive, indicating an increase in social
media activity after implementing GDPR as the foreign disinformation campaign attempts to
substitute its microtargeting activities with algorithm manipulation. Finally, A would demonstrate
the effectiveness of the algorithm manipulation, as it indicates whether the foreign
disinformation campaign continued its increased online activities or slowly abandoned them over
time.

Section VI: Results

Two regression tables below detail the results of the linear regressions. In Table 1, I
regressed the number of tweets per day about the UK on all the variables described above — the
time trend since January 1%, 2018, the binary event having occurred variable, the time trend after
the event, and the number of tweets from the Robinson story. The results suggest that the time
trend and the Robinson story are highly significant with p<0.01, and the binary event indicator is
significant with p<0.05. While the effect of the Robinson story is positive, the overall effect of
GDPR on the number of tweets is negative at -2.917, meaning that the total number of tweets per
day after implementing GDPR reduced by approximately three tweets. The percent reduction in
the constant is approximately 33%. This is because the constant 4.966+0.027 multiplied by the
total number of days between January 15 and May 24 (140), or 8.74, by 2.917 after the event.
This finding supports Hypothesis 2 that the IRA put a pause on their online activity following

GDPR.
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Regression Results (Table 1)

Dependent variable:

Number of Tweets

Results
Time Trend (Total) 0.027°
(0.010)
vy (Event Significance) -2.917°
(1.657)
A (Time Trend After Event) -0.008
(0.036)
Significance of Robinson story 1.338"
(0.100)
Constant 4.966™"
(0.776)
Observations 200
R? 0.615
Adjusted R? 0.607

Residual Std. Error
F Statistic

4.531 (df = 195)
77.758"* (df = 4; 195)

Note:

*p<0.1; *p<0.05; “p<0.01

The time trend after the event is not significant at the p<0.1 level, meaning GDPR

therefore did not significantly affect the overall growth in the number of tweets per day;

however, the actual coefficient is negative, meaning that the number of tweets after the

implementation of GDPR is decreasing by about 0.008. This estimated impact is rather large

compared to the total time trend of 0.027, meaning that the growth in the number of tweets per

day over time could have slowed down by approximately 0.296, or ~29.6%. This reduction

coefficient is similar to the 33% reduction of the constant on May 24™. The reduction of both the

constant number of tweets and the rate at which tweets are increasing over time are very similar
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at about 0.3 reductions. However, unlike the leveling effect of the binary event operator, these
findings are inconclusive as they are not significant.

Given the insignificance of the time trend after the event, and that it might have interfered
with the binary event significance y, I took A out of the regression, as observed in Table 2. For
this regression, the time trend remained significant of increasing the total number of tweets per
day by 0.026 at p<0.01, making time a small but significant variable. The binary before-or-after
event variable y increased to -3.14, with p <0.05, and a t-test significance nearing 0.01
significance level. This effect is particularly sizable given the overall constant of 5.006, meaning
that the implementation of GDPR correlated with a ~36% drop in the overall constant number of

tweets. Finally, the Robinson story remained significant at 0< 0.01.

Regression Results (Table 2)

Dependent variable:

Number of Tweets

Model Results
Time Trend (Total) 0.026™
(0.009)
vy (Event Significance) -3.1437
(1.299)
Significance of Robinson story 1.347"
(0.092)
Constant 5.006""
(0.753)
Observations 200
R? 0.615
Adjusted R? 0.609
Residual Std. Error 4.520 (df = 196)
F Statistic 104.166™" (df = 3; 196)

Note: *p<0.1; “p<0.05; **p<0.01
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Section VII: Discussion and Conclusion:

Based on the evidence from the regressions on the total number of tweets, it appears that
the day that GDPR was implemented likely had a big and significant effect on the number of
tweets emerging from the IRA’s disinformation accounts. This observed change means we can
reject the null hypothesis, or Hypothesis 1, that the implementation of GDPR did not effect on
the overall number of tweets with p<0.1, or a 90% confidence interval for the first regression
table, and p<0.5, or a 95% confidence interval in the second regression. As the regression
suggests the event date reduced the constant level of tweets for both regressions, the evidence
supports Hypothesis 2 that the IRA temporarily paused some of their activities following GDPR.
This result is only conclusive when considering the Robinson news story, which increased the
number of tweets from May 25", 2018, onwards. Finally, the effect that the implementation of
GDPR had on the overall time trend is inconclusive, despite having a large negative coefficient
compared to the overall time trend. Interestingly, both the constant and the time trend variables
were reduced by about the same amount — approximately 0.3 — which would suggest a permanent
change in the number of tweets by approximately 30%.

These findings have several implications, beyond supporting Hypothesis 2 that GDPR
reduced the total number of online interactions from foreign disinformation campaigns. First, it
suggests that the Russians continued to employ microtargeting techniques to influence UK
citizens well after the Cambridge Analytica scandal broke. Further, it suggests that the supply
chain for the data Russians use to micro-target individuals on Twitter may have been affected by
GDPR. This baseline gives us further insight into the mechanisms the IRA used for their 2018

disinformation, as well as several mechanisms to further study to interrupt data harvesting for



Bayoumi 36

foreign disinformation campaigns. Finally, there is evidence that data privacy laws may address
the security risks of disinformation. This study suggests that data privacy laws should play a role
in combatting disinformation, particularly restrictions on personal data.

The contributions of this paper are the following. First, I organize and label the strategies
of spreading disinformation targeted at other states identified by the growing literature and
discuss two strategies — the microtargeting and manipulation explanations — in detail. Second, I
emphasize the need for research into the interruptions into strategies of spreading disinformation,
rather than simply the strategies themselves. Foreign disinformation campaigns are often
unintentionally interrupted by an event or a law that can unknowingly affect the method of
spreading disinformation. Further study should investigate the behavior after these “interruption”
events to find out if foreign disinformation campaigns abandon the project until the problem can
be overcome or adopt another strategy to spread disinformation entirely. Foreign actors can
switch and even combine different strategies to spread disinformation in the same campaign, and
the literature has thus far ignored this overlap and evolution from interruption events. Finally, I
lend evidence to the assertion that the controversial data privacy laws may have security benefits
in minimizing or interrupting the microtargeting tactic to spread foreign disinformation.

The most obvious area for further study based on this finding is exactly what elements of
GDPR might have interrupted the supply chain of data to IRA, and therefore reduced the online
activity of actors spreading disinformation. This paper suggested three different elements of
GDPR that may have affected the supply chain of data for microtargeting: the consent
requirement, the anonymization requirement, and the scrutiny of third-party sellers and
international actors. As the EU and the UK implemented all these elements at the same time, it is

impossible to observe from the reduction in the total number of tweets which, if any, of these
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elements impacted the supply chain. This causal link should be investigated further. Possible
paths of study could be a deeper investigation of the overall impact of the three GDPR elements
in disrupting the status quo. Another possibility is contrasting GDPR with other data privacy
laws that only employ some of these elements, such as the consent requirement but no scrutiny
of third-party data brokers, in a natural experiment. Several of these bills are being considered in
legislatures all over the world and will likely have differing effects on disinformation campaigns
given their different data privacy regulations.

This study also made several assumptions, many of which should be examined further
given sufficient data. | assumed that many of the accounts were shut down in the middle of
September of 2018. However, the dataset did not reveal exactly when accounts were taken
offline. Given this information, several other variables should be considered. For example, this
study could not account for the popularity of accounts based on the number of followers, as
several popular accounts appeared to be shut down by Twitter in late 2017. Confirmation of
when Twitter took down such accounts would greatly assist in checking if these accounts were
shut down by the platform, or in a more organized manner. Data about when the account was
removed by Twitter would also assist in controlling for the total number of accounts active at any
given time over the time trend. Other data, such as the number of followers at the time of posting
the tweet rather than at the time of shutting down the account, would further help account for the
reach of a disinformation campaign and possible increases in online activity from popular
disinformation accounts.

One final area of study is the treatment of large news stories before and after the passage
of GDPR. The Tommy Robinson story was likely so important to the disinformation campaign

that it increased the total number of tweets per day, but the question remains how much the story
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affected the total number of tweets if it occurred before GDPR was implemented. There is an
opportunity to investigate the different approaches to large, trending news stories before and
after GDPR, and seeing if there is a difference indicative of a more generalized or less

microtargeted campaign to spread disinformation.
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