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ABSTRACT

Artificial Intelligence was once seen as a net good—an engine of progress, efficiency, and cre-

ativity. That view no longer holds. Today, the unchecked rise of generative AI inflicts lasting dam-

age on society [248], from the loss of authenticity and truth [160, 208], to the influx of AI content

disrupting markets [280, 50], the disruption to education system [15], and mass surveillance [251].

The scale and speed of these harms have outpaced legal systems and regulatory responses, leaving

a deep and lasting impact on our society.

Unfortunately, existing defenses remain insufficient at addressing AI’s harm. Legal frame-

works are slow-moving and jurisdiction-bound [69, 103]. Technical defenses often assume a level

of model transparency or developer cooperation that does not exist in practice. Passive mecha-

nisms—such as opt-outs or robots.txt—are frequently ignored [127, 175]. Worse, these failures

reinforce a dangerous narrative: that AI harm is the cost of progress.

This dissertation challenges that premise. It shows that generative AI pipelines have vulnera-

bilities, which can be leveraged to build defenses that mitigate AI harms. I introduce a new class

of protections based on adversarial machine learning, which “cloak” user data before it is used

for training. These cloaks distort the data in ways that mislead AI models, preventing them from

learning accurate information. Building on this intuition, I have developed three defense systems:

Fawkes, which protects personal identities from facial recognition models; Glaze, which enables

artists to protect their unique styles from AI mimicry; and Nightshade, which can inject poison into

data to prevent unauthorized AI training. All three are designed to function in adversarial settings

without requiring cooperation from AI companies, offering practical and robust protection. The

resulting tools I built are widely adopted by millions of users globally and have informed broader

conversations around AI regulation.

Looking ahead, this dissertation offers not just a set of defensive tools, but a perspective on how

we can reframe the AI ecosystem—from reactive and passive methods to proactive, adversarial

techniques that embed agency at the data level. This dissertation points toward a more balanced
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and sustainable AI ecosystem where the direction of AI development is not entirely determined by

major tech companies, but also by diverse set of stakeholders.
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CHAPTER 1

INTRODUCTION

I started graduate school in 2020, at a moment when enthusiasm for AI was at an all-time high.

The field felt like it was entering a golden age—machine learning breakthroughs arrived monthly,

driven by increasingly sophisticated models and accelerating GPU capabilities. Like many others,

I believed these advances would push many domains forward from medicine to education and

robotics. But by 2022, as generative models approached human-level performance in domains like

art and writing, a different picture emerged. These high-performing models began to induce a

number of harms, from replicating artists’ style without permission, to saturating the Internet with

low-quality synthetic content, and amplifying misinformation at scale. The promise of generative

AI had not disappeared, but it was now shadowed by growing, tangible harms.

Under the visible harms of generative AI is a core problem: its training data collection. Modern

AI models, based on transformer and its variants, are data-hungry. Training them demands stag-

gering amounts of data, pushing companies to extract every usable byte from wherever they can

find it—public websites [90, 212, 191, 48], private apps [37], surveillance cameras footages [225].

Data is rarely collected with consent. Clearview AI scraped over three billion photos from social

media platforms without informing users [90]. Multiple AI companies trained their models from

priated book mirrors [83, 94]. As the easily-obtained data dries up, companies come up new collec-

tion methods: rewriting terms of service so that they can train on their users’ content [56, 104, 68],

buying up datasets from shadowy brokers [162], and quietly expanding collection scope [8]. The

data pipeline that fuels today’s AI is deeply flawed.

The consequences of this flawed data pipeline extend well beyond initial privacy and copy-

right concerns. Models trained on indiscriminately gathered data frequently expose sensitive

information—SSNs, email addresses, and private medical details [27]. Another consequence is

that generative model perserve and amplify misinformation that is embedded in the training cor-

pus. Artists watch their distinctive styles copied and commodified by generative models trained
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on unauthorized data, while their income is significantly reduced by mass-produced AI artwork.

Meanwhile, the growing volume of AI-generated content online is beginning to feed back into

training pipelines. This recursive learning where models training on their own synthetic outputs

has already been shown to cause a measurable decline in model quality and reliability [210].

1.1 Existing Solutions

The need to protect data online in face of AI is widely acknowledged, and prior work proposed a

number of possible solutions. These approaches fall into three categories.

Solution 1: Opt-out and Data Control. Opt-out tools offer control for content hosts. In theory,

creators can signal that their work should not be used to train AI models—often through meta-

data or the robots.txt. But in practice, these signals fail. robots.txt is honored by some crawlers,

ignored by many others [108]. Most platforms strip metadata out before content is processed for

training. Even if these signals were respected, they only apply to the original file or website, not

the countless downstream copies or derivatives across the web.

The deeper problem with opt-out is structural. Opt-out systems shift all responsibility onto

creators. Artists, writers, photographers—they are expected to find every version of their work, on

every site, and manually opt out. It is an impossible task. As a result, the current low participation

in opt-out does not mean consent, but it is because the system is confusing and hard to use. And

even when people do opt out, the damage is often already done. Their work may still be memorized

by the models, as existing unlearning proposals fail to completely remove data’s impact.

Solution 2: Differential Private Training. Differential Privacy (DP) is often proposed as a

technical fix to the problem. DP adds noise to training, such that user’s data cannot be identified

individually in theory. But this solution depends entirely on AI companies choosing to cooper-

ate and implement from the start. And so far, major AI companies have shown little willingness

and incentives to compromise model performance for privacy. Even if adopted, DP does not pro-

tect creators from the harms discussed above. It only blocks certain types of statistical inference
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attacks, but does not prevent a model from learning writing style, art style, or voice.

Solution 3: Legal and Policy. Legal and policy can offer a path toward long term change in

the AI ecosystem. Legal cases can set precedent and create consequences for AI misuse. Well-

designed regulations can shift incentives, forcing companies to respect copyrights and train models

with transparency and accountability. In the long run, these tools may be the most effective way to

rebalance power between creators and AI companies.

Yet their effectiveness is constrained by several core limitations. First, cases and legislation

can take years, while the harms are often immediate and difficult to reverse. Second, most legal

rules are confined to national borders, whereas AI models operate globally and companies can

easily relocate offshore. Lastly, enforcement is challenging. Generative models are black boxes,

e.g., when a model outputs content that appears copied, it is often challenging to prove the use of

specific training data. Legal tools are important, but on their own, they lack the speed and precision

necessary to address the scale of AI-driven data scraping.

1.2 My Approach: Proactive Protection via Adversarial Machine Learning

This dissertation introduces a new type of proactive defenses that use data poisoning to mitigate

unauthorized AI training—without relying on regulation, legal enforcement, or cooperation from

model developers. The key insight is that AI models perceive data differently than humans. Their

understanding relies on high-dimensional feature spaces, which can be easily manipulated. My

work exploits this mismatch. By embedding carefully crafted perturbations into the data, we can

cause the models to learn incorrect information from these protected data. These perturbations are

“clean-label”: they preserve the original appearance but distort the model’s internal representation.

I further design techniques that can shift feature representations under both white-box and black-

box conditions, including transfer to commercial, closed-source models.

I first apply this approach to mitigate against large-scale surveillance using facial recognition

systems, where unauthorized models are trained on publicly scraped images. I developed Fawkes
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(Chapter 3), a system that protects user photos by applying imperceptible cloaks that alter feature-

level representations. When a model is trained on cloaked images, it fails to recognize the user

in future photos. Fawkes works across a wide range of models, including commercial APIs and

models trained from scratch. It remains effective even under countermeasures, and introduces no

visible distortion, making it practical for everyday use.

I then extend this approach to protect against style mimicry in generative models—a harder task

due to higher output dimensions of generative models. I developed Glaze (Chapter 4), a system that

protects artists by shifting the stylistic features of their artwork. These perturbations are designed

to confuse the model during training, causing it to learn the wrong style. Glaze preserves the

original visual appearance while disrupting feature extraction.

Finally, I generalize this strategy to address large-scale generative models trained on web-scale

data. Many content creators and companies lack control over distribution of their media, and

their data is often ingested before any protections can be applied. To address this, I developed

Nightshade (Chapter 5), a system that poisons copyrighted images before uploading them online.

Nightshade introduces imperceptible changes that break the link between visual features and text

prompts, causing downstream models to produce incorrect outputs. Despite affecting only a small

number of images, the attack generalizes across prompts and persists through data augmentations,

model architectures, and training methods.
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CHAPTER 2

BACKGROUND AND RELATED WORK

Before we introduce the defenses in this dissertation, I first present the shared technical back-

ground.

2.1 Overview of Machine Learning

2.1.1 Supervised Learning and Image Classification

We first introduce supervised learning. In this setting, each training sample consists of an image

xi and its corresponding label yi, where yi belongs to a fixed label set Y . The goal is to learn a

model fθ : X → Y that can correctly predict the label of new inputs not seen during training. The

total number of classes is |Y| = N .

Model Architecture. The models used in this work are based on convolutional neural net-

works (CNNs) [114]. CNNs process images using a series of layers that apply learned convolu-

tional filters to extract local features. These features are passed through activation functions and

pooling layers, forming hierarchical representations. A final classification layer outputs a proba-

bility distribution over classes using softmax. Common CNN architectures include ResNet [86],

DenseNet [96], and Inception [222], which differ in depth, layer connections, and design choices

but follow similar training procedures. For an in-depth overview, see [78].

The model parameters θ are optimized to minimize a loss function ℓ(fθ(x), y) over the dataset.

In classification, the loss is typically cross-entropy. The optimization is performed using stochas-

tic gradient descent (SGD) [177], which updates parameters based on small batches of data to

approximate the gradient of the full loss.
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2.1.2 Text-to-Image Generative Models

Text-to-image generation was first proposed by Mansimov et al. [137], with early systems demon-

strating limited visual quality. Since then, a wave of follow-up work has introduced more ad-

vanced model architectures and training strategies, significantly improving image fidelity and res-

olution [171, 273, 261, 100, 57].

Model Architecture. Modern text-to-image models are primarily based on diffusion architec-

tures [178, 173], which outperform earlier approaches based on GANs and VAEs [171, 282]. These

models are trained to reverse a forward diffusion process: during training, noise is incrementally

added to images, and the model learns to denoise them, conditioned on a text prompt.

State-of-the-art models like Stable Diffusion [178] use a technique called latent diffusion,

where the denoising happens not in raw pixel space but in a compressed latent feature space.

A variational autoencoder (VAE) is used to extract features from the training image (via encoder

Φ) and decode them back to pixel space at generation time (via decoder D). A conditional gener-

ator G learns to produce a latent feature representation G(s) from a text prompt s, such that G(s)

matches Φ(x), the feature representation of image x.

Training Data Sources. Text-to-image models are trained on massive datasets of image–text

pairs scraped from the web. A prominent example is the LAION dataset [193], which contains

over 5 billion image URLs and associated ALT-text captions collected from 3 billion webpages.

These datasets undergo minimal filtering—primarily to remove short captions or text-image mis-

matches—and often include copyrighted, sensitive, or private content. NSFW content filters are

sometimes applied [204], but are frequently reversed to preserve model performance [214].

Finetuning for Art Mimicry. Once trained, these models can be finetuned with a small set

of domain-specific images. For example, a mimic can replicate the art style of a target artist by

finetuning a model on as few as 20 of the artist’s works. This process is fast—it typically takes

under 20 minutes on a low-end GPU—and does not require access to the original training code or
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data.

Continuous Model Training. Due to the high cost of training from scratch (e.g., over 150K

GPU hours for Stable Diffusion v1.4 [216]), many models are trained incrementally. Model de-

velopers frequently update checkpoints with new data or task-specific datasets. Stable Diffusion

v1.5 and v2.1 are fine-tuned from earlier versions; SDXL v1.0 builds directly on SDXL v0.9.

Several commercial platforms, such as NovelAI [154], Scenario.gg [190], and Lensa AI [230],

employ similar strategies, often offering “continuous finetuning” services based on user-uploaded

content [73, 181].

Implications. The architecture and training dynamics of these models make them highly sensitive

to training data. Because diffusion models directly learn feature-to-prompt relationships, small

changes to the training input can shift model behavior in significant ways. This vulnerability is a

central motivation for the data poisoning and protection techniques discussed in this dissertation.

2.2 Adversarial Machine Learning: Attacks and Defenses

Adversarial machine learning studies how ML systems can be manipulated through crafted in-

puts or malicious training data. While traditionally viewed through the lens of attacker-model

dynamics, this thesis reframes these methods as potential user defenses, offering tools that counter

unwanted AI behaviors. This section summarizes key evasion and poisoning techniques and their

corresponding defenses, spanning both classification and generative domains.

2.2.1 Evasion Attacks and Defenses

Evasion attacks modify model inputs at inference time to alter outputs without changing the input’s

semantic meaning to humans. In classifiers, this involves generating adversarial examples: inputs

perturbed by a small vector ϵ such that Fθ(x + ϵ) ̸= Fθ(x) [223]. White-box variants compute

ϵ using model gradients [79, 30], while black-box methods build substitute models [158, 59] or
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estimate gradients via repeated queries [97, 36]. These methods highlight the brittleness of high-

dimensional decision boundaries.

Defenses against evasion attacks in classifiers typically fall into three categories: adversar-

ial training [136], which augments training data with adversarial examples; input transforma-

tions [262] to suppress perturbations; and query monitoring to detect attack patterns [118]. Yet

many of these defenses degrade accuracy or fail under adaptive attacks [29].

2.2.2 Poisoning Attacks and Defenses

Poisoning attacks manipulate model behavior by tampering with the training dataset. In classi-

fication, attackers may embed malicious samples that induce misclassification of specific inputs

(targeted poisoning), reduce accuracy (indiscriminate poisoning), or implant backdoors that acti-

vate under specific triggers [81, 132]. Clean-label poisoning poses an even greater threat by using

semantically valid, correctly labeled inputs to shift the model’s decision boundary without trig-

gering anomaly filters [197]. Generative models are equally vulnerable. Because state-of-the-art

text-to-image systems are trained on billions of scraped image-caption pairs from minimally cu-

rated sources like LAION-5B [193], poisoned content can be injected by simply posting on the

open web.

Defenses against poisoning remain limited. In classification, backdoor detection methods in-

clude trigger synthesis [240], neuron pruning [74], and dataset filtering via spectral analysis [229].

Clean-label poisons are harder to detect since their labels are correct and their features subtle. Few

defenses exist beyond influence estimation or anomaly detection [164]. In generative models, data

collection filters focus on text-image alignment and caption length [193], but offer minimal protec-

tion against stealthy poisons. Even commercial datasets routinely include copyrighted, private, or

manipulated content. Once trained, generative models are difficult to audit and sanitize, especially

as continual training becomes standard practice [154, 214].
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CHAPTER 3

FAWKES: PROTECTING PRIVACY AGAINST UNAUTHORIZED DEEP

LEARNING MODELS

3.1 Introduction

Today’s proliferation of powerful facial recognition models poses a real threat to personal privacy.

Facial recognition systems scan millions of citizens in both the UK and China without explicit

consent [145, 189]. At many US airports, international travelers must submit to facial recognition

systems in order to enter the country [155]. Perhaps more importantly, anyone with moderate

resources can now canvas the Internet and build highly accurate facial recognition models of us

without our knowledge or awareness, e.g. MegaFace [93]. Perhaps the most egregious example of

this is Clearview.ai, a private company that collected more than 3 billion online photos and trained a

massive model capable of recognizing millions of citizens, without their knowledge or consent [3].

Opportunities for misuse of this technology are numerous and potentially disastrous. Anywhere

we go, we can be identified at any time through street cameras, video doorbells, security cameras,

and personal cellphones. Stalkers can find out our identity and social media profiles with a single

snapshot [211]. Stores can associate our in-store shopping behavior with online ads and browsing

profiles [138]. Identity thieves can identify (and perhaps access) our personal accounts [49].

We believe that private citizens need tools to protect themselves from being identified by unau-

thorized facial recognition models. Such tools could increase individuals’ data agency in the con-

text of facial recognition systems, enabling more fine-grained control over whether their images are

used for face recognition. Unfortunately, previous work in this space is sparse and limited in both

practicality and efficacy. Some have proposed distorting images to make them unrecognizable and

thus avoiding facial recognition [258, 121, 221]. Others produce adversarial patches in the form

of bright patterns printed on sweatshirts or signs, which prevent facial recognition algorithms from

registering their wearer as a person [259, 228]. Finally, given access to an image classification
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model, “clean-label poison attacks” can cause the model to misidentify a single image [197, 281].

Instead, we propose Fawkes, a system that helps individuals to inoculate their images against

unauthorized facial recognition models at any time without significantly distorting their own photos

or wearing conspicuous patches. Fawkes achieves this by helping users adding imperceptible pixel-

level changes (“cloaks”) to their own photos. For example, a user who wants to share photos on

social media or the public web can add small, imperceptible alterations to their photos before

uploading them. If collected by a third-party “tracker” and used to train a facial recognition model

to recognize the user, these “cloaked” images would produce functional models that consistently

misidentify them. Fawkes is a disruptive data agency tool, allowing users to control use of their

data by disrupting downstream machine learning applications.

Our distortion or “cloaking” algorithm takes the user’s photos and computes minimal pertur-

bations that shift them significantly in the feature space of a facial recognition model (using real or

synthetic images of a third party as a landmark). Any facial recognition model trained using these

images of the user learns an altered set of “features” of what makes them look like them. When

presented with a clean, uncloaked image of the user, e.g. photos from a camera phone or streetlight

camera, the model finds no labels associated with the user in the feature space near the image, and

classifies the photo to another label (identity) nearby in the feature space.

Our exploration of Fawkes produces several key findings:

• We can produce significant alterations to images’ feature space representations using per-

turbations imperceptible to the naked eye (DSSIM ≤ 0.007).

• Regardless of how the tracker trains its model (via transfer learning or from scratch), image

cloaking provides 95+% protection against user recognition (adversarial training techniques

help ensure cloaks transfer to tracker models).

• Experiments show 100% success against state-of-the-art facial recognition services from

Microsoft (Azure Face API), Amazon (Rekognition), and Face++. We first “share” our own

(cloaked) photos as training data to each service, then apply the resulting models to uncloaked
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test images of the same person.

• In challenging scenarios where clean, uncloaked images are “leaked” to the tracker and used for

training, we show how a single Sybil identity can boost privacy protection. This results in

80+% success in avoiding identification even when half of the training images are uncloaked.

• Finally, we consider a tracker who is aware of our image cloaking techniques and evaluate the

efficacy of potential countermeasures. We show that image cloaks are robust (maintain high

protection rates against) to a variety of mechanisms for cloak disruption and detection.

3.2 Background and Related Work

To protect user privacy, our image cloaking techniques leverage and extend work broadly defined

as poisoning attacks in machine learning. Here, we set the context by discussing prior efforts

to help users evade facial recognition models. We then discuss relevant data poisoning attacks,

followed by related work on privacy-preserving machine learning and techniques to train facial

recognition models.

Note that to protect user privacy from unauthorized deep learning models, we employ attacks

against ML models. In this scenario, users are the “attackers,” and third-party trackers running

unauthorized tracking are the “targets.”

3.2.1 Protecting Privacy via Evasion Attacks

Privacy advocates have considered the problem of protecting individuals from facial recogni-

tion systems, generally by making images difficult for a facial recognition model to recognize.

Some rely on creating adversarial examples, inputs to the model designed to cause misclassifica-

tion [223]. These attacks have since been proven possible “in the wild,” Sharif et al. [203] create

specially printed glasses that cause the wearer to be misidentified. Komkov and Petiushko [109]

showed that carefully computed adversarial stickers on a hat can reduce its wearer’s likelihood of

being recognized. Others propose “adversarial patches” that target “person identification” models,
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Figure 3.1: Our proposed Fawkes system that protects user privacy by cloaking their online photos.
(Left) A user U applies cloaking algorithm (given a feature extractor Φ and images from some
target T ) to generate cloaked versions of U ’s photos, each with a small perturbation unnoticeable
to the human eye. (Right) A tracker crawls the cloaked images from online sources, and uses
them to train an (unauthorized) model to recognize and track U . When it comes to classifying new
(uncloaked) images of U , the tracker’s model misclassifies them to someone not U . Note that T
does not have to exist in the tracker’s model.

making it difficult for models to recognize the wearer as a person in an image [259, 228].

All of these approaches share two limitations. First, they require the user to wear fairly obvious

and conspicuous accessories (hats, glasses, sweaters) that are impractical for normal use. Second,

in order to evade tracking, they require full and unrestricted access (white box access) to the precise

model tracking them. Thus they are easily broken (and user privacy compromised) by any tracker

that updates its model.

Another line of work seeks to edit facial images so that human-like characteristics are preserved

but facial recognition model accuracy is significantly reduced. Methods used include k-means

facial averaging [149], facial inpainting [220], and GAN-based face editing [258, 121, 221]. Since

these dramatically alter the user’s face in photos, they are impractical for protecting shared content.

3.2.2 Protecting Privacy via Poisoning Attacks

An alternative to evading models is to disrupt their training. This approach leverages “data poison-

ing attacks” against deep learning models. These attacks affect deep learning models by modifying

the initial data used to train them, usually by adding a set of samples S and associated labels LS .

Previous work has used data poisoning to induce unexpected behaviors in trained DNNs [263].
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In this section, we discuss two data poisoning attacks related to our work, and identify their key

limitations when used to protect user privacy.

Clean Label Attacks. A clean-label poisoning attack injects “correctly” labeled poison images

into training data, causing a model trained on this data to misclassify a specific image of inter-

est [197, 281]. What distinguishes clean-label attacks from normal poisoning attacks is that all

image labels remain unchanged during poisoning—only the content of poisoned images changes.

Fawkes works with similar constraints. Our action to affect or disrupt a model is limited to

altering a group of images with a correct label, i.e. a user can alter her images but cannot claim

these are images of someone else.

Current clean label attacks cannot address the privacy problem because of three factors. First,

they only cause misclassification on a single, preselected image, whereas user privacy protection

requires the misclassification of any current or future image of the protected user (i.e. an entire

model class). Second, clean label attacks do not transfer well to different models, especially models

trained from scratch. Even between models trained on the same data, the attack only transfers with

30% success rate [281]. Third, clean label attacks are easily detectable through anomaly detection

in the feature space [84].

Model Corruption Attacks. Other recent work proposes techniques to modify images such

that they degrade the accuracy of a model trained on them [206]. The goal is to spread these

poisoned images in order to discourage unauthorized data collection and model training. We note

that Fawkes’ goals are to mislead rather than frustrate. Simply corrupting data of a user’s class

may inadvertently inform the tracker of the user’s evasion attempts and lead to more advanced

countermeasures by the tracker. Finally, [206] only has a 50% success rate in protecting a user

from being recognized.

3.2.3 Other Related Work

Privacy-Preserving Machine Learning. Recent work has shown that ML models can memorize
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(and subsequently leak) parts of their training data [213]. This can be exploited to expose private

details about members of the training dataset [72]. These attacks have spurred a push towards

differentially private model training [11], which uses techniques from the field of differential pri-

vacy [61] to protect sensitive characteristics of training data. We note these techniques imply a

trusted model trainer and are ineffective against an unauthorized model trainer.

Feature Extractors & Transfer Learning. Transfer learning uses existing pretrained mod-

els as a basis for quickly training models for customized classification tasks, using less training

data. Today, it is commonly used to deploy complex ML models (e.g. facial recognition or image

segmentation [270]) at reasonable training costs.

In transfer learning, the knowledge of a pre-trained feature extractor Φ is passed on to a new

model Fθ. Typically, a model Fθ can be created by appending a few additional layers to Φ and

only training those new layers. The original layers that composed Φ will remain unmodified. As

such, pre-existing knowledge “learned” by Φ is passed on to the model Fθ and directly influences

its classification outcomes. Finally, transfer learning is most effective when the feature extractor

and model are trained on similar datasets. For example, a facial recognition model trained on faces

extracted from YouTube videos might serve well as a feature extractor for a model designed to

recognize celebrities in magazines.

Finally, the concept of protecting individual privacy against invasive technologies extends be-

yond the image domain. Recent work [41] proposes wearable devices that restore personal agency

using digital jammers to prevent audio eavesdropping by ubiquitous digital home assistants.

3.3 Protecting Privacy via Cloaking

We propose Fawkes, a system designed to help protect the privacy of a user against unauthorized fa-

cial recognition models trained by a third-party tracker on the user’s images. Fawkes achieves this

by adding subtle perturbations (“cloaks”) to the user’s images before sharing them. Facial recogni-

tion models trained on cloaked images will have a distorted view of the user in the “feature space,”
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i.e. the model’s internal understanding of what makes the user unique. Thus the models cannot

recognize real (uncloaked) images of the user, and instead, misclassify them as someone else.

In this section, we first describe the threat model and assumptions for both users and trackers.

We then present the intuition behind cloaking and our methodology to generate cloaks. Finally, we

discuss why cloaking by individuals is effective against unauthorized facial recognition models.

3.3.1 Assumptions and Threat Model

User. The user’s goal is to share their photos online without unknowingly helping third party

trackers build facial recognition models that can recognize them. Users protect themselves by

adding imperceptible perturbations (“cloaks”) to their photos before sharing them. This is illus-

trated in the left part of Figure 3.1. The design goals for these cloaks are:

• cloaks should be imperceptible and not impact normal use of the image;

• when classifying normal, uncloaked images, models trained on cloaked images should recognize

the underlying person with low accuracy.

We assume the user has access to moderate computing resources (e.g., a personal laptop) and ap-

plies cloaking to their own images locally. We also assume the user has access to a feature extractor,

e.g. a generic face recognition model, represented as Φ in Figure 3.1. Cloaking is simplified if the

user has the same Φ as the tracker. We begin with this common assumption (also used by prior

work [241, 197, 281]), since only a few large-scale face recognition models are available in the

wild. In §3.3.4, we relax this assumption and show how our design maintains the above properties.

We initially consider the case where the user can cloak all their photos to be shared, thus the

tracker can only collect cloaked photos of the user. Later in §3.7, we explore a scenario where a

stronger tracker has obtained access to some number of the user’s uncloaked images.

Tracker/Model Trainer. We assume that the tracker (the entity training unauthorized models) is a

third party without direct access to user’s personal photos (i.e. not Facebook or Flickr). The tracker

could be a company like Clearview.ai, a government entity, or even an individual. The tracker has
15



significant computational resources. They can either use transfer learning to simplify their model

training process (leveraging existing feature extractors), or train their model from scratch.

We also assume the tracker’s primary goal is to build a powerful model to track many users

rather than targeting a single specific person1. The tracker’s primary data source is a collection of

public images of users obtained via web scraping. We also consider scenarios where they are able

to obtain some number of uncloaked images from other sources (§3.7).

Real World Limitations. Privacy benefits of Fawkes rely on users applying our cloaking tech-

nique to the majority of images of their likeness before posting online. In practice, however, users

are unlikely to control all images of themselves, such as photos shared online by friends and fam-

ily, media, employer or government websites. While it is unclear how easy or challenging it will

be for trackers to associate these images with the identity of the user, a tracker who obtains a large

number of uncloaked images of the user can compromise the effectiveness of Fawkes.

Therefore, Fawkes is most effective when used in conjunction with other privacy-enhancing

steps that minimize the online availability of a user’s uncloaked images. For example, users can

curate their social media presence and remove tags of their names applied to group photos on

Facebook or Instagram. Users can also leverage privacy laws such as the “Right to be Forgotten”

to remove and untag online content related to themselves. The online curation of personal images

is a challenging problem, and we leave efforts minimizing online image footprints as future work.

3.3.2 Overview and Intuition

DNN models are trained to identify and extract (often hidden) features in input data and use them

to perform classification. Yet their ability to identify features is easily disrupted by data poisoning

attacks during model training, where small perturbations on training data with a particular label (l)

can shift the model’s view of what features uniquely identify l [197, 281]. Our work leverages this

1. Tracking a specific person can be easily accomplished through easier, offline methods, e.g. a private investigator
who follows the target user, and is beyond the scope of our work.
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property to cause misclassification of any existing or future image of a single class, providing one

solution to the challenging problem of protecting personal privacy against the unchecked spread of

facial recognition models.

Intuitively, our goal is to protect a user’s privacy by modifying their photos in small and im-

perceptible ways before posting them online, such that a facial recognition model trained on them

learns the wrong features about what makes the user look like the user. The model thinks it is

successful, because it correctly recognizes its sample of (modified) images of the user. However,

when unaltered images of the user, e.g. from a surveillance video, are fed into the model, the

model does not detect the features it associates with the user. Instead, it identifies someone else as

the person in the video. By simply modifying their online photos, the user successfully prevents

unauthorized trackers and their DNN models from recognizing their true face.

3.3.3 Computing Cloak Perturbations

But how do we determine what perturbations (we call them “cloaks”) to apply to Alice’s photos?

An effective cloak would teach a face recognition model to associate Alice with erroneous features

that are quite different from real features defining Alice. Intuitively, the more dissimilar these

erroneous features are from the real Alice, the less likely the model will be able to recognize her.

In the following, we describe our methodology for computing cloaks for each specific user,

with the goal of making the features learned from cloaked photos highly dissimilar from those

learned from original (uncloaked) photos.

Notation. Our discussion will use the following notations.

• x: Alice’s image (uncloaked)

• xT : target image (image from another class/user T ) used to generate cloak for Alice

• δ(x, xT ): cloak computed for Alice’s image x based on an image xT from label T

• x⊕ δ(x, xT ): cloaked version of Alice’s image x

• Φ: Feature extractor used by facial recognition model
17



• Φ(x): Feature vector (or feature representation) extracted from an input x

Cloaking to Maximize Feature Deviation. Given each photo (x) of Alice to be shared online,

our ideal cloaking design modifies x by adding a cloak perturbation δ(x, xT ) to x that maximize

changes in x’s feature representation:

maxδ Dist (Φ(x),Φ(x⊕ δ(x, xT ))) , (3.1)

subject to |δ(x, xT )| < ρ,

where Dist(.) computes the distance of two feature vectors, |δ| measures the perceptual perturba-

tion caused by cloaking, and ρ is the perceptual perturbation budget.

To guide the search for the cloak perturbation in eq (3.1), we use another image xT from a

different user class (T ). Since the feature space Φ is highly complex, xT serves as a landmark,

enabling fast and efficient search for the input perturbation that leads to large changes in feature

representation. Ideally, T should be very dissimilar from Alice in the feature space. We illustrate

this in Figure 3.1, where we use Patrick Dempsey (a male actor) as a dissimilar target T for the

original user (female actress Gwyneth Paltrow).

We note that our design does not assume that the cloak target (T ) and the associated xT are

used by any tracker’s face recognition model. In fact, any user whose feature representation is

sufficiently different from Alice’s would suffice (see §3.3.4). Alice can easily check for such

dissimilarity by running the feature extractor Φ on other users’ online photos. Later in §3.4 we

will present the detailed algorithm for choosing the target user T from public datasets of facial

images.

Image-specific Cloaking. When creating cloaks for her photos, Alice will produce image-

specific cloaks, i.e. δ(x, xT ) is image dependent. Specifically, Alice will pair each original image

x with a target image xT of class T . In our current implementation, the search for δ(x, xT ) replaces
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the ideal optimization defined by eq. (3.1) with the following optimization:

minδ Dist (Φ(xT ),Φ(x⊕ δ(x, xT ))) , (3.2)

subject to |δ(x, xT )| < ρ.

Here we search for the cloak for x that shifts its feature representation closely towards xT . This

new form of optimization also prevents the system from generating extreme Φ(x⊕δ(x, xT )) values

that can be easily detected by trackers using anomaly detection.

Finally, our image-specific cloak optimization will create different cloak patterns among Al-

ice’s images. This “diversity” makes it hard for trackers to detect and remove cloaks.

3.3.4 Cloaking Effectiveness & Transferability

Now a user (Alice) can produce cloaked images whose feature representation is dissimilar from

her own but similar to that of a target user T . But does this translate into the desired misclassifi-

cation behavior in the tracker model? Clearly, if T is a class in the tracker model, Alice’s original

(uncloaked) images will not be classified as Alice. But under the more likely scenario where T is

not in the tracker model, does cloaking still lead to misclassification?

We believe the answer is yes. Our hypothesis is that as long as the feature representations

of Alice’s cloaked and uncloaked images are sufficiently different, the tracker’s model will not

classify them as the same class. This is because there will be another user class (e.g. B) in the

tracker model, whose feature representation is more similar to Φ(x) (true Alice) than Φ(x ⊕ δ)

(Alice learned by the model). Thus, the model will classify Alice’s normal images as B.

We illustrate this in Figure 3.2 using a simplified 2D visualization of the feature space. There

are 4 classes (A, B, U aka Alice, and T ) that a tracker wishes to distinguish. The two figures

show the tracker model’s decision boundary when U ’s training data is uncloaked and cloaked,

respectively. In Figure 3.2(a), the model will learn U ’s true feature representation as the bottom
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Figure 3.2: The intuition for why a tracker’s model trained on U ’s cloaked photos will misclassify
U ’s original photos, visualized on a simplified 2D feature space with four user classes A, B, U
(aka Alice), T . (a) decision boundaries of the model trained on U ’s uncloaked photos. (b) decision
boundaries when trained on U ’s cloaked photos (with target T ).

right corner. In Figure 3.2(b), U uses T as the cloak target, and the resulting tracker model will

learn U ’s feature representation Φ(x⊕δ) as green triangles near T (top left corner). This means that

the area corresponding to U ’s original feature representation Φ(x) will be classified as B. More

importantly, this (mis)classification will occur whether or not T is a class in the tracker’s model.

This discussion assumes the tracker’s model contains a class whose feature representation is

more similar to the user’s original feature representation than her cloaked feature representation.

This is a reasonable assumption when the tracker’s model targets many users (e.g. 1,000) rather

than a few users (e.g. 2). Later in §3.5 we confirm that cloaking is highly effective against multiple

facial recognition models with anywhere from 65 to 10,575 classes.

Transferability. Our above discussion also assumes that the user has the same feature extractor

Φ as is used to train the tracker model. Under the more general scenario, the effectiveness of

cloaking against any tracker models relies on the transferability effect, the property that models

trained for similar tasks share similar properties and vulnerabilities, even when they were trained

on different architectures and different training data [54, 157, 219, 270].

This transferability property suggests that cloaking should still be effective even if the tracker

performs transfer learning using a different feature extractor or trains their model from scratch.

Because the user’s and tracker’s feature extractors/models are designed for similar tasks (i.e. facial

recognition), cloaks should be effective regardless of the tracker’s training method. Later, we
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empirically evaluate cloaking success rate when trackers use different feature extractors (§3.5.3) or

train models from scratch (§3.5.4). In all scenarios, cloaking is effective (> 95% protection rate).

3.4 The Fawkes Image Cloaking System

We now present the detailed design of Fawkes, a practical image cloaking system that allows users

to evade identification by unauthorized facial recognition models. Fawkes uses three steps to help

a user modify and publish her online photos.

Given a user U , Fawkes takes as input the set of U ’s photos to be shared online XU, the

(generic) feature extractor Φ, and the cloak perturbation budget ρ.

Step 1: Choosing a Target Class T . First, Fawkes examines a publicly available dataset that

contains numerous groups of images, each identified with a specific class label, e.g. Bob, Carl,

Diana. Fawkes randomly picks K candidate target classes and their images from this public dataset

and uses the feature extractor Φ to calculate Ck, the centroid of the feature space for each class

k = 1..K. Fawkes picks as the target class T the class in the K candidate set whose feature

representation centroid is most dissimilar from the feature representations of all images in XU, i.e.

T = argmax
k=1..K

min
x∈XU

Dist(Φ(x), Ck). (3.3)

We use L2 as the distance function in feature space, Dist(.).

Step 2: Computing Per-image Cloaks. Let XT represent the set of target images available to

user U . For each image of user U , x ∈ XU, Fawkes randomly picks an image xT ∈ XT, and

computes a cloak δ(x, xT ) for x, following the optimization of eq. (3.2), subject to |δ(x, xT )| < ρ.

In our implementation, |δ(x, xT )| is calculated using the DSSIM (Structural Dis-Similarity

Index) [244, 245]. Different from the Lp distance used in previous work [30, 111, 201], DSSIM

has gained popularity as a measure of user-perceived image distortion [241, 99, 124]. Bounding

cloak generation with this metric ensures that cloaked images are visually similar to the originals.
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Teacher Dataset Model Architecture Abbreviation Teacher Testing
Accuracy

Student Testing Accuracy

PubFig FaceScrub

WebFace InceptionResNet Web-Incept 74% 96% 92%
WebFace DenseNet Web-Dense 76% 96% 94%
VGGFace2 InceptionResNet VGG2-Incept 81% 95% 90%
VGGFace2 DenseNet VGG2-Dense 82% 96% 92%

Table 3.1: The four feature extractors used in our evaluation, their classification efficacy and those
of their student models.

We apply the penalty method [153] to solve the optimization in eq.(3.2) as follows:

min
δ

Dist (Φ(xT ),Φ(x⊕ δ(x, xT ))) + λ ·max(|δ(x, xT )| − ρ, 0)

Here λ controls the impact of the input perturbation caused by cloaking. When λ → ∞, the cloaked

image is visually identical to the original image. Finally, to ensure the input pixel intensity remains

in the correct range ([0, 255]), we transform the intensity values into tanh space as proposed in

previous work [30].

Step 3: Limiting Content. Now the user U has created the set of cloaked images that she can

post and share online. However, the user must be careful to ensure that no uncloaked images are

shared online and associated with her identity. Any images shared by friends and labeled or tagged

with her name would provide uncloaked training data for a tracker model. Fortunately, a user can

proactively “untag” herself on most photo sharing sites.

Even so, a third party might be able to restore those labels and re-identify her in those photos

using friendlist intersection attacks [256]. Thus, in §3.7, we expand the design of Fawkes to address

trackers who are able to obtain uncloaked images in addition to cloaked images of the user.

3.5 System Evaluation

In this section, we evaluate the effectiveness of Fawkes. We first describe the datasets, models,

and experimental configurations used in our tests. We then present results for cloaking in three
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Dataset # of Labels Input Size # of Training Images

PubFig 65 224× 224× 3 5, 850
FaceScrub 344 224× 224× 3 37, 905
WebFace 10, 575 224× 224× 3 475, 137
VGGFace2 8, 631 224× 224× 3 3, 141, 890

Table 3.2: Datasets emulating user images in experiments.

different scenarios: 1) the user produces cloaks using the same feature extractor as the tracker; 2)

the user and tracker use different feature extractors; and 3) the tracker trains models from scratch

(no feature extractor).

Our key findings are: cloaking is highly effective when users share a feature extractor with the

tracker; efficacy could drop when feature extractors are different, but can be restored to near perfec-

tion by making the user’s feature extractor robust (via adversarial training); and, similarly, cloaks

generated on robust feature extractors work well even when trackers train models from scratch.

3.5.1 Experiment Setup

Our experiments require two components. First, we need feature extractors that form the basis of

facial recognition models for both the user’s cloaking purposes and the tracker’s model training.

Second, we need datasets that emulate a set of user images scraped by the tracker and enable us to

evaluate the impact of cloaking.

Feature Extractors. There are few publically available, large-scale facial recognition models.

Thus we train feature extractors using two large (≥ 500K images) datasets on different model

architectures (details in Table 3.2).

• VGGFace2 contains 3.14M images of 8, 631 subjects downloaded from Google Image Search [26].

• WebFace has 500, 000 images of faces covering roughly 10, 000 subjects from the Internet [269].

Using these two datasets, we build four feature extractors, two from each. We use two different

model architectures: a) DenseNet-121 [96], a 121 layer neural network with 7M parameters, and b)
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InceptionResNet V2 [222], a 572 layer deep neural network with over 54M parameters. Our trained

models have comparable accuracy with previous work [26, 241, 147] and perform well in transfer

learning scenarios. For clarity, we abbreviate feature extractors based on their dataset/architecture

pair. Table 3.1 lists the classification accuracy for our feature extractors and student models.

Tracker’s Training Datasets. Under the scenario where the tracker trains its facial recognition

model from scratch (§3.5.4), we assume they will use the above two large datasets (VGGFace2,

WebFace). Under the scenario where they apply transfer learning (§3.5.2 and §3.5.3), the tracker

uses the following two smaller datasets (more details in Table 3.2).

• PubFig contains 5, 850 training images and 650 testing images of 65 public figures2 [5].

• FaceScrub contains 100, 000 images of 530 public figures on the Internet [150]3.

To perform transfer learning, the tracker adds a softmax layer at the end of the feature extractor

(see §3.2.3), and fine-tunes the added layer using the above dataset.

Cloaking Configuration. In our experiments, we randomly choose a user class U in the tracker’s

model, e.g. a random user in PubFig, to be the user seeking protection. We then apply the target

selection algorithm described in §3.4 to select a target class T from a small subset of users in

VGGFace2 and WebFace. Here we ensure that T is not a user class in the tracker’s model.

For each given U and T pair, we pair each image x of U with an image xT from T , and compute

the cloak for x. For this we run the Adam optimizer for 1000 iterations with a learning rate of 0.5.

As discussed earlier, we evaluate our cloaking under three scenarios, U and tracker model

sharing the same feature extractor (§3.5.2), the two using different feature extractors (§3.5.3), and

the tracker training model from scratch without using any pre-defined feature extractor (§3.5.4).

Evaluation Metrics. In each scenario, we evaluate cloak performance using two metrics: protec-

tion success rate, which is the tracker model’s misclassification rate for clean (uncloaked) images

2. We exclude 18 celebrities also used in the feature extractor datasets.

3. We could only download 60, 882 images for 530 people, as some URLs were removed. Similarly, prior
work [266] only retrieved 48, 579 images.
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Figure 3.5: 2-D PCA visualization of VGG2-Dense fea-
ture space representations of user images (sampled from
FaceScrub) before/after cloaking. Triangles are user’s im-
ages, red crosses are target images, grey dots are images from
another class.
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(User/Tracker: Web-Incept)

of U , and normal accuracy, which is the overall classification accuracy of the tracker’s model on

users beside U . When needed, we indicate the configuration of user/tracker feature extractors using

the notation entity:feature extractor.

3.5.2 User/Tracker Sharing a Feature Extractor

We start from the simple case where the user uses the same feature extractor as the tracker to

generate cloaks. We randomly select a label from PubFig or FaceScrub to be the Fawkes user

U . We then compute “cloaks” for a subset of U ’s images, using each of the four feature extractors

in Table 3.1. On the tracker side, we perform transfer learning on the same feature extractor (with

cloaked images of U ) to build a model that recognizes U . Finally, we evaluate whether the tracker

model can correctly identify other clean images of U it has not seen before.

Results show that cloaking offers perfect protection, i.e. U is always misclassified as someone
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else, for all four feature extractors and under the perturbation budget ρ = 0.007. To explore the im-

pact of ρ, Figure 3.6 plots protection success rate vs. ρ when the tracker runs on the FaceScrub

dataset. Fawkes achieves 100% protection success rate when ρ > 0.005. Figure 3.7 shows origi-

nal and cloaked images, demonstrating that cloaking does not visually distort the original image.

Even when ρ = 0.007, the perturbation is barely detectable by the naked eye on a full size, color

image. For calibration, note that prior work [124] claims much higher DSSIM values (up to 0.2)

are imperceptible to the human eye. Finally, the average L2 norm of our cloaks is 5.44, which is

smaller than that of perturbations used in prior works [241, 131].

Feature Space Deviation. The goal of a cloak is to change the image’s feature space repre-

sentation in the tracker’s model. To examine the effect of the cloak in the tracker model, we

visualize feature space representations of user images before and after cloaking, their chosen tar-

get images, and a randomly chosen class from the tracker’s dataset. We use principal components

analysis (PCA, a common dimensionality reduction technique) to reduce the high dimensional fea-

ture space to 2 dimensions. Figure 3.5 shows the PCA results for cloaked images from a PubFig

class, using cloaks constructed on the Web-Incept feature extractor. Figure 3.5(a) shows the

feature space positions of the original and target images before cloaking, along with a randomly

selected class. Figure 3.5(b) shows the updated feature space after the original images have been

cloaked. It is clear that feature space representations of the cloaked images are well-aligned with

those of the target images, validating our intuition for cloaking (an abstract view in Figure 3.2).

Impact of Label Density. As discussed in §3.3, the number of labels present in the tracker’s

model impacts performance. When the tracker targets fewer labels, the feature space is “sparser,”

and there is a greater chance the model continues to associate the original feature space (along with

the cloaked feature space) with the user’s label. We empirically evaluate the impact of fewer labels

on cloaking success using the PubFig and FaceScrub datasets (65 and 530 labels, respectively).

We randomly sample N labels (varying N from 2 to 10) to construct a model with fewer labels.

Figure 3.8 shows that for PubFig, cloaking success rate grows from 68% for 2 labels to > 99%
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Figure 3.7: Pairs of original and cloaked images (ρ = 0.007).

for more than 6 labels, confirming that a higher label density improves cloaking effectiveness.

3.5.3 User/Tracker Using Different Feature Extractors

We now consider the scenario when the user and tracker use different feature extractors to perform

their tasks. While the model transferability property suggests that there are significant similarities

in their respective model feature spaces (since both are trained to recognize faces), their differences

could still reduce the efficacy of cloaking. Cloaks that shift image features significantly in one

feature extractor may produce a much smaller shift in a different feature extractor.

To illustrate this, we empirically inspect the change in feature representation between two

different feature extractors. We take the cloaked images (optimized using VGG2-Dense), original

images, and target images from the PubFig dataset and calculate their feature representations in

a different feature extractor, Web-Incept. The result is visualized using two dimensional PCA

and shown in Figure 3.9. From the PCA visualization, the reduction in cloak effectiveness is

obvious. In the tracker’s feature extractor, the cloak “moves” the original image features only

slightly towards the target image features (compared to Figure 3.5(b)).

Robust Feature Extractors Boost Transferability. To address the problem of cloak transfer-

ability, we draw on recent work linking model robustness and transferability. Demontis et al. [54]

argue that an input perturbation’s (in our case, cloak’s) ability to transfer between models depends

on the “robustness” of the feature extractor used to create it. They show that more “robust” models

are less reactive to small perturbations on inputs. Furthermore, they claim that perturbations (or,
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User’s Robust
Feature

Extractor

Model Trainer’s Feature Extractor

VGG2-Incept VGG2-Dense Web-Incept Web-Dense

PubFig FaceScrub PubFig FaceScrub PubFig FaceScrub PubFig FaceScrub

VGG2-Incept 100% 100% 100% 100% 95% 100% 100% 100%
VGG2-Dense 100% 100% 100% 100% 100% 100% 100% 100%
Web-Incept 100% 100% 100% 100% 100% 100% 99% 99%
Web-Dense 100% 100% 100% 100% 100% 97% 100% 96%

Table 3.3: Protection performance of cloaks generated on robust feature extractors.

again, cloaks) generated on more robust models will take on “universal” characteristics that are

able to effectively fool other models.

Following this intuition, we propose to improve cloak transferability by increasing the user

feature extractor’s robustness. This is done by applying adversarial training [136, 79], which

trains the model on perturbed data to make it less sensitive to similar small perturbations on in-

puts. Specifically, for each feature extractor, we generate adversarial examples using the PGD

attack [111], a widely used method for adversarial training. Following prior work [136], we run

the PGD4 algorithm for 100 steps using a step size of 0.01. We train each feature extractor for an

additional 10 epochs. These updated feature extractors are then used to generate user cloaks on the

PubFig and FaceScrub datasets.

Results in Table 3.3 show that each robust feature extractor produces cloaks that transfer almost

perfectly to the tracker’s models. Cloaks now have protection success rates > 95% when the

tracker uses a different feature extractor. We visualize their feature representation using PCA in

Figure 3.10 and see that, indeed, cloaks generated on robust extractors transfer better than cloaks

computed on normal ones.

3.5.4 Tracker Models Trained from Scratch

Finally, we consider the scenario in which a powerful tracker trains their model from scratch.

We select the user U to be a label inside the WebFace dataset. We generate cloaks on user

4. We found that robust models trained on CW attack samples [30] produce similar results
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images using the robust VGG2-Incept feature extractor from §3.5.3. The tracker then uses the

WebFace dataset (but U ’s cloaked images) to train their model from scratch. Again our cloaks

achieve a success rate of 100%. Other combinations of labels and user-side feature generators all

have 100% protection success.

3.6 Image Cloaking in the Wild

Our results thus far have focused on limited configurations, including publicly available datasets

and known model architectures. Now, we wish to understand the performance of Fawkes on de-

ployed facial recognition systems in the wild.

We evaluate the real-world effectiveness of image cloaking by applying Fawkes to photos of

one of the co-authors. We then intentionally leak a portion of these cloaked photos to public

cloud-based services that perform facial recognition, including Microsoft Azure Face [2], Amazon

Rekognition [1], and Face++ [6]. These are the global leaders in facial recognition and their

services are used by businesses, police, private entities, and governments in the US and Asia.

3.6.1 Experimental Setup

We manually collected 82 high-quality pictures of a co-author that feature a wide range of lighting

conditions, poses, and facial expressions. We separate the images into two subsets, one set of
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Face
Recognition

API

Protection Success Rate

Without
protection

Protected by
normal cloak

Protected by
robust cloak

Microsoft Azure
Face API 0% 100% 100%

Amazon Rekognition
Face Verification 0% 34% 100%

Face++
Face Search API 0% 0% 100%

Table 3.4: Cloaking is highly effective against cloud-based face recognition APIs (Microsoft, Ama-
zon and Face++).

50 images for “training” and one set of 32 images for “testing.” We generate both normal and

robust cloaks for the “training” images using the setup discussed in Section 3.5 (using normal and

robust versions of the Web-Incept feature extractor). This allows us to compare the relative

effectiveness of normal and robust user feature extractors in real life.

For each API service, we experiment with three scenarios:

• Unprotected: We upload original training images, and test the model’s classification accuracy

on testing images.

• Normal Cloak: We upload training images protected by a nonrobust cloak and then test the

model’s classification accuracy on the testing images.

• Robust Cloak: We upload training images protected by a robust cloak and test the model’s

classification accuracy on the testing images.

For each scenario, we use the online service APIs to upload training images to the API database,

and then query the APIs using the uncloaked testing images. The reported protection success rate

is the proportion of uncloaked test images that the API fails to correctly identify as our co-author.

3.6.2 Real World Protection Performance

Microsoft Azure Face API. Microsoft Azure Face API [2] is part of Microsoft Cognitive Ser-
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vices, and is reportedly used by many large corporations including Uber and Jet.com. The API

provides face recognition services. A client uploads training images of faces, and Microsoft trains

a model to recognize these faces. The API has a “training” endpoint that must be called before the

model will recognize faces, which leads us to believe that Microsoft uses transfer learning to train

a model on user-submitted images.

Our normal cloaking method is 100% effective against the Microsoft Azure Face API. Our

robust cloaks also provide 100% protection against the Azure Face API. Detailed protection results

are shown in Table 3.4.

Amazon Rekognition Face Verification. Amazon Rekognition [1] provides facial search

services that the client can use to detect, analyze, and compare faces. The API is used by various

large corporations including the NFL, CBS, and National Geographic, as well as law enforcement

agencies in Florida and Oregon, and U.S. Immigration and Customs Enforcement (ICE).

It is important to note that Amazon Rekognition does not specifically train a neural network to

classify queried images. Instead, it computes an image similarity score between the queried image

and the ground truth images for all labels. If the similarity score exceeds a threshold for some

label, Amazon returns a match. Our cloaking technique is not designed to fool a tracker who uses

similarity matching. However, we believe our cloaking technique should still be effective against

Amazon Rekognition, since cloaks create a feature space separation between original and cloaked

images that should result in low similarity scores between them.

Table 3.4 shows that our normal cloaks only achieve a protection success rate of 34%. However,

our robust cloaks again achieve a 100% protection success rate.

Face++. Face++ [6] is a well-known face recognition system developed in China that claims to

be extremely robust against a variety of attacks (i.e. adversarial masks, makeup, etc.). Due to its

high performance and perceived robustness, Face++ is widely used by financial services providers

and other security-sensitive customers. Notably, Alipay uses Face++’s services to authenticate

users before processing payments. Lenovo also uses Face++ services to perform face-based au-
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thentication for laptop users.

Our results show that normal cloaking is completely ineffective against Face++ (0% protection

success rate; see Table 3.4). This indicates that their model is indeed extremely robust against

input perturbations. However, as before, our robust cloaks achieve a 100% success rate.

Summary. Microsoft Azure Face API, Amazon Rekognition and Face++ represent three of

the most popular and widely deployed facial recognition services today. The success of Fawkes

cloaking techniques suggests our approach is realistic and practical against production systems.

While we expect these systems to continue improving, we expect cloaking techniques to similarly

evolve over time to keep pace.

3.7 Trackers with Uncloaked Image Access

Thus far we have assumed that the tracker only has access to cloaked images of a user, i.e. the user

is perfect in applying her cloaking protection to her image content, and disassociating her identity

from images posted online by friends. In real life, however, this may be too strong an assumption.

Users make mistakes, and unauthorized labeled images of the user can be taken and published

online by third parties such as newspapers and websites.

In this section, we consider the possibility of the tracker obtaining leaked, uncloaked images of

a target user, e.g. Alice. We first evaluate the impact of adding these images to the tracker’s model

training data. We then consider possible mechanisms to mitigate this impact by leveraging the use

of limited sybil identities online.

3.7.1 Impact of Uncloaked Images

Intuitively, a tracker with access to some labeled, uncloaked images of a user has a much greater

chance of training a model M that successfully recognizes clean images of that user. Training

a model with both cloaked and uncloaked user images means the model will observe a much

larger spread of features all designated as the user. Depending on how M is trained and the pres-
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ence/density of other labels, it can a) classify both regions of features as the user; b) classify both

regions and the region between them as the user; or c) ignore these feature dimensions and identify

the user using some alternative features (e.g. other facial features) that connect both uncloaked and

cloaked versions of the user’s images.

We assume the tracker cannot visually distinguish between cloaked and uncloaked images and

trains their model on both. We quantify the impact of training with uncloaked images using a

simple test with cloaks generated from §3.5.2 and a model trained on both cloaked and uncloaked

images. Figure 3.12 shows the drop in protection success for FaceScrub dataset as the ratio of

uncloaked images in the training dataset increases. The protection success rate drops below 39%

when more than 15% of the user’s images are uncloaked.

Next, we consider proactive mitigation strategies against leaked images. The most direct so-

lution is to intentionally release more cloaked images, effectively flooding a potential tracker’s

training set with cloaked images to dominate any leaked uncloaked images. In addition, we con-

sider the use of a cooperating secondary identity (more details below). For simplicity, we assume

that: trackers have access to a small number of a user’s uncloaked images; the user is unaware of

the contents of the uncloaked images obtained by the tracker; and users know the feature extractor

used by the tracker.

3.7.2 Sybil Accounts

In addition to proactive flooding of cloaked images, we explore the use of cooperative Sybil ac-

counts to induce model misclassification. A Sybil account is a separate account controlled by the

user that exists in the same Internet community (i.e. Facebook, Flickr) as the original account.

Sybils already exist in numerous online communities [265], and are often used by real users to

curate and compartmentalize content for different audiences [116]. While there are numerous

techniques for Sybil detection, individual Sybil accounts are difficult to identify or remove [243].

In our case, we propose that privacy-conscious users create a secondary identity, preferably not
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connected to their main identity in the metadata or access patterns. Its content can be extracted

from public sources, from a friend, or even generated artificially via generative adversarial net-

works (GANs) [142]. Fawkes modifies Sybil images (in a manner similar to cloaking) to provide

additional protection for the user’s original images. Since Sybil and user images reside in the

same communities, we expect trackers will collect both. While there are powerful re-identification

techniques that could be used to associate the Sybil back to the original user, we assume they are

impractical for the tracker to apply at scale to its population of tracked users.

Sybil Intuition. To bolster cloaking effectiveness, the user modifies Sybil images so they occupy

the same feature space as a user’s uncloaked images. These Sybil images help confuse a model

trained on both Sybil images and uncloaked/cloaked images of a user, increasing the protection

success rate. Figure 3.11 shows the high level intuition. Without Sybil images, models trained on a

small portion of uncloaked (leaked) images would easily associate test images of the user with the

user’s true label (left side). Because the leaked uncloaked images and Sybil images have similar

feature space representations, but are labeled differently (i.e. “ User 1” and “User 2”), the tracker

model must create additional decision boundaries in the feature space (right side). These decrease

the likelihood of associating the user with her original feature space.

For simplicity, we explore the base case where the user is able to obtain one single Sybil

identity to perform feature space obfuscation on her behalf. Our technique becomes even more

effective with multiple Sybils, but provides much of its benefit with images labeled with a single

Sybil identity.

Creating Sybil images. Sybil images are created by adding a specially designed cloak to a set

of candidate images. Let xC be an image from the set of candidates the user obtains (i.e. images

generated by a GAN) to populate the Sybil account. To create the final Sybil image, we create a

cloak δ(xC , x) that minimizes the feature space separation between xC and user’s original image

x, for each candidate. The optimization is equivalent to setting x as the target and optimizing to

create xC ⊕ δ(xC , x) as discussed in §3.4. After choosing the final xc from all the candidates, a
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A

Decision Boundary

S

Leaked image of U

Test image of U

x1

With Sybil

A
Cloaked image of U

Sybil image

(a) (b)
Figure 3.11: Intuition behind Sybil integration visualized in a 2D feature space. Without Sybils, a
tracker’s model will use leaked training images of U to learn U ’s true feature space (left), leading to
the correct classification of images of U . Sybil images S complicate the model’s decision boundary
and cause misclassification of U ’s images, even when leaked images of U are present (right).
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ready-to-upload Sybil image xS = xC ⊕ δ(xC , x).

3.7.3 Efficacy of Sybil Images

Sybil accounts can increase a user’s protection success rate when the tracker controls a small num-

ber of a user’s uncloaked images. To experimentally validate this claim, we choose a label from the

tracker’s dataset to be the Sybil account (controlled by the user), and split the user’s images into

two disjoint sets: A contains images that were processed by Fawkes, and whose cloaked versions

have been shared online; and B contains original images leaked to the tracker. For each synthetic

image of the Sybil, we randomly select an uncloaked image of the user in set A. We select one

Sybil image per uncloaked image in A. Then, we cloak all the candidate images using the method-

ology discussed in §3.4. The resulting Sybil images mimic the feature space representation of
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uncloaked user images. From the tracker’s perspective, they have access to cloaked user images

from set A, uncloaked images from set B, and the Sybil images.

Figure 3.13 compares the protection success rate with and without Sybil accounts (with Web-Incept

as user’s and tracker’s feature extractor). The use of a Sybil account significantly improves the pro-

tection success rate when an attacker has a small number of original images. The protection success

rate remains above 87% when less than 31% of the tracker’s images of the user are uncloaked.

As discussed, a user can create as many Sybil images as they desire. When the user uploads

more Sybil images, the protection success rate increases. Figure 3.13 shows that when the user has

uploaded 2 Sybil images per uncloaked image, the protection success rate increases by 5.5%.

Jointly Optimize Multiple Feature Extractors. The user may not know the tracker’s exact

feature extractor. However, given the small number of face feature extractors available online, she

is likely to know that the tracker would use one of several candidate feature extractors. Thus, she

could jointly optimize the Sybil cloaks to simultaneously fool all the candidate feature extractors.

We test this in a simple experiment by jointly optimizing Sybil cloaks on the four feature

extractors from §3.5. We evaluate the cloak’s performance when the tracker uses one of the four.

Figure 3.14 shows the Sybil effectiveness averaged across the 4 feature extractors. The average

protection success rate remains above 65% when the ratio of the original images owned by the

tracker is less than 31%.

3.8 Countermeasures

In this section, we explore potential countermeasures a tracker could employ to reduce the effec-

tiveness of image cloaking. We consider and (where possible) empirically validate methods to

remove cloaks from images, as well as techniques to detect the presence of cloak perturbations

on images. Our experiments make the strongest possible assumption about the tracker: that they

know the precise feature extractor a user used to optimize cloaks. We test our countermeasures

on a tracker’s model trained on the FaceScrub dataset. Cloaks were generated using the same
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robust VGG2-Dense feature extractor from §3.5.3.

Inherent Limits on Cloaking Success. We acknowledge that cloaking becomes less effective

when an individual is an active target of a tracker. If a tracker strongly desires to train a model that

recognizes a certain individual, they can take drastic measures that cloaking cannot withstand. For

example, a tracker could learn their movements or invade their privacy (i.e. learn where they live)

by following them physically.

3.8.1 Cloak Disruption

Without knowing which images in the dataset are cloaked, the tracker may utilize the following

techniques to disrupt Fawkes’ protection performance, 1) transforming images or 2) deploying an

extremely robust model. We present and evaluate Fawkes’s performance against these two potential

countermeasures.

Image Transformation. A simple technique to mitigate the impact of small image perturba-

tions is to transform images in the training dataset before using them for model training [30, 66].

These transformations include image augmentation, blurring, or adding noise. Additionally, im-

ages posted online are frequently compressed before sharing (i.e. in the upload process), which

could impact cloak efficacy.
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Original ρ = 0.006 ρ = 0.008 ρ = 0.01

Protection 

Success Rate
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ρ = 0.012
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Figure 3.18: When the user’s feature extractor is much less robust than the tracker’s feature extrac-
tor, the user can improve their protection success rate by increasing their DSSIM budget. (User:
VGG2-Dense, Tracker: Web-Incept)

However, we find that none of these transformations defeat our cloaks. The protection suc-

cess rate remains 100% even when data augmentation is applied to cloaked images 5. Applying

Gaussian blurring degrades normal accuracy by up to 18% (as kernel size increases) while cloak

protection success rate remains > 98% (see Figure 3.15). Adding Gaussian noise to images merely

disrupts normal classification accuracy – the cloak protection success rate remains above 100% as

the standard deviation of the noise distribution increases (see Figure 3.16). Even image compres-

sion cannot defeat our cloak. We use progressive JPEG [237], reportedly used by Facebook and

Twitter, to compress the images in our dataset. The image quality, as standard by Independent

JPEG Group [7], ranges from 5 to 95 (lower value = higher compression). As shown in Fig-

ure 3.17, image compression decreases the protection success rate, but more significantly degrades

normal classification accuracy.

Robust Model. As shown in §3.5, cloaks constructed on robust feature extractors transfer well

to trackers’ less robust feature extractors. Thus, a natural countermeasure a tracker could employ

is training their model to be extremely robust.

Despite the theoretically proven trade-off between normal accuracy and robustness [231], fu-

ture work may find a way to improve model robustness while minimizing the accompanying drop

in accuracy. Thus, we evaluate cloaking success when the tracker’s model is much more ro-

bust than the user’s feature extractor. In our simplified test, the user has a robust VGG2-Dense

5. Image augmentation parameters: rotation range=20o, horizontal shift=15%, vertical shift=15%, zoom
range=15%
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feature extractor (adversarially trained for 3 epochs), while the tracker has an extremely robust

Web-Incept feature extractor (adversarially trained for 20 epochs). When the tracker’s model is

this robust, the user’s cloak only achieves a 64% protection success rate.

However, if the user is extremely privacy sensitive, she could increase the visibility of her

cloak perturbation to achieve a higher protection success rate. Figure 3.18 highlights the trade

off between protection success and the input DSSIM level. The cloak’s protection success rate

increases to 100% once the DSSIM perturbation is > 0.01.

3.8.2 Cloak Detection

We now propose techniques a tracker could employ to detect cloaked images in their dataset. We

also discuss mitigations the user could apply to avoid detection.

Existing Poison Attack Detection. Since cloaking is a form of data poisoning, prior work on

detecting poisoning attacks [84, 218, 161, 240, 34, 207] could be helpful. However, all prior works

assume that poisoning only affects a small percentage of training images, making outlier detection

useful. Fawkes poisons an entire model class, rendering outlier detection useless by removing the

correct baseline.

Anomaly Detection w/o Original Images. We first consider anomaly detection techniques

in the scenario where the tracker does not have any original user images. If trackers obtain both

target and cloaked user images, they can detect unusual closeness between cloaked images and

target images in model feature space. Empirically, the L2 feature space distance between the

cloaked class centroid and the target class centroid is 3 standard deviations smaller than the mean

separation of other classes. Thus, user’s cloaked images can be detected.

However, a user can trivially overcome this detection by maintaining separation between cloaked

and target images during cloak optimization. To show this, we use the same experimental setup

as in §3.5.2 but terminate the cloak optimization once a cloaked image is 20% of the original L2

distance from the target image. The cloak still achieves a 100% protection success rate, but the
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cloak/target separation remains large enough to evade the previous detection method.

Anomaly Detection w/ Original Images. When the trackers have access to original training

images (see §3.7), they could use clustering to see if there are two distinct feature clusters asso-

ciated with the user’s images (i.e. cloaked and uncloaked). Normal classes should have only one

feature cluster. To do this, the tracker could run a 2-means clustering on each class’s feature space,

flagging classes with two distinct centroids as potentially cloaked. When we run this experiment,

we find that the distance between the two centroids of a protected user class is 3 standard devia-

tions larger than the average centroid separation in normal classes. In this way, the tracker can use

original images to detect the presence of cloaked images.

To reduce the probability of detection by this method, the user can choose a target class that

does not create such a large feature space separation. We empirically evaluate this mitigation

strategy using the same experimental configuration as in §3.5.2 but choose a target label with

average (rather than maximal) distance from their class. The cloak generated with this method

still achieves a 100% protection success rate, but L2 distance between the two cluster centroids is

within 1 standard deviation of average.

The user can evade this anomaly detection strategy using the maximum distance optimization

strategy in §3.4. In practice, for any tracker model with a moderate number of labels (¿30), cloaks

generated with average or maximum difference optimization consistently achieves high cloaking

success. Our experimental results show these two methods perform identically in protection suc-

cess against both our local models and the Face++ API.

3.9 Discussion and Conclusion

We have presented a first proposal to protect individuals from recognition by unauthorized and

unaccountable facial recognition systems. Our approach applies small, carefully computed per-

turbations to cloak images, so that they are shifted substantially in a recognition model’s feature

representation space, all while avoiding visible changes. Our techniques work under a wide range
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of assumptions and provide 100% protection against widely used, state-of-the-art models deployed

by Microsoft, Amazon and Face++.

Like most privacy enhancing tools and technologies, Fawkes can also be used by malicious bad

actors. For example, criminals could use Fawkes to hide their identity from agencies that rely on

third-party facial recognition systems like Clearview.ai. We believe Fawkes will have the biggest

impact on those using public images to build unauthorized facial recognition models and less so on

agencies with legal access to facial images such as federal agencies or law enforcement. We leave

more detailed exploration of the tradeoff between user privacy and authorized use to future work.

Protecting content using cloaks faces the inherent challenge of being future-proof, since any

technique we use to cloak images today might be overcome by a workaround in some future date,

which would render previously protected images vulnerable. While we are under no illusion that

this proposed system is itself future-proof, we believe it is an important and necessary first step in

the development of user-centric privacy tools to resist unauthorized machine learning models. We

hope that followup work in this space will lead to long-term protection mechanisms that prevent

the mining of personal content for user tracking and classification.
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CHAPTER 4

GLAZE: PROTECTING ARTISTS FROM STYLE MIMICRY BY

TEXT-TO-IMAGE MODELS

4.1 Introduction

It is not an exaggeration to say that the arrival of text-to-image generator models has transformed,

perhaps upended, the art industry. By sending simple text prompts like “A picture of a corgi on the

moon” to diffusion models such as StableDiffusion or MidJourney, anyone can generate incredibly

detailed, high resolution artwork that previously required many hours of work by professional

artists. AI-art such as those in Figure 4.1 have won awards at established art conventions [180],

served as cover images for magazines [128], and used to illustrate children’s books [168] and

video games [190]. More powerful models continue to arrive [214, 98, 154], catalyzed by VC

funding [254, 253, 163], technical research breakthroughs [106, 39, 140, 123, 20], and powered

at their core by continuous training on a large volume of human-made art scraped from online art

repositories such as ArtStation, Pinterest and DeviantArt.

Only months after their arrival, these models are rapidly growing in users and platforms. In

September 2022, MidJourney reported over 2.7 million users and 275K AI art images generated

each day [88]. Beyond simple prompts, many have taken the open sourced StableDiffusion model,

and “fine-tuned” it on additional samples from specific artists, allowing them to generate AI art

that mimics the specific artistic styles of that artist [89]. In fact, entire platforms have sprung up

where home users are posting and sharing their own customized diffusion models that specialize

on mimicking specific artists, likeness of celebrities, and NSFW themes [45].

Beyond open questions of copyrights [25], ethics [166, 71], and consent [60, 80, 70], it is clear

that these AI models have had significant negative impacts on independent artists. For the estimated

hundreds of thousands of independent artists across the globe, most work on commissions, and

attract customers by advertising and promoting samples of their artwork online. First, professional
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Figure 4.1: Sample AI-generated art pieces from the Midjourney community showcase [143, 180].

artists undergo years of training to develop their individual artistic styles. A model that mimics this

style profits from that training without compensating the artist, effectively ending their ability to

earn a living. Second, as synthetic art mimicry continues to grow for popular artists, they displace

original art in search results, further disrupting the artist’s ability to advertise and promote work to

potential customers [186, 89]. Finally, these mimicry attacks are demoralizing art students training

to be future artists. Art students see their future careers replaced by AI models even if they can

successfully find and develop their own artistic styles [151].

Today, all of these consequences have indeed occurred in the span of a few months. Art students

are quitting the field; AI models that mimic specific artists are uploaded and shared for free; and

professional artists are losing their livelihoods to models mimicking their unique styles. Artists are

fighting back via lawsuits [58, 102], online boycotts and petitions [62], but legal and regulatory

action can take years, and are difficult to enforce internationally. Thus most artists are faced a

choice to 1) do nothing, or 2) stop sharing samples of their art online to avoid training models, and

in doing so cripple their main way to advertise and promote their work to customers.
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In this paper, we present the design, implementation and evaluation of a technical alternative to

protect artists against style mimicry by text-to-image diffusion models. We present Glaze, a system

that allows an artist to apply carefully computed perturbations to their art, such that diffusion

models will learn significantly altered versions of their style, and be ineffective in future attempts

at style mimicry. We worked closely with members of the professional artist community to develop

Glaze, and conduct multiple user studies with 1,156 participants from the artist community to

evaluate its efficacy, usability, and robustness against a variety of active countermeasures.

Intuitively, Glaze works by taking a piece of artwork, and computing a minimal perturbation

(a “style cloak”) which, when applied, shifts the artwork’s representation in the generator model’s

feature space towards a chosen target art style. Training on multiple cloaked images teaches the

generator model to shift the artistic style it associates with the artist, leading to mimicry art that

fails to match the artist’s true style.

Our work makes several key contributions:

• We engage with top professional artists and the broader community, and conduct user studies to

understand their views and concerns towards AI art and the impact on their careers and commu-

nity.

• We propose Glaze, a system that protects artists from style mimicry by adding minimal pertur-

bations to their artwork to mislead AI models to generate art different from the targeted artist.

92% of surveyed artists find the perturbations small enough not to disrupt the value of their art.

• Surveyed artists find that Glaze successfully disrupts style mimicry by AI models on protected

artwork. 93% of artists rate the protection is successful under a variety of settings, including

tests against real-world mimicry platforms.

• In challenging scenarios where an artist has already posted significant artworks online, we show

Glaze protection remains high. 87.2% of surveyed artists rate the protection as successful when

an artist is only able to cloak 1/4 of their online art (75% of art is uncloaked).

• We evaluate Glaze and show that it is robust (protection success ¿ 85%) to a variety of adaptive
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countermeasures.

• We discuss Glaze deployment and post-deployment experiences, including countermeasures in

the wild.

Ethics. Our user study was reviewed and approved by our institutional review board (IRB). All

art samples used in experiments were used with explicit consent by their respective artists. All user

study participants were compensated for their time, although many refused payment.

4.2 Background and Related work

In this section, we provide a brief background on the text-to-image models used for AI art genera-

tion and then discuss existing work on protecting user data from machine learning models.

4.2.1 Defenses against invasive ML models

Prior work has proposed cloaking as a privacy-preserving tool that makes a user’s face images un-

learnable by face recognition models [202, 43, 32, 64]. To do so, these works poison the training

data of the model by optimizing perturbations (cloaks) that cause cloaked images to have drasti-

cally different feature representations from original user images. A face recognition model trained

on cloaked images will associate an incorrect feature representation with an user’s identity and thus

will fail to recognize the user at inference time. In the context of generative models, concurrent

work [187] proposes PhotoGuard, a method to cloak images in order to prevent unauthorized im-

age edits (inpainting) on cloaked images. We note that PhotoGuard is an evasion attack (the model

weights are not impacted by the defense), which is different from previously mentioned cloaking

tools which rely on poisoning the training dataset of the model.

Many of these privacy-preserving cloaking methods are later defeated by countermeasures.

Radiya et al. [172] proposes a robust training technique that trains the facial recognition model on

cloaked images but with correct labels. This process makes the models robust against cloak pertur-

bation and is able to defeat both Fawkes and LowKey. We found PhotoGuard can be defeated by
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Figure 4.2: High level overview of the mimicry attack scenario. The mimic scrapes copyrighted
artwork from the victim artist and uses these to fine-tune a pre-trained, generic text-to-image
model. The mimic then uses the fine-tuned model to generate artwork in the style of the vic-
tim artist.

simply adding small Gaussian noise on the image. In §4.5.2, we discuss the limitations of adapt-

ing existing cloaking methods for anti-mimicry protection and empirically show their suboptimal

performance.

4.3 Background: AI Art and Style Mimicry

In this section, we provide critical context in the form of basic background on current AI art models

and style mimicry.

4.3.1 Text-to-Image Generation

Since Text-to-image generation was first proposed in 2015 [137], a stream of research has proposed

newer model architectures and training methods enabling generation of higher-quality images [171,

273, 261, 122, 282]. The high level design of recent models used for AI art generation [178, 173,

53] is shown in Figure 4.4. During training, the model takes in an image x and uses a feature

extractor Φ to extract its features, producing Φ(x). Simultaneously, a conditional image generator

G takes in a corresponding text caption (s) and outputs a predicted feature vector G(s). Then the

parameters of G are optimized so the text feature vector G(s) matches the image feature vector

Φ(x). At generation time, a user gives G a text prompt s0, and G outputs an image feature vector
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G(s0). A decoder D then decodes G(s0) to produce the final generated image.

Compared to earlier models based on generative adversarial networks (GANs) or variational

autoencoders (VAE) [171, 282, 226], more recent models [178, 174] leveraging diffusion models

produce significantly higher quality images. Feature extractor (Φ) is used to reduce the dimension-

ality of the input image to facilitate the generation process. The extractor Φ and decoder D are

often a pair of variational autoencoder (VAE) [178, 173], i.e. extractor (encoder) extracts image

features and decoder map features back to images.

Training Data Sources. The training datasets of these models typically contain image/ALT text

pairs scraped from the Internet. They are extremely large, e.g. LAION [193] contains 5 billion

images collected from 3 billion webpages.

These datasets are subject to minimal curation and governance. Data collectors typically only

filter out data with extremely short or incorrect text captions (based on an automated text/image

alignment metric [193]). Since copyrighted images are not filtered [193], these datasets are rife

with private, sensitive content, including copyrighted artworks.

4.3.2 Style Mimicry

In a style mimicry attack, a bad actor uses an AI art model to create art in a particular artist’s style

without their consent. More than 67% of art pieces showcased on a popular AI-art-sharing website

leverage style mimicry [143].

Style mimicry techniques. Today, a “mimic” can easily copy the style of a victim artist with

only an open-source text-to-image model and a few samples of artwork from the artist. A naive

mimicry attack directly queries a generic text-to-image model using the name of the victim artist.

For example, the prompt “a painting in the style of Greg Rutkowski” would cause the model to

generate images in the style of Polish artist Greg Rutkowski. This is because many of Rutkowski’s

artworks appear in training datasets of these generic models labeled with his name.

Naive mimicry can succeed when the artist is well-known and has a significant amount of art
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Figure 4.3: Real-world incident of AI plagiarizing the style of artist Hollie Mengert [19]. Left:
original artwork by Hollie Mengert. Right: plagiarized artwork generated by a model trained to
mimic Hollie’s style.

online, but fail on other artists. In more recent mimicry attacks, a mimic fine-tunes a generic text-

to-image model on samples of a target artist’s work (as few as 20 unique pieces) downloaded from

online sources. This calibrates the model to the victim artist’s style, identifying important features

related to the victim style and associating these regions in the feature space with the victim artist’s

name [181, 73]. This enables style mimicry with impressive accuracy. The entire fine-tuning

process takes less than 20 minutes on a low-end consumer GPU1.

Real-work mimicry incidents. The first well-known incident of mimicry was when a Reddit

user stole American artist Hollie Mengert’s style and open-sourced the style-specific model on

Reddit [19]. Figure 4.3 has a side-by-side comparison of Hollie’s original artwork and plagiarized

artwork generated via style mimicry. Later, famous cartoonist Sarah Andersen reported that AI art

models can mimic her cartoon drawings [16], and other similar incidents abound [146, 264].

1. It takes an average of 18.3 minutes on a GTX 1080 GPU
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Figure 4.4: High level model architecture of text-to-image models.

Several companies [190] have even hosted style mimicry as a service, allowing users to upload

a few art pieces painted by victim artists and producing new art in the victim styles. CivitAI [45]

built a large online marketplace where people share their customized stable diffusion models, fine-

tuned on certain artwork.

4.4 Collaborating with Artists

Next, we explain our collaborative relationship with professional artists, and its significant impact

on our key evaluation metrics in this paper. We also summarize key results from our first user study

on views of AI art and mimicry by members of the artist community.

Artists have spoken out against style mimicry in numerous venues, focusing particularly on

how it violates their intellectual property rights and threatens their livelihoods [47, 247, 230, 246].

Others have taken direct action. The Concept Art Association raised over $200K to fight AI art,
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and filed a class action lawsuit in the US against AI art companies [102]. In November 2022,

artists organized a large protest against ArtStation [246], the large digital art sharing platform that

allowed users to post AI artwork without identification. Anti-AI images flooded the site for several

weeks, until ArtStation banned the protest images [63]. Recently, the Writers Guild of America

(WGA) went on strike demanding contractual changes to ban generative AI [42].

Members of the professional art community reached out to us in Sept 2022. We joined online

town halls and meetings alongside hundreds of professionals, including Emmy winners and artists

at major film studios. After learning more, we began an active collaboration with multiple profes-

sional artists, including award-winning artist Karla Ortiz, who leads efforts defending artists and is

lead plaintiff in the class action suit. The artists helped this project in multiple ways, by 1) sharing

experiences about specific ways AI-art has impacted them and their colleagues; 2) sharing domain

knowledge about what is acceptable to artists in terms of perturbations on their art; and 3) helping

to widely disseminate our user study to members of their professional organizations, including the

Concept Art Association and the Animation Guild (TAG839).

Evaluation via Direct Feedback from Artists. Our goal is to help artists disrupt AI models try-

ing to mimic their artistic style, without adversely impacting their own artwork. Because “success”

in this context is highly subjective (“Did this AI-art successfully mimic Karla’s painting style?”),

we believe the only reliable evaluation metric is direct feedback by professional artists themselves.

Therefore, wherever possible, the evaluation of Glaze is done via detailed user studies engaging

members of the professional artist community, augmented by an empirical score we develop based

on genre prediction using CLIP models.

We deployed two user studies during the course of this project (see Table 4.1). Both are IRB-

approved by our institution. Both draw participants from professional artists informed via their

social circles and professional networks. The first (Survey 1, §4.4.1, §4.7.3), asked participants

about their broad views of AI style mimicry, and then presented them with a number of inputs

and outputs of our tool, and asked them to give ratings corresponding to key metrics we wanted
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Survey # of artists Content

Survey 1 1156
1) Broad views of AI art and style mimicry(§4.4.1)
2) Glaze’s usability, i.e. acceptable levels of cloaking (§4.7.3)
3) Glaze performance in disrupting style mimicry (§4.7.3)

Survey 2
(Extension to Survey 1) 151

1) Additional performance tests (§4.7.3)
2) Robustness to advanced scenarios (§4.7.4)
and countermeasures (§4.8)
3) Additional system evaluation

Table 4.1: Information on our user studies: the number of artist participants and where we report
the results of the studies. We sent Survey 2 to some specific participants from survey 1 who
volunteered to participate in a followup study.

to evaluate. We select a subset of participants from the first study to participate in a longer and

more in-depth study (Survey 2) where they were asked to evaluate the performance of Glaze in

additional settings (§4.7.3, §4.7.4, §4.8).

4.4.1 Artists’ Opinions on Style Mimicry

While we expected artists to view style mimicry negatively, we wanted to better understand how

much individual artists understood this topic and how many perceived it as a threat. Here we

describe results from Survey 1 to gather perceptions of the potential impact of AI art on existing

artists.

Survey Design. Our survey consisted of both multiple choice and free response questions to

understand how well people understand the concept of AI art, and how well the models success-

fully imitate the style of artists. Additionally, we asked artists about the extent to which they

anticipate the emergence of AI art to impact their artistic activities, such as posting their art online

and their job security. A handful of professional artists helped disseminate our survey to their

respective artist community groups. Overall, we collected responses from 1,207 participants, con-

sisting primarily of professional artists (both full-time (46%) and part-time/freelancer (50%)) and

some non-artist members of the art community who felt invested in the impact of AI art (4%).

Of the participants who consider themselves artists, their experience varied: ¡1 year (13%), 1-5

years (49%), 5-10 years (19%), 10+ years (19%). Participants’ primary art style varied widely,

including: animation, concept art, abstract, anime, game art, digital 2D/3D, illustration, character

artwork, storyboarding, traditional painting/drawing, graphic design, and others.
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Key Results. Our study found that 91% of the artists have read about AI art extensively, and

either know of or worry about their art being used to train the models. Artists expect AI mimicry

to have a significant impact on artist community: 97% artists state it will decrease some artists’ job

security; 88% artists state it will discourage new students from studying art; and 70% artists state

it will diminish creativity. “Junior positions will become extinct,” as stated by one participant.

Many artists (¿ 89% artists) have already or plan to take actions because of AI mimicry. Over

95% of artists post their artwork online. Out of these artists, 53% of them anticipate reducing or

removing their online artwork, if they haven’t already. Out of these artists, 55% of them believe

reducing their online presence will significantly impact their careers. One participant stated “AI

art has unmotivated myself from uploading more art and made me think about all the years I

spent learning art.” 78% of artists anticipate AI mimicry would impact their job security, and this

percentage increases to 94% for the job security of newer artists. Further, 24% of artists believe

AI art has already impacted their job security, and an additional 53% expect to be affected within

the next 3 years. Over 51% of artists expressed interest in proactive measures, such as personally

joining class action lawsuits against AI companies.

Professional artists thought AI mimicry was very successful at mimicking the style of spe-

cific artists. We showed the artists examples of original artwork from 23 artists, and the artwork

generated by a model attempting to mimic their styles (detailed mimicry setup in §4.7). 77% of

artists found the AI model successfully or very successfully mimic the styles of victim artists, with

one stating “it’s shocking how well AI can mimic the original artwork.” Additionally, 19% of

participants thought the AI mimicry is somewhat successful, leaving only < 5% of artists rating

the mimicry as unsuccessful. Several artists also pointed out that, as artists, upon close inspection

they could spot differences between the AI art and originals, but were skeptical the general public

would notice them.

A significant concern of most participants, surprisingly, is not just the existence of AI art,

but rather scraping of existing artworks without permission or compensation. As one participant
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Figure 4.5: High level overview of the mimicry attack scenario. The mimic scrapes copyrighted
artwork from the victim artist and uses these to fine-tune a pre-trained, generic text-to-image
model. The generic model is trained and open-sourced by an AI company. The mimic then uses
the fine-tuned model to generate artwork in the style of the victim artist.

stated: “If artists are paid to have their pieces be used and asked permission, and if people had to

pay to use that AI software with those pieces in it, I would have no problem.” However, without

consent to use their artwork to train the models, “it’s incredibly disrespectful to the artist to have

their work ‘eaten’ by a machine [after] many years to grow our skills and develop our styles.”

4.5 Preliminaries

We propose Glaze, a tool that protects artists against AI style mimicry. An artist uses Glaze to add

small digital perturbations (“cloak”) to images of their own art before sharing online (Figure 4.6).

A text-to-image model that trains on cloaked images of artwork will learn an incorrect represen-

tation of the artist’s style in feature space i.e. the model’s internal understanding of artistic styles.

When asked to generate art pieces in victim’s style, the model will fail to mimic the style of the

victim, and instead output art pieces in a recognizably different style.

Here, we first introduce the threat model, then discuss existing alternatives to the AI style

mimicry problem. We present the intuition behind Glaze and detailed design in §4.6.
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4.5.1 Threat Model

Here we state assumptions for both the artists protecting their own art and the users training models

to replicate their artistic style. We refer to these AI art model trainers as “mimics.”

Artists. Artists want to share and promote their artwork online without allowing mimics to

train models that replicate their art styles. Sharing art online enables artists to sell their work and

attract commissioned work, fueling their livelihoods (§4.4). Artists protect themselves by adding

imperceptible perturbations to their artwork before sharing them as shown in Figure 4.6. The

goal of the Glaze cloak is to disrupt the style mimicry process, while only introducing minimal

perturbation on images of the artwork.

We assume the artists have access to moderate computing resources (e.g., a laptop) and add

perturbation to images of their artwork locally before posting online. We also assume artists have

access to some public feature extractor (e.g., open-source models such as Stable Diffusion). We

begin with assumption that artists use the same feature extractor as mimics (large majority of

mimics use the open-source Stable Diffusion model). We later relax this assumption.

Mimics. The mimic’s goal is to train a text-to-image model that generates high-quality art pieces

of any subject in the victim’s style. A mimic could be a well-funded AI company, e.g., Stability AI

or OpenAI, or an individual interested in the style of victim artist. We assume the mimic has:

• access to the weights of generic text-to-image models well-trained on large datasets;

• access to art pieces from the target artist;

• significant computational power.

We assume the attack scenario where the mimic fine-tunes its model on images of the artist’s

artwork (as shown in Figure 4.5). This is stronger than the naive mimic attack without fine tuning.

Finally, we assume the mimic is aware of our protection tool and can deploy adaptive countermea-

sures (§4.8).
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4.5.2 Potential Alternatives and Challenges

A number of related prior works target protection against invasive and unauthorized facial recogni-

tion models. They proposed “image cloaking” as a tool to prevent a user’s images from being used

to train a facial recognition model of them [202, 43, 32, 64, 251]. They share a similar high level

approach, by using optimized perturbations that cause cloaked images to have drastically different

feature representations from original user images. It is possible to adapt existing cloaking-based

systems to protect artists against AI style mimicry. Protection system would compute a cloak on

each artwork in order to perturb its feature space representation to be different from its unperturbed

representation. This can succeed if the cloak significantly shifts the artwork’s feature representa-

tion, making resulting models generate dramatically different artwork.

We found that in practice, however, existing solutions are unable to introduce large-enough

feature space shifts to achieve the desired protection. This is due to the properties of feature

spaces in text-to-image models. Face recognition models classify identities, so their feature spaces

mainly represent identity-related information. On the other hand, text-to-image models reconstruct

original images from extracted features, so their feature spaces retain more information about the

original image (objects, locations, color, style, etc.). Thus, producing the same shift in feature rep-

resentation in a text-to-image model is much harder (requires more perturbation budget) than in a

classification model. This observation is validated by prior work showing that adversarial perturba-

tions are much less effective at attacking generative models [110, 77, 224]. Specifically, [110, 224]

found that adversarial attack methods that are effective at attacking classifiers are significantly less

effective at attacking autoencoders. We empirically confirm that existing cloaking methods cannot

prevent AI mimicry. We show that Fawkes [202] and LowKey [43] perform poorly in this setting,

even when artists add highly visible cloaks to their artwork.

For generative models, concurrent work [187] proposes PhotoGuard, a method to cloak images

to prevent unauthorized image edits (inpainting) on cloaked images. Similar to existing cloaking

systems, PhotoGuard tries to indiscriminately minimize all information contained in an image (i.e.
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the norm of the feature vector) to prevent models from editing the image. Thus, it is also not

effective at mimicry prevention.

Design Challenges. The main reason that existing cloaking methods fail to prevent AI mimicry is

because they indiscriminately shift all features in an image, wasting the cloak perturbation budget

on shifting unnecessary features (e.g., object shape, location, etc.). Protecting artist’s style requires

only shifting features related to the artistic style of victim. This can be achieved if a text-to-image

model learns to draw objects similar to those drawn by the victim artist as long as the model cannot

mimic the artist’s unique style. Thus, optimal protection from mimicry requires concentrating the

cloak on style-specific features.

Unfortunately, identifying and separating out these style-specific features is difficult. Even

assuming the existence of interpretability methods that perfectly explain the feature space of a text-

to-image model, there is no clear way to mathematically define and calculate “artistic styles.” In all

likelihood, any definition would change across different styles. For example, “impressionist” likely

correlates more strongly with color features, whereas “cubism” correlates with shape features.

Even across multiple art pieces in the same style, the style may manifest differently.

4.6 Disrupting Style Mimicry with Glaze

In this section, we introduce Glaze, its design intuition followed by the detailed algorithm.

4.6.1 Design Intuition

Our key intuition is to identify and isolate style-specific features of an artist’s original artwork,

i.e. the set of image features that correspond to artistic style. Then Glaze computes cloaks while

focusing the perturbation budget on these style-specific features to maximize impact on stylistic

features.

As discussed, identifying and calculating style-specific features in model’s feature space is

difficult due to the poor interpretability of model features and how art style manifests differently
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across artworks. We overcome these two challenges by designing a style-dependent and artwork-

dependent method that operates at image space. Given an artwork, we leverage “style transfer,” an

end-to-end computer vision technique, to modify and isolate its style components. “Style transfer”

transforms an image into a new image with a different style (e.g., from impressionist style to cubist

style) while keeping other aspects of the image similar (e.g., subject matter and location).

We leverage style transfer in our protection technique as follows. Given an original artwork

from the victim artist, we apply style-transfer to produce a similar piece of art with a different style,

e.g., in style of “an oil painting by Van Gogh” (Figure 4.7 a). The new version has similar content

to the original, but its style mirrors that of Van Gogh. We show more style-transfer examples with

different target styles in Figure 4.8. Now, we can use the style-transferred artwork as projection

target to guide the perturbation computation. This perturbs the original artwork’s style-specific

features towards that of the style-transferred version. We do this by optimizing a cloak that, when

added to the original artwork, makes its feature representation similar to the style-transferred im-

age. Since the content is identical between the pair of images, cloak optimization will focus its

perturbation budget on style features.

4.6.2 Computing Style Cloaks

Using this approach, we compute style cloaks to disrupt style mimicry as follows. Given an artwork

(x), we use an existing feature extractor to compute the style-transferred version of x into target

style T : Ω(x, T ). We then compute a style cloak δx, such that δx moves x’s style-specific feature

representation to match that of Ω(x, T ) while minimizing visual impact. The cloak generation

optimization is:

min
δx

Dist (Φ(x+ δx),Φ(Ω(x, T ))) , (4.1)

subject to |δx| < p,
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where Φ is a generic image feature extractor commonly used in text-to-image generation tasks,

Dist(.) computes the distance of two feature representations, |δx| measures the perceptual pertur-

bation caused by cloaking, and p is the perceptual perturbation budget.

As discussed in §4.6.1, the use of the style-transferred image Ω(x, T ) guides the cloak op-

timization in Eq (4.1) to focus on changing style-specific image features. To maximize cloak

efficacy, the target style T should be dissimilar from artist’s original style in the feature space. We

discuss our heuristic for selecting target styles in §4.6.

4.6.3 Detailed System Design

Now we present the detailed design of Glaze. Given a victim artist V , Glaze takes as input the set

of V ’s artwork to be shared online XV , an image feature extractor Φ, a style-transfer model Ω, and

perturbation budget p. Note that in many cases, a single model (e.g. Stable Diffusion) provides

both Φ and Ω.

Step 1: Choose Target Style. The selected target style T should be sufficiently different from

V ’s style in model feature space to maximize chances of disrupting style mimicry. For example,

Fauvism and Impressionism are distinct art styles that often look visually similar to the untrained

eye. Image of an impressionist painting style cloaked to Fauvism might not produce a visually

discernible effect on model-generated paintings. Note that an artist can maximize their ability to

avoid mimicry if they consistently style cloak all their artwork towards the same target T .

For a new user, Glaze uses the following algorithm to randomly select T from a set of candidate

styles reasonably different from V ’s style. The algorithm first inspects a public dataset of artists,

each with a specific style (e.g., Monet, Van Gogh, Picasso). For each candidate target artist/style,

it selects a few images in that style and calculates their feature space centroid using Φ. It also

computes V ’s centroid in Φ using V ’s artwork. Then, it locates the set of candidate styles whose

centroid distance to V ’s centroid is between the 50 to 75 percentile of all candidates. Finally, it

randomly selects T from the candidate set.
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Step 2: Style transfer. Glaze then leverages a pre-trained style-transfer model Ω [178] to

generate the style-transferred artwork for optimization. Given each art piece x ∈ XV and target

style T , it style transfers x to target style T to produce style-transferred image Ω(x, T ).

Step 3: Compute cloak perturbation. Then, Glaze computes the cloak perturbation, δx for x,

following the optimization defined by eq. (3.1), subject to |δx| < p. Our implementation uses

LPIPS (Learned Perceptual Image Patch Similarity) [279] to bound the perturbation. Different

from the Lp distance used in previous work [31, 111, 182], LPIPS has gained popularity as a

measure of user-perceived image distortion [43, 113, 179]. Bounding cloak generation with this

metric ensures that cloaked versions of images are visually similar to the originals. We apply the

penalty method [153] to solve the optimization in eq.(3.1) as follows:

min
δx

||Φ(Ω(x, T )),Φ(x+ δx)||22 + α ·max(LPIPS(δx)− p, 0) (4.2)

where α controls the impact of the input perturbation. L2 distance is used to calculate feature space

distance.

Upload artwork online. Finally, the artist posts the cloaked artwork online. For artists already

with a large online presence, they can cloak and re-upload artwork on their online portfolio. While

updating online images is not always possible, Glaze can be effective even when the mimic’s model

has significant amount of uncloaked art (§4.7.4).

4.6.4 On the Efficacy of Style Cloaks

Glaze’s style cloaks work by shifting feature representation of artwork in the generator model. But

how much shift do we need in order to have a noticeable impact on mimicked art?

Two reasons suggest that even small shifts in style will have a meaningful impact in disrupting

style mimicry. First, generative models used for style mimicry have continuous output spaces,

i.e. any shift in image feature representation results in changes in the generated image. Because

generative models are trained to interpolate their continuous feature spaces [252, 233], any shift
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in the model’s representation of art style results in a new style, a “blend” between the artist and

the chosen target style. Second, mimicked artwork must achieve reasonable quality and similarity

in style to the artist to be useful. Small shifts in the style space often produce incoherent blends

of conflicting styles that are enough to disrupt style mimicry, e.g., thick oil brushstrokes of Van

Gogh’s style mixed into a realism portrait.

These two factors contribute to Glaze’s success in more challenging scenarios (§4.7.4), and its

robustness against countermeasures (e.g. adversarial training) that succeed against cloaking tools

for facial recognition (§4.8).

4.7 Evaluation

In this section, we evaluate Glaze’s efficacy in protecting artists from style mimicry. We first

describe the datasets, models, and experimental configurations used in our tests. Then we present

the results of Glaze’s protection in a variety of settings. Due to Glaze’s highly visual nature, we

evaluate its performance using both direct visual assessment by human artists in a user study, and

automated metrics (see §4.7.2 for details).

Summary of results. Over 93% of artists surveyed believe Glaze effectively protects artists’

styles from AI style mimicry attacks. Protection efficacy remains high in challenging settings, like

when the mimic has access to unprotected artwork. Glaze also achieves high protection perfor-

mance against a real-world mimicry-as-a-service platform. Of our 1156 artist participants, over

92% found the perturbations introduced by cloaking small enough not to disrupt the value of their

art, and over 88% would like to use Glaze to protect their own artwork from mimicry attacks.

4.7.1 Experiment Setup

Mimicry dataset. We evaluate Glaze’s performance in protecting the styles of the following two

groups of artists:
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• Current artists: 4 professional artists let us use their artwork in our experiments. These artists

have different styles and backgrounds (e.g., full-time/freelancers, watercolor painters/digital

artists, well-known/independent). Each provided us with between 26 to 34 private original art

pieces for our experiments. We use perceptual hashing [107] to verify that none of these are

included in existing public datasets used to train generic text-to-image models (e.g. [193, 33]).

• Historical artists: We also evaluate Glaze’s protection on 195 historical artists (e.g., van Gogh,

Monet) from the WikiArt dataset [185]. The WikiArt dataset contains 42,129 art pieces from

195 artists. Each art piece is labeled with its genre (e.g., impressionism, cubism). We randomly

sampled 30 art pieces from each artist to use in style mimicry attacks. Generic text-to-image

models found online have been trained on some artwork from these artists. Using this art sim-

ulates a more challenging scenario in which a famous artist attempts to disrupt a model that

already understands their style.

Mimicry attack setup. We recreate the strongest-possible mimicry attack scenario, based

on techniques used in real-world mimicry incidents [181, 264, 19], that works as follows. First,

we take art pieces from the victim artist V and generate a text caption for each piece using an

image captioning model [135]. The pretrained image captioning model generates a short sentence

to describe the image. We found that this model can correctly caption protected images, likely

because Glaze focuses on perturbing style features while the captioning models focus on image

content. Then, we append the artist’s name to each caption, e.g., “mountain range by Vincent

van Gogh”. Finally, we fine-tune a pre-trained generic text-to-image model (details below) on the

caption/image pairs.

We use 80% of the art pieces from the victim artists to fine-tune models that mimic each

artist’s style, reserving the rest for testing. We fine-tune for 3000 optimization steps, which we

find achieves the best mimicry performance. We then use the fine-tuned, style-specific model to

generate mimicked artwork in style of each victim artist. We query the model using the generated

captions (which include V ’s name) from the held-out test artwork set. We generate 5 pieces of
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mimicked art for each text caption using different random seeds and compare these to the real

victim art pieces with this caption.

Text-to-image models. We use two state-of-the-art, public, generic text-to-image models in our

experiments:

• Stable Diffusion (SD): Stable Diffusion is a popular and high-performing open-source text-to-

image model [214],trained on 11.5 million images from the LAION dataset [193]. SD training

takes over 277 GPU months (on A100 GPU) and costs around $600K [214]. SD uses diffu-

sion methods to generate images and achieves state-of-the-art performance on several bench-

marks [178]. Viewed as one of the best open-source models, SD has powered many recent

developments in text-to-image generation [14, 154, 117, 190]. We use SD version 2.1 in the

paper [214], the most up-to-date version as of December 2022.

• DALL·E-mega (DALL·E-m): DALL·E-m-mega, an updated version of the more well-known

DALL·E-m-mini, is an open-source model based on OpenAI’s DALL·E-m 1 [173]. The model

leverages a VAE for image generation and is trained on 17 million images from three different

datasets [204, 33, 227]. Training takes 2 months on 256 TPUs [52]. While DALL·E-m performs

worse than diffusion-based models like SD, we use it to evaluate how Glaze generalizes to

different model architectures.

Glaze configuration. We generate cloaks for each of victim V ’s art pieces following the

methodology of §4.6.3. First, we use the target selection algorithm to select a target style T . We

choose from a set of 1119 candidate target styles, collected by querying the WikiArt dataset with

artist and genre names, e.g., “Impressionism painting by Monet” 2. We then style transfer each

victim art piece into the target style leveraging the style transfer functionality of stable diffusion

model (stable diffusion model has both text-to-image and style transfer functionality). A style

transfer model takes in an original image and a target prompt as input. Leveraging a similar

diffusion process, the model modifies the original image to a style similar to that described in the

2. One artist may paint in multiple styles, resulting in multiple candidate target styles from a single artist.
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target prompt. More information on style transfer can be found in [184]. Finally, we optimize a

cloak for each art piece using Eq. 5.2 by running the Adam optimizer for 500 steps. We benchmark

Glaze’s runtime on artwork with resolution ranging from 512 to 6000 pixels, using SD’s feature

extractor (ViT model with 83 million parameters). It takes an average of 1.2 mins on Titan RTX

GPU and 7.3 mins on a single Intel i7 CPU to generate a cloak for a single piece of art.

In our initial experiments, we assume Glaze generates cloaks using the same image feature

extractor as the mimic (e.g. SD’s or DALL·E-m’s feature extractor). We relax this assumption and

evaluate Glaze’s performance when artists and mimics use different feature extractors in §4.7.4.

4.7.2 Evaluation Metrics

We evaluate our protection performance using both visual assessment and feedback from human

artists, and a scalable metric. Here, we describe the setup of our evaluation study and define the

exact metrics used for evaluation.

Artist-rated protection success rate (Artist-rated PSR): The user studies ask artists to rate

the performance of Glaze. We generate a dataset of mimicry attacks on 13 victim artists (the 4

current artists and 9 randomly chosen historical artists) across 23 protection scenarios (including

ones in §4.8). For each participant, we randomly select a set of mimicry attacks out of these

13× 23 settings and ask them to evaluate protection success. For each mimicry attempt, we show

participants 4 mimicked art pieces and 4 original art pieces from the victim artist. Using original art

pieces as an indicator of the human artist’s style, we ask participants to consider the mimicked art,

and rate the success of Glaze’s protection on a 5-level Likert scale (ranging from “not successful

at all” to “very successful”). Each mimicry attempt is evaluated by at least 10 participants. We

define artist-rated PSR as the percent of participants who rated Glaze’s protection as “successful”

or “very successful.” Our user studies primarily focus on artists, as they would be most affected by

this technology. We found though, that not all current artists despise AI art, and some view it as a

new avenue for a different form of artistry.
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Generic
model

Artist
dataset

w/o Glaze w/ Glaze (p=0.05)

Artist-rated
PSR

CLIP-based
genre shift

Artist-rated
PSR

CLIP-based
genre shift

SD
Current 4.6± 0.3% 2.4± 0.2% 94.3± 0.8% 96.4 + 0.5%

Historical 4.2± 0.2% 1.3± 0.2% 93.3 + 0.6% 96.0 + 0.3%

DALL·E-m
Current 31.9± 3.5% 6.4± 0.8% 97.4± 0.2% 97.4 + 0.3%

Historical 29.8± 2.4% 5.8± 0.6% 96.8± 0.3% 97.1 + 0.2%

Table 4.2: Glaze has a high protection success rate, as measured by artists and CLIP, against style
mimicry attacks. We compare protection success when artists do not use Glaze vs. when they do
(with perturbation budget 0.05).

CLIP-based genre shift: We define a new metric based on CLIP [170], using the intuition

that Glaze succeeds if the mimicked art has been impacted enough by Glaze to be classified into a

different art genre from the artist’s original artwork. We leverage CLIP model’s ability to classify

art images into art genres. Given a set of mimicked art targeting an artist V , we define CLIP-based

genre shift rate as the percentage of mimicked art whose top 3 predicted genres do not contain V ’s

original genre. A higher genre shift rate means more mimicked art belongs to a different genre

from the victim artist, and thus means more successful protection.

To calculate the genre shift we use a set of 27 historical genres from WikiArt dataset and 13

digital art genres [95] as the candidate output labels. We show that a pre-trained CLIP model is

able to achieve high genre classification performance. We report the average CLIP-based genre

shift for all 199 victim artists across all mimicked artworks.

We use CLIP-based genre shift as a supplemental metric to evaluate Glaze because it is only

able to detect style changes at the granularity of art genres. However, mimicry attacks also fail

when Glaze causes the mimicked artwork quality to be very low, something that CLIP cannot

measure. Measuring the quality of generated image has been a challenging and ongoing research

problem in computer vision [112, 22, 105].

4.7.3 Glaze’s Protection Performance

Style mimicry success when Glaze is not used. Mimicry attacks are very successful when

the mimic has access to a victim’s original (unmodified) artwork. Examples of mimicked artwork

can be found in Figure 4.9. The leftmost two columns of Figure 4.9 show a victim artist’s original
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artwork, while the third column depicts mimicked artwork generated by a style-specific model

trained on victim’s original artwork when Glaze is not used. In our user study, over > 95% of

respondents rated the attack as successful. Table 4.2, row 1, gives the artist-rated and CLIP-based

genre shift for mimicry attacks on unprotected art.

SD models produce stronger mimicry attacks than DALL·E-m models, according to our user

study (see Table 4.2). This is unsurprising, as DALL·E-m models generally produce lower-quality

generated images. CLIP-based genre shift does not reflect this phenomenon, as this metric does

not assess image quality.

Glaze’s success at preventing style mimicry. Glaze makes mimicry attacks markedly less

successful, as shown in Figure 4.9. Columns 5 and 6 (from left) show mimicked artwork when the

style-specific models are trained on artwork protected by Glaze. For reference, column 4 shows

an example style-transferred artwork Ω(x, T ) used to compute Glaze cloaks for the protected art

pieces. Overall, Glaze achieves > 93.3% artist-rated PSR and > 96.0% CLIP-based genre shift

(see Table 4.2). Glaze’s protection performance is slightly higher for current artists than for histor-

ical artists. This is likely because the historical artists’ images are present in the training datasets

of our generic models (SD, DALL·E-m), highlighting the additional challenge of protecting well-

known artists whose style was already learned by the generic models.

How large of perturbations will artists tolerate? Increasing the Glaze perturbation budget

enhances protection performance. We observe that both artist-rated and CLIP-based genre shift

increase with perturbation budget (see Figure 4.10 and Table 4.3). Given this tradeoff between

protection success and Glaze protection visibility on original artwork, we evaluate how perturba-

tion size impacts artists’ willingness to use Glaze.

We find that artists are willing to add fairly large Glaze perturbations to their artwork in ex-

change for protection against mimicry. To measure this, we show 3 randomly chosen pairs of

original/cloaked artwork to each of the 1,156 artists in our first study. For each art pair, we ask the

artist whether they would be willing to post the cloaked artwork (instead of the original, unmodi-
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fied version) on their personal website. More than 92% of artists select “willing” or “very willing”

when p = 0.05. This number only slightly increases to 94.3% when p = 0.03. Figure 4.11 details

artists’ preferences as perturbation budget increases. (see Figure 4.12 for examples of cloaked art-

work with increasing p). Based on these results, we use perturbation budget p = 0.05 for all our

experiments, since most artists are willing to tolerate this perturbation size.

Surprisingly, over 32.8% artists are willing to use cloaks with p = 0.2, which is clearly visible

to human eye (see Figure 4.12). While we are surprised by this high perturbation tolerance, in

our follow-up free response artists noted that they would be willing to tolerate large perturbations

because of the devastating consequence if their styles are stolen. One participant stated that “I am

willing to sacrifice a bit image quality for protection.” Many artists (> 80%) also noted that they

have already used traditional, more visually disruptive techniques to protect their artwork online

when posting online, i.e. adding watermark or reducing image resolution. One participant stated

that “I already use low to medium resolution images only for online posting, thus this would not

impact my quality control too much.”

4.7.4 Glaze’s Protection Robustness

Next, we test Glaze’s efficacy in more challenging scenarios. First, we measure performance when

the mimic uses a different feature extractor for mimicry than the one used by the artist to generate

the cloak. Second, we measure what happens when the mimic has uncloaked artwork samples

from the victim. Due to the poor mimicry performance of DALL·E-m, we focus our evaluation

using SD as the generic model.

Artist/mimic use different feature extractors. In the real world, it is possible that the mimic

will use a different model (and thus a different image feature extractor) for style mimicry than the

one used by the victim artist to cloak their artwork. While the feature extractors may still be similar

because of the well-known transferability property between large models [54, 157, 219, 270, 200],

their differences could reduce the efficacy of cloaking. We test this scenario using three feature
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extractors—Φ-A, Φ-B, and Φ-C. Φ-A and Φ-B have different model architectures (autoencoder-

KL [178] vs. VQ-VAE [173]) but are both trained on the ImageNet dataset [55]. Φ-A and Φ-C

have different model architectures (autoencoder-KL vs VQ-VAE) and training datasets (ImageNet

vs. CelebA [133]).

In our experiments, the victim artist uses one feature extractor (either Φ-B or Φ-C) to optimize

cloaked artwork, and the mimic trains their style-specific models with SD models using Φ-A.

Despite the difference in victim/mimic extractors, Glaze’s protection remains highly successful

(left half of Figure 4.13)—the style of mimicked artwork remains distinct from artist’s true style.

Artist-rated and CLIP-based genre shift measurements confirm this observation. Artist-rated PSR

is > 90.2%, while CLIP-based genre shift is > 94.0%. The PSR is slightly higher when the

two feature extractors only differ in architectures (Φ-B to Φ-A) than when they differ in both

architecture and training data (Φ-C to Φ-A).

Mimic has access to uncloaked artwork. Another challenging scenario is when the mimic

gains access to some uncloaked artwork from victim artists. This is a realistic scenario for many

prominent artists with a large online presence. As expected, Glaze’s protection performance de-

creases when the mimic has access to more uncloaked artwork (right side of Figure 4.13). As the

ratio of uncloaked/cloaked art in the mimic’s dataset increases, the mimicked artwork becomes

more similar to artist’s original style. Yet, Glaze is still reasonably effective (87.2% artist-rated

PSR) even when artists can only cloak 25% of their artwork. This validates our hypothesis in

§4.6.4 that cloaking will have a noticeable effect as long as the mimic has some cloaked training

data.

A mimic with access to a large amount of uncloaked artwork is still an issue for Glaze. For-

tunately, in our user study, we found that 1) many artists constantly create and share new artwork

online, which can be cloaked to offset the percentage of uncloaked artwork, and 2) many artists

change their artistic style over time. In our user study, we asked artists to estimate the number

of unique art pieces they currently have online (M ) and the estimated number of art pieces they
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Artist
dataset

w/o Glaze w/ Glaze (p=0.05)
Artist-rated

PSR
CLIP-based
genre shift

Artist-rated
PSR

CLIP-based
genre shift

Current 6.2± 0.5% 3.8± 0.3% 92.5± 0.5% 94.2 + 0.3%
Historical 7.2± 0.6% 3.3± 0.4% 92.1 + 0.3% 93.9 + 0.4%

Table 4.4: Performance of Glaze against real-world mimicry service (scenario.gg). Mimicry ser-
vice achieves high mimicry success when no protection is used. When Glaze is used, the mimicry
service has low performance.

anticipate uploading each subsequent year (Y ). Among artists with an existing online presence,

over 40% have Y/M > 25%, meaning that one year from now, > 20% of their total online artwork

would be cloaked (if they start using Glaze immediately). More than 81% of artists also stated that

their art style has changed over their career, and half of these said that theft of their old, outdated

styles is less concerning.

4.7.5 Real-World Performance

Next, we test Glaze against a real-world style mimicry-as-a-service system, scenario.gg [190].

Scenario.gg is a web service that allows users to upload a set of images in a specific style. The

service then trains a model to mimic the style and returns an API endpoint that allows the user to

generate mimicked images in the trained style. The type of model or mimicry method used by the

service is unknown.

Glaze remains effective against scenario.gg. We ask scenario.gg to mimic the style

from a set of cloaked or uncloaked artwork from 4 current artists and 19 historical artists. Table 4.4

shows that when no protection is used, scenario.gg can successfully mimic the victim style

(¡ 7.2% protection success). The mimicry success of scenario.gg is lower than our mimicry

technique, likely because scenario.gg trains the model for fewer iterations due to compu-

tational constraints. When we use Glaze to cloak the artwork and upload the cloaked artwork,

scenario.gg fails to mimic the victim style (> 92.1% artist-rated PSR and > 93.9% CLIP-

based genre shift rate) as shown in Table 4.4.
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4.8 Countermeasures

We consider potential countermeasures a mimic could employ to reduce the effectiveness of Glaze.

We consider the strongest adversarial setting, in which the mimic has white-box access to our pro-

tection system, i.e. access to the feature extractor used and protection algorithm. In our experi-

ments, we assume the mimic uses the SD model as the generic model and test the efficacy of each

countermeasure on the 13 victim artists from §4.7.2. Here, we focus on artist-rated PSR metric, be-

cause many countermeasures trade off image quality for mimicry efficacy, and CLIP-based metric

does not consider image quality.

Image transformation. A popular approach to mitigate the impact of small image perturba-

tions, like those introduced by Glaze, is to transform training images before using them for model

training [28, 66]. In our setting, the mimic could augment the cloaked artwork before fine-tuning

their model on them to potentially reduce cloak efficacy. We first test Glaze’s resistance to two

popular image transformations, adding Gaussian noise and image compression. We also consider

a stronger version of this countermeasure that then tries to correct the image quality degradation

introduced by the transformations.

Transforming cloaked artwork does not defeat Glaze’s protection. Figure 4.14 shows that as the

magnitude of Gaussian noise (σ) increases, the quality of mimicked artwork decreases as fast as or

faster than cloak effectiveness. This is because models trained on noisy images learn to generate

noisy images. We observe a similar outcome when mimic uses JPEG compression (Figure 4.15),

where image resolution and quality degrade due to heavy compression. Artists-rated PSR decreases

slightly but remains above > 87.4% across both types of data transformations. Artists consider

Glaze’s protection to be successful when mimicked artwork is of poor quality.

The mimic can take this countermeasure one step further by reversing the quality degradation

introduced by the noising/compression process. Specifically, a mimic can run image denoising

or image upscaling tools on the mimicked artwork (e.g., ones shown in Figure 4.14 and 4.15) to
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increase their quality. We found this approach improves generated image quality but still does

not allow for successful mimicry. For denoising, we ran a state-of-the-art CNN-based image de-

noiser [276] that is specifically trained to remove “additive Gaussian noise” (the same type of

noise added to cloaked artwork). The last column of Figure 4.14 shows the denoised image (using

the noisy mimicked image when σ = 0.2 as the input). While the process removes significant

amounts of noise, the denoised artwork still has many artifacts, especially around complex areas

of the artwork (e.g., human face). We observe similar results for image upscaling, where we use a

diffusion-based image upscaler [214] to improve the quality of compressed images (Figure 4.15).

Overall, our artist-rated protection success rate remains > 85.3% against this improved counter-

measure.

Radiya et al. [172] robust training. Radiya et al. [172] design a robust training method to

defeat cloaking tools like Fawkes [202] and Lowkey [43] in the face recognition setting. At a high

level, this method augments the attacker’s training dataset with some cloaked images generated by

the cloaking tool and the correct output labels. Training on such data makes the model more robust

against cloak perturbations on unseen cloaked images at inference time, and thus, can potentially

circumvent the protection.

We test if this robust training approach can defeat Glaze. We assume the mimic first robustly

trains the feature extractors in their generic models using cloaked artwork generated by Glaze,

and then trains the generator model to generate images from the robust feature space. Finally, the

mimic uses the robust generic model for style mimicry as in §4.7.

Glaze performance remains high, even if the mimic robustly trains the generic model for many

iterations before using it for style mimicry (see Figure 4.16). As the model becomes more robust,

the mimicked artwork is less impacted by cloaking (less influenced of the target style). However,

robust training greatly degrades mimicked image quality, preventing successful mimicry. Overall,

the artist-rated PSR remains > 88.7%. To mitigate robust training’s impact on image quality,

we explore an alternative robust training method, where we robustly train a new feature extractor
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designed to remove cloak’s impact while operating in the original feature space (thus no need to

change the image generator). We found this robust training approach is also ineffective.

As discussed in §4.6.4, Glaze remains reasonably effective against Radiya et al. because 1) the

continuous output space of the generative model, and 2) high quality requirement of art genera-

tion. Robust training reduces cloaking’s effectiveness but cannot completely remove its impact.

In the classification case (facial recognition), this reduced effectiveness only manifests in small

changes in classification confidence (compared to no cloaking) and often does not change the dis-

crete classification outcome. However, in the context of generator models, the continuous output

space means that even less-effective cloaks still directly affect the mimicked artwork. Combined

with the high quality requirement, the reduced protection effect is enough to disrupt style mimicry,

as shown in Figure 4.16. Additional robust training simply degrades generation quality, rather than

reducing cloaking efficacy.

Outlier Detection. Another countermeasure could involve leveraging outlier detection to iden-

tify and remove protected images [242, 201, 240]. We test Glaze’s robustness to a state-of-the-art

outlier detection method that leverages contrastive training [242]. Contrastively trained models

project data into a well-separated feature space, which the mimic could leverage.

We assume the mimic has a ground truth set (20) of original artworks from a given artist. The

mimic first projects these art pieces into the feature space of a model trained with contrastive loss

on ImageNet dataset [242]. The mimic then trains a one-class SVM outlier detector [120] using

these ground truth features. Now, given a new artwork from the same artists, the mimic detects

whether the artwork is an outlier using the detector. Detection results on 4 current artists (§4.7)

show that outlier detection has limited effectiveness against Glaze (< 65% precision and < 53%

recall at detecting Glaze protected images).
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4.9 Limitations and Releasing Glaze

We conclude with a discussion of the limitations of the current system, then describe our experi-

ences during and after the Glaze release.

Limitations. First, protection from Glaze relies on artists cloaking a portion of their art in the

mimic model’s training dataset. This is challenging for established artists because 1) their styles

have matured over the years and are more stable, and 2) many of their art pieces have already

been downloaded from art repositories like ArtStation and DeviantArt. These artists’ styles can

be mimicked using only older artworks collected before the release of Glaze. While artists can

prevent mimics from training on newer artwork, they need to rely on opt-out and removal options

at art repositories to stop style mimicry.

Second, a system like Glaze that protects artists faces an inherent challenge of being future-

proof. Any technique we use to cloak artworks today might be overcome by a future counter-

measure, possibly rendering previously protected art vulnerable. While we are under no illusion

that Glaze will remain future-proof in the long run, we believe it is an important and necessary

first step towards artist-centric protection tools to resist invasive AI mimicry. We hope that Glaze

and followup projects will provide some protection to artists while longer term (legal, regulatory)

efforts take hold.

Releasing Glaze and managing expectations. We released Glaze as a free application on

Mac and Windows in March 2023. We have repeatedly communicated Glaze’s limitations to users,

both on our website and in communications to artists via our download page, on Twitter, in emails

to artists, etc. In these communications, we clearly state that Glaze is not a permanent solution

against AI mimicry and could potentially be defeated by future attacks.

As of June 2023, Glaze has been downloaded > 740K times by artists around the world.

Reception on social media and emails to our lab have been extremely enthusiastic and positive.

Artists have helped design Glaze’s user interface, made how-to videos on YouTube, and managed
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ad campaigns on Instagram to spur adoption in the community. Based on numerous requests on

social media and via emails, we plan to test and deploy a web service in Summer 2023 to expand

Glaze access to artists who lack compute and GPUs.

One excellent outcome from the Glaze release has been the technical discussions it has spurred

with a variety of stakeholders. We began and are continuing collaborative efforts to advocate

for artists rights, with art-centric social networks, advocate groups in the US (CAA) and the EU

(EGAIR), government representatives, and companies who want to protect the IP of their im-

ages/characters.

Real-world countermeasures. Finally, we want to describe our experiences deploying Glaze in

an adversarial setting. In the 3 months since initial release, multiple groups have sought to attack

or bypass Glaze protection. While several attempts had minimal impact, we describe the two most

serious attempts here and evaluate their effectiveness.

The first attack [139] leverages a newer style mimicry method [249], reverse engineering with

PEZ. PEZ is able to perform high-quality style mimicry using a single original image from the

original artist. Initial tests showed Glaze is robust against PEZ style mimicry (Figure 4.17). Glaze

remains effective likely because Glaze directly modifies the feature representation of the art, and

is thus effective against stronger mimicry attempts.

A second category of attacks tries to perform pixel-level image smoothing to remove cloaks

added by Glaze [278]. This applies bilateral filters on Glazed images repeatedly, seeking to remove

all added perturbations. We evaluate this attack on Glazed artwork in §4.7 and fine-tuning a model

on the smoothed images. Figure 4.18 shows Glaze remains effective against pixel smoothing.

This result is consistent with prior work showing that image smoothing cannot prevent adversarial

perturbations [274].

Finally, while we have not yet observed any successful attacks against Glaze, we are con-

tinuously exploring design improvements to further enhance robustness against potential future

countermeasures.
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Figure 4.6: Overview of Glaze, a system that protects victim artists from AI style mimicry by
cloaking their online artwork. (Top) An artist V applies the cloaking algorithm (uses a feature
extractor Φ and a target style T ) to generate cloaked versions of V ’s art pieces. Each cloak is a
small perturbation unnoticeable to human eye. (Bottom) A mimic scrapes the cloaked art pieces
from online and uses them to fine-tune a model to mimic V ’s style. When prompted to generate
artwork in the style of V , mimic’s model will generate artwork in the target style T , rather than
V ’s true style.
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Glaze

Original artwork (originals)

a) Style transfer

Style-transferred artwork (targets)

Style transfer to 
“oil painting by Van Gogh”

Cloaked artwork

b) Cloak optimization

Cloaked artwork is similar to 
the originals in input space

Cloaked artwork is similar 
to targets in Φ’s feature space

Optimizes cloaks for
 original artwork

Figure 4.7: High level overview of how Glaze perturbs the style-specific features of the artwork.
a) Glaze style transfers the original artwork to a different style, which changes its style but leaves
other features unaltered. b) Glaze optimizes a cloak that makes the artwork’s features representa-
tion match that of the style-transferred art, while constraining the amount of visible changes to the
artwork.
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Original artwork
“Oil painting”

Style transferred artwork with target:

“Abstract painting” “Cubism painting”

Figure 4.8: Example style-transferred artwork with different target styles.

Original artwork
Mimicked art 

when Glaze not used

Glaze target

style

Mimicked art

when Glaze is used

p = 0.05 p = 0.1

Oil painting 
by Van Gogh

Abstract expressionism 
by Norman Bluhm

Artist A

(Karla Ortiz)

Artist B

(Nathan Fowkes)

Cubism by Picasso

Artist C

(Claude Monet)

Glaze perturbation size

Figure 4.9: Example Glaze protection results for three artists. Columns 1-2: artist’s original
artwork; column 3: mimicked artwork when artist does not use protection; column 4: style-
transferred artwork (original artwork in column 1 is the source) used for cloak optimization and
the name of target style; column 5-6: mimicked artwork when artist uses cloaking protection with
perturbation budget p = 0.05 or p = 0.1 respectively. All mimicry examples here use SD-based
models.
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0% 20% 40% 60% 80% 100%

Cloaked, p=0.2

Cloaked, p=0.1

Cloaked, p=0.05

No protection

Success of cloaking protection

not successful at all not very successful
somewhat successful successful
very successful

Figure 4.10: Glaze’s cloaking
protection success increases as
cloak perturbation budget in-
creases. The top row of the
figure shows baseline perfor-
mance with the mimic trains on
uncloaked images (p=0).

Perturbation
budget

Artist-rated
PSR

CLIP-based
genre shift

0 (no cloak) 4.6± 1.4% 2.4± 0.8%
0.05 93.3± 0.6% 96.0± 0.3%
0.1 95.9± 0.4% 98.2± 0.1%
0.2 96.1± 0.3% 98.5± 0.1%

Table 4.3: Performance of our
system (artist-rated protection
success rate and CLIP-based
genre shift rate) increases as the
perturbation budget increases.
(SD model, averaged over all
victim artists).

0% 20% 40% 60% 80% 100%

p=0.2

p=0.1

p=0.05

p=0.03

Willingness to post cloaked artwork

very unwilling somewhat unwilling
neutral somewhat willing
very willing

Figure 4.11: Artists’ willing-
ness to post cloaked artwork in
place of the original decreases
as perturbation budget of the
cloaks increases.

Original p = 0.05 p = 0.1 p = 0.2

Figure 4.12: Original artwork and cloaked artwork computed using three different cloak perturba-
tion budgets.
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Artist: Φ-A

Mimic: Φ-A

Artist: Φ-B

Mimic: Φ-A

Artist: Φ-C

Mimic: Φ-A

Artist-rated PSR 93.5 + 0.6% 91.3 + 0.5% 90.2 + 0.8%

Artist: no cloaking

Mimic: Φ-A

Attempts to 

mimic artist A

4.3 ± 0.2%

0% cloaked 75% cloaked50% cloaked25% cloaked

Attempts to 

mimic artist B

87.2 ± 1.1% 90.1 ± 0.8% 91.5 ± 0.9%4.3 ± 0.2%

CLIP-based genre shift 96.0 ± 0.3% 94.8 ± 0.4% 94.0 ± 0.4%1.4 ± 0.2% 90.3 ± 0.8% 93.8 ± 0.4% 94.7 ± 0.3%1.4 ± 0.2%

Feature extractors used by artist and mimic Percentage of artwork cloaked

Figure 4.13: Glaze remains successful under two challenging scenarios. Left: when artist and
mimic use different feature extractors. Right: when artists can only cloak a portion of their artwork
in mimic’s dataset. Bottom of the figure shows artist-rated PSR and CLIP-based genre shift for the
corresponding setting.

Denoised
Gaussian noise level

Attempts to 

mimic artist A

Artist-rated PSR

σ = 0.05

92.9 ± 0.5%

σ = 0.1

91.2 ± 0.7%

σ = 0.15

91.6 ± 0.5% 89.3 ± 1.2%

Attempts to 

mimic artist B

Figure 4.14: Glaze’s protection performance remains high as mimic adds an increasing amount
of Gaussian noise to the cloaked artwork. Even when the mimic adds denoising (last column),
Glaze’s protection persists.
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Upscaled
JPEG compression level

Attempts to 

mimic artist A

Artist-rated PSR

20

93.4 ± 0.8%

15

92.3 ± 0.6%

10

87.4 ± 0.9% 85.3 ± 1.3%

Attempts to 

mimic artist B

Figure 4.15: Glaze’s protection performance remains high as mimic adds JPEG compression to the
cloaked artwork. Even when the mimic also upscales the mimicked images (last column), Glaze’s
protection persists.
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1K steps 3K steps 5K steps 10K steps

Number of robust training steps

Artist-rated PSR

Attempts to 

mimic artist A

Attempts to 

mimic artist B

92.2 ± 0.8% 89.3 ± 1.3% 91.3 ± 0.9% 95.3 ± 0.3%

Figure 4.16: Glaze’s protection performance remains high against robust training countermeasure
proposed by Radiya et al. . The protection performance first decreases then increases as mimic
robustly trains the model with an increasing number of steps.
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Glazed art Plagiarized art by PEZ
Figure 4.17: Glazed image and generated image from PEZ mimicry method. The original image
is Musa Victoriosa, a new painting created by Karla Ortiz to be the first artwork to be released
publicly under Glaze protection.

Glazed art after

pixel smoothing

Plagiarized artwork

(trained on originl art)

Plagiarized artwork

(trained on smoothed Glazed art)

(a) (b) (c)

Figure 4.18: (a) Smoothed artwork by applying pixel smoother on Glazed artwork, (b) plagiarized
artwork generated by training on original (unprotected) artwork, and (c) plagiarized artwork gen-
erated by training on Glazed artwork that was later pixel-smoothed.
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CHAPTER 5

NIGHTSHADE: PROMPT-SPECIFIC POISONING ATTACKS ON

TEXT-TO-IMAGE GENERATIVE MODELS

5.1 Introduction

Since 2022, diffusion based text-to-image models have taken the Internet by storm, growing from

research projects to numerous applications in advertising, fashion [176, 10], web development [188,

9, 144], and AI art [19, 16, 146, 264]. Models like Stable Diffusion SDXL, Midjourney v5, Dalle-

3, Imagen, Adobe Firefly and others boast tens of millions of registered users and have produced

billions of images [12].

To date, public consensus considers these diffusion models impervious to data poisoning at-

tacks. Poisoning attacks manipulate training data to introduce unexpected behavior to the model

at training time, and have been studied extensively in the context of classification tasks using deep

neural networks (DNN). Poisoning attacks cause predictable misclassifications, but typically de-

mand a substantial volume of poison data for success, e.g., ratio of poison training samples to

benign samples of 20% or higher. Since today’s diffusion models are trained on hundreds of mil-

lions (or billions) of images, a common assumption is that poisoning attacks on these models would

require millions of poison samples, making them infeasible in practice.

In this work, we demonstrate a surprising result: state-of-the-art text-to-image models are in

fact highly vulnerable to data poisoning attacks. Our work is based on two key insights. First,

while these models are trained on millions and billions of images, the number of training samples

associated with a specific concept or prompt is quite low, on the order of thousands. We call this

property “concept sparsity,” and it suggests the viability of prompt-specific poisoning attacks that

corrupt a model’s ability to respond to specific targeted prompts. Second, we observe that natural

benign images exhibit large variance in text labels, image composition, and image features, all of

which produce destructive interference to minimize training influence. By crafting poison samples
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that minimize these sources of interference, we can produce highly effective poison attacks with

very few samples. Unlike previous work on backdoor attacks [38, 44, 271], we show that successful

prompt-specific poisoning attacks do not require access to the model internal pipeline, and only

need a very small number of poison samples to override a specific target prompt. For example, a

single Nightshade attack (“car” to “cow”) targeting Stable Diffusion SDXL has a high probability

of success using only 50 optimized samples, and the poisoned model outputs an image of a cow

for every mention of a car in its prompts.

This paper describes our experiences and findings in designing and evaluating prompt-specific

poisoning attacks against generative text-to-image models. First, we validate our hypothesis of

“concept sparsity” in existing large-scale datasets used to train generative image models. We find

that as hypothesized, concepts in popular training datasets like LAION-Aesthetic exhibit very low

training data density, both in terms of concept sparsity (# of training samples associated explic-

itly with a specific concept) and semantic sparsity (# of samples associated with a concept and its

semantically related terms). Second, we confirm a proof of concept poisoning attack (by misla-

beling images) can successfully corrupt image generation for specific concepts (e.g., “dog”) using

500-1000 poison samples. Successful attacks on Stable Diffusion’s newest model (SDXL) are con-

firmed using both CLIP-based classification and an (IRB-approved) user study. Unfortunately this

attack still requires too many poison samples and is easily detected/filtered.

Third, we propose a highly optimized prompt-specific poisoning attack we call Nightshade.

Nightshade uses multiple optimization techniques (including targeted adversarial perturbations) to

generate stealthy and highly effective poison samples, with four observable benefits.

1. Nightshade poison samples are benign images shifted in the feature space, and still look like

their benign counterparts to the human eye. They avoid detection through human inspection

and prompt generation.

2. Nightshade samples produce stronger poisoning effects, enabling highly successful poison-

ing attacks with very few (e.g., 100) samples.
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3. Nightshade’s poisoning effects “bleed through” to related concepts, and thus cannot be cir-

cumvented by prompt replacement. For example, Nightshade samples poisoning “fantasy

art” also affect “dragon” and “Michael Whelan” (a well-known fantasy and SciFi artist).

Nightshade attacks are composable, e.g. a single prompt can trigger multiple poisoned

prompts.

4. When many independent Nightshade attacks affect different prompts on a single model (e.g.,

250 attacks on SDXL), the model’s understanding of basic features becomes corrupted and

it is no longer able to generate meaningful images.

We also observe that Nightshade exhibits strong transferability across models and can resist a

spectrum of defenses intended to deter current poisoning attacks.

Finally, we propose the use of Nightshade as a powerful tool for content owners to protect their

intellectual property. Today, content owners can only rely on opt-out lists and do-not-scrape/crawl

directives, tools that are not enforceable or verifiable, and easily ignored by any model trainer.

Movie studios, book publishers, game producers and individual artists can use systems like Night-

shade to provide a strong disincentive against unauthorized data training. We discuss current de-

ployment plans, benefits and implications in §5.8.

Note that Nightshade differs substantially from recent tools that disrupt image style mimicry

attacks such as Glaze [199] or Mist [125]. These tools seek to prevent home users from fine-tuning

their local copies of models on 10-20 images from a single artist, and they assume a majority of

the training images have been protected by the tool. In contrast, Nightshade seeks to corrupt the

base model, such that its behavior will be altered for all users.

5.2 Background and Related Work

5.2.1 Data Poisoning Attacks
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(image/text pairs)
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Figure 5.1: Overview of prompt-specific poison attacks against generic text-to-image generative
models. (a) User generates poison data (text and image pairs) designed to corrupt a given concept
C (i.e. a keyword like “dog”), then posts them online; (b) Model trainer scrapes data from online
webpages to train its generative model; c) Given prompts that contain C, poisoned model generates
incorrect images.

Data poisoning attacks inject poison data into training pipelines to degrade performance of the

trained model.

Poisoning Attacks against Classifiers. Attacks against classifiers are well studied [76]. In

addition to standard misclassification attacks, the well-known backdoor attacks [132, 250] inject

a hidden trigger, e.g. a specific pixel or text pattern [65, 40], into the model. This causes inputs

containing the trigger to be misclassified during inference time. Some have also proposed clean-

label backdoor attacks, where attackers do not control the labels assigned to their poison data

samples [183, 232, 281].

Defenses against data poisoning are also well studied. Some [240, 169, 35, 34, 130, 198] focus

on detecting poison data by leveraging their unique behavior while others [101, 75, 239] advocate

for robust training to mitigate the influence of poison data during training time. However, poison

defenses continue to face challenges, particularly as more potent, adaptive attacks frequently find

ways to bypass existing defenses [250, 268, 196, 17, 194].

Poisoning Attacks against Diffusion Models. Poisoning attacks against diffusion models

remain limited. Some propose backdoor poisoning attacks that inject attacker-defined triggers

into text prompts to generate specific images [38, 44, 271], but assume that attackers can directly

modify the denoising diffusion steps [38, 44] or directly alter model’s overall training loss [271].

Our work differs in both attack goal and threat model. We seek to disrupt the model’s abil-

ity to correctly generate images from everyday prompts (no triggers necessary). Unlike existing
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backdoor attacks, we only assume attackers can add poison data to training dataset, and assume no

access to model training and generation pipelines.

Glaze and MIST [125] leverage data poisoning to protect artwork from diffusion-based style

mimicry using model fine-tuning. They differ from our attack in both attack goal and threat model.

Glaze and Mist disrupt fine-tuning of local models, a process usually involving 10-20 training

images, and assume that most or all the training images have been protected by the tool. In contrast,

our prompt-specific attack seeks to corrupt general functionality of the base model itself, and must

rely on a small number of optimized poison samples to overcome large amounts of benign training

data (either in continuous training of existing models or training new models from scratch). We

show that adapting Glaze for prompt-specific poisoning results in poor attack performance (§5.5).

Beyond diffusion models, a few recent works study poisoning attacks against other types of

generative models, including large language models [238], contrastive learning [275], and multi-

modal encoders [267, 129].

5.3 Feasibility of Poisoning Diffusion Models

In this work, we demonstrate the unexpected finding that generic text-to-image diffusion models,

despite having massive training datasets, are susceptible to data poisoning attacks. More impor-

tantly, our study proposes practical, prompt-specific poisoning attacks against these generic diffu-

sion models, where by just injecting a small amount of poison samples into the model training set,

attackers can effectively corrupt the model’s ability to respond to specific prompts. For example,

one can poison a model so that it generates images of cats whenever the input prompt contains the

word “dog”. Therefore, prompts like “a large dog driving a car” and “a dog running in snow” will

all produce cat images. Figure 5.1 illustrates the high-level attack process. Note that our attacks do

not require modifications to the model training pipeline or the diffusion process, in contrast with

existing attacks discussed in §5.2.

Common Concepts as the Poison Targets. Our attacks can target one or multiple specific
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keywords in any prompt sequences. These keywords represent the commonly used concepts for

conditioning image generation in a generic text-to-image model. For example, they describe the

object in the image, e.g., “dog”, or the style of the image, e.g., “anime”. For clarity, we refer to

these keywords as concepts.

Next, we present the threat model and the intrinsic property that makes the proposed attacks

possible.

5.3.1 Threat Model

Attacker. By poisoning the training data of a generic text-to-image model, the attacker aims to

force the trained model to exhibit undesired behavior, i.e. generating false images when prompted

with one or more concepts targeted by the attack. More specifically, we assume the attacker:

• can inject a small number of poison data (image/text pairs) to the model’s training dataset;

• can arbitrarily modify the image and text content for all poison data (later we relax this assump-

tion in §5.6 to build advanced attacks);

• has no access to any other part of the model pipeline (e.g., training, deployment);

• has access to an open-source text-to-image model (e.g., stable diffusion).

We note that unlike prior works on poisoning text-to-image diffusion models (§5.2), our attack

does not require privileged access to the model training and deployment. Given that generic diffu-

sion models are trained and regularly updated using text-image pairs gathered from the web, our

assumption aligns with real-world conditions, making the attack feasible by typical Internet users.

Model Training. We consider two prevalent training scenarios employed in real-world settings:

(1) training a model from scratch and (2) starting from a pretrained (and clean) model, continuously

updating the model using newly collected data. We evaluate the effectiveness and consequences

of poisoning attacks in each scenario.
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5.3.2 Concept Sparsity Induces Vulnerability

Existing research finds that an attack must poison a decent percentage of the model’s training

dataset to be effective. For DNN classifiers, the poisoning ratio should exceed 5% for backdoor

attacks [132, 81] and 20% for indiscriminate attacks [134, 21]. A recent backdoor attack against

diffusion models needs to poison half of the dataset [271]. Clearly, these numbers do not translate

well to real-world text-to-image diffusion models, which are often trained on hundreds of millions

(if not billions) of data samples. Poisoning 1% data would require over millions to tens of millions

of image samples – far from what is realistic for an attacker without special access to resources.

In contrast, our work demonstrates a different conclusion: today’s text-to-image diffusion mod-

els are much more susceptible to poisoning attacks than the commonly held belief suggests. This

vulnerability arises from low training density or concept sparsity, an intrinsic characteristic of the

datasets those diffusion models are trained on.

Concept Sparsity. While the total volume of training data for diffusion models is substantial, the

amount of training data associated with any single concept is limited, and significantly unbalanced

across different concepts. For the vast majority of concepts, including common objects and styles

that appear frequently in real-world prompts, each is associated with a very small fraction of the

total training set, e.g., 0.1% for “dog” and 0.04% for “fantasy.” Furthermore, such sparsity remains

at the semantic level, after we aggregate training samples associated with a concept and all its

semantically related “neighbors” (e.g., “puppy” and “wolf” are both semantically related to “dog”).

Vulnerability Induced by Training Sparsity. To corrupt the image generation on a benign con-

cept C, the attacker only needs to inject sufficient amounts of poison data to offset the contribution

of C’s clean training data and those of its related concepts. Since the quantity of these clean sam-

ples is a tiny portion of the entire training set, poisoning attacks become feasible for the average

attacker.
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Concept Word
Freq.

Semantic
Freq. Concept Word

Freq.
Semantic

Freq.
night 0.22% 1.69% sculpture 0.032% 0.98%

portrait 0.17% 3.28% anime 0.027% 0.036%
face 0.13% 0.85% neon 0.024% 0.93%

dragon 0.049% 0.104% palette 0.018% 0.38%
fantasy 0.040% 0.047% alien 0.0087% 0.012%

Table 5.1: Example word and semantic frequencies in LAION-Aesthetic.

5.3.3 Concept Sparsity in Today’s Datasets

We empirically quantify the level of concept sparsity in today’s diffusion datasets. We examine

LAION-Aesthetic, the most frequently used open-source dataset for training text-to-image mod-

els [191]. It is a subset of LAION-5B and contains 600 million text/image pairs and 22833 unique,

valid English words across all text prompts. We eliminate invalid words by leveraging the Open

Multilingual WordNet [23] and use all nouns as concepts.

Word Frequency. We measure concept sparsity by the fraction of data samples associated with

each concept C, roughly equivalent to the frequency of C’s appearance in the text portion of the

data samples, i.e. word frequency. Figure 5.2 plots the distribution of word frequency, displaying

a long tail. For over 92% of the concepts, each is associated with less than 0.04% of the images,

or 240K images. For a more practical context, Table 5.1 lists the word frequency for ten concepts

sampled from the most commonly used words to generate images on Midjourney [4]. The mean

frequency is 0.07%, and 6 of 10 concepts show 0.04% or less.

Semantic Frequency. We further measure concept sparsity at the semantic level by combining

training samples linked with a concept and those of its semantically related concepts. To achieve

this, we employ the CLIP text encoder (used by Stable Diffusion and DALLE-2 [170]) to map each

concept into a semantic feature space. Two concepts whose L2 feature distance is under 4.8 are

considered semantically related. The threshold value of 4.8 is based on empirical measurements

of L2 feature distances between synonyms [67]. We include the distribution and sample values of

semantic frequency in Figure 5.2 and Table 5.1, respectively. As expected, semantic frequency is

higher than word frequency, but still displays a long tail distribution – more than 92% of concepts
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Figure 5.2: Concept sparsity in LAION-Aesthetic measured by word and semantic frequencies.
Note the long-tail distribution and log-scale on both Y axes.

are each semantically linked to less than 0.2% of samples. This sparsity is also visible from a PCA

visualization of the semantic feature space.

5.4 A Simple “Dirty-Label” Poisoning Attack

Next step in exploring the potential for poisoning attacks is to empirically validate the effectiveness

of simple, “dirty-label” poisoning attacks. Here the attacker introduces mismatched text-image

pairs into the training data, trying to prevent the model from establishing accurate association

between specific concepts and their corresponding images.

We evaluate this basic attack on four generic, text-to-image models, including the most recent

model from Stable Diffusion [167]. We measure attack success by examining the correctness of

generated images using two metrics: a CLIP-based image classifier and human inspection. Our

key finding is that the attack is highly effective when 1000 poison samples are injected into the

training data.

Figure 5.3 shows an example set of poison data created to attack the concept “dog” where

the concept “cat” was chosen as the destination. Once enough poison samples enter the training

set, they overpower the influence of C’s clean training data, causing the model to make incorrect
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A dog on the grass

...

Dog digital art ... Animal art dog pencil drawings

Dirty-label poison data

Figure 5.3: Samples of dirty-label poison data in terms of mismatched text/image pairs, curated to
attack the concept “dog.” Here “cat” was chosen by the attacker as the destination concept A.

association between C and ImageA. At run-time, the poisoned model outputs an image of the

destination concept A (“cat”) when prompted by the targeted concept C (“dog”).
Attack Notation. The key to the attack is the curation of the mismatched text/image pairs. To

attack a regular concept C (e.g., “dog”), the attacker performs the following:

• select a “destination” concept A unrelated to C as guide;

• build a collection of text prompts TextC containing the word C while ensuring none of them

include A;

• build a collection of images ImageA, where each image visually captures the essence of A

but contains no visual elements of C;

• pair a text prompt from TextC with an image from ImageA.

Note that this dirty-label attack involves attackers uploading images tagged with incorrect ALT-

text. This generally should not impact normal users when they view the images (ALT text is only

loaded if image failed to load). It might cause certain search engines that rely on ALT-text to index

the page incorrectly.

Experiment Setup. We evaluate this simple poisoning attack on four generic text-to-image

models, covering both (i) training from scratch and (ii) continuously training scenarios. For (i), we

train a latent diffusion model [178] from scratch1 using 1M text-image pairs from the Conceptual

1. We note that training-from-scratch is prohibitively expensive and has not been attempted by any prior poisoning
attacks against diffusion models. Training each LD-CC model takes 8 days on an NVIDIA A100 GPU.
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Caption dataset [205]. We name the model as LD-CC. For (ii) we consider three popular pretrained

models: stable diffusion V2 [214], stable diffusion SD-XL [167], DeepFloyd [215]. We randomly

sample 100K text/image pairs from LAION to update each model.

Following literature on popular prompts [87], we select 121 concepts to attack, including both

objects (91 common objects from the COCO dataset) and art styles (20 from Wikiart [185] + 10

digital art styles from [95]). We measure attack effectiveness by assessing whether the model,

when prompted by concept C, will generate images that convey C. This assessment is done using

both a CLIP-based image classifier [170] and human inspection via a crowdsourced user study

(IRB-approved). Interestingly, we find that in general, human users give higher success scores to

attacks than the CLIP classifier. Examples of generated images by clean and poisoned models are

shown in Figure 5.4, with 500 and 1000 poison samples in the training set. Additional details of

our experiments are described later in §5.6.1.

Attacking LD-CC. In this training-from-scratch scenario, for each of the 121 concepts targeted by

our attack, the average number of clean training samples semantically associated with a concept is

2260. Results show that, adding 500 poison training samples can effectively suppress the influence

of clean data samples during model training, resulting in an attack success rate of 82% (human

inspection) and 77% (CLIP classification). Adding 500 more poison data further boosts the attack

success rate to 98% (human inspection) and 92% (CLIP classification).

Attacking SD-V2, SD-XL, DeepFloyd. Mounting successful poisoning attacks on these mod-

els is more challenging than LD-CC, since pre-trained models have already learned each of the

121 concepts from a much larger pool of clean samples (averaging at 986K samples per concept).

However, by injecting 750 poisoning samples, the attack again effectively disrupts the image gen-

eration at a high (85%) probability, reported by both CLIP classification and human inspection.

Injecting 1000 poisoning samples pushes the success rate beyond 90%.

Figure 5.4 shows example images generated by SD-XL when poisoned with 0, 500, and 1000

poisoning samples. Here we present four attacks aimed at concepts C (“dog”, “car”, “cubism”,
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Figure 5.4: Example images generated by the clean (unpoisoned) and poisoned SD-XL models
with different # of poison data. The attack effect is apparent with 1000 poisoning samples, but not
at 500 samples.

“Sport car”), using the destination concept A (“cat”, “cow”, “cartoon”, “Tesla”), respectively. We

observe weak poison effects at 500 samples, but obvious transformation of the output at 1000

samples.

We also find that this simple attack is more effective at corrupting style concepts than object

concepts. This is likely because styles are typically conveyed visually by the entire image, while

objects define specific regions within the image. Later in §5.5 we leverage this observation to build

a more advanced attack.

Concept Sparsity Impact on Attack Efficacy. We further study how concept sparsity impacts

attack efficacy. We sample 15 object concepts with varying sparsity levels, in terms of word and
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semantic frequency discussed in §5.3.3. As expected, poisoning attack is more successful when

disrupting sparser concepts, and semantic frequency is a more accurate representation of concept

sparsity than word frequency. These empirical results confirm our hypothesis in §5.3.2. We include

the detailed plots.

5.5 Nightshade: an Optimized Prompt-Specific

Poisoning Attack

Success using the simple, dirty-label attack demonstrates the feasibility of poisoning text-to-image

diffusion models. Here we introduce Nightshade, a highly potent and stealthy prompt-specific

poisoning attack. Nightshade not only reduces the poison samples needed for success by an order

of magnitude, it also effectively avoids detection using automated tools and human inspection.

Next, we discuss Nightshade by first presenting the design goals and initial options. We then

explain the intuitions and key optimization techniques behind Nightshade, and the detailed algo-

rithm for generating poison samples.

5.5.1 Design Goals and Potential Options

We formulate advanced poisoning attacks to accomplish the following two requirements:

• Succeed with fewer poison samples – Lacking information about the websites and timing at

which the model trainers scrap data as their training set, it is highly likely that a large portion

of poison samples released into the wild will not be scraped. Thus it is critical to increase

poison potency, so the attack can succeed even when a small portion of poison samples enters

the training set.

• Avoid human and automated detection: Successful attacks must avoid standard data curation

or filtering by both humans (i.e. visual inspection) and automated methods. The basic, dirty-

label attack (§5.4) fall short in this regard, as there is a mismatch between the image and text in

each poison sample.
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Design Alternatives. In our quest for advanced attacks, we first considered extending existing

designs to our problem context, but none proved to be effective. In particular, we considered the

method of adding perturbations to images to shift their feature representations, which has been

used by existing works to disrupt style mimicry [199, 125] and inpainting [187]. However, we find

that the poison samples generated through this method exhibit a limited poisoning effect, often

comparable to that of the simple, dirty-label attack. For example, when applying Glaze [199]

to build our poison attacks, a successful attack requires 800 poison samples, similar to that of the

simple dirty label attack. This motivates us to search for a different attack design to increase poison

potency.

5.5.2 Intuitions and Optimization Techniques

We design Nightshade based on two intuitions to meet the two criteria in §5.5.1:

• Maximizing Poison Potency: To reduce the number of poison text-image pairs necessary for

a successful attack, one should magnify the influence of each poison sample on the model’s

training while minimizing conflicts among different poison samples.

• Avoiding Detection: The text and image content of a poison data should appear natural and

consistent with each other, to both automated detectors and human inspectors.

Now, we explain the detailed design intuitions using notations outlined in §5.4.

Maximizing Poison Potency. We attack a concept C by causing the model to output concept A

whenever C is prompted. To achieve this, the poison data needs to overcome contribution made

by C’s benign training data. Benign training data is naturally noisy and suboptimal. The high

heterogeneity of benign data produces inconsistent gradient updates to model weights. The be-

nign updates, when aggregated together, can interfere with each other result in a slow progress of

learning the correct concepts.

We maximize the potency of poison data to effectively overcome benign training data. Our

goal is to reduce variance and inconsistency across poison data. First, we reduce the noise in
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poison prompts TextC by only including prompts that focuses on the key concept C. Second,

when crafting poison image ImageA, we select images from a well-defined concept A (different

from C) to ensure the poison data are pointed towards the same direction (direction of A), and thus,

aligned with each other. Third, we ensure each ImageA are perfectly aligned and is the optimal

version of A as understood by the text-to-image models – we obtain ImageA by directly querying

the models to generate “a photo of {A}”.

Avoiding Detection. So far, we have created poison data by pairing generated, prototypical

images of A with optimized text prompts of C. Unfortunately, since their text and image content

are misaligned, this poison data can be easily spotted by model trainers using either automated

alignment classifiers or human inspection. To overcome this, Nightshade takes an additional step to

replace the generated images of A with perturbed, natural images of C that bypass poison detection

while providing the same poison effect.

This step is inspired by clean-label poisoning for classifiers [197, 13, 281, 232]. It applies

optimization to introduce small perturbations to clean data samples in a class, altering their feature

representations to resemble those of clean data samples in another class. Also, the perturbation is

kept sufficiently small to evade human inspection [195].

We extend the concept of “guided perturbation” to build Nightshade’s poison data. Given the

generated images of A, hereby referred to as “anchor images,” our goal is to build effective poison

images that look visually identical to natural images of C. Let t be a chosen poison text prompt,

xt be the natural, clean image that aligns2 with t. Let xa be one of the anchor images. The

optimization to find the poison image for t, or xpt = xt + δ, is defined by

min
δ

D (F (xt + δ), F (xa)) , subject to ∥δ∥ < p (5.1)

where F (.) is the image feature extractor of the text-to-image model that the attacker has access

2. Note that in our attack implementation, we select poison text prompts from a natural dataset of text/image pairs.
Thus given t, we locate xt easily.
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a photo of a dog

a dog protrait

Poison Text Poison Image Anchor Image

aligned similar in feature space

Nightshade’s Poison data

Figure 5.5: An illustrative example of Nightshade’s curation of poison data to attack the concept
“dog” using “cat”. The anchor images (right) are generated by prompting “a photo of cat” on the
clean SD-XL model multiple times. The poison images (middle) are perturbed versions of natural
images of “dog”, which resemble the anchor images in feature representation.

to, D(.) is a distance function in the feature space, ∥δ∥ is the perceptual perturbation added to xt,

and p is the perceptual perturbation budget. Here we utilize the transferability between diffusion

models [195, 13] to optimize the poison image.

Figure 5.5 lists examples of the poison data curated to corrupt the concept “dog” (C) using

“cat” (as A).

5.5.3 Detailed Attack Design

We now present the detailed algorithm of Nightshade to curate poison data that disrupts C. The al-

gorithm outputs {Textp/Imagep}, a collection of Np poison text/image pairs. It uses the following

resources and parameters:

• {Text/Image}: a collection of N natural (and aligned) text/image pairs related to C, where

N >> Np;

• A: a concept that is semantically unrelated to C;
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• M: an open-source text-to-image generative model;

• Mtext: the text encoder of M;

• p: a small perturbation budget.

Step 1: Selecting poison text prompts {Textp}.

Examine the text prompts in {Text}, find the set of high-activation text prompts of C. Specifically,

∀t ∈ {Text}, use the text encoder Mtext to compute the cosine similarity of t and C in the semantic

space: CosineSim (Mtext(t),Mtext(C)). Find 5K top ranked prompts in this metric and randomly

sample Np text prompts to form {Textp}. The use of random sampling is to prevent defenders

from repeating the attack.

Step 2: Generating anchor images based on A.

Query the available generator M with “a photo of {A}” if A is an object, and “a painting in style

of {A}” if A is a style, to generate a set of Np anchor images {Imageanchor}.

Step 3: Constructing poison images {Imagep}.

For each text prompt t ∈ {Textp}, locate its natural image pair xt in {Image}. Choose an anchor

image xa from {Imageanchor}. Given xt and xa, run the optimization of eq. (5.1) to produce a

perturbed version x′t = xt + δ, subject to ∥δ∥ < p. Like [43], we use LPIPS [279] to bound the

perturbation and apply the penalty method [153] to solve the optimization:

min
δ

||F (xt + δ)− F (xa)||22 + α ·max(∥δ∥LPIPS − p, 0). (5.2)

Next, add the text/image pair t/x′t into the poison dataset {Textp/Imagep}, remove xa from the

anchor set, and move to the next text prompt in {Textp}.

5.6 Evaluation

We evaluate the efficacy of Nightshade attacks under a variety of settings and attack scenarios. We

also examine other key properties including bleed through to related concepts, composability of

attacks, and attack generalizability.
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Figure 5.6: Examples of Nightshade poison images (perturbed with a LPIPS budget of 0.07) and
their corresponding original clean images.

Training
Scenario

Model
Name

Pretrain Dataset
(# of pretrain data)

# of Clean
Training Data

Train from scratch LD-CC - 1 M

Continuous
training

SD-V2 LAION (∼600M) 100K
SD-XL Internal Data (>600M) 100K

DF LAION (∼600M) 100K

Table 5.2: Text-to-image models and training configurations.

5.6.1 Experimental Setup

Models and Training Configuration. We consider two scenarios: training from scratch and

continuously updating an existing model with new data (see Table 5.2).

• Training from scratch (LD-CC): We train a latent diffusion (LD) model [178] from scratch using

the Conceptual Caption (CC) dataset [205] with over 3.3M text-image pairs. We follow the exact

training configuration of [178] and train LD models on 1M text-image pairs randomly sampled

from CC. The clean model performs comparably (FID=17.5) to a version trained on the full CC

data (FID=16.8). As noted in §5.4, training each LD-CC model takes 8 days on an NVidia A100

GPU.

• Continuous training (SD-V2, SD-XL, DF): Here the model trainer continuously updates a pre-
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Figure 5.7: Examples of images generated by the Nightshade-poisoned SD-XL models and the
clean SD-XL model, when prompted with the poisoned concept C. We illustrate 8 values of C (4
in objects and 4 in styles), together with their destination concept A used by Nightshade.

trained model on new training data. We consider three state-of-the-art open source models:

Stable Diffusion V2 [214], Stable Diffusion XL [167], and DeepFloyd [215]. They have distinct

model architectures and use different pre-train datasets. We randomly select 100K samples from

LAION-5B as new data to update the models.

Concepts. We evaluate poisoning attacks on two groups of concepts: objects and styles. They

were used by prior work to study the prompt space of text-to-image models [87, 272]. For objects,

we use all 91 objects from the MSCOCO dataset [126], e.g., “dog”, “cat”, “boat”, “car”. For

styles, we use 30 art styles, including 20 historical art styles from the Wikiart dataset [185] (e.g.,

“impressionism” and “cubism”) and 10 digital art styles from [95] (e.g., “anime”, “fantasy”). These

concepts are all mutually semantically distinct.

Nightshade Attack Configuration. Following the attack design in §5.5.3, we randomly select

5K samples from LAION-5B (minus LAION-Aesthetic) as the natural dataset {Text/Image}. We

ensure they do not overlap with the 100K training samples in Table 5.2. These samples are unlikely
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present in the pretrain datasets, which are primarily from LAION-Aesthetic. When attacking a

concept C, we randomly choose the destination concept A from the concept list (in the same

object/style category). For guided perturbation, we first crop all image data into 512 x 512 squares

(input size of diffusion models) and then we follow prior work to use LPIPS budget of p = 0.07

and run an Adam optimizer for 500 steps [43, 199, 85]. On average, it takes 94 seconds to generate

a poison image on a NVidia Titan RTX GPU. Example poison images (and their clean, unperturbed

versions) are shown in Figure 5.6.

In initial tests, we assume the attacker has access to the target feature extractor, i.e. M is the

unpoisoned version of the model being attacked (for LD-CC) or the clean pretrained model (for

SD-V2, SD-XL, DF) before continuous updates. Later in §5.6.6 we relax this assumption, and

evaluate Nightshade’s generalizability across models, i.e. when M differs from the model under

attack. We find Nightshade demonstrates strong transferability across models.

Evaluation Metrics. We evaluate Nightshade attacks by attack success rate and # of poison

samples used. We measure attack success rate as the poisoned model’s ability to generate images

of concept C. By default, we prompt the poisoned model with “a photo of C” or “a painting in

C style” to generate 1000 images with varying random seeds. We also experiment with more

diverse and complex prompts in §5.6.6 and produce qualitatively similar results. We measure the

“correctness” of these 1000 images using two metrics:

• Attack Success Rate by CLIP Classifier: We apply a zero-shot CLIP classifier [170] to label the

object/style of the images as one of the 91 objects/30 styles. We calculate attack success rate

as % of generated images classified to a concept different from C. As reference, all 4 clean

(unpoisoned) diffusion models achieve > 92% generation accuracy, equivalent to attack success

rate < 8%.

• Attack Success Rate by Human Inspection: In our IRB-approved user study, we recruited 185

participants on Prolific. We gave each participant 20 randomly selected images and asked them

to rate how accurately the prompt of C describes the image, on a 5-point Likert scale (from “not
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Figure 5.9: Nightshade’s attack
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vs. # of poison samples
injected, for LD-CC (train-
from-scratch).
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Figure 5.12: Cross-attention maps
of a model before and after poi-
soning. Poisoned model high-
lights destination A (banana, fork)
instead of concept C (hat, hand-
bag).

 0

 500

 1000

 1500

 2000

5K10K 25K 50K 75K 100K

y = 0.02 * x

#
 o

f 
n
e
c
e
s
s
a
ry

 p
o
is

o
n
 s

a
m

p
le

s

# of clean data related to C

Figure 5.13: Poison samples
needed to achieve 90% attack
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accurate at all” to “very accurate”). We measure attack success rate by the % of images rated as

“not accurate at all” or “not very accurate.”

5.6.2 Attack Effectiveness

Nightshade attacks succeed with little poison data. Nightshade successfully attacks all four

diffusion models with minimal (≈100) poison samples, less than 20% of that required by the simple

dirty-label attack. Figure 5.7 shows example images generated by poisoned SD-XL models when

varying # of poison samples. With 100+ poison samples, generated images (when prompted by

the poisoned concept C) illustrate the destination concept A, confirming the success of Nightshade

attacks. To be more specific, Figure 5.8-5.11 plot attack success rate for all four models, measured
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using the CLIP classifier or by human inspection, as a function of # of poison samples used. We

also plot results of the basic, dirty-label attack to show the significant reduction in the required # of

poison samples. Nightshade begins to demonstrate a significant impact (i.e. 70-80% attack success

rate) with just 50 poison samples and achieves a high success rate (> 84%) with 200 samples.

An interesting observation is that, even when poisoned models occasionally generate “correct”

images (i.e. being classified as concept C), these images are often incoherent, e.g., the 6-leg “dog”

and the weird “car” in the 2nd row of Figure 5.7. We ask our study participants to rate the usabil-

ity of the “correctly” generated images, and find that usability decreases rapidly as more poison

samples are injected: 40% (at 25 poison samples) and 20% (at 50 samples). This means that even

a handful (25) of poison samples is enough to largely degrade the quality/usability of generated

images.

Visualizing changes in model internals. We also investigate the impact of Nightshade attacks

by the modifications it introduces in the model’s internal embedding of the poisoned concept.

Specifically, we study the cross-attention layers, which encode the relationships between text to-

kens and a given image [91, 272]. Higher values are assigned to the image regions that are more

related to the tokens, visualized by brighter colors in the cross-attention map. Figure 5.12 plots the

cross-attention maps of a model before and after poisoning model (SD-V2 with 200 poison data)

for two object concepts targeted by Nightshade (“hat” and “handbag”). The object shape is clearly

highlighted by the clean model map, but shifts to the destination concept (“banana” and “fork”)

once the model is poisoned.

5.6.3 Impact of Clean Training Data

Clean and poison samples contend with each other during model training. Here, we look at how

different configurations of clean training samples affect attack performance.

Adding clean data from related concepts. Poison data needs to overpower clean training data

in order to alter the model’s view on a given concept. Thus, increasing the amount of clean data
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related to a concept C (e.g., clean data of both “dog” and its synonyms) will make poisoning C

more challenging. We measure this impact on LD-CC by adding clean samples from LAION-5B.

Figure 5.13 shows that the amount of poison samples needed for successful attacks (i.e. > 90%

CLIP attack success rate) increases linearly with the amount of clean training data. On average,

Nightshade attacks against a concept succeed by injecting poison data that is 2% of the clean

training data related to the concept.

Subsequent continous training on clean data only. We look at the scenario where a less

persistent attacker stopped uploading poison data online after a successful poison attack. Over

time, the poison effect may decrease as model trainer continuously updates the poisoned model on

only clean data. To examine this effect, we start from a SD-V2 model successfully poisoned with

500 poison samples, and update the model using an increasing amount of randomly sampled clean

data from LAION-5B. However, the attack remains highly effective (84% attack success rate) even

after training on an additional 200K clean samples for a model that was poisoned with only 500

poison samples.

5.6.4 Bleed-through to Other Concepts

Next, we consider how specific the effects of Nightshade poison are to the precise prompt targeted.

If the poison is only associated on a specific term, then it can be easily bypassed by prompt re-

wording, e.g. automatically replacing the poisoned term “dog” with “big puppy.” Instead, we find

that these attacks exhibit a “bleed-through” effect. Poisoning concept C has a noticeable impact

on related concepts , i.e. poisoning “dog” also corrupts model’s ability to generate “puppy” or

“husky.” Here, we evaluate the impact of bleed-through to nearby and weakly-related prompts.

Bleed-through to nearby concepts. We first look at how poison data impacts concepts that

are close to C in the model’s text embedding space. For a poisoned concept C (e.g., “dog”), these

“nearby concepts” are often synonyms (e.g., “puppy”, “hound”, “husky”) or alternative repre-

sentations (e.g., “canine”). Figure 5.14 shows output of a poisoned model when prompted with

104



L2 Distance to
poisoned concept(D)

Average Number of
Concepts Included

Average CLIP attack success rate
100 poison 200 poison 300 poison

D = 0 1 85% 96% 97%
0 < D ≤ 3.0 5 76% 94% 96%

3.0 < D ≤ 6.0 13 69% 79% 88%
6.0 < D ≤ 9.0 52 22% 36% 55%

D > 9.0 1929 5% 5% 6%

Table 5.3: Poison attack bleed through to nearby concepts. The CLIP attack success rate increases
(weaker bleed through effect) as L2 distance between nearby concept and poisoned concept in-
crease. Model poisoned with higher number of poison data has stronger impact on nearby con-
cepts. (SD-XL)

Dog Husky WolfPuppy

Poisoned

Model

Clean

Model

Poisoned Concept Nearby Concept (not targeted)

L2 = 1.9 L2 = 3.5 L2 = 6.2Distance to poisoned concept

Figure 5.14: Image generated from different prompts by a poisoned SD-XL model where concept
“dog” is poisoned. Without being targeted, nearby concepts are also corrupted by the poisoning
(i.e. bleed through effect). The SD-XL model is poisoned with 200 poison samples.

concepts close to the poisoned concept. Nearby, untargeted, concepts are significantly impacted

by poisoning. Table 5.3 shows nearby concept’s CLIP attack success rate decreases as concepts

move further from C. Bleed-through strength is also impacted by number of poison samples (when

3.0 < D ≤ 6.0, 69% CLIP attack success with 100 poison samples, and 88% CLIP attack success

with 300 samples).

Bleed-through to related prompts. Next, we look at more complex relationship between the

text prompts and the poisoned concept. In many cases, the poisoned concept is not only related to

nearby concepts but also other concepts and phrases that are far away in word embedding space.
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Lord of the Rings
A painting by 

Michael Whelan
Fantasy art

Un-related Prompts (control group)

A chair A castle
A painting

by Van Gogh

Figure 5.15: Image generated from different prompts by a poisoned SD-XL model where concept
“fantasy art” is poisoned. Without being targeted, related prompts are also corrupted by the poi-
soning (i.e. bleed through effect), while unrelated prompts face limited impact. The SD-XL model
is poisoned with 200 poison samples.

For example, “a dragon” and “fantasy art” are far apart in text embedding space (one is an object

and the other is an art genre), but they are related in many contexts. We test whether our prompt-

specific poisoning attack has significant impact on these related concepts. Figure 5.15 shows

images generated by querying a set of related concepts on a model poisoned for concept C “fantasy

art.” We can observe related phrases such as “a painting by Michael Whelan” (a famous fantasy

artist) are also successfully poisoned, even when the text prompt does not mention “fantasy art”

or nearby concepts. On the right side of Figure 5.15, we show that unrelated concepts (e.g., Van

Gogh style) are not impacted.

We have further results on understanding bleed-through effects between artists and art styles,

as well as techniques to amplify the bleed-through effect to expand the impact of poison attacks.

5.6.5 Composability Attacks

Given the wide deployment of generative image models today, it is not unrealistic to imagine that a

single model might come under attack by multiple entities targeting completely unrelated concepts

with poison attacks. Here, we consider the potential aggregate impact of multiple independent

attacks. First, we show results on composability of poison attacks. Second, we show surprising

result, a sufficient number of attacks can actually destabilize the entire model, effectively disabling
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Impressionism
Dog      Cat

A dog in 
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Poisoned #1: Output image:Poisoned #2:

Figure 5.16: Two independent poison attacks (poisoned concept: dog and fantasy art) on the same
model can co-exist together.

the model’s ability to generate responses to completely unrelated prompts.

Poison attacks are composable. Given our discussion on model sparsity (§5.3.2), it is not

surprising that multiple poison attack targeting different poisoned concepts can coexist in a model

without interference. In fact, when we test prompts that trigger multiple poisoned concepts, we find

that poison effects are indeed composable. Figure 5.16 shows images generated from a poisoned

model where attackers poison “dog” to “cat” and “fantasy art” to “impressionism” with 100 poison

samples each. When prompted with text that contains both “dog” and “fantasy art”, the model

generates images that combine both destination concepts, i.e. a cat in an impressionism-like style.

Multiple attacks damage the entire model. Today’s text-to-image diffusion models relies on

hierarchical or stepwise approach to generate high quality images [174, 234, 215, 178]. They often

first generate high-level coarse features (e.g., a medium size animal) and then refine them slowly

into high quality images of specific content (e.g., a dog). As a result, models learn not only content-

specific information from training data but also high-level coarse features. Poison data targeting

specific concepts might have lasting impact on these high level coarse features, e.g., poisoning

fantasy art will slightly degrade model’s performance on all artwork. Hence, it is possible that a

considerable number of attacks can largely degrade a model’s overall performance.

We test this hypothesis by gradually increasing the number of Nightshade attacks on a single

107



Approach # of poisoned
concepts

Overall model Performance
Alignment Score
(higher better)

FID
(lower better)

Clean SD-XL 0 0.33 15.0
Poisoned SD-XL 100 0.27 28.5
Poisoned SD-XL 250 0.24 39.6
Poisoned SD-XL 500 0.21 47.4

AttnGAN - 0.26 35.5
A model that outputs

random noise - 0.20 49.4

Table 5.4: Overall performance of the model (CLIP alignment score and FID) when an increasing
number of concepts being poisoned. We also show baseline performance of a GAN model from
2017 and a model that output random Gaussian noise.

model and evaluating its performance. We follow prior work on text-to-image generation [159,

174, 178, 181] and leverage two popular metrics to evaluate generative model’s overall perfor-

mance: 1) CLIP alignment score which captures generated image’s alignment to its prompt [170],

and 2) FID score which captures image quality [92]. We randomly sample a number of concepts

(nouns) from the training dataset and inject 100 poison samples to attack each concept.

We find that as more concepts are poisoned, the model’s overall performance drop dramatically:

alignment score < 0.24 and FID > 39.6 when 250 different concepts are poisoned with 100

samples each. Based on these metrics, the resulting model performs worse than a GAN-based

model from 2017 [261], and close to that of a model that outputs random noise (Table 5.4).

Figure 5.17 illustrates the impact of these attacks with example images generated on prompts

not targeted by any poison attacks. We include two generic prompts (“a person” and “a paint-

ing”) and a more specific prompt (“seashell,” which is far away from most other concepts in text

embedding space. Image quality starts to degrade noticeably with 250 concepts poisoned, When

500 to 1000 concepts are poisoned, the model generates what seems like random noise. For a

model training from scratch (LD-CC), similar levels of degradation requires 500 concepts to be

poisoned. The degradation on the entire model is likely because poison data (image & text) is

“misaligned”, it increases the difficulty of learning text-image alignment in the model and corrupts

the cross-attention layer. We leave further analysis of its cause to future work.
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Figure 5.17: Images generated by poisoned SD-XL models as attacker poisons an increasing num-
ber of concepts. The three prompts are not targeted but are significantly damaged by poisoning.

5.6.6 Attack Generalizability

We also examine Nightshade’s attack generalizability, in terms of transferability to other models

and applicability to complex prompts.

Attack transferability to different models. In practice, an attacker might not have access to

the target model’s architecture, training method, or previously trained model checkpoint. Here,

we evaluate our attack performance when the attacker and model trainer use different model ar-

chitectures or/and different training data. We assume the attacker uses a clean model from one

of our 4 models to construct poison data, and applies it to a model using a different model ar-

chitecture. Table 5.5 shows the attack success rate across different models (200 poison samples

injected). When relying on transferability, the effectiveness of Nightshade poison attack drops but

remain high (> 72% CLIP attack success rate). Attack transferability is significantly higher when

the attacker uses as SD-XL, likely because it has higher model performance and extracts more

generalizable image features as observed in prior work [202, 257].

Attack performance on diverse prompts. So far, we have been mostly focusing on evaluating

attack performance using generic prompts such as “a photo of C” or “a painting in C style.” In prac-

tice, however, text-to-image model prompts tend to be much more diverse. Here, we further study

how Nightshade poison attack performs under complex prompts. Given a poisoned concept C, we
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Attacker’s
Model

Model Trainer’s Model
LD-CC SD-V2 SD-XL DF

LD-CC 96% 76% 72% 79%
SD-V2 87% 87% 78% 86%
SD-XL 90% 85% 91% 90%

DF 87% 81% 80% 90%

Table 5.5: Attack success rate (CLIP) of poisoned model when attacker uses a different model
architecture from the model trainer to construct the poison attack.

Prompt Type Example Prompt # of Prompts
per Concept

Attack Success %
(CLIP)

Default A photo of a [dog] 1 91%
Recontextualization A [dog] in Amazon rainforest 20 90%

View Synthesis Back view of a [dog] 4 91%
Art renditions A [dog] in style of Van Gogh 195 90%

Property Modification A blue [dog] 100 89%

Table 5.6: CLIP attack success rate of poisoned model when user prompts the poison model with
different type of prompts that contain the poisoned concept. (SD-XL poisoned with 200 poison
data)

follow prior work [181] to generate 4 types of complex prompts (examples shown in Table 5.6).

More details on the prompt construction can be found in Section 4 of [181]. We summarize our

results in Table 5.6. For each poisoned concept, we construct 300+ different prompts, and gen-

erate 5 images per prompt using a poisoned model (poisoned with 200 poison samples to target a

given concept). We find that Nightshade remains highly effective under different complex prompts

(> 89% success rate for all 4 types). In addition, we further show the attack remains successful on

extremely long prompts.

5.7 Potential Defenses

We consider potential defenses that model trainers could deploy to reduce the effectiveness of

prompt-specific poison attacks. We assume model trainers have access to the poison generation

method and access to the surrogate model used to construct poison samples.

While many detection/defense methods have been proposed to detect poison in classifiers, re-

cent work shows they are often unable to extend to or are ineffective in generative models (LLMs

and multimodal models) [238, 18, 267]. Because benign training datasets for generative models

are larger, more diverse, and less structured (no discrete labels), it is easier for poison data to hide

in the training set. Here, we design and evaluate Nightshade against 3 poison detection methods
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and 1 poison removal method. For each experiment, we generate 300 poison samples for each

of the poisoned concepts, including both objects and styles. We report both precision and recall

for defense that detect poison data, as well as impact on attack performance when model trainer

filters out any data detected as poison. We test both a training-from-scratch scenario (LD-CC) and

a continuous training scenario (SD-XL).

Filtering high loss data. Poison data is designed to incur high loss during model training.

Leveraging this observation, one defensive approach is to filter out any data that has abnormally

high loss. A model trainer can calculate the training loss of each data and filter out ones with

highest loss (using a clean pretrained model). We found this approach ineffective on detecting

Nightshade poison data, achieving 73% precision and 47% recall with 10% FPR. Removing all

the detected data points prior to training the model only reduces Nightshade attack success rate by

< 5% because it will remove less than half of the poison samples on average, but the remaining

159 poison samples are more than sufficient to achieve attack success (see Figure 5.10). The low

detection performance is because benign samples in large text/image datasets is often extremely

diverse and noisy, and a significant portion of it produces high loss, leading to high false positive

rate of 10%. Since benign outliers tend to play a critical role in improving generation for border

cases [209], removing these false positives (high loss benign data) would likely have a significant

negative impact on model performance.

Frequency analysis. The success of prompt-specific poison attack relies on injecting a set of

poison data whose text belongs to the poisoned concept. It is possible for model trainers to monitor

frequency of each concept and detect any abnormal change of data frequency in a specific concept.

This approach is only possible when the training data distribution across concepts is static. This

is often not the true for real world datasets as concept distribution in datasets depends on many

factors, e.g., time (news cycles, trending topics), location (country) of collection.

In the ideal case where the overall distribution of clean data across concepts is fixed, detection

with frequency analysis is still challenging due to sampling difference. We assume that LAION-
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5B dataset represents distribution of clean data, and perform 2 independent random samples of

500K data from LAION-5B and repeat this process for 10 times. Across these two samplings,

an average of > 19.2% concepts have > 30% frequency differences. When injecting 300 poison

data to poison a concept LD-CC model, Nightshade poison attack only incurs < 30% frequency

changes to > 91% of the poisoned concepts, making it difficult to detect poisoned concepts without

sacrificing performance for other concepts.

Image-text alignment filtering. Alignment filtering has been used to detect poison data in

generative models [267] and as a general way to filter out noisy data [192, 33, 193]. Alignment

models [174] calculate the alignment (similarity) score between text/image pairs (as discussed

in §5.6.5). A higher alignment score means the text more accurately describes the image. The

alignment score of poison text/image pairs in dirty-label attack (§5.4) is lower than clean data,

making the poison detectable (91% precision and 89% recall at detecting poison data with 10%

false positive rate on clean LAION dataset). For poison samples in a Nightshade attack, we find

alignment filtering to be ineffective (63% precision and 47% recall with 10% FPR). And removing

detected samples has limited impact on attack success (only decreases CLIP attack success rate by

< 4%).

This result shows that the perturbations we optimized on poison images are able to perturb

image’s features in text-to-image models, but they have limited impact on the features extracted

by alignment models. This low transferability between the two models is likely because their two

image feature extractors are trained for completely different tasks. Alignment models are trained

on text/image pairs to retrieve text prompts from input images, and tend to focus more on high

level features, whereas text-to-image image extractors are trained to reconstruct original images,

and might focus more on fine-grained detail features.

We note that it might be possible for model trainers to customize an alignment model to en-

sure high transferability with poison sample generation, thus making it more effective at detecting

poison samples. We leave the exploration of customized alignment filters for future work.
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Automated image captioning. Next, we look at a defense method where model trainer com-

pletely removes the text prompt for all training data in order to remove the poison text. Once

removed, model trainer can leverage existing image captioning tools [119, 236] to generate new

text prompts for each training image. Similar approaches have been used to improve the data

quality of poorly captioned images [115, 152].

For a poisoned dataset, we generate image captions using BLIP model [119] for all images, and

train the model on generated text paired up with original images. We find that the image caption

model often generates captions that contain the poisoned concept or related concepts given the

Nightshade poison images. Thus, the defense has limited effectiveness, and has very low impact

(< 6% CLIP attack success rate drop for both LD-CC and SD-XL) on our attack.

This result is expected, as most image caption models today are built upon alignment models,

which are unable to detect anomalies in poison data as discussed above. Here, the success of

this approach hinges on building a robust caption model that extracts correct text prompts from

poisoned samples.

Gradient-based Outlier Detection. Lastly, we look at whether an attacker can leverage outlier

detection to identify poison images [242, 201, 240] through anomalies in their gradient. We first

calculate the training gradient of the training dataset (includes 1% poison data). Then we run one-

class SVM detector on the gradient. We found the anomaly detection has limited effectiveness at

detecting poison data (< 32% detection rate at 10% false positive rate).

5.8 Poison Attacks as Copyright Protection

Here, we discuss how Nightshade or similar tools can serve as a protection mechanism for intel-

lectual property (IP), and a disincentive against unauthorized data scraping.

Power Asymmetry. It is increasingly evident that there is significant power asymmetry in the

tension between AI companies that build/train models, and content owners trying to protect their

intellectual property. As legal cases and regulatory efforts move slowly forward, the only mea-
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sures available to content owners are “voluntary” measures such as opt-out lists [260] and do-not-

scrape/train directives [51] in robots.txt. Compliance is completely optional and at the discretion

of model trainers. While larger companies have promised to respect robots.txt directives, smaller

AI companies have no incentive to do so. Finally, there are no reliably ways to detect if and when

these opt-outs or directives are violated, and thus no way to verify compliance.

Note that tools like Glaze and Mist are insufficient for this purpose. They are optimized to

disrupt local fine-tuning operations where majority of the training data has been altered. Our

tests in §5.5.1 show that they provide minimal improvement over basic dirty-label attacks on base

models.

Nightshade as Copyright Protection. In this context, Nightshade or similar techniques can

provide a powerful disincentive for model trainers to respect opt-outs and do not crawl directives.

Any stakeholder interested in protecting their IP, movie studios, game developers, independent

artists, can all apply prompt-specific poisoning to their images, and (possibly) coordinate with

other content owners on shared terms. For example, Disney might apply Nightshade to its print

images of “Cinderella,” while coordinating with others on poison concepts for “Mermaid.”

Such a tool can be effective for several reasons. First, an optimized attack like Nightshade

means it can be successful with a small number of samples. IP owners do not know which sites or

platforms will be scraped for training data or when. But high potency means that uploading Night-

shade samples widely can have the desired outcome, even if only a small portion of poison samples

are actually crawled and used in training. Second, current work on machine unlearning [24, 148] is

limited in scalability and impractical at the scale of generative AI models. Once trained on poison

data, models have few alternatives beyond regressing to an older model version. Third, any tool to

detect or filter attacks like Nightshade must scale to millions or billions of data samples. Finally,

even if Nightshade poison samples were detected efficiently (see discussion in §5.7), Nightshade

would act as proactive “do-not-train” filter that prevents models from training on these samples.

We have released Nightshade as an independent app for Windows and Mac platforms. Re-
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sponse from the global artist community has been overwhelming, with 250K downloads in the

first 5 days of release. Since then, we have began discussions with several companies in different

creative industries who wish to deploy Nightshade on their copyrighted content. Finally, relevant

model companies Google, Meta, Stability.ai and OpenAI have all been made aware of this work

prior to this publication.

5.9 Conclusion

This work demonstrates the design and practical feasibility of prompt-specific poison attacks on

text-to-image generative models. As a first step in this direction, our results shed light on funda-

mental limitations of these generative models, and suggest that even more powerful attacks might

be possible. Nightshade and future work in this space may have potential value as tools to encour-

age model trainers and content owners to negotiate a path towards licensed procurement of training

data for future models.
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CHAPTER 6

CONCLUDING THOUGHTS

This dissertation address a key question: how can individuals push back AI systems trained on

their data without consent? The preceding chapters introduced technical interventions—systems

that disrupt unauthorized data use, give user control, and shift the power dynamics. Together,

these defenses point to a key design issue. The progress of generative AI is not simply about

technology, but it is about power and the growing conflicts among different stakeholders. As

companies scale and commericalize their models, the tension increases among stakeholders, e.g.,

creators, platforms, corporations, and governments.

This tension is not new: we have seen it recur throughout the history of new technologies.

The Internet is a recent example. As network infrastructure matured in the early 2000s, new

stakeholders entered the ecosystem, and their competing goals gave rise to persistent and often

unresolved conflict. To understand these tensions and guide researchers, David Clark introduced

the insightful idea of the tussle space. In short, tussle space refers to a system where conflicting

interests continuously compete to shape the underlying architecture and design, where conflict is

not a failure to be eliminated, but a persistent condition that must be acknowledged and designed

for.

In this final chapter, I draw a parallel between generative AI and the Internet, and then frame

my work within the context of balancing AI’s tussle.

6.1 Brief Introduction of the Tussle Space.

Tussle space, first introduced by David Clark in 2002 [46], is this idea that in any large techni-

cal system, different stakeholders—users, developers, providers, regulators—will try to shape the

system in ways that serve their own interests. Clark argued that this conflict is not a bug in these

systems. It is expected and needed to be accounted. And design choices—about routing, identity,
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control—often shift the balance of tussle.

The Researcher’s Role: Structuring the Contest. Clark’s key point is that the job of the

researcher is not to resolve every disagreement in the technical systems they built, but to build

systems that allow competing interests to push, resist, and negotiate. That means exposing the

points of control, designing for transparency, and making space for alternatives [277].

Lessons from Internet Centralization. The history of Internet shows the case where tussle

is poorly balanced and ignored. The Internet started as a distributed system with a small num-

ber of stakeholders. But over time, control over different layers—routing, identity, applications,

cloud—shifted to a few powerful companies. Google now handles nearly 90% of global search

traffic [217]. Meta controls identity at global scale and deploying extensive third-party tracking

infrastructure [235]. Amazon controls over 30% of cloud infrastructure, hosting a substantial por-

tion of the modern web [255]. These outcomes emerged from early Internet design choices that

failed to account for long-term shifts in power and control [277].

6.2 The Tussle Space of AI

Now, I draw the parallel between today’s AI development and that of the early days of the Internet.

Faster Power Concentration in AI. Today’s generative AI development closely parallels the

early days of the Internet. But AI has a more compressed timeline, where current AI systems

have developed under conditions of existing company dominance. Big technology companies not

only lead in model performance but also in disproportionate control over training data, compute

resources, and distribution channels. Decisions around dataset construction, API setup, fine-tuning

access, and deployment configurations are shaped with minimial input outside. The result is an

ecosystem that were designed—and often optimized—for companies’ short-term profit. Unlike

the Internet’s gradual centralization, AI has accelerated toward consolidation from the start.

Impact of the Imbalanced Tussle. The impact of this imbalance is already visible. Plat-

form providers have revised terms of service to assert training rights over user-generated con-
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tent [156, 165]. Governments and courts are expanding the scope of fair use to cover large-scale AI

training [82]. At the same time, internal concerns—particularly around model misuse, consent, and

safety—have been met with institutional pushback, e.g., layoffs of ethics and safety teams [141].

These developments represent a systemic suppression of conflict through both technical and legal

control. As Clark observed, when systems do not explicitly account for tussle, power asymmetries

take hold. In today’s AI ecosystem, the lack of ways for weaker stakeholders to push back risks

repeating what happened with the Internet—locking us into a system where power concentrates

over time and meaningful opposition becomes increasingly impossible.

6.3 My Research: Balancing the AI Tussle

The tools presented in this dissertation—Fawkes, Glaze, and Nightshade—represent a progression

of techniques designed to shift power within an imbalanced AI ecosystem. Fawkes and Glaze

function as passive defensive systems. These tools mark an important first step, given the growing

harms that AI poses to creative sector and personal identity. Nightshade extends this further.

By embedding adversarial perturbations into data, it directly affects the training process—acting

as a deterrent and a source of risk for companies that scrape and train models without consent.

Nightshade introduces friction into the tussle between AI developers and data-producing copyright

holders, enabling stakeholders to assert leverage and demand more balanced design choices.

Building the Playing Field for a Balanced Tussle. These systems are not foolproof. Their

effectiveness depends on user behavior, adoption scale, and evolving threat models. Sophisticated

adversaries can find ways to circumvent their protections. Yet their significance lies not in absolute

guarantees, but in their downstream impact. These tools demonstrate that meaningful resistance is

technically feasible, even under significant power asymmetries. By introducing friction and raising

the cost and risk of unauthorized data use, they shift attacker incentives and open space for weaker

stakeholders to push back.

Their influence also extends beyond the technical domain. With millions of downloads, inte-
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gration into creative platforms, citations in policy discussions, and references in active cases, these

tools have helped shape public discourse and regulatory attention on AI governance. My research

offers a direction that treats AI design not as a technical challenge, but as an opportunity to embed

balance and resistance into the dynamics of AI development.

6.4 Closing Thoughts

The search of a more balanced AI ecosystem remains a central challenge for the field. Systems

deployed today will shape power distributions for the future. While a perfectly balanced system is

unlikely, design choices can rapidly ossify and shape downstream dynamics, like the case of the

Internet. This dissertation contributes a set of technical interventions that demonstrate how power

asymmetries in AI can be shaped. Rather than preventing progress, these tools reconfigure leverage

and expand the agency of weak stakeholders. The broader implication is that the role of research

is not to suppress the tensions in AI ecosystems, but to design systems where power back and forth

is possible, structured, and transparent. This principle extends beyond AI: in any consequential

technology, balance must be actively engineered, not assumed.
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