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ABSTRACT

Modern software systems are designed for high availability, resilience, and performance.
Their scale, however, makes them prone to latent, complex bugs that escape in-house test-
ing. These defects—ranging from subtle concurrency issues to cross-component or cascading
faults, to performance bottlenecks—typically surface under rare timing, unusual external
events, excessive resource utilization, or unexpected workloads that existing tests seldom
detect. Left unchecked, they trigger catastrophic failures, severe outages, and serious data
corruption, at multi-billion-dollar remediation costs.

As the following chapters will show, current testing infrastructure and bug-finding tools,
while useful, often fail to detect such bugs for three key reasons. First, techniques that explore
the full state space or apply expensive program analysis do not scale to the complexity of
modern systems. Second, lightweight approaches, in contrast, require a prohibitive number
of test executions, handcrafted annotations or specialized inputs. Third, the vast majority
of these techniques focus on low-level symptoms, thus routinely missing “higher order” bugs
that surface from the interaction of code, operational policies, and workloads.

To address these limitations, this dissertation proposes a unified paradigm based on two
key principles that improve both bug detection coverage and practicality. First, techniques
presented in the next chapters actively perturb the program’s execution—through thread
delays (timing), transient faults (fault injection), or adversarial inputs (test generation)—to
exercise rare, faulty code paths. These perturbations are guided by semantic analysis derived
from lightweight static/dynamic analysis, execution feedback, and Al-assisted heuristics,
thereby trading soundness for practicality. Second, techniques described in this dissertation
repurpose the extensive test suites that deploy with modern software systems, turning ex-
isting tests into bug triggers, without forcing software engineers to craft new tests, which is
a tedious and time-consuming task.

We implement these principles by designing techniques that target bugs at three levels
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of abstraction: (program) statement, mechanism, and module.

Chapter 3 explores bug-finding at the (program) statement level, targeting the interaction
of individual program statements whose correctness depend on their relative order, the value
of their operands or their side-effects. This chapter introduces WAFFLE, a tool that triggers
concurrent memory ordering violations (MEMORDER bugs) which occur when an object is
accessed before initialization or after disposal. WAFFLE profiles one injection-free execution
by running the program’s test suite once to capture object lifetimes and thread parent-child
relations. It then injects carefully timed delays at a few candidate memory access sites by
running the test suite again. WAFFLE detects 12 known and 6 unknown bugs in popular
C# open source distributed applications, with moderate run-time overhead. This chapter is
based, in part, on [210].

Chapter 4 explores bug-finding at the mechanism level, where detection is elevated to
cohesive control code structures that enforce reusable policies (e.g., retry). Here, correctness
depends on the implementation itself plus the state, policies, and execution limits (e.g., back-
off) it operates on. This chapter presents WASABI, a bug detection tool that uncovers bugs
in retry mechanisms. WASABI combines lightweight control-flow analysis with the semantic
reasoning capabilities of large language models (LLMs), to locate retry code structures that
traditional code analysis miss. It then executes a subset of the application’s test suite,
injecting transient exceptions at retry locations identified previously. Finally, it observes
the application behavior and applies specialized test oracles to identify retry bugs. WASABI
uncovers over 100 retry bugs across eight widely used Java distributed applications. This
chapter is based in part on [211] and focuses on WASABI's active testing and fault injection
components. The interested reader can consult [211] to learn about WASABI’s LLM-driven
static bug detection capabilities (Sections 2, 3.2, 4.1, 4.3, and 4.4).

Chapter 5 explores bug-finding at the module level, where the unit of analysis is an entire

algorithm, service, or component. Here, correctness is determined by observable execution
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properties (e.g., latency, CPU or memory utilization) and the target program’s interaction
with workloads or its external environment. This chapter introduces WEDGE, a tool that
aims to uncover cost-amplifying execution paths (i.e., paths whose resource usage grows
super-linearly) that functional tests often overlook. WEDGE first profiles existing tests and
selects two traces whose running times diverge on similar inputs. It then prompts an LLM
to synthesize performance-characterizing constraints, boolean predicates that aim to explain
why the code structure and semantics might determine the differences observed in the two
contrastive execution profiles. Finally, it inserts these predicates as extra branches in the
original code and leverages a coverage-guided fuzzer to find inputs that satisfying them.
Overall, WEDGE increases average execution cost by 84% compared with state-of-the-art Al-
guided performance (stress) test generation tools on several popular C/C++ benchmarks.
This chapter is based, in part, on [236] and focuses on how WEDGE leverages LLMs and
contrastive reasoning on execution traces to infer performance-characterizing constraints.
The interested reader can consult [230] for a more elaborate discussion about how WEDGE
and its extensions are engineered (Sections 3 and 4.2; Appendixes A and B).

Collectively, these tools demonstrate that guided perturbation combined with repurpos-
ing existing test suites are a scalable, general strategy for surfacing difficult-to-detect latent,

complex bugs in modern software systems.



CHAPTER 1
INTRODUCTION

Modern software systems consist of distributed, interconnected components built for high
availability, resilience, and performance. As these systems scale, more bugs evade routine
in-house testing and surface after deployment. Recent studies report a growing class of
latent, complex defects escaping in production that are highly disruptive and hard to de-
tect [30, 91, , |. These bugs frustrate traditional testing infrastructure, manifesting
under rare and specific conditions, typically involving infrequent timing occurrences, unfore-
seen external events, excessive resource utilization, or unexpected workloads. Some occur
only when the system nears operational capacity (e.g., highly concurrent, memory-intensive
executions), while others are obscured by automated failover or resilience mechanisms (e.g.,
task retry, cancellation, or throttling). Challenging still, some are symptom-silent, not gen-
erating any obvious effects, like exceptions or crashes. Left unresolved, these latent defects
have a significant impact on the system’s reliability, availability, and performance, causing
severe outages |10, 10, 67, 128], catastrophic failures [22, 73, 224, 234], and incurring billions
of dollars in remedy costs [50, , , 207].

Software engineers build modern software systems with reliability, fault tolerance, and
redundancy in mind. They therefore deploy and operate such systems with an extensive
array of testing procedures meant to harden them against failures. Yet even comprehensive
test suites designed for a wide array of operation and misoperation scenarios rarely recreate
the precise timing, external conditions, or computational constraints required to manifest
those difficult-to-detect defects.

To counter this, a significant amount of research aims to detect, troubleshoot and fix
latent, complex bugs in modern, large-scale systems. Unfortunately, while useful and worth-
while, these techniques suffer from three intertwined shortcomings that make then unsuitable

or less effective against such defects.



First, there is a persistent tension between scalability, automation, and bug coverage.
Many traditional bug-finding tools either rely on expensive program analysis or resort to
brute-force testing, neither strategy well-suited for modern systems (e.g., emerging Cloud-
native infrastructures). Some of these techniques require to explore a large space of possible
states and execution modes [33, 70, , , , , , |, or systematical analyze
large code bases with algorithms that scale poorly with the program size [32, , , |.
Others, rely on a much lightweight code analysis and in contrast resort to randomized testing
or fault injection [1, 27, 29, 12, 77, 81, 82, , , , , , , , |. While
these tool achieve better scalability, they often require prohibitive execution budgets or need
a significant number of trials to find bugs [143].

Second, many of these tools rely on manual annotations [9, 25, 44, (9, 98 , ,

, , , 243] or exploit specific characteristics of the system-under-test |3, 10, 89, ,

, , , | to steer program execution towards faulty states. While effective, this
specialization also makes such tools brittle, as they often struggle to generalize to modern,
complex software and sometimes cannot adapt without tedious manual intervention [30].

Third, with only a few recent exceptions |10, , 229], the vast majority of bug-finding
tools still focuses on low-level symptoms, missing higher order bugs that emerge only when
code syntax and semantics are considered along side operational policies [105](e.g., whether
to retry a transient error, cancel a stalled task, etc.). Many of these tools check individual
program statements to identify logic bugs or, in the case of detecting performance defects,
either rely on specialized, manually crafted tests or on automatically generated workloads
that exhibit mostly generic, commonly known patterns [30, 91, , |. Recently empirical
studies show that a significant fraction of latent bugs in modern software systems surface from
particular complex interactions across code fragments, modules, workloads, and operational
policies [0, , , |. While promising, tools that are more aware of those higher

order bugs still rely on considerable manual effort to identify specific failure patterns [202],



or focus on domain-specific failure modes to limit the complexity of the underlying program

analysis [10, 229].

1.1 Dissertation contributions

This dissertation shows that guided perturbation of existing test suites, leveraging on feedback-
driven timing delays, Al-guided fault injection, and Al-directed input mutation, can more
effectively detect correctness bugs and performance inefficiencies that escape traditional pro-
gram analysis and ad-hoc testing.

Techniques developed in the next few chapters deliberately steer the execution of existing
tests toward rare failure states by injecting timing delays, transient faults, and adversarial
inputs that attempt to emulate production-time anomalies. Instead of relying on heavy-
weight, sound code analysis, this work relaxes specific analysis stages and replaces them
with lightweight, unsound heuristics informed by program semantics, run-time feedback,
and Al-assisted code comprehension, trading soundness for scalable and practical bug detec-
tion. The tools described in this dissertation leverage the fact that today’s systems already
deploy with hundreds (sometimes, thousands) of unit, functionality and integration tests that
encode realistic usage patterns. They take full advantage of this and convert existing tests
into effective bug triggers with minimal development costs, instead of relying on software

engineers to craft specialized scenarios—a time-consuming effort.

This dissertation explores bug-finding at three abstraction levels: (program) statement,
mechanism, and module. The next chapters, thus, aim to address issues spanning the full
spectrum of latent, complex bugs encountered by large-scale, modern systems.

Chapter 3 explores bug-finding at the statement level, by targeting individual memory and
control-flow operations where perturbing the execution can corrupt program state. State-
ment level analysis treats a target program as a sequence of atomic events (e.g, load/store

operations, conditional branches, synchronization operations, etc.) whose relative order and
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operands fully determine local correctness. At this granularity, a bug occurs when two or
more such statements execute in an unintended temporal order or with inconsistent values
(e.g., harmful data races, deadlocks, buffer overflows, NULL-pointer exceptions). This chapter
shows how active delay injection can be redesigned to be lightweight, practical, and effective
at exposing memory ordering violations (MEMORDER bugs).

Chapter 4 examines bug-finding at the mechanism level. Mechanism level analysis raises
the abstraction unit of analysis from a single statement to a cohesive control code structure
that implements a reusable policy, such as a task re-execution loop (retry), access control
workflow (throttling), or a more generic state-machine logic. At this granularity, incorrect
behavior is rarely attributed to a single line of code. Instead it emerges from the aggregate
evolution of the overall implementation of the mechanism, along with its state, decision rules,
and possible execution limits on control and data paths. Code analysis must first discover
where and how the mechanism is implemented, often spanning multiple methods or files,
and then reason about its run-time properties (e.g., bounded retries, exponential back-off,
or idempotency). Whether a bug occurred is determined based on higher-level guarantees
which combine concrete implementation with code semantics and execution policies, rather
than relying solely on localized, statement-level properties. This chapter, thus, introduces
techniques to expose bugs in the retry logic of modern systems, by using Al-informed program
analysis to extract code structure information, combining it with timing and policy-level
behavior to formulate effective fault injection strategies to trigger those bugs.

Chapter 5 explores bug-finding at the module level, where the analysis takes a more
holistic view of the larger component. Module level analysis considers an entire algorithm,
service, or workflow logic as the analysis unit and evaluates behavior through observable
properties such as latency, CPU cycles, memory and I/O utilization, network traffic, and
the integrity of end-to-end results. A bug at this granularity can manifest as an emergent

correctness or performance issue that surfaces only when a rarely exercised state/control-



flow boundary is crossed. The key challenge of detecting those bugs is semantic: the trigger
condition is expressed in terms of an external input or interaction, while the symptom appears
deeply nested within the module’s implementation. Worse still, simple pass/fail bug oracles
are often inadequate. A module level bug oracle may need to compare resource cost against
a baseline and validate overall correctness before labeling the execution as faulty. This
chapter demonstrates how to infer performance-related code properties and leverage them
to synthesize more efficient stress tests, by combining Al-guided approaches with traditional
input synthesis techniques like fuzzing to generate tests that steer execution towards more

cost-amplifying (i.e., hot) paths.

Finally, this dissertation explores how Al-assisted reasoning about program semantics
can support bug detection, and hopes to encourage future work exploring Al-guided ap-
proaches at every stage of the software quality lifecycle, from triggering hidden failures and
performance bottlenecks to pinpointing, diagnosing, and ultimately fixing them. Chapters
4 and 5, in particular, show how traditional program analysis and bug detection techniques
can rely on Al-assisted approaches to speed up interpreting code structure, reasoning about
software engineering intent (e.g., is this retry functionality or something else?), and inferring

which program statements, code structures, or workflow logic needs to be investigated.

1.2 Dissertation organization

This dissertation is organized into three main parts.

(Part I) Analysis at the statement level: schedule-guided memory ordering bugs
detection. Concurrency bugs are notoriously difficult to trigger, capture, and diagnose.
In particular, memory ordering (MEMORDER) bugs, a type of concurrency defect caused
by unsynchronized access to an object before initialization or after deallocation, are both
common and severe. These can lead to memory corruption, crashes, and serious security

vulnerabilities.



Traditional concurrency bug-finding tools either rely on expensive static analysis of syn-
chronization primitives, or random scheduling, which makes them impracticable. Fortu-
nately, recent delay injection techniques that target atomicity violations—the dominant type
of concurrency issues |162]—demonstrate that it is possible to implement effective detection
policies by relying on injection feedback, program behavior, and lightweight instrumenta-
tion [143]. However such approaches struggle exposing MEMORDER bugs due to the follow-
ing fundamental differences. Atomicity violations require overlapping execution windows,
whereas order violations, and consequently, MEMORDER bugs need operations to execute in
reverse order rather than to simply overall, leading to many more potential injection points.
In fact, our initial direct adaptation of the key ideas behind T'SvD [1413] required us to probe
10x more program locations in order to surface MEMORDER bugs, yet triggering only half
the MEMORDER defects present in our benchmarks.

Inspired by these early attempts we propose WAFFLE, a tool that breaks down active
delay injection into four fundamental design points—where, how, when, and for how long to
inject delays—and explores new trade-offs for each.

WAFFLE first runs the program without delays to identify candidate injection points
through a lightweight analysis that infers thread fork/join relationships, focusing on memory
accesses that might lead to MEMORDER bugs. In subsequent runs, it injects delays at these
locations using heuristics to minimize interference and overhead. The key insight behind this
work is systematically characterizing the architecture of active delay injection, tailoring the
four key design points mentioned earlier to match the manifestation patterns of MEMORDER
bugs.

WAFFLE is evaluated on 11 real-world, popular C# projects, it uncovered 18 MEMORDER
bugs, including six previously unknown, and reliably reproduced 15 out of 18 within just
two runs, all at only a 2.5x slowdown over uninstrumented runs, significantly outperforming

both multi-run sampling approaches and heavyweight synchronization analyses.



(Part IT) Analysis at the mechanism level: semantic fault injection for trigger-
ing bugs in recovery logic. In contrast to bugs that occur at the program statement
level, some hard-to-detect bugs happen at the mechanism level and involve higher order sys-
tem behaviors such as re-execution, timing, throughput, and fault-handling policies. Retry
bugs, for example, often manifest under rare, hard-to-replicate conditions and can lead to
performance degradation, increased load, or cascading system failures. Traditional program
analysis tools struggle to detect these issues because retry logic does not follow consistent
patterns, frequently using complex structures like asynchronous task re-enqueuing or state
machines. Only 55% of retry logic appears as loop structures, while 45% is implemented
as non-loop constructs [211]. Additionally, existing unit tests seldom expose retry bugs, as
they are not designed to simulate transient errors or explore nested retry iterations.

Despite being the last line of defense against myriad system failures, retry mechanisms,
when faulty, can cause serious or catastrophic failures. A study [211] of 70 real-world retry
incidents across eight popular Java systems revealed that bugs split evenly among three
root causes, namely wrong decision to retry (36%, denoted as “IF” bugs), incorrect timing
between attempts or total number of repetitions (33%, denoted as “WHEN”"), and wrong
implementation of the mechanism itself (31%, denoted as “HOW”).

To address these challenges, we propose a new bug-finding technique that combines static
analysis, dynamic fault injection, and large language models. Specifically, we leverage com-
plementary traditional control flow analysis combined with code comprehension performed
by an LLM to identify where retry logic is implemented in the target codebase. Then we
use fault injection and software testing to trigger bugs in those code structures.

We implement these idea in a toolkit called WASABI. At its core, WASABI transforms
existing unit tests into effective bug triggers by forcing them to exercise retry paths under
rare, transient errors that can expose retry issues. In particular, WASABI inserts these

transient faults the retry sites identified earlier through LLM-guided static analysis and



checks for missing retry limits, absent back-off delays, or improper exception handling.

In parallel, WASABI relies on LLM-assisted static analysis inspects under-covered code
regions for ad-hoc retry code structures and labels likely faulty retry, catching bugs that
existing tests do not cover and thus cannot trigger [211].

WASABI can thus systematically detect IF, WHEN, and HOW retry bug patterns by
repurposing existing tests and without requiring software engineers or system operators
to write specialized ones. WASABI found 42 bugs by actively injecting transient errors
(Chapter 4) and an additional 87 bugs through LLM-enhanced static analysis. Interested
readers can check out the extended version of this work [211] for more details on the static

analysis workflow of WASABI.

(Part III) Analysis at the module level: predicate-directed test synthesis for im-
proving code efficiency Many performance bugs occur only when specific inputs drive
the system into an expensive (hot), cost-amplifying execution path. Conventional unit tests
rarely supply those stress inputs, and typical code analysis on which performance profil-
ers rely can only measure the workloads they are provided with, leaving software engineers
unaware of expensive paths. Generating those types of performance-stressing inputs au-
tomatically is challenging for two key reasons: (i) such detection tools must isolate where
the slowdown originates, and (ii) create concrete inputs that actually satisfy the triggering
conditions.

One difficulty is bridging the gap between internal performance inefficiency conditions and
the external inputs that produce them. On the one hand, traditional software fuzzing tools
(e.g., PerfFuzz [137], SlowFuzz [187], FuzzFactory [179], etc.) may discover performance-
stressing inputs with the help of a signal such as user-provided cost proxies or specialized
annotations indicates to the mutation engine that the execution entered an a cost-amplifying
path. On the other hand, while LLMs have been successfully prompted to generate longer

or larger inputs, semantic triggers often matter more than length/scale alone.



As a first step towards effectively generating performance-stressing tests, we present
WEDGE, an active testing framework that uses LLMs to reason about performance at the
module level and use those insights to craft inputs that trigger performance bottlenecks.
WEDGE operates in two main phases. First, it performs contrastive profiling on a target
module by comparing resource-usage metrics across different executions and inputs. This
step pinpoints cost-amplifying code paths that cause resource saturation (e.g., unusually high
CPU or memory use). Second, WEDGE instruments the original code with these inferred
constraints in the form of small predicate checkers and uses a coverage-guided fuzzer to
synthesize inputs that satisfy those constraints One current limitation of this approach is
that as code size grows, LLMs face challenges due to restrictions on context window sizes.
Consequently, WEDGE currently targets smaller modules spanning only several methods., so
that the relevant code fits within the LLM’s prompt window.

WEDGE synthesizes more effective performance-stressing tests than both the default test
suites, state-of-the-art Al-for-code benchmarks, and most recent Al-informed stress test
generation tools, slowing down program execution by 84% on aberage. Our tests also help
measure performance improvements claimed by Al- and feedback-guided optimization tech-
niques more fairly, increasing the gap between optimized and non-optimized code execution
by 24%-149% in terms of number of instructions executed (instruction count) and by 5% to
27% in terms of physical running time.

Despite this limitation, WEDGE constitutes a concrete first step towards Al-guided per-
formance analysis: it demonstrates that profiling, program analysis, and LLM-guided fuzzing
can be combined to actively trigger such defects, laying the groundwork for more scalable

performance-focused testing tools in future work.



1.3 Dissertation scope

This dissertation focuses on bug detection and does not explore bug diagnosis or code repair.
Bug detection is the process of confirming the presence of a defect. In contrast, bug diagnosis
(root-cause analysis) seeks to explain why it occurs, while code repair attempts to fix it. Bug
detection is often the first step in the software quality lifecycle, the precursor to diagnosis
and repair.

This dissertation investigates software and primarily focuses on correctness (Chapter 3
and Chapter 4), and performance (Chapter 5) defects at the expense of other important
classes such as security, misconfiguration, or misoperation bugs. Furthermore, this disser-
tation investigates bugs that occur in a system’s core modules. It does not address bugs in
“external” code like those present in ancillary components (e.g., test harnesses), configuration
and deployment code, or orchestration infrastructure.

This dissertation examines how existing tests can be repurposed as-is or automatically
adapted into effective bug triggers in a mechanized fashion. It assumes software engineers
will not (manually) craft specialized tests or workloads to expose the specific bugs discussed
in later chapters.

Lastly, this dissertation advocates embracing controlled imprecision as a paradigm to
tackle complex bugs in modern software systems, by trading soundness and precision for
bug-finding practicality. Specifically, it advocates for exploring how Al-guided approaches
can complement, rather than replace traditional software reliability techniques such as code

analysis, testing, and generation, throughout the software quality lifecycle.

10



CHAPTER 2
BACKGROUND AND PREVIOUS WORK

This chapter surveys a fraction of the prior work, most relevant to the challenges, techniques,
and tools proposed in this dissertation. We postpone an in-depth discussion on how the
present work builds upon, improves, and expands the papers described below, for later

chapters (§3.7.3, §4.4.3, and §5.2.1, respectively).

2.1 Empirical Studies for Failures in Modern Software Systems

A wide range of papers is dedicated to studying failures in cloud and distributed sys-

tems [28, 80, 90, 93, , , , , , , |. Some works introduce new tax-
onomies for bugs in cloud and distributed systems [0, 90, |, while others focus on new
or understudied classes of bugs like metastable failures [28, 105], cross-system defects [217],
upgrading bugs [218], and performance degradation issues |93, , |.

2.1.1 Qutages in modern software systems

Several studies categorize outages occurring in modern, large-scale systems. Gunawi et
al |90] examine over 3,000 issues from six popular open-source systems, and identify new
bug categories specific to Cloud environments, such as data consistency errors, scalability
issues, or topology-related defects. Many of these bugs could could cascade across multiple
nodes or the entire cluster, causing widespread failure. In a follow-up study [91], they inves-
tigated causes of Cloud outages by investigating close to 600 publicly available reports. The
most common outage causes were software bugs, upgrade mistakes, and misconfigurations,
followed by network issues and overload conditions when systems reach their operational ca-
pacity. Similarly, Liu et al [155] studied hundreds of high-severity production incidents from
Microsoft Azure, and reported that the most common causes are software bugs (nearly half),

11



faulty failure handling, concurrency bugs, and inconsistent engineering assumptions across

different components (e.g., data format issues, misconfiguration, over-/under-provision).

2.1.2  Faulty upgrades, cross-system failures, and task interaction bugs

As modern systems grow in complexity, many failures originate from the interaction between
components, rather than isolated bugs in one module. Several works provide a detailed
taxonomy of faulty upgrades, cross-system issues, or task interaction failures that happen at
scale.

For example, software upgrades and multi-system integration are becoming more com-
mon [218]. Common root causes included data format incompatibilities between versions,
persistent state mismatches, and errors in upgrade scripts or ordering. Authors also note
that nearly one-third of severe outages studied by other researchers had an upgrade mistake
at their core.

Failures can also occur across system boundaries, leading to incidents where no single
component is faulty, but mismatches or hidden assumptions between systems lead to errors.
Tang et al [217] analyzed over 100 failure reports in open-source software and close to a
dozen incidents in public Cloud systems. Overall, almost 37% of the issues in open-source
reports involved interaction between multiple systems, and about 20% of the cloud outages

had cross-system root causes.

2.1.3  Performance degradation

Another well studied set of incidents focuses on failures that degrade performance or avail-
ability without necessarily crashing the system.

One of the main causes of performance degradation are performance bugs. For exam-
ple, Li et al [117] investigates 99 real-world performance bugs found in popular open-source
distributed systems. Their study reveals that common root causes for performance bugs
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are related to improper resource utilization, “blocking” defects that cascade and significantly
delay normal operation, synchronization issues, use of sub-optimal algorithms, and mis-
configurations. These findings further confirm earlier studies that analyze cascading and
blocking defects [1416], as well as algorithmic inefficiencies such as inefficient computation,
API misuse, and incorrect caching or batching [117].

Gunawi et al [93] studies fail-slow incidents, when a faulty component remains opera-
tional in a reduced state instead of failing. Their study focused on fail-slow issues affective
hardware, and revealed that essentially every type of hardware (e.g., SSDs, HDDs, memory,
network cards, power supplies), can exhibit limping behavior, degrading in performance by
orders of magnitude without failing completely.

Recently, researchers identified another class of issues characterized by a degraded state
that persists even after the initial bug trigger is removed, called metastable failures [28, |.
The most common root causes were fault retry logic (over 50%), computationally expensive

or verbose error handling, work amplification, resource exhaustion, and lock contention.

2.2 Fault Injection Tools

2.2.1 Domain-specific fault injection

Numerous papers triggers bugs by injects domain-specific faults like network partitions, disk
errors, database read/write inconsistencies [, 10, 19, 89, , , , , , |. For
example, Ju et al [1 18] designed a fault injection tool triggering bugs in OpenStack services by

injects faults such as process crashes, message loss, and network partitions into its different

components. Pace [3] is a tool focusing on failure scenarios where all components of a
sub-system (e.g., storage) crash at once, a concept coined as correlated crashes. Elle [120]
and LFI [10] are designed to expose bugs in distributed data management systems, by

injecting faults based on transaction history and data lineage. FATE and DESTINI are
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part of the same cloud recovery testing framework that systematically explores multiple
failure combinations and uses available software specifications to detect incorrect recovery
behaviors [39].

Legolas [229] focuses on partial failures in distributed systems, also known as gray failures.
It strategically injects faults at the application level by throwing exceptions to maximize the
system’s abstract state coverage. It also relies on existing system-crash and gray-failure test
oracles to determine whether a bug has occurred, and relies on integration tests to steer the

execution towards a failure.

2.2.2  Component-specific fault injection

Other works targets more general failures in specific system components or protocols such
as cluster controllers [216] Cloud operators [37], or REST API logic [10, 169].

Recently, Sun et al [216] introduced Sieve, an automated testing tool for cluster controllers
(e.g., Kubernetes). Sieve perturbs the execution of a controller by temporary delaying cluster
events or injecting “fake” events that did not execute, and compares the perturbed execution
with a regular run to identify inconsistent behavior.

Gu et al [87] designed Acto, an automated tool to test cloud system operators (e.g., Ku-
bernetes). Acto automatically generates sequences of operator events that steer an operator
from an initial to a desired state, trying to simulate scenarios where the system running atop
does not reach the desired state, or the operator itself cannot successfully recover from an
failure state.

Rainmaker [10] targets bugs triggered by transient errors in applications interacting with
cloud services via REST APIs., focusing on transient errors like service unavailability and
timeouts. Rainmaker intercepts API calls at the HT'TP layer, enabling fine-grained fault
injection without modifying the application code. Its fault injection follows a taxonomy of

HTTP-specific bug patterns and code- coverage metrics. Its oracles use existing test asser-
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tions to detect issues such as inconsistent exceptions, silent state divergence, and unhandled
transient errors.

More broadly, Filibuster [169] runs the standard tests a microservice comes with and
injects a wide variety of faults to simulate partial-failure scenarios. The tool can inject faults
at the inter-communication layer (i.e., HT'TP error codes), common exceptions thrown by

database clients, and data corruption scenarios.

2.2.8  Manifestation-specific fault injection

Several papers focus on specific failure scenarios like crash- recovery |39, , | and crash-
consistency [, : , 189], which are typically triggered by non-recoverable errors.

For instance, CrashTuner [161] is a testing tool aimed at finding crash-recovery bugs,
by automatically identifying in-memory variables that contain meta-information (e.g., node
count, current leader machine ID, etc.). It then inserts stubs right before reading or right
after updating those variable and checks the system behavior at one of those points.

Chipmunk [131] is designed to tackle crash-consistency faults in persistent memory (PM)
file systems. The tool instruments key PM write() functions with handlers using Linux
kernel probes, intercepts when a PM file system is flushing data to memory, and selectively
injects crashes at those program points when a system call is currently executed.

CrashMonkey [170] is a tool that triggers crash consistency bugs on file systems. The tool
automatically generates all combinations of up to n (for a small value) file system operations

(e.g., fsync(), rename()), and simulate the effects of a crash before an arbitrary operation

in this sequence.

2.2.4  Fault injection with manual support

Other works require users to specify or customize injection rules |9, 11, 98, | or test

oracles [341, 37]. For example, Gremlin [98] is a framework that allows software engineers to
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test the resilience of their microservices, by having them manually specify a service-specific

fault injection policy and declare custom assertions to validate expected system behavior.

2.3 Fuzzing Tools

A wide array of works aim to synthesize bug-triggering inputs using fuzzing. Some fuzzing

tools focus on generic input generation |17, 26, 74, , , , , |, while others
specialize on kernel bugs [32, 83, , , , |, network defects [11, 11, 21, , ],
hardware failures [119, , |, concurrency bugs [11, 82, 83, , , , , |,
and performance issues [30, 30, , , , |, to just name a few. We only focus our

attention on fuzzing tools geared towards concurrency and performance bug, as these are

most relevant to the techniques presented in this dissertation.

2.3.1 Fuzzing for concurrency bugs

Razzer [113] leverages fuzzing to effectively generate system-call sequences whose concurrent
execution can help expose concurrency bugs. ConAFL [152] combines traditional timing per-
turbation with input fuzzing. Specifically, it inserts code stubs that adjust thread-schedule

L similar to previ-

priority right after thread creation and around potential bug locations
ous concurrency-bug detection tools [198, |. It then applies AFL [238] on the modified

application to increase the fuzzer’s capability of exposing concurrency bugs.

2.3.2  Fuzzing for performance bugs

SlowFuzz [187] and PerfFuzz [137] are feedback-driven fuzzers that search for inputs caus-
ing extremely long execution times or high resource utilization. PerfFuzz in particular uses

multi-dimensional feedback to independently maximize execution counts for many program

1. To identify these locations, ConAFL uses static analysis that cannot scale beyond ten thousand lines
of code.

16



locations, thus finding a variety of inputs that exercise different cost-amplifying (hot, fre-
quently exeucted) paths. FuzzFactory [179] generalizes this idea by allowing software en-
gineers to define custom performance-oriented feedback metrics and integrates them into a

fuzzing framework.

2.4 Bugs in Error Handling and Recovery Logic

Bugs in error handling and recovery logic are still one of the main root causes for production

failures in modern large-scale systems [90, 155, 237].

2.4.1 Static analysis

Some tools rely on static analysis to identify bugs in error handling code. For example
Rubio-Gonzalez et al [194] perform flow and context-sensitive static analysis to study error-
code propagation in file systems. Their analysis tracks how error values propagate through
the code and pinpoints places where they are overwritten, mishandled, or ignored.

Yuan et al [237] empirically analyze nearly 200 production failures in distributed systems
and show that a significant fraction could have been prevented by three simple rules that
their tool, Aspirator, checks for: empty exception handlers, overly generic or broad exception
types in try-catch blocks, “TODO” or “FIXME” comments that accompany try-catch blocks.

In contrast, EPEx [111] detects error-handling bugs by checking developer-provided error
specifications. The tool relies on symbolic execution to to ensure call sites satisfy these
specifications along error paths. The key assumption is that software engineers can provide
reasonably precise error specifications for widely used APIs.

Task cancellation is another recurring source of bugs in error handling and recovery
mechanisms. Sethi et al [202] conduct an empirical study of over 200 task cancellation
bugs across popular open-source systems. They find that failures originate both from the

cancellation path itself as well as from the post-cancellation aftermath . They devise several
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anti-patterns based on these findings and design static checkers to identify these issues.

2.4.2  Dynamic analysis and testing

Other tools rely on dynamic analysis and software testing to trigger such defects. For in-
stance, ExChain [139] performs exception dependency analysis using dynamic execution
monitoring to reconstructs exception chains. It that analyzes the effects of program state
changes related to exceptions. Based on this, it uses hybrid taint analysis to track those
state propagation and establish potential causal links between exceptions.

EIO [92], in contrast, actively injects I/O faults to evaluate whether file systems correctly
handle disk failures. Their paper shows that error-handling is only occasionally correct, as

injected faults lead to silent data loss, crashes, or misbehavior.

2.5 Concurrency Bug Detection

2.5.1 Data race detection

Data races are among the most prevalent forms of concurrency bugs and occur when two
threads access the same memory location concurrently without being properly synchronized,
with at least one operation being a write while neither being synchronization primitives. A
large body of work has focused on detecting such defects through both static and dynamic
analysis.

Static race detectors analyze the program code to identify potential problematic memory
accesses without executing the program. RacerX [69] uses a flow-sensitive, interprocedural
lockset analysis to detect potential race conditions and deadlocks. LockSmith [193] simi-
larly performs static analysis by combining lockset reasoning with pointer aliasing to verify
whether shared memory variables are properly protected by locks. DCUAF [18] focuses

on concurrency use-after-free bugs in Linux device drivers by combining pointer tracking,
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lockset reasoning, and control-flow analysis. It statistically identifies potentially function
entry-points that can execute concurrently, then checks whether one may free a shared ob-
ject while another accesses it unsafely.

Several works aim to improve the scalability and usability of static race detection.
RaceD [25] proposes a compositional program analysis framework that analyzes each func-
tion independently and supports incremental analysis, allowing it to scale to large, evolving
codebases. Echo [240] and D4 [151] integrate static race detection directly into the IDE,
providing software engineers with immediate feedback as they write code. Both tools rely
on a combination of static pointer and happens-before analysis to detect unsynchronized
Memory accesses.

Dynamic race detectors, in constrast, monitor execution to detect data races that actually
manifest at run time. Eraser [196] was among the first to introduce lockset-based dynamic
race detection by tracking which locks protect which memory locations and labeling incon-
sistent locksets as potential races. Goldilocks [68|improves detection precision by enforcing
locking properties via instrumentation and guarantees soundness with respect to a defined
“data race free” memory model.

ThreadSanitizer [201] uses a hybrid lockset and happens-before technique, maintaining
metadata for each memory access while computing potential races based for dynamic inter-
leaving. It has been widely adopted in practice at Google, including in Valgrind, LLVM,
and the Go runtime. FastTrack [70] optimizes the traditional happens-before algorithm of
ThreadSanitizer by replacing full vector clocks with compact epoch tracking for the com-
mon case where few threads compete on the same variable. This reduces instrumentation
overhead at the expense of precise and race-finding capabilities.

KARD [9] is a lightweight dynamic data race detector for races caused by inconsistent
lock usage. It leverages Intel MPK to dynamically enforce per-thread exclusive access to

shared objects within critical sections, such that any conflicting access is caught via a pro-
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tection fault. KARD combines key-enforced access, consolidated object-to-page mapping,
automated object tracking, and fault-pruning techniques to maintain low runtime overhead

while reliably detecting harmful data races.

2.5.2  Active delay injection

Active delay injection techniques aim to expose concurrency bugs by perturbing thread
schedules at runtime in a targeted manner. These approaches typically begin with execution
tracing or static analysis to identify suspicious memory access patterns or thread interac-
tions, and then validate them by injecting delays at strategic program points to increase the
likelihood of harmful interleavings.

TsvD [113] focuses on exposing thread-safety violations by monitoring calls to known
thread-unsafe APIs and injecting short delays in one thread when two such calls are observed
to overlap. The tool tracks runtime invocations to likely unsynchronized methods (e.g.,
those that misuse Java collections) and identify potentially problematic call pairs when two
threads concurrently invoke the same unsynchronized operation. TSVD then immediately
injects a carefully crafted delay into one of the threads to increase the likelihood of the
two API invocations to overlap. This lightweight execution feedback driven strategy exposes
latent thread-safety violations within one or two test executions, allowing the tool to uncover
thousands of bugs in open-source and commercial software with zero false positives.

CTrigger [182] aims to trigger atomicity violations by identifying likely atomic code blocks
using dynamic analysis, then deliberately injecting delays to perturbing thread scheduling
around those program regions. The tool injects delays to delay one thread’s entry into a
block while letting another interfere, enabling it to expose hidden atomicity violations.

ConMem [210] targets memory consistency bugs by detecting memory operations whose
side-effects are not correctly ordered across threads. It focuses on whether memory accesses

produce externally visible access inconsistencies. The tool first observes candidate prob-
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lematic access pairs, then validates them by enforcing their reordering by carefully pausing
threads at strategic points in the execution.

DCatch [1541] addresses distributed concurrency bugs, a class of defects that arise from
incorrect operation interleavings in distributed processes. These bugs are triggered when
messages between nodes attempt to access or modify shared distributed state in an unin-
tended order. The tool first monitors the regular execution of the system to infer potential
bug candidates by analyzing observed message-passing behavior against a set of predefined
happens-before rules that model safe distributed interactions. DCatch next replays the ex-
ecution while injecting targeted delays at RPC boundaries to deterministically enforce the
suspected message orderings.

FCatch [150] targets a specific subclass of distributed defects, called time-of-fault bugs
(ToF) which share similar characteristics with concurrency bugs. These occur when the
effects of fault injection, such as node crashes or message delay/drop, interact with specific
message timings and thread interleavings. In particular, a ToF bug manifests only if a fault is
injected at a moment when the system is in a vulnerable state, like when a critical operation
has begun on one node but has not yet propagated to others, resulting in inconsistent
or incorrect behavior. FCatch detects and reproduces such defects by selectively delaying
messages and injecting faults during vulnerable windows, exposing bugs that traditional
fault-injection tools miss.

RaceFuzzer [198] exposes data races by first running an off-the-shelf static race detection
stage to identify potentially problematic racy access pairs. Next, it uses a dynamic testing
stage that instruments the target program and injects random delays before one or both
instructions in each candidate pair, forcing them to execute in close temporal proximity.
The last stage thus filters out false positives introduce by the static data race detector and
validates true data races by observing actual faulty behavior at run time.

RaceMob [123] combines static analysis with crowdsourced bug validation. Like Race-

21



Fuzzer, it first uses a static data race detector to identify candidate memory accesses that
might race. It then instruments the program at those locations with stubs that can randomly
inject delays, and distributes the instrumented binaries to a network of end users for each
to test a subset of them. RaceMob thus attempts to amortize the high cost of validating the
likely data races identified through static analysis, by dispersing the work among multiple
users.

Unlike the other tools discussed above, SherLock [112] aims to identify synchronization
operations in a target application. It operates by first collecting regular execution traces dur-
ing test runs and applying unsupervised clustering techniques to infer which instructions are
logically related through implicit synchronization. It then re-executes the program with tar-
geted delay injection at inferred conflicting instruction pairs to determine whether reordering

cannot occur or leads to a crash, thus confirming the presence or lack of synchronization.

2.5.8 Systematic concurrency testing

Systematic concurrency testing [29, 77, 81, 82 , , | aims to explore alterna-
tive thread schedules within bounded execution spaces, by leveraging deterministic replay,
scheduler instrumentation, model checking, or targeted heuristics to uncover interleaving-
dependent bugs.

For example, CHESS [171] systematically explores thread schedules by controlling the
operating system’s thread scheduler to enumerate possible interleavings. It limits the state
space by a predefined upper bound and uses deterministic replay to reproduce discover bugs.

In a followup work, PCT [29] introduces probabilistic concurrency testing techniques
by using a randomized scheduler that guarantees probabilistic coverage of all bugs with a
bounded number of thread preemptions. The key insight is that low-depth concurrency bugs
can be exposed with high probability using a small number of strategic context switches,

called scheduling constraints in the paper. For example, the authors show that triggering
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order violations requires only two such scheduling constraints.

SKI [77] systematically explores kernel thread interleavings without modifying the kernel
itself. It operates by running the kernel in a custom virtual machine monitor that can pause
and resume kernel threads under test, ensuring full control over the interleavings executed.
Similarly, Snowboard [32] targets kernel concurrency bugs by exploring triggering inputs and
thread interleavings using potential memory communication (PMC). PMC profiles sequential
kernel tests to identify read/write memory conflicts, then generates and groups concurrent
test pairs guided by PMC patterns to selectively schedule them with targeted interleavings
through thread yields.

Snowboard [32] introduces a kernel concurrency testing framework for the Linux kernel
that jointly explores test inputs and interleavings. It constructs potential memory com-
munication (PMC) candidates by running tests sequentially and recording shared memory
interactions, then schedules only those candidate test pairs concurrently using controlled

scheduling to validate bugs.

2.5.4  General concurrency bug detection

Several works aim to detect broader classes of concurrency bugs such as more generic ordering
and atomicity violations, improper syncrhonization use, and memory consistency errors, by
analyzing program structure, memory behaviors, or symbolic interleavings.

UFO [104] uses predictive program analysis to detect concurrent use-after-free bugs with-
out delay injection. It operates on execution traces and uses constraint solving to determine
whether memory reuse following a free could race with a later access. Unlike techniques that
actively inject delays, UFO aims to guarantee soundness without re-execution.

Portend [122] is a tool that differentiates between harmful and benign data races. It
combines dynamic happens-before analysis with symbolic execution and execution replay

to explore alternate orderings of racing events. It thus avoid false positives inured in tra-
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ditional race detectors by attempting to force the problematic ordering and observe racing
interleaving at run time.

ConSeq [215] generalizes the ideas behind ConMem (see above) by inferring concurrency
bugs through flagging anomalies in sequential executions. It identifies thread interleavings
that could lead to incorrect output values and perturbs the schedule at runtime through
active delay injection to validate whether the reordering leads to a fault. This approach allows
it to detect atomicity violations and memory ordering bugs in multithreaded applications.

ConVul [33] detects concurrency memory corruption vulnerabilities by first identifying
pairs of memory-access instructions which might race and then enforcing alternate interleav-
ings through a custom scheduler. When the reversed execution leads to observable crashes,
the tool confirms the presence of a concurrency use-after-free or similar error, eliminating

false positives by enforcing manifestation.

2.6 Performance Bug Detection

Researchers have developed numerous tools to detect performance bugs |1, 66, , , ,

, , , | by identifying inefficient code patterns, costly loops, expensive repeated
computations, and suboptimal utilization of data structures.

Jin et al. [117] conducted an empirical study of 109 real-world performance bugs and de-
veloped rule-based detectors for inefficient code patterns, uncovering hundreds of previously
unknown issues in MySQL, Apache, Mozilla, and other applications. Toddler [175] flags
loops performing redundant work by spotting similar memory-access patterns across itera-
tions, while Caramel [171] detects inefficient loops that can be optimized with non-intrusive
fixes. Olivo et al. [177] checks for asymptotically suboptimal uses of collections (e.g., iterative
traversals causing quadratic complexity) to combat memory-related bloat. Other profiling
tools |66, , | identify excessive object creation and unused data, track runtime copy-

ing to find object bloat, trace inefficient memory allocations and pinpoint low-tenancy data
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structures that consume resources without proportional benefits.

More recently, PCatch [116] predicts cascading performance bugs by running the target
application under small workloads that ship with the target application, then statically
locating potentially non- scalable code (e.g., loops) and using this information to dynamically
built an extended happens-before graph that model causal and resource contention events.
It further tracks the origin of each to see whether a slowdown remains local or propagates.
This hybrid analysis allows PCatch to forecast source-to-sink slowdowns before they occur

at production scale.

2.7 Software Analysis and Monitoring Frameworks

2.7.1 Generic dynamic instrumentation frameworks

A variety of run-time analysis frameworks have been developed to identify a wide variety of
bugs, including a diverse set of memory defects. AddressSanitizer [200] and Valgrind [172]
are two well-known toolkits in this space. AddressSanitizer is a memory error detector that
instruments code at compile time to find buffer overflows and use-after-free bugs during
program execution. It uses a shadow memory and custom allocator to mark invalid regions,
allowing it to detect errors at the exact point of occurrence with reasonable overhead (73%
average slowdown for the original implementation [200]). Valgrind, in contrast, is a heavy-
weight dynamic binary instrumentation framework for building comprehensive code analysis
tools. For every register and memory location, Valgrind can maintain a shadow replica
that tracks metadata such as whether a byte is defined or tainted. This design enables de-
signing powerful checkers (e.g., its Memcheck sub-system for detecting uses of uninitialized
memory [214]) at the cost of significant execution overhead, making Valgrind-based analyses
slower but extremely thorough. Both AddressSanitizer and Valgrind have inspired numer-

ous specialized bug-finders. For instance, several tools targeting use-after-free errors build
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on these instrumentation capabilities to monitor object lifetimes and detect incorrect reuse

of freed memory [31, 88, , , 222].

2.7.2  Performance monitoring frameworks

Large-scale distributed systems require different monitoring and tracing techniques to diag-
nose and mitigate performance failures. Most notably, Microsoft’s Magpie [20] and Google’s
Dapper [206] infrastructure record request-flow traces to identify operational slowdown, and
Meta’s Mystery Machine [13] reconstructs end-to-end request models from logs to identify
which steps contribute the most to latency. Pivot tracing [164] introduced dynamic causal
monitoring, allowing software engineers to inject queries that correlate events across sys-
tems at runtime to find the root causes of slowness. Similarly, Retro [163] is a framework
designed for multi-tenant services that experience contention and “noisy neighbor” slow-
downs. It works by introduces targeted resource management by continuously monitoring
each tenant’s resource usage across all components of a distributed system and exposing
this information to a central policy engine that can enforce performance goals at differ-
ent system control pointsflanagan09flanagan09. More recently, PerfSig [96]| analyzes sys-
tem metrics, logs, and method-level traces to isolate unusual slowdown patterns. It then
applies information-theoretic causality analysis to generate cached {(anomaly, root-cause

function) signatures pairs automatically.

2.8 Al-guided software engineering

The rise of Al and in particular, LLMs in recent years, has brought opportunities to soft-
ware engineering research, with an emergent set of papers applying LLMs to code genera-
tion [158, , 242], testing |53, , 1306], repair |75, , 230], analysis [51, , , 184],

summarization [0, 7|, and documentation [213].
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2.8.1 Al support for Test generation

An emerging line of research explore how Al can support and enhance test generation.
For example, CodaMosa [136] augments search-based input fuzzing with LLMs to escape
coverage plateaus. It runs an off-the-self fuzzer until coverage no longer increases, identifies
call statements that rarely executes, prompts an LLM to generate inputs that attempt to
cover them, and adds these to the fuzzer’s input corpus.

Libro [120] use LLMs as “few-shot testers” by iteratively prompting them to generate tests
based on bug specifications. It then relies on traditional filtering and triaging techniques to
rank synthesized tests for usage. In contrast, Titan [53] use LLMs as “zero-shot fuzzers” by
having them perform both generation-based and mutation-based fuzzing. It uses one LLM
agent to generate the code, and another agent to perform small variations while provided
with the LLM-generated input and an run-time execution profile.

Recently, Liu et al. [159] introduced EVALPERF which “synthesizes a (input) synthe-
sizer” by prompting an LLM with chain-of-thought few-shot learning to produce a test input
sampler controlled by a parameter “scale”. EVALPERF uses exponential input sampling to
generate challenging but computable inputs, mainly focusing on length stressing inputs or

on generic, commonly known patterns.

2.8.2  Al-guided code generation and translation

Several works investigate how Al can assist with code generation and translation tasks. For
example, Codeditor [2412], a tool for a multi-language code evolution relines on a fine-tuned
LLM to propagate changes to two code versions of a project. The tool models code changes
as token edit sequences which the LLM can iteratively reason about the intermediary code
differences and correlate those across the two target programming languages.

Pan et al [L81] conduct a large-scale study on LLM-assisted code translation and conclude
that LLMs correctly perform this task less than half of the time (2%47%). Similarly,
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EvalPlus [158] focuses on evaluating LLM-generated code and evolve existing benchmarks

in this space.

2.8.8  Al-assisted program repair and synthesis

LLMs have also been successfully applied to automate program repair, synthesis, and even
formal proofs.

Xia et al [230] conducted an extensive study on automated program repair using 9 recent
LLMs fine-tuned on code. They evaluated the models on standard bug-fix benchmarks,
using prompts that either ask for full function rewrites, one-line patches, or code infills.
The study found that off-the-shelf LLMs can fix substantially more bugs (12%-47%) than
prior automated program repair tools, also outperforming the state-of-the-art learning-based
repair techniques.

Baldur [75] uses LLMs to generate and repair formal proofs in a proof assistant (Is-
abelle [183]). It replaces traditional search-based step-by-step proof construction, with a
model fine-tuned to produce an entire proof script in one shot. If the proof fails to verify, a
secondary model suggests repairs by considering the failure and error message, similarly to
patching code. The tool produces nearly 10% more more theorems than previous sophisti-

cated, state-of-the-art auto-provers.

2.8.4  Al-informed program analysis

Several works explore how to effectively integrate Al with traditional program analysis.

Pei et al [131] investigates how LLMs can help inferring program invariants They train a
code model to predict likely invariants (e.g., loop invariants, pre/post-conditions) from source
code by fine-tuning it on a dataset of true invariants mined by tools like Daikon [71] The
authors enable better model reasoning by prompting the LLM to first generate invariants at

intermediate points in the code, mirroring abstract interpretation strategies, before actually
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synthesizing the invariant at the target location. In a followup paper, Ding et al [54] aims to
address the semantic gap in model pre-training on code. The authors argue that conventional
code models learn only from static text and thus struggle with tasks requiring understanding
of run-time behavior. To solve this, they design TRACED, which provides the model with
sample inputs and the corresponding runtime outputs/coverage of code during pre-training,
so it internalizes dynamic properties. TRACED improves pre-trained code models by about
12% for execution path prediction and by approximately 25% in run-time variable value
predictions

LLift [145] integrates LLMs with static analysis to triage use-before-initialization warn-
ings in large codebases (e.g., the Linux kernel). It identifies undecided candidates by prompt-
ing an LLM to identify code context that either rules out infeasible paths or confirms feasible
initialization data flow. The LLM’s response is then provided back to the static analyzer
module to prune out and re-prioritize the suspected use-before-init it identifies. On Linux,
LLift analyzed approximately 300 suspected use-before-initializtation cases with 50% preci-

sion and no missed bugs, revealing 13 previously unknown bugs.

2.8.5 Al-assisted code summarization and documentation

LLMs are showing promising results for code summarization, documentation and specifica-
tion mining tasks.

Ahmed et al [0, 7] demonstrate how LLM can effectively assist software engineers with
code summarization. They first explored few-shot specialization for code summarizers [0]
and showed that LLMs can be project-tuned with only a handful of examples from a target
codebase to significantly improve the summaries for that particualr codebase (2%—46%, or
12% on average). They subsequently designed ASAP 7] to automatically augments prompts
with semantic clues extracted from code (e.g., parameter roles, return values, simple control-

flow facts). ASAP parses each function to mine these inferred semantic code properties and
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prepends them to the LLM input, yielding a 11-16% improvements over specialized code
mining tools.

HotGPT [213] explores the use of LLMs making software documentation more directly
useful for tasks like bug finding and performance tuning. The authors considered use cases for
reading Javadoc comments to generate precise exception conditions, parsing configuration
manuals to identify performance-related settings, and interpreting design documentation
to extract correct lock usage rules. In each case, a general LLM model was prompted
to translate free-form text documentation into a more formal or checkable format (e.g.,
a boolean predicate, a label of whether a config affects performance). HotCPT achieves
accuracy on par with or better than prior specialized tools (e.g. LearnConf [111]) that were
custom-built for each documentation type: 100% specificity and 54%—90% sensitivity when
identifying locking-rule comments and 70%-86% with dedicated prompts); 81% accuracy
(83% precision / 76% recall) on performance-config identification versus 76% accuracy (87%

and 46%, respectively) for LearnConf.

2.8.6 Test and training benchmarks for Al-quided tools

A significant amount of research focuses on creating and evolving high-quality benchmarks
that can evaluate AI’s software engineering capabilities. For example, APPS [97], MBPP [15],
HumanEval [38] and EvalPlus [158] work on curating high-quality Python benchmarks in-
cluding coding problems along with correctness tests. HumanEval-X [249], MultiPLe [35],
and MBXP [13] extend the Python tasks into other programming languages. Finally,
PIE [205] and EFFI-LEARNER [102, 103], two recently developed Al-guided code optimiza-
tion tools, along with EVALPERF [159], released their synthesized tests as benchmarks, to

help evaluating code efficiency.

30



CHAPTER 3
ANALYSIS AT THE STATEMENT LEVEL:
SCHEDULE-GUIDED MEMORY ORDERING BUGS
DETECTION

As a first step, this chapter explores how to efficiently apply the execution perturbation and
test reutilization principles described in Chapter 1, and shows how active delay injection can
help infidelity concurrency bugs that require code analysis at the lowest level of granularity,
the program statement level.

This chapter fucuses on MEMORDER bugs—a type of concurrency bug caused by incor-
rect timing between a memory access to a particular object and the object’s initialization
or deallocation. We first show experimentally that the current state-of-the-art delay injec-
tion technique leads to high overhead and low detection coverage since MEMORDER bugs
exhibit particular characteristics that cause high delay density and interference. Based on
these insights, we propose WAFFLE, a delay injection tool that tailors key design points to
better match the nature of MEMORDER bugs. Evaluating our tool on 11 popular open-
source multi-threaded C# applications shows that WAFFLE can expose more bugs with less
overhead than state-of-the-art techniques.

This chapter is, in part, a reprint of the material that appears in Proceedings of the

Eighteenth European Conference on Computer Systems (EuroSys 2023) [211].

3.1 Motivation

Concurrency bugs are difficult to detect and time-consuming to diagnose. Typically, they
only manifest under rare timing conditions |29, , , |, many escaping rigorous in-
house testing and causing severe production failures |79, 99, , .

Among the various approaches to detect concurrency bugs before code release, active
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Figure 3.1: The workflow of active delay injection

delay injection |70, , , , | has an inherent advantage of high detection accuracy.
Specifically, this approach reports a bug only after it manifests as a consequence of the delays
injected. However, how to apply active delay injection to a wide variety of concurrency bugs,
not only with high accuracy but also with low overhead and high bug coverage, is still an
open question.

As Figure 3.1 illustrates, active delay injection identifies strategic program locations in
a target program where concurrency bugs may exist (Step 1). Then, at run time, it injects
delays at those particular locations attempting to trigger rare timing conditions and increase
the chances of exposing concurrency bugs (Step 2). However, despite its inherent accuracy
advantage, active delay injection traditionally suffers from high overhead and potentially low
bug coverage.

When identifying injection locations (Step 1), there is a tension between the analysis
cost and the quality of the locations identified. On the one hand, pruning program locations
already synchronized and hence not needing delay injection, requires costly synchroniza-
tion analysis [182, |, such as happens-before analysis [130] (typically, 5-10x slowdowns
reported by prior studies |[70, ). On the other hand, performing no synchronization
analysis results in too many injection points |70, | and hence high injection overhead.

When carrying out delay injection (Step 2), there is a trade-off between the cost per run
and the number of runs needed to expose bugs. Prior work |70, | typically samples only a
few injection locations in each run, lowering the overhead per run at the expense of needing

many runs to expose bugs.
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Recently, TsvD [143] effectively adapted active delay injection to detect a particular type
of concurrency bug—thread-safety violations—mnot only with high accuracy but also with low
overhead and high coverage. In Step 1, T'SVD completely abandons the expensive happens-
before analysis and instead relies on easy-to-measure physical time gaps between operations
to infer which program locations are likely un-synchronized. In Step 2, T'SVD injects delays
aggressively in each run to minimize the number of runs needed to expose bugs.

Although effective, TSVD leaves behind an intriguing question: Does its unique approach
to active delay injection work for broader classes of concurrency bugs? And if not, are there
other design changes to active delay injection that work?

We investigate these questions by focusing on MEMORDER bugs—a type of concurrency
bug caused by the lack of synchronization between access to a memory object and its ini-
tialization or deallocation (disposal).

It is crucial to expose MEMORDER bugs before software release as they are both common
and severe. According to previous studies, MEMORDER bugs are the dominant type of
order violations [162, |. Moreover, they lead to memory corruption which can cause
crashes [88, 104] and serious security vulnerabilities [132, 227].

MEMORDER bugs also present significant research challenges as they have drastically
different location and timing properties from thread-safety violations, well representing real-

world concurrency bugs beyond those tackled by TsvD:

e Location-wise, thread-safety violations can only occur at call sites of thread-unsafe
APIs [143]. In contrast, MEMORDER bugs can occur at any memory access to shared

heap objects, which are much more common;

o Timing-wise, exposing a thread-safety violation requires the execution windows of two
thread-unsafe API calls to overlap. Conversely, exposing a MEMORDER. bug requires
memory accesses to an object to occur before the object’s initialization or after its

deallocation/disposal (see Figure 3.2). These represent two fundamentally different
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Figure 3.2: Different timing conditions. To make API calls 1 and 2 execute concurrently,
the delay length needs to be within a range: (T) — T7)> delayy4 > (15 — T). In contrast,
to force an object use after it has been deallocated, the delay needs to be sufficiently long:
delayo>(Ty — T1).

concurrency-bug timing conditions: atomicity violations for the former and order vio-

lations for the latter [162].

3.1.1 Adapting the state-of-the-art

We began our investigation by adapting the delay injection design of TSVD to detect MEM-
ORDER bugs. Unfortunately, the efficacy of the resulting tool—referred to as WAFFLEBA-
S1Cc—is limited. Our evaluation reveals that WAFFLEBASIC injects delays at a much higher
rate than T'SVD, and struggles with greater overhead and lower bug detection coverage.
This experience led us to decompose the workflow of active delay injection into four key
design points as illustrated in Figure 3.1—to understand why TSvD’s approach does not

work for MEMORDER bugs and propose a new design that would.

How to identify delay candidate locations? Analyzing WAFFLEBASIC reveals that,
due to their location properties, there are simply too many program locations where MEM-
ORDER bugs can manifest for TSVD’s inference heuristics to prune effectively. In turn, this
leads to abundant (dense) and often pointless delay injection.

In particular, we observe that many delays injected by WAFFLEBASIC are needlessly
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attempting to reverse the execution order between memory accesses across the boundaries
of thread forks. This particular type of synchronization can be analyzed accurately with
negligible run-time overhead by using a special type of thread-local storage, a feature available
in modern languages such as Java and C#. Then, the number of delays injected at run time

can be reduced considerably with little analysis cost.

When to identify candidate locations? To minimize the number of bug-detection runs,
TsvD uses the (buggy) location identification heuristic in the same run where it injects
delays. Specifically, after identifying a program location ¢ where a bug may exist, TSVD
considers injecting a delay the next time ¢ is executed during the same run.

We found such a strategy not suitable for WAFFLEBASIC. This approach results in
abundant (dense) delay injection which severely affects the efficacy of location identifica-
tion which relies on physical time information. Furthermore, such a strategy often cannot
help expose MEMORDER bugs in one run, as many of their candidate locations like object
initialization /disposal execute only a small number of times (often once) in each run.

Consequently, separating location identification and delay injection in different runs could

fit MEMORDER bugs better.

How long is the delay? TsvD uses a fixed delay length for all candidate locations.
Relying on this strategy combined with having to handle a denser set of candidate locations
for MEMORDER bugs results in an unfortunate trade-off between longer delays required for
bug-exposing capabilities and shorter delays for lower run-time overhead.

In comparison, injecting delays with different lengths at different locations is a more
suitable strategy for MEMORDER bugs: the long delays required for exposing certain bugs

will not lead to unnecessary delays at many other program locations.
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When to inject delay at run time? To minimize the number of runs, TSVD injects de-
lays at candidate locations with high probability! compared with previous work, while also
allowing multiple threads to pause simultaneously. Unfortunately, due to the location prop-
erty of MEMORDER bugs, this strategy leads to severe delay overlapping in WAFFLEBASIC,
with many delays canceling each other. Such delay interference (and ensuing cancellation)
occurs almost deterministically for some MEMORDER bugs, due to their unique timing prop-
erties.

Therefore, MEMORDER bugs require more careful coordination during delay injection.

3.1.2 A new design

Guided by these insights, we propose WAFFLE—a delay injection tool for exposing MEMO-
RDER bugs that explores new trade-offs and heuristics for each design point discussed above.
Given a program under test, WAFFLE runs it once to identify candidate injection locations
with lightweight happens-before analysis. In subsequent runs, often just one, WAFFLE car-
ries out delay injection with a carefully designed delay-or-not decision-making process guided
by the information collected from the first run.

Table 3.1 summarizes WAFFLE’s design decisions, and shows how our tool compares
to TSvD and other recent delay injection techniques—techniques that rely on expensive
program analysis and /or need many runs to expose bugs, as discussed above.

We implemented WAFFLE for C# and evaluated it on 11 popular open-source multi-
threaded C# applications. Our experiments show that WAFFLE successfully exposes 18
MEMORDER bugs, including 12 known and 6 previously unknown issues, without any bug-
related prior knowledge. WAFFLE manages to reliably discover and trigger most of these
bugs (15 out of 18) in just two runs. The end-to-end slowdown is only 2.5x compared with

running the bug-triggering input once without any instrumentation. Our evaluation also

1. Deterministically injecting delays at every candidate location is widely considered unacceptable, due
to the huge overhead and delay interference.
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shows that WAFFLE exposes more bugs with much less overhead than various alternative
designs.

Starting from an attempt to understand why TSvD works so effectively for thread-safety
violations and whether a simple adaptation suffices for MEMORDER bugs, our study ends up
with a completely different active delay injection design and a new tool, WAFFLE. We hope
our journey sheds light on how to architect active delay injection tools for broader classes of

concurrency bugs. Consequently, we make WAFFLE publicly available 2.

3.2 Background

As mentioned in §3.1, our first goal is to understand the state-of-the-art for active delay
injection. Thus, we begin by presenting a few details about TSvD [143].

TSvD is an active delay injection tool that aims to expose thread-safety violations (TSVs),
a type of concurrency bug that manifests when the execution windows of two thread-unsafe
API calls operating on the same object overlap. Empirically, it reports significantly more
TSVs in proprietary software with much less overhead than traditional delay injection tech-

niques [113]. To achieve this, TSVD works as follows:

How to identify delay candidate locations? Given a program binary, TSVD first in-
struments program locations where thread-safety violations are likely to occur, namely call
sites of thread-unsafe APIs [113]. At run time, TSVD collects information at these instru-
mentation points and leverages two heuristics to maintain a set S of thread-safety violation
candidates. Each candidate consists of a pair of program locations {{, {5} where APT calls
at /1 and {9 may contribute to thread-safety violations. Consequently, ¢; and {9 are can-
didate locations where TSVD injects delays and exposes potential thread-safety violations.

We refer to S as the candidate set.

2. https://github.com/bastoica/waffle
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The first heuristic—near-miss tracking—adds candidate pairs to & based on constraints
related to the 2 corresponding threads, objects accessed, and the physical timestamps of the
operations involved. Specifically, if one thread-unsafe API is invoked at location ¢; from
thread thdy accessing object obj1 at time 71, while another is invoked at location fo from
thread thds accessing objs at time 7o, TSVD adds {¢1, 02} to S iff. obj; = objo, thd; # thds
and |1 — 1| <, for a time gap threshold § (called the near-miss window [113]). The
intuition is that two thread-unsafe APIs accessing the same object from different threads are
more likely to cause a thread-safety violation if they execute close to each other at run time.

The second heuristic—happens-before inferencing—removes candidate pairs from S,
namely those unlikely to trigger thread-safety violations, based on delay injection feedback.
Assume TSvD added a candidate pair {¢1, 09} to S. When a delay is injected before ¢1 in
thread thdj, TsvD checks whether it causes a proportional slowdown before location /9 in
thread thdy. If true, TSVD infers that there is a likely happens-before relationship between

{1 and /5 and consequently removes {/1,¢o} from S.

When to identify candidate locations? To minimize the number of bug-detection runs,
TSVD uses the above two heuristics to dynamically update & during the same run it injects
delays in. After adding {1, {2} into the candidate set, TSVD injects a delay before ¢ at the

immediate next opportunity, especially if /; is exercised again in the same run.

How long is the delay? TsvD relies on fixed-length delays. Specifically, T'SVD injects a
Thread.Sleep() operation of § milliseconds before a candidate location (e.g. ¢1). The con-
figuration of § balances the performance and bug-exposing capabilities: when ¢ is too short,

many bugs are missed; when 0 is too long, delay injection overhead becomes prohibitive.

When to inject at run time? For each candidate pair {¢1,¢2}, TSVD injects a delay

with 100% probability when ¢7 is exercised for the first time. However, each time this action
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fails to expose a thread-safety violation, the probability of injecting a delay before ¢; in the
future drops by a small constant A > 0. When this probability reaches 0, all candidate pairs
involving ¢ are removed from &. This decay constant is carefully set: If A is too small,
many ineffective delays would contribute to an overhead increase. If too large, only a few
candidate locations are delayed, thus many runs are needed to thoroughly search for bugs.
We refer to this strategy as probability decay.

Additionally, TSVD injects delays aggressively and allows multiple threads to be blocked
in parallel, to reduce the number of runs needed to expose thread-safety violations. Although
delays injected simultaneously could overlap creating interference and thus canceling each
other’s effect, the sparsity of candidate locations related to thread-safety violations, combined

with the probability decay scheme avoid such interference in most situations [143].

3.3 WAFFLEBASIC: Adapting TSvD

In our first attempt to detect MEMORDER bugs using active delay injection, we design WAF-
FLEBASIC by adapting TSvD [113] for this type of bug. On the one hand, WAFFLEBASIC
departs from TSVD by operating on different program locations, relevant to MEMORDER
bugs (§3.3.1). On the other hand, WAFFLEBASIC preserves TSVD’s core delay injection phi-
losophy (§3.3.2). Unfortunately, these design choices combined with the location and timing

properties of MEMORDER bugs limit WAFFLEBASIC’s efficacy (§3.3.3).

3.8.1 How to identify delay candidate locations?

Instrumentation sites WAFFLEBASIC first instruments every program location where a
MEMORDER bug could occur. Specifically, WAFFLEBASIC instruments all operations related
to reference-type variables, namely access to member fields and calls to member methods
of heap objects. For each operation, WAFFLEBASIC records the corresponding object 1D,

physical timestamp, the operation type, and the active thread.
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At run time, an instrumented operation is categorized into one of three types: object
initialization, object disposal, and object use. An operation that changes the object’s refer-
ence from NULL to non-NULL is considered an object initialization. An operation that changes
the state of the object’s reference from non-NULL to NULL or makes an explicit call to the
object’s destructor (i.e., Dispose() method) is considered an object disposal. Calling one of
the object’s member methods or accessing one of its member fields is considered an object

use.

Adding to the candidate set §. WAFFLEBASIC adapts the near-miss heuristic of TSVD
to match the characteristics of MEMORDER bugs. Consider an object initialization (object
use) at location ¢1 executed by Thread 1 on object 0bj; at time 71, and another object use
(object disposal) at location ¢ executed by Thread 2 on object 0bjs at time 79. WAFFLEBA-
siC adds {¢1,¢s} to S as a candidate use-before-initialization (use-after-free) MEMORDER
bug iff. obj; = objo, thdy # thdy, 79 — 71 < 0, where § is the size of the near-miss window.
Specifically, {¢1, (5} € S forms a MEMORDER bug candidate and ¢1 becomes a candidate
location where WAFFLEBASIC injects delays attempting to expose this potential (candidate)
MEMORDER bug. In other words, WAFFLEBASIC injects delays before an object initializa-
tion hoping to force it to execute after its corresponding object use (as recorded in §), and

before an object use hoping to force it to execute after its corresponding object disposal (as

recorded in S).

Removing from the candidate set S WAFFLEBASIC similarly adapts the happens-
before inference heuristic of TSvVD. Given a candidate pair {1, (3}, WAFFLEBASIC checks
whether a delay injected before ¢1 is observed to block the progress of the other thread
right before fo. If the delay propagates, ¢1 and {9 are likely ordered by a happens-before

relationship and WAFFLEBASIC removes the pair from S.
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3.3.2  What about the other design decisions?

The remaining design decisions of WAFFLEBASIC follow those of TSVD.

When to identify candidate locations? WAFFLEBASIC injects delays in the same run
in which it adds or removes pairs from the candidate set S. This way, WAFFLEBASIC

attempts to expose MEMORDER bugs in a minimal number of runs.

How long is the delay? Similar to TSVD, WAFFLEBASIC injects delays of a fixed length

0. This constant is set to 100 milliseconds, exactly as in TSVD.

When to inject delays at run time? Like TsvD, WAFFLEBASIC implements a prob-
ability decay scheme. Similarly, WAFFLEBASIC injects delays at candidate locations in S
with a probability that starts at 100% and gradually decreases towards 0 if no MEMORDER
bugs could be uncovered there. Likewise, WAFFLEBASIC also allows multiple delays to block

multiple threads in parallel.

3.83.8 How effective i1s WAFFLEBASIC?

We evaluated WAFFLEBASIC using 11 open-source applications with 12 previously reported
MEMORDER bugs (details in Tables 3.3 and 3.4). Our experiments found that although
WAFFLEBASIC can expose some MEMORDER bugs, it fails to expose others even after many
runs. Experiments also reveal that WAFFLEBASIC incurs a significant overhead for several
applications. In particular, we observed several shortcomings of WAFFLEBASIC that reflect
the fundamental difference between MEMORDER bugs and thread-safety violations. These

shortcomings led us to the design of WAFFLE (§3.4).

Too many program locations in play. MEMORDER bugs and thread-safety violations

have different location properties. Thus, WAFFLEBASIC needs to handle a much more nu-
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Instrumentation Sites Injection Sites

App TSV MO TSV MO
Applicationlns. 8.7 188.6 0.1 3.5
Fluent Assert. 57.3 76.9 0.3 5.9
Kubernetes 5.6 338.5 1.5 3.8
MQTT . Net 23.2 544.1 7.9 156.6
NetMQ 49.2 619.0 13.5 143.4
NSubstitute 1.3 261.4 0.6 10.7
NSwag 2.2 110.4 0.3 70.8
Ssh.Net 56.3 179.0 0.4 13.1

Table 3.2: The average number of unique static instrumentation and delay-injection sites for
thread-safety violations (TSV) and MEMORDER bugs (MO) across all test inputs.

merous set of instrumentation sites than TSVD (i.e., program locations that access heap

3 in our benchmark

objects versus thread-unsafe API call sites). For 8 out of 11 applications
suite, WAFFLEBASIC’s instrumentation sites are over 10x more common than TSVD’s, in
most cases (see “Instrumentation Sites” columns in Table 3.2). With a larger base to start
with, more program locations tend to pass the near-miss heuristic at run time and get added
to the candidate set S. Similarly, the number of delay injection locations identified by WAF-

FLEBASIC is predominantly an order of magnitude more than those identified by TSVD (see

“Injection Sites” columns in Table 3.2).

Too much delay overlap. A denser set of instrumentation sites means more delays in-
jected at run time which, in turn, increases delay overlap. To quantify this overlap we run
every test suite for the benchmarks in Table 3.2 and compute the complement of the ratio
between the “time projection” of all delays over the total delay value injected. This way, if
no delays overlap, the value is 0 while if all delays overlap the ratio is close to 1 (i.e., %,
with D representing the total number of delays injected at run time). For TSvD, the average

overlap is less than 1% for 6 out of the 8 applications, with the remaining 2 applications

showing an average overlap of 12% and 15%, respectively. In contrast, for WAFFLEBASIC,

3. The public version of T'SVD cannot instrument the other 3 applications in our benchmark suite.
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the average overlap is 2 — 28%, with 3 applications above 25%.

Too few dynamic instances. The main reason TSVD detects many thread-safety viola-
tions in just one run is that most thread-unsafe API calls are executed multiple times per
run, offering multiple chances for bug manifestation [113]. Unfortunately, this is not true
for MEMORDER bugs. In particular, many objection initialization operations naturally ex-
ecute a small number of times each run. In our evaluation, the median number of dynamic

instances for all object initialization operations is 2 across all unit tests for all applications.

3.4 WAFFLE: A New Design

To tackle the challenges faced by WAFFLEBASIC, we propose WAFFLE. As illustrated in

Figure 3.3, WAFFLE works as follows:

e First, WAFFLE executes the targeted program binary once, without injecting any delay,

to record a delay-free execution trace. We refer to this as the preparation run.

e Next, WAFFLE analyzes this unperturbed trace to (i) construct the set of candidate
location pairs S, (ii) determine the delay length for each candidate location, and (iii)

identify which candidate locations might interfere with each other (§3.4.1—3.4.4).

e Finally, WAFFLE carries out delay injection in subsequent runs using information col-
lected during the preparation run as well as from the ongoing run itself (§3.4.4). We

refer to these as detection runs.

In the rest of this section, we describe WAFFLE’s design decisions and how they differ

from WAFFLEBASIC.
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Figure 3.3: Workflow diagram of WAFFLE. Our tool operates in two stages. First, it
collects execution feedback by running the original test suite, uninstrumented and injection
free. Second, it uses the information gathered in the first stage to guide delay injection in
subsequent instrumented, “delay active” runs. With a handful of exception, WAFFLE needs
only one “delay active” run (so two, in total) to expose MEMORDER bugs.

3.4.1 How to identify delay candidate locations?

What went wrong in WAFFLEBASIC? To identify candidate locations, WAFFLEBASIC
(like TSvD) completely disregards traditional happens-before analysis. Instead, it uses run-
time heuristics (near-miss tracking and happens-before inference) to infer what operations
may be un-synchronized and hence should be part of the candidate set §. Unfortunately, this
design did not work well for WAFFLEBASIC, affecting detection overhead and bug coverage,
for several reasons.

First, MEMORDER bugs naturally present many more instrumentation sites than thread-
safety violations (Table 3.2) which contributes to an increased number of delays getting
injected and higher run-time overhead.

Second, the happens-before inference can be less accurate in WAFFLEBASIC due to delay
overlaps. WAFFLEBASIC (like TSVD) infers happens-before relationships between two loca-
tions /1 and (9, iff. delaying Thread 1 before exercising ¢ causes a proportional slowdown
of Thread 2 before exercising /9. However, if a second delay is injected around the same
time in Thread 2, thus overlapping with the first in Thread 1 (see diagram in Figure 3.5),

the happens-before inference heuristic cannot reliably determine whether the slowdown in

45



Thread 2 is caused by a synchronization operation or it is solely the effect of the second delay.
Consequently, the more delays overlapping, the less the effective happens-before inference
heuristic is.

Finally, even when the happens-before inference is as accurate as in T'SVD, it offers little
help to those locations that only execute a small number of times each run (e.g. object initial-
izations). By the time WAFFLEBASIC infers the happens-before relationship, the program

locations involved no longer get exercised during that same run.

Design of WAFFLE At first glance, WAFFLE may need to go back to full-blown happens-
before analysis, which would require significant manual effort in annotating synchronization
operations, in addition to the high overhead incurred by the happens-before analysis it-
self [142, 143].

Fortunately, we found that a sizable fraction of MEMORDER bug candidates is causally
ordered by a specific type of happens-before relationship — that between parent and child
threads. Typically, this happens because many objects are allocated in a parent thread
before the worker threads are created. Consequently, WAFFLE replaces the happens-before
inference in WAFFLEBASIC with a parent-child thread relationship analysis. Pruning these
ordered MEMORDER candidates during the preparation run reduces the number of candidate
program locations where WAFFLE has to inject delays. As Table 3.7 shows, failing to remove
them decreases the average performance of our tool by 1.17x. However, the impact on
memory-intensive applications is much greater (e.g. 1.73x for NpgSQL)

To track parent-child thread relationships, traditionally we would need to instrument
every program location where the parent forks a child thread. This is challenging in mod-
ern object-oriented languages such as Java and C# which have multiple mechanisms for
thread creation. Instead of instrumenting various types of thread fork operations, WAF-
FLE leverages a special type of thread-local storage (TLS) that automatically gets copied

from a parent to all child threads at the moment of thread creation. This language fea-
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ture is supported by other modern object-oriented programming languages such as Java
(InheritableThreadLocal [219]) and C++ (LogicalCallContext [215]).

Note that while WAFFLE only considers threads, .NET provides a similar mechanism for
task-oriented programming — async-local storge — which supports state propagation from

a parent to a child task irrespective of which thread these tasks are scheduled to run on.

WAFFLE tracks happens-before relationships induced by thread forks by implementing
vector clocks on top of the TLS mechanism. More precisely, WAFFLE creates and stores a
tailored thread-local vector clock object in the TLS memory region of each thread. This
vector clock is represented by a set of tuples {(tidy, &rctry), (tids, &rctry), ...}, with each
tuple representing a thread ID and a reference (pointer) to the corresponding logical time
counter. When a child thread is created, the TLS memory region of the parent thread (and,
consequently, the vector clock object with it) gets automatically propagated to the child
thread. At this point in the execution, WAFFLE allocates a vector clock for the child thread
using information from the vector clock “cloned” from its parent. Specifically, WAFFLE
implements the constructor of the vector clock object to (1) append a tuple (tid, &rctry, =
1), with tid;. being the child thread ID, to the vector clock content copied from the parent
thread; and (2) increment the logical counter of the parent using the counter reference
(pointer) passed through the TLS. Note that while vector clock updates happen as part of
the TLS propagation which is triggered by a thread fork operation, the parent’s vector clock
remains inaccurate until TLS region is completely copied to the child thread—as the value
is not incremented right before the fork happens. However, WAFFLE makes no vector clock
comparisons in this time frame.

WAFFLE leverages these vector clocks during near-miss tracking. Consider a candidate
location pair {f1,¢>} that satisfy all requirements related to timing, active threads, and
memory access set forth by the near-miss tracking heuristic (§3.4.1). WAFFLE additionally

checks whether the corresponding vector clocks of the two active threads at time 7 and 7o,
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// Thread #1 // Thread #2

// Thread #1 // Thread #2 1.public NetMQRuntime() {

2. m_poller = new NetMQPoller(); 1@:bool ChkDisposed() { ~_ __ __
L . 3.} 1. return m_poller.IsDisposed;,
1.public Diagnosticststnr(){_ 112.}
@ _Istnr = new Eventisntr();! '
3.} AN i
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8. _1stnr.EventWrite(); __ _ i 5 if (ChkDisposed() == true){ ' 13.void TryExecTaskInline() {
9. 6 throw new Exception(); / 14. if (ChkDisposed() == true){
ll._p_ub_l_ic_ !O_i“l _Di_sgo_sg(_) _{_ N 7. } II 15. throw new Exception();
5 IstarDispose(); ¥ 8- bl bigosely ¥ 16 )
6. } 9.} 17.}
(a) ApplicationInsights Issue #1106 [1|: Inter- (b) NetMQ Issue #814 [2]: Interfering candi-
fering bugs date locations

Figure 3.4: Examples of delay interference

respectively, cannot be partially ordered before deciding to add the pair to & or not.

3.4.2  When to identify candidate locations?

What went wrong in WAFFLEBASIC? The design decision of combining candidate
locations identification and delay injection into the same run does not benefit detecting
MEMORDER bugs as much as it benefits detecting thread-safety violations. This happens
because program locations involved in many MEMORDER bugs have only a few dynamic
instances, as mentioned in §3.3.3. Consequently, starting delay injection in the same run
makes little difference for program locations that execute a few times, if at all, after being
identified as candidate locations.

Furthermore, our evaluation shows that the injected delays sometimes interfere with
candidate location identification, which relies on physical time information. For example, a
pair of candidate locations {¢1, 5} observed during a delay-free run may “disappear” once
delays are injected, as delays injected between ¢ and /9 could prevent them from executing
close to each other, failing the |71-m9| < ¢ requirement. Intuitively, the more delays injected

at run time, the more severe this interference is.

Design of WAFFLE In contrast, WAFFLE conducts a preparation run (delay-free) for

planning purposes (see Figure 3.3), before injecting delays in subsequent, detection runs. In
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this first run, WAFFLE uses the near-miss heuristic together with the parent-child relationship
pruning to construct the candidate locations set §. In subsequent runs, WAFFLE injects
delays at these locations. In addition, WAFFLE leverages the delay-free environment in the
first run to collect timing information to help guide delay injection. We will elaborate more
in the next two sub-sections.

Note that using a delay-free run can potentially increase the cost of WAFFLE, as at least
two runs are now needed to expose a MEMORDER bug. We believe the benefits outweigh

the extra cost, and we experimentally validate this claim during evaluation (§3.6).

3.4.3 How long is the delay?

What went wrong in WAFFLEBASIC? WAFFLEBASIC struggles to find a delay length
that can balance performance and bug-exposing capabilities. Compared to TSVD, WAFFLE-
BASIC incurs significantly more overhead under the same delay length setting due to starting
with a larger candidate set S (§3.3.3). For example, using a delay length of 100 milliseconds,
TsvD incurs 15%, 9%, and 11% overhead when running all multi-threaded tests available
for Applicationlnsights, FluentAssertion, and Kubernets.Net, respectively [113]. In contrast,
WAFFLEBASIC incurs over 100% overhead for the same three applications (Table 3.5).

Of course, we could lower the overhead by using a much shorter delay. However, the
bug-exposing capabilities of WAFFLEBASIC would suffer. For example, decreasing the delay
length from 100 to 10 milliseconds would speed up the average performance of WAFFLEBASIC
by about 4 times across all multi-threaded unit tests available for NetMQ. Unfortunately, in
that case, the known MEMORDER bug |2] which could be exposed by WAFFLEBASIC when
utilizing delays of 100 milliseconds, cannot be triggered with delays of only 10 milliseconds

even after many runs (§3.6.2-§3.6.3).
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Design of WAFFLE To address this challenge, WAFFLE leverages the observation that
different bugs have different time gaps between corresponding operations in bug-free runs
(i.e., the gap between an object initialization and its use, or between an object use and
its disposal) and hence opts to inject delays of different lengths at different locations. In
particular, for the 12 known bugs in our evaluation (§3.6.1), measurements reveal that these
time gaps range from less than 1 to around 100 milliseconds. Consequently, if we observe
the time gap between ¢ and /9 to be much shorter than /3 and ¢4 during a delay-free run,
we can inject much shorter delays at ¢; than at (3 during detection (i.e., delay injection)
runs.

To achieve this, WAFFLE keeps track of time gaps between each pair of candidate locations
in §. For a candidate pair {/1,/2} € S, WAFFLE creates a record with the delay length at
that particular candidate location, leny, = |r1 — 7o|. If {1 is part of multiple candidate
location pairs (e.g. {f1,("} € S), WAFFLE updates leny, with the larger gap (i.e., leny, =
MAX(|m1 — 72l, |11 — 7).

During a detection run, WAFFLE injects delays proportional to the gap measured above.
For instance, given a location £1, WAFFLE injects a delay of a-leny, milliseconds, for a small

constant o > 1. In our experiments, v = 1.15.

3.4.4  When to inject at run time?

What went wrong in WAFFLEBASIC? As discussed in §3.3.3, WAFFLEBASIC experi-
ences much more delay overlap than TSvD. These overlapping delays interfere with each
other and cause WAFFLEBASIC to miss some MEMORDER bugs with significant probability.
Most often, this occurs in two scenarios:

1. Interfering bugs: Sometimes, the manifestation of two bug candidates interfere with
each other — one requires Thread 1 to execute faster than Thread 2, and the other requires

Thread 2 to execute faster than Thread 1. When attempting to trigger them both, the
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injected delays cancel each other. Unfortunately, these cases are particularly common when,
for example, attempting to trigger a use-before-initialization and use-after-free MEMORDER
bug on the same object instance (in the same run).

Figure 3.4a illustrates such an example from Applicationlnsights [I]. The bug manifests
when the constructor takes longer than expected to allocate lstnr before a WRITE event
occurs, which triggers the OnEventWritten() handler. WAFFLEBASIC consistently misses
this bug because it injects delays both before the allocation at line 2 in Thread 1, aiming to
push the allocation after the object use (line 8), and before the object use at line 8 in Thread
2, aiming to push the use after the dispose operation (line 8). Therefore, WAFFLEBASIC
blocks both threads in parallel for the same duration and cannot trigger the bug even after
50 runs.

2. Interfering dynamic instances: Sometimes, WAFFLEBASIC injects a delay at a location
/1, hoping to make it execute after /5. Unfortunately, this delay repeatedly gets canceled
out by a delay at another dynamic instance of /1, which is executed by the same thread right
before exercising (.

Figure 3.4b illustrates such an example from NetMQ [2]. The failure happens when
a connection is abruptly terminated, causing several shared objects to be disposed (e.g.
m_poller on line 8, Thread 1) while other threads are still processing network packages (e.g.
m_poller on line 11, Thread 2). To trigger this bug, WAFFLEBASIC injects a delay right
before line 11, aiming to push the use of m_poller in Thread 2 to execute after the dispose
operation in Thread 1. Unfortunately, since line 11 is also executed (in a different execution
context) by Thread 1 right before the dispose call, both threads get delayed at around the
same time and for the same duration. This, in turn, prevents WAFFLEBASIC from exposing

the bug even after 50 runs.

Design of WAFFLE Similar to WAFFLEBASIC and TsvD, WAFFLE uses the probability

decay strategy to inject delays at candidate locations with decreasing probabilities. Unfor-
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tunately, this alone is not enough to mitigate delay interference. Thus, WAFFLE proposes
an additional, new heuristic to reduce delay interference.

A naive solution to the delay interference problem is to modify WAFFLEBASIC to inject
only one delay per run, similar to prior work [182, |. However, this would require too many
runs to expose the bug, as WAFFLE routinely observes tens, or even hundreds of location
candidates after the preparation run, for just one input. A better solution might be to change
WAFFLEBASIC to avoid any parallel (i.e., overlapping) delays. However, completely avoiding
parallel delays may cause some bugs to take many runs to trigger [113]. This could be even
worse for MEMORDER bugs: If the candidate location ¢ of a bug executes only a small
number of times each run, WAFFLEBASIC may never trigger the bug if another candidate
location, from a different thread, keeps getting exercised right before ¢ does.

Therefore, WAFFLE proposes a new heuristic that aims to strike a balance between en-
abling parallel delay injection and reducing delay overlaps. The high-level idea is to enhance
WAFFLEBASIC so that a delay planned to be injected before ¢ is skipped when an inter-
fering delay is ongoing. As illustrated in Figure 3.5, we consider a delay planned for £* in
thread Thdy to interfere with another delay planned for ¢; in a different thread Thd; if two
conditions are met: (1) First, £* executes before 5 on the same thread Thdo—if {/1, 2} is a
bug candidate that WAFFLE aims to expose by injecting a delay before ¢1, allowing another
delay before ¢* will block Thds, essentially canceling out the original delay and preventing
{1 execute after f. (2) Second, £* needs to either execute shortly ahead of {1 or between ¢
and f9—otherwise, the interference is negligible.

A challenge in implementing the above strategy is that we cannot predict whether fo will
be executed by thread Thdsy (i.e., the thread of £*) at the time when execution reaches (7.
Consequently, we cannot predict which delays might interfere with ¢; when it gets exercised.
To address this challenge, we leverage the preparation (i.e., delay-free) run. Specifically,

we augment the near-miss heuristic as follows: when the execution reaches /o and WAFFLE
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Figure 3.5: Illustration of delay interference. Highlighted, the interference window — when
a concurrent delay injected in Thread 2 can cancel the effect of the delay injected before /7.

identifies {{1, 2} as a candidate pair, it further checks if any other candidate location, say
0*, was exercised by the same thread that reaches /o at a time between t; — § or and to.
If so, the pair (¢1,¢*) is added to a global set Z of locations that could interfere with each
other if delayed simultaneously. Z (along with S and the per-location delay-length values)
is saved after analyzing the execution traces recorded during the preparation run and used
to bootstrap future detection runs. This way, in future detection runs no delay gets injected
at £* as long as there is another delay concurrently injected at a location interfering with
* (e.g., £1). Conversely, no delay gets injected at ¢1 as long as there is another delay

concurrently injected at a location interfering with ¢ (e.g. £*).

3.5 Implementation

WAFFLE We implemented WAFFLE to find MEMORDER bugs in C# applications. WAF-
FLE measures 6, 378 lines of C# code and an additional 433 lines of Python and PowerShell
scripts. WAFFLE is divided into three key components: (1) the instrumenter which statically
instruments the target binary; (2) the trace analyzer which constructs the candidate set S,
the interference set Z, and determines appropriate delay lengths; and (3) the runtime which
implements the delay injection algorithm.

1. WAFFLE’s instrumenter. This component takes an application binary as input and

wraps every access to object member fields or calls to member methods in a proxy function.
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The proxy function transfers control to WAFFLE’s runtime library (see below) which im-
plements the delay injection strategy. To instrument the binary, WAFFLE relies on a .NET
instrumentation framework called Mono.Cecil [72].

WAFFLE executes the instrumented application at least twice. WAFFLE runs the instru-
mented application once to collect an unperturbed execution trace containing every access to
heap objects (preparation). Note that no delay is injected in this preparation phase. WAF-
FLE runs the instrumented application at least one more time, to inject delays and expose
MEMORDER bugs (detection).

2. WAFFLE’s trace analyzer. This component analyzes a run time trace to identify pairs
of memory accesses likely to cause MEMORDER bugs. At this stage WAFFLE constructs
the candidate set §, discarding those pairs ordered by happens-before relationships between
parent and child threads, along with those with a physical time gap larger than the near-miss
threshold. Next, it computes the appropriate delay length to inject for each candidate pair
in §. Finally, it identifies which candidate locations interfere with each other if delays are
to be injected concurrently, constructing set Z.

3. WAFFLE’s runtime. This component implements the core delay injection algorithm.

Recall that during the preparation run, the library logs all accesses to reference-type
variables (heap objects) along with metadata such as timestamps, accessed object id, and
access types (i.e., object initialization, object dispose, access to object fields, or call to object
methods).

During the detection run, the library injects delays according to the delay planning done
in the preparation run and updates delay probabilities at candidate locations based on the
probability decay heuristic. After each detection run, the new delay probabilities are saved
on disk and used to bootstrap the next detection run.

Finally, WAFFLE reports a bug only when the target binary raises a NULL reference

exception as a consequence of the delay injection performed. At that time, the relevant
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runtime context (i.e., faulty input, candidate locations involved, stack traces for all threads,

and delay value information) is recorded as part of the bug report.

Extending WAFFLE. To extend WAFFLE for applications written in other object-oriented
languages, like Java and C++, we mainly need to change the underlying instrumentation
framework. We would similarly instrument method calls and field accesses related to heap
objects, and implement the same delay injection algorithms which rely primarily on language-
independent time-based heuristics. One language-dependent feature used by WAFFLE is
C#’s thread-local storage (TLS) mechanism which transfers state from a parent to a child
thread and facilitates happens-before analysis (§3.4.1). However, similar language features

are available for Java [219] and C++ [218].

WAFFLEBASIC. Like WAFFLE, WAFFLEBASIC uses the same .NET instrumentation frame-
work (i.e., Mono.Cecil [72]). WAFFLEBASIC instruments applications at similar locations as
WAFFLE, although different delay injection algorithms are conducted at run time. Fur-
thermore, WAFFLEBASIC does not instrument applications to produce traces and does not
contain a trace analyzer. The delay injection policy implemented by WAFFLEBASIC mea-

sures 447 lines of C# code.

3.6 Evaluation

Benchmarks We evaluate WAFFLE on 11 popular open-source multi-threaded C# appli-
cations (Table 3.3). We made this selection by searching Github for C# applications that (1)
are popular, measured by the number of Github stars; (2) have well-maintained test suites
which would help us conduct a systematic evaluation; and (3) contain confirmed and clearly
described MEMORDER bugs in their issue trackers.

To find MEMORDER bugs, we first searched for issue reports containing keywords such

as “data race” or “race condition”. We further narrowed down the results using keywords like
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# Multi-thread

Application LoC tosts # Stars
Applicationlnsights 151.2K 156 0.5K
Fluent Assertions 47.7K 41 2.0K
Kubernetes.Net 173.2K 21 0.7K
LiteDB 18.3K 7 6.2K
MQTT.Net 27.1K 126 2.2K
NetMQ 20.7K 101 2.3K
NpqSQL 51.9K 283 24K
NSubstitute 17.9K 13 1.7K
NSwag 101.5K 18 49K
SignalR 51.8K 52 8.5K
SSH.Net 84.4K 117 2.8K

Table 3.3: Details about the set of open-source C# applications used to evaluate WAFFLE.

“exception” or “crash”. Finally, we manually inspected the remaining reports to confirm they

are describing MEMORDER bugs and include bug-triggering inputs.

3.6.1 Methodology

Following instructions in these MEMORDER bug reports, we were able to manually reproduce
12 previously known MEMORDER bugs in 9 applications (the top 12 bugs in Table 3.3). These
helped us evaluate the bug-detection capabilities of WAFFLE and WAFFLEBASIC. Although
we were unable to reproduce the MEMORDER bugs reported in SignalR and MQTT.Net (we
suspect the reported bug-triggering inputs or bug code versions are inaccurate), we keep these
two applications in our benchmark suite as they both contain a large set of multi-threaded
test cases.

Note that, although we manually reproduced all 12 known bugs, we did not use this
knowledge when evaluating WAFFLE or WAFFLEBASIC. Specifically, we ran both tools
using every multi-threaded test case in the test suites of each application and recorded the
number of bugs exposed as well as how many runs it took to trigger them, statistics about

delays injected, and overhead measurements.
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Experiments Setup We run each benchmark on a Windows 10 desktop machine with an
Intel Core i7-8700 3.2GHz CPU, 16GB of RAM, and 1TB of disk space.

We use a near-miss window 4 of 100 milliseconds for both WAFFLE and WAFFLEBA-
sic—the default setting in TSvD [143]. Similar to TSVD, we also use 100 milliseconds as
WAFFLEBASIC’s fixed-length delay value.

Finally, we repeat each experiment 15 times, to reduce measurement variations that could

arise due to the probabilistic nature of our tools.

3.6.2 Bug-detection coverage

WAFFLE can trigger all 12 previously known MEMORDER bugs, as well as 6 previously
unknown (i.e., unreported) MEMORDER bugs (18 bugs in total), using only inputs from the
applications’ test suites.

Note that none of these 18 bugs can manifest themselves without delay injection, even
when we execute the corresponding bug-triggering inputs repeatedly 50 times. Moreover,
some of the previously unknown bugs discovered by WAFFLE remained undetected for many
months or even years (e.g. Bug-14). Additionally, WAFFLE can trigger 3 of the known bugs
using a test case that was already available in the test suite before the issues were reported,
indicating that our tool is useful for finding hard-to-detect bugs in mature software.

In contrast, WAFFLEBASIC exposes only 11 out of the 18 bugs. WAFFLEBASIC cannot
expose any of the other 7 bugs even after a significant number of detection runs (50 in
our evaluation). This happens because WAFFLEBASIC injects many more delays and allows
much more delay interference than WAFFLE, as discussed in §3.4.

In theory, the number of runs required to expose a MEMORDER bug could vary in different
attempts due to the probabilistic nature of concurrency bugs. Therefore, we repeated our
experiment 15 times. When we report that a bug can be detected in 1 or 2 runs, we make

sure that this is the case in the majority of attempts (i.e., at least 10 out of the 15 attempts).
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Bugs that require more runs to expose tend to behave more non-deterministically. For those

bugs, we report the median number of runs required to expose them (Table 3.4).

Previously unknown bugs Among the 6 previously unknown MEMORDER bugs exposed
by WAFFLE, 4 have since been fixed by software engineers in the most recent releases.

Two out of these six bugs lead to use-before-initialization problems (Bug-13 and Bug-
14). For example, Bug-14 in Applicationlnsights [1] happens because the constructor only
manages to initialize the event handler field of the object (i.e., this.buffer.0OnFull) before
the “buffer event” occurs. At that point control is transferred to the event handler, which
attempts to access one of the still uninitialized fields of the object, triggering a NULL reference
exception.

The other four previously unknown bugs lead to use-after-free problems. For example,
Bug-15 in NetMQ [3] happens because the underlying message queue gets disposed while the
queue still stores messages that are currently being processed. Later on, when a worker thread
attempts to dequeue a message that just finished processing, it triggers a NULL reference

exception.

3.6.3  Bug-detection efficiency

For 14 out of the 18 bugs, WAFFLE reliably exposes them by running the corresponding
test case twice. Specifically, the bug is reliably exposed in WAFFLE’s first detection run
after a preparation run. The remaining 4 bugs took WAFFLE 3 or 4 runs to trigger. This
happens because NpgSQL, MQTT.Net, and NetMQ perform significantly more heap object
accesses which, in turn, are the source of many more delay candidate locations for WAFFLE
to sift through. Moreover, as shown in Table 3.4, WAFFLE incurs a 1.2x-5.1x slowdown
(median, 2.1x) for these 14 bugs when compared with running the bug-triggering input

without instrumentation. For 7 of those, the overhead is 2.0x or lower. This happens
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because the bug manifestation halts the detection run prematurely, thus the end-to-end
time in these cases is similar to or much shorter than running the original test input twice
without instrumentation.

The remaining 4 bugs take a longer time to get exposed (5.4x—12.2x), as they require
more than one detection run to manifest. This happens because more delays get injected in
each run due to the denser, much more frequent heap object accesses—a similar trend across
all test inputs for these particular applications (Table 3.5). Note, however, that traditional
race detection techniques routinely incur several times the slowdown (e.g. 5-10x [76, 143]).

In comparison, WAFFLEBASIC takes the same number of runs or, in one case, more
(Bug-11), while managing to expose only 11 bugs. This is actually surprising, as WAFFLE-
BAsic starts delay injection from the first run, unlike WAFFLE which spends its first run for
preparation, without injecting any delays. WAFFLEBASIC was able to expose only 3 bugs
(Bug-3, Bug-6, and Bug-9) in fewer runs than WAFFLE (i.e., in its first run). WAFFLEBASIC
requires more detection runs than WAFFLE for the remaining 8. Moreover, WAFFLEBASIC
incurs longer end-to-end bug-detection overhead than WAFFLE for 7 out of these 11 bugs.
Overall, these findings justify our decision to dedicate WAFFLE’s first run for preparation
without any delay injection (§3.4.2).

Finally, Bug-7 is the only case where WAFFLE incurs more overhead than WAFFLEBASIC,
although both tools need the same number of detection runs to trigger it. This happens be-
cause WAFFLEBASIC exposes Bug-7 close to the beginning of its second run, while WAFFLE

only does so towards the end of its second run (i.e., its first detection run).

3.6.4 Detailed results

Overhead. Table 3.5 reports the average overhead that WAFFLE incurs on every multi-
threaded test case in each application’s test suite, for both its preparation and detection

runs. We exclude LiteDB since it contains only a few multi-threaded test cases, as noted in
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App. Base WAFFLEBASIC (%) WAFFLE (%)
(ms) Run#1  Run#2 R#1 R#2

Applic. 227 122 357 19 38
Fluent. 776 48 48 24 27
Kubernet. 2051 14 37 9 41
MQTT.Net 1768 TimeOut TimeOut 13 332
NetMQ 1657 167 375 34 288
NpgSQL 1118 2818 2509 266 968
NSubst. 344 72 294 26 78
NSwag 995 12 56 14 51
SignalR 267 58 144 13 81
Ssh.Net 702 68 96 16 20

Table 3.5: Average overhead on all test inputs. (Base: the average run time of a test input
without any instrumentation)

Table 3.3.

WAFFLE incurs much less overhead than WAFFLEBASIC for 8 applications, and similar
overhead for the remaining 2 applications (Kubernetes.Net and NSwag). Particularly, for
NSubstitute, NpgSQL, and ApplicationInsights, WAFFLE’s detection runs (R#2) are more
than twice as fast as WAFFLEBASIC’s. Furthermore, for MQTT.Net, a protocol communica-
tion application, WAFFLEBASIC incurs so much overhead that most of the test cases timed
out, which does not happen for WAFFLE.

The performance benefit of WAFFLE comes from its decision to analyze parent-thread
causal relationships (§3.4.1) and its reliance on variable-length delays (§3.4.3). This is re-
flected by the significantly fewer delays injected and the much shorter cumulative (total)
delay duration introduced by WAFFLE, as illustrated in Table 3.6.

For 7 out of 10 applications (i.e., except for Kubernets.Net, NetMQ, and NSwag), WAF-
FLE injects only one-tenth to about half the number of delays across all test inputs, com-
pared to WAFFLEBASIC. Since WAFFLE uses variable-length delays instead of a fixed 100-
millisecond value like WAFFLEBASIC, the cumulative delay duration WAFFLE injects is 5x

less than WAFFLEBASIC. Note that for multi-threaded programs the cumulative delay du-
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Application WAFFLEBASIC WAFFLE
# Delays Duration (ms) # Delays Duration (ms)

Applic. 2,475 247,500 475 7,212
Fluent. 448 44,800 43 167
Kubernet. 177 17,700 197 5,904
MQTT.Net TimeOut TimeOut 3,243 141,699
NetMQ 11,767 1,176,700 11,271 520,037
NpqSQL 246,477 24,647,700 123,166 4,535,586
NSubst. 575 57,500 78 1,083
NSwag 343 34,300 349 11,806
SignalR 861 86,100 513 11,342
Ssh.Net 829 82,900 506 10,126

Table 3.6: Cumulative number and duration of delays injected across all test inputs (one
detection run for each input). TimeOut: most tests timed out due to excessive delay.

ration only indirectly affects the total execution time. Thus, although WAFFLE injects less
cumulative delay than WAFFLEBASIC for Kubernets.Net and NSwag, the overhead incurred
by WAFFLE and WAFFLEBASIC is similar. In all other cases, WAFFLE incurs much less

overhead than WAFFLEBASIC.

Overall, WAFFLE achieves reasonable performance for in-house testing. For the prepa-
ration run (R#1), WAFFLE incurs 9-34% average overhead across all applications except
for NpgSQL; for the first detection run (R#2), WAFFLE incurs 20-81% average overhead
for all applications except for NpgSQL, NetMQ, and MQTT.Net. These three applications
allocate a large number of objects at run time. Even though WAFFLE achieves significant
improvements over WAFFLEBASIC, the delay density is still moderately high for these 3

applications.

Benefit of every design point Table 3.7 shows how different design points help WAF-
FLE’s bug detection capabilities and performance. We measure the impact on the number
of bugs exposed and overhead incurred, averaged across all test inputs for all applications

when disregarding one of the four key design decisions discussed in §3.4 (e.g. w/o parent-child

62



# bugs slowdown
missed over WAFFLE

no parent-child analysis (§3.4.1) 0 1.17x
no preparation run (§3.4.2) 4 1.84x
no custom delay length (§3.4.3) 1 1.03x
no interference control (§3.4.4) 6 1.41x

Table 3.7: Alternative designs detect fewer bugs with slower detection runs. (Baseline # of
bugs and performance are from WAFFLE across all applications).

analysis means WAFFLE does not prune out parent-child thread causal relationships).

This experiment shows that every design point has its benefit. Among the 4, the decision
of having a dedicated preparation run without delay injection (§3.4.2) and the decision
of coordinating delays to avoid interference (§3.4.4) offer the biggest benefit in both bug
coverage and performance. The other two are also helpful. For example, excluding parent-
child causal analysis for NpgSQL slows down WAFFLE’s detection runs by 1.73 X, on average,

across all test inputs.

False positives WAFFLE has no false positives, as our tool only reports a bug after trigger-

ing it and once it observes the NULL pointer exception not handled by the target application.

False negatives Although WAFFLE successfully detected all 12 previously known bugs
as well as 6 previously unknown bugs in our benchmarks, it could still miss MEMORDER
bugs for several reasons. First, like all dynamic detection tools, WAFFLE’s bug detection
capabilities rely on test inputs. If a buggy code region is not exercised by the test set,
WAFFLE cannot detect the bug. Second, similar to TSVD, WAFFLE uses several algorithms
that rely on physical time information, such as delay interference analysis, delay length
analysis, near-miss tracking, and so on. Consequently, WAFFLE could non-deterministically

miss some MEMORDER bugs in the first few detection runs.
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3.7 Discussion

3.7.1 Limitations

Our evaluation shows the WAFFLE’s potential for detecting a broader class of concurrency
bugs. Yet, the current prototype has a few limitations.

First, WAFFLE’s efficiency is ultimately linked to the number of heap memory accesses
performed by the target application. More memory accesses mean more potential candidate-
locations, thus more delays get injected which, in turn, translates to more slowdown, as
discussed in 3.6.3.

Second, WAFFLE’s delay interference detection algorithm is neither sound, nor complete.
WAFFLE relies on a greedy approach, namely skip injecting a delay at location ¢ if an
overlapping delay at another location ¢ is ongoing. This strategy is not designed to capture
all sources of interference (e.g. accumulated delays) and could potentially increase the
number of runs needed to expose bugs if some critical delays are withheld for the first few
injection opportunities. However, we did not observe the latter scenario in our evaluation
and it is likely a rare occurrence as delays are injected probabilistically due to the probability
decay heuristic.

Finally, WAFFLE relies on C# runtime support to identify parent-child thread relation-
ships at low cost, by essentially inferring synchronizations determined by thread fork oper-
ations without having to explicitly monitor fork operations. To the best of our knowledge,
no equivalent inexpensive runtime support exists for thread join operations. This creates
an imbalance where more candidate-locations pertaining to object allocations get pruned
during the (less expensive) analysis run, while more candidate-locations pertaining to object

uses get pruned in the (more expensive) delay injection run(s).
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3.7.2  Threats to Validity

Internal threats to validity. As described in §3.6.1, WAFFLE leverages existing tests
suites shipped with the target application to expose MEMORDER bugs. Thus, our tool
could potentially miss bugs that are not exercised by these inputs. Additionally, not all
tests provided by software engineers exercise multi-threaded code, further narrowing bug
coverage. Finally, WAFFLE incurs false negatives related to sources of delay interference and

happens-before inferencing as discussed above.

External threats to validity. The 11 applications and 18 bugs in our evaluation (§3.6)
may not be representative of real-world applications. Overall, we made a best-effort attempt

to select non-trivial open-source C# applications that are both popular and broadly used

(Table 3.3).

3.7.3  Relationship with prior work

Several techniques for concurrency bug detection aim to predict problematic interleavings by
analyzing memory and synchronization traces from a single execution. As discussed in §2.5.1,
many of these tools rely on an initial predictive or static analysis pass to identify candidate
issues and then validate each through repeated delay-injection executions. Some of these
tools do not aim to report bugs with no false positives since they do not attempt to actually
trigger the bug. (e.g., |70, , , , ])-

In contrast, tools discussed in §2.5.2 and §2.5.4 aim to trigger the bug and thus guarantee
no false positives, yet they are not optimized for a small number of bug-finding trials and
repetitions (e.g., [33, , , , , , ). These also incur about 10x or even
100x slowdown during the predictive bug detection run and require precise knowledge about
synchronization operations present in the target application.

In contrast, WAFFLE detects MEMORDER bugs using only a small number of runs and

typically avoids requiring more than two per-bug re-executions with a moderate overhead of
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2.5x over the uninstrumented test runs.

Tools described in §2.5.3 systematically explore thread interleavings through exhaus-
tive or bounded schedule manipulation, guided by metrics like synchronization coverage or
probabilistic guarantees. These methods often incur substantial overhead or require costly
instrumentation to effectively control scheduling. Conversely, WAFFLE applies lightweight
binary instrumentation to run tests and uses execution feedback to steer them toward buggy
schedules with minimal re-executions.

Input generation techniques, like those detailed in §2.3.1 geared towards correctness bugs,
aim to synthesize inputs or method call sequences to surface latent concurrency bugs. Unlike
these tools, WAFFLE repurposes existing unit and integration tests to uncover memory-order
bugs without requiring new input synthesis.

WAFFLE targets nondeterministic concurrency bugs such as memory-order violations,
which differ from deterministic memory safety issues like use-after-free or uninitialized reads.
Tools covered in §2.7.1 effectively handle such intra-thread memory violations but are not
designed to detect concurrency errors unless those bugs manifest spontaneously during stress
testing. WAFFLE directly addresses this challenge by actively triggering rare interleavings
during controlled executions.

Finally, past research has explored how to automatically infer happens-before causality
between send /receive messages for system performance |1, 12|, network dependency analy-
sis [39], or concurrency bug detection [112]. These tools need to observe a large number of
runs to make robust inferences and hence cannot directly help WAFFLE to expose bugs after

a small number of runs.

3.8 Summary

This chapter explored a new design point in the active delay injection space. It demonstrated

that active delay injection can be re-architected to expose a challenging class of concurrency
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bugs, MEMORDER bugs, effectively and efficiently. Starting from an exiting state-of-the-art
active delay injection tool, TSVD, that focuses on thread-safety violations, we deconstructed
the entire active delay injection workflow into four key design points: where to delay, when
to decide, how long to pause, and how to coordinate multiple delays. We showed why
simply transplanting design choices made by TSVD (or similar tools) to MEMORDER bugs
yields higher overhead, low coverage, or both. We identified three obstacles that proved
challenging for prior tools: (i) a dense explosion of injection candidate sites, (ii) interference
and canceling effects between overlapping delays, and (iii) one-shot initialization/disposal
events that rarely recur in the same run.

Guided by these insights, we proposed a new active delay injection design and built WAF-
FLE, a two-phase workflow that first records an unperturbed execution to perform lightweight
happens-before inference and thread-local pruning, then injects variable-length, interference-
aware delays in one or two subsequent detection runs to surface MEMORDER bugs. WAFFLE
repurposes existing tests that deployed with the target application, transforming them into
bug-riggering tests, without burdening software engineers to write new ones.

While language-agnostic, WAFFLE focuses on C# software systems and exposed 18 MEM-
ORDER bugs (6 previously unknown) across 11 widely used open-source applications. It did
so requiring fewer re-runs and with lower overhead than the state-of-the-art.

Most importantly, however, we believe the journey from TSvD to WAFFLE sheds new
light on this topic and can serve as a systematic blueprint for building resource-conscious
active delay injection tools. We hope future work will extend these principles to other classes
of (concurrency) bugs, integrate them with existing software testing tools, or even combine

them with adaptive techniques that learn from program executions (e.g., Al).
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CHAPTER 4
ANALYSIS AT THE MECHANISM LEVEL: SEMANTIC FAULT
INJECTION FOR TRIGGERING BUGS IN RECOVERY LOGIC

This chapter investigates how to efficiently apply the two principles described at the begin-
ning of this thesis by performing bug-finding at the mechanism level. Specifically, it explores
how Al-guided semantic fault injection can help isolate defects in retry logic.

Retry—the re-execution of a task on failure—is a common mechanism to enable resilient
software systems. Yet, despite its commonality and long history, retry remains difficult to
implement and test.

Guided by a study of real-world retry issues [211], we propose a novel suite of static and
dynamic techniques to detect retry problems in software. We find that the ad-hoc nature of
retry implementation poses challenges for traditional program analysis but can be well suited
for large language models; and that carefully repurposing existing unit tests can, along with
fault injection, expose various types of retry problems.

This chapter is, in part, a reprint of the material that appears in the proceedings of the
30th Symposium on Operating Systems Principles (Austin, TX, USA) (SOSP 2024) [211].
This chapter focuses on the active testing of software systems through LLM-informed fault
injection to uncover retry issues. It only offers a high-level overview of other static anal-
ysis that WASABI leverages to increase its bug cover capabilities. The interest reader can
find those additional design details, insights, and quantitive analysis in the full conference

manuscript [211].

4.1 Motivation

Retry is a commonly used mechanism to improve the resilience of software systems. It is

well understood that many task errors encountered by a software system are transient, and
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that re-executing the task with minimal or no modifications will succeed. However, retry can
also cause serious or even catastrophic problems. Retry is oftentimes the last line of defense
against various software bugs, hardware faults, and configuration problems at run time.
Unfortunately, like other fault-tolerance mechanisms |10, 92, , 243], retry functionality is
commonly under-tested and thus prone to problems slipping into production. Indeed, recent
studies have identified a substantial portion of cloud incidents related to broken or unsafe
fault-handling mechanisms, including that of retry [91, , , .

Despite its seeming simplicity, it is challenging to implement retry correctly. First, there
are policy-level challenges regarding whether a task error is worth retrying and when to retry
it. Often it is unclear which errors are transient and hence recoverable, and such retry-or-not
policies require maintenance as applications evolve. It is also difficult to get the timing of
retry correct: a system that retries too quickly or too frequently might overwhelm resources,
while one that retries too slowly could lead to unacceptable delays in processing. Second,
there are also mechanism-level challenges: how systems should perform retry—how to track
job status, how to clean up the program state after an incomplete task, and how to launch a
job again (and again)—continues to be prone to defects. These requirements are made more
challenging by the fact that retry is not always a “simple loop™: forms of retry that utilize
asynchronous task re-enqueing, or circular workflow steps, whose implementation may be
complex and difficult to identify, are common.

In recent years, a number of “resilience frameworks” or “fault tolerance libraries” have
been developed to improve the resiliency of distributed applications, a major component
of which has been configurable support for retry [64, |. But such frameworks, while
helpful in some ways, cannot solve all policy or mechanism problems. While they support
configuration of policy aspects (such as providing automated retry-on-error), they provide
no help in deciding the policies, e.g. which errors should be retried; nor can they prevent

issues in how retry is implemented. Moreover, their design can only support simple retry
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implementations. Instead, non-loop retry modes and retrying complex tasks—which are
common—are difficult to support.

Testing retry logic presents similar challenges. To ensure reliability prior to deployment,
software engineers typically run applications in a controlled, small-scale testing environment.
However, recreating retry conditions requires software engineers to first, faithfully simulate
transient errors that typically occur in production, and second, write specialized tests that
exercise retry code paths with high-enough coverage and specially designed test oracles. Both
are challenging and do not exist in today’s unit testing frameworks.

The goal of this paper is to systematically study and characterize real-world retry bugs;
and provide a solution to help improve this pervasive and critically important functionality
in software systems.

Understanding the retry challenge. By thoroughly studying 70 retry-related incident
reports from 8 popular open-source applications in Java [211], we find that the root causes
of retry-related incidents are about equally common regarding (1) IF to retry a task upon
an error (36%), (2) WHEN and how many times a task is retried (33%), and (3) HOW to
properly retry without leaking resources or corrupting application states (31%).

By inspecting the retry code fragments in these incidents, we observe a broad diversity in
how retry mechanisms are implemented, making it difficult to automatically identify them.
There is no dedicated retry API in any of the cases we studied. In about 55% of the cases, the
retry functionality is implemented as a simple loop, while in 45% of cases it is implemented as
a non-loop structure, either as a finite state machine or using asynchronous task re-enqueing.
Instead, we find comments, log messages, variable names, and error codes to offer the clearest
evidence of a retry code structure.

By running and analyzing all unit tests of these 8 applications (thousands to tens of
thousands for each application), we confirm that existing unit tests are poor at exposing

retry bugs. Based on our analysis, close to 10% of the unit tests invoke a part of the
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application that could trigger retry. However, retry almost never occurs during unit testing
as transient errors are extremely rare. About 0.1%-0.5% of unit tests in these applications
contain a mechanism to deterministically inject transient errors, but they only test a tiny
portion of retry logic (e.g., most of them check whether the injected exception can be caught
or not) and are not capable of catching those most common retry bugs discussed above.

The interested reader can find an in-depth study, insights, and a quantitative analysis of
identify retry in modern software systems in our full conference paper [211|. This chapter
focus almost excursively on how to adapt the active testing principle that this disserta-
tion relies on and designing an effective fault injection pipeline for detecting bugs in retry
functionality.

Tackling retry bugs. Guided by these findings, we take a first step in enhancing the
reliability of retry logic by developing WASABI [225], a toolkit combining static program
analysis, large language models, fault injection, and unit testing to tackle all three types
of retry-related bugs (IF, WHEN, and HOW problems mentioned above) in both loop and
non-loop related retry. This suite of techniques uniquely enables bug-finding at the software
mechanism level (i.e. retry), for which traditional program analysis is a poor fit.

WASABI operates in two workflows—a dynamic testing workflow and a static checking
workflow—that complement each other. In the dynamic testing workflow, WASABI auto-
matically alters the execution of unit tests using fault injection to exercise retry logic and
expose retry bugs. WASABI does not require software engineers to create specialized tests,
bug oracles, or other bug-finding policies. Instead, it uses large language models (GPT-4)
and traditional static analysis to identify the locations of retry and the trigger exceptions
of retry in the source code. This enhances traditional program analysis with the fuzzy code
comprehension capabilities of large language models, allowing for more nuanced detection of
retry logic. It then formulates and executes a fault injection plan, leveraging existing unit

tests to probe these locations under simulated faults. Finally, WASABI comes with a set of
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test oracles that are specially designed to identify the manifestation of retry bugs.

In the static checking workflow, WASABI employs a combination of static control flow
checks (CodeQL) and large language models (GPT-4) to identify retry-related bugs directly
from source code. This approach extends the bug-finding capabilities of unit testing by
allowing WASABI to check retry code not covered by existing unit tests. On the other hand,
it can incur more false positives than unit testing and miss bugs that are related to system
run-time states.

In all, WASABI identifies more than 100 distinct, previously unknown retry bugs in eight
Java applications across all three types of retry-bug root causes. In particular, WASABI
identifies 42 retry bugs by repurposing existing unit testing, and 87 through static analysis,
with 20 bugs detected by both. Detailed comparison shows that repurposed unit testing,
traditional static code analysis, and large language models each have their own limitations
and can well complement each other in the task of detecting retry related bugs.

Finally, we make WASABI openly available to the broader community .

4.2 Wasabi

Given the different characteristics of IF-, WHEN-, and HOW-retry bugs, as discussed above,
we have designed (1) a testing workflow that repurposes existing unit tests to expose WHEN
and HOW retry bugs (§4.2.1) and (2) a set of static analysis routines and prompts that

detect IF and WHEN retry bugs (§4.2.2). We refer to them together as WASABI [225].

4.2.1  FExposing retry bugs through unit tests

Modern systems all have extensive unit tests, typically thousands or more, carefully designed
by software engineers. These unit tests offer a good opportunity to systematically exercise

retry logic and expose bugs of various root causes and symptoms.

1. https://github.com/bastoica/wasabi
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Figure 4.1: WASABI’s repurposed unit testing workflow operates in three stages. First,
our tool processes the codebase source file by source file to identify where retry logic is
implemented by leveraging both control-flow analysis (CodeQL) and LLMs; additionally, it
extracts exceptions that are likely to trigger those retry constructs. Second, it pairs tests
with retry locations (test planner) in order to inject specific faults while exercise them by
running that particular test (fault injection module). Third, the application behavior under
fault injection is analyzed by three carefully crafted oracles to flag retry bugs.

However, directly running existing unit tests would not work for two key reasons. First,
the triggers of retry are typically low-probability events like networking failures, and hence
rarely occur during in-house testing. Second, even if a retry is triggered and a problematic
retry logic is exercised, the problem may not be caught by existing test oracles that were
designed without retry in mind. With these challenges in mind, WASABI uses the following

components to repurpose existing unit tests and expose retry bugs:

1. A static analysis routine that processes program source code and reports where retry

may happen (§4.2.1.1);

2. A fault injection module that simulates an exception to trigger retry when exercising

unit tests (§4.2.1.2);
3. A set of test oracles specially designed to catch retry-related bugs (§4.2.1.3);

4. A test planner that coordinates among all unit tests so that all retry locations in unit

tests will be exercised through fault injection in a cost-efficient way (§4.2.1.4).
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1 class WebHdfsFileSystem {
2 private HttpResponse run() throws IOException {
3 for(int retry=0; retry < maxAttempts; retry++) {

4 try {

5 HttpURLConnection conn = connect(url);

6 HttpResponse response = getResponse(conn);
7 return response;

8 } catch (AccessControlException e) {

9 break;

10 // AccessControlException may be wrapped. Fix
11 + } catch (HadoopException he) {

12 + if (he.getCause() instanceof AccessControlException)
13 + break;

14 } catch (ConnectException ce) {

15 }

16 Thread.sleep(1000);

17 }

18 return null;

19 }

private HttpUrlConnection connect(URL url) throws AccessControlException, ConnectException;

private getResponse(HttpURLConnection conn) throws IOException;

}

Listing 4.1: Wrong Retry Policy: Non-recoverable error is retried (bug report HADOOP-
16683, Loop-based mechanism). The run() method attempts up to maxAttempts to open
an HTTP connection and read its response, returning immediately on success. If an
AccessControlException or one wrapped in HadoopException is encountered (e.g., thrown
by connect()), execution immediately breaks out of the loop without further retries. A
ConnectException is explicitly caught and ignored, causing the run() method to sleep for
one second and then retry. Any other IOException from getResponse() will propagate
immediately, and if all retries exhaust without success, the method returns NULL.

For ease of discussion, we refer to a function M whose execution error causes itself to
be re-executed as a retried method, such as connect() and getResponse() in Listing 4.1.
We refer to the caller function of M that catches the error and conducts the retry as the
coordinator method (e.g., method run() in Listing 4.1). The execution error of the retried
method typically is reported to the coordinator through exceptions (70% of the cases in our
study) or error codes (30%). The current prototype of WASABI focuses on exceptions, which
we refer to as retry triggers. Finally, we refer to the call site of the retried method inside the

coordinator method as a retry location.

74



4.2.1.1 Identifying retry locations

The main challenge is that retry logic does not have a unique code pattern for traditional
program analysis to search for. For example, our extended work [211] reveals loop-based
retry all involve try-catch blocks in loops, but there are also many loops with try-catch that
do not offer retry—a method could be repeatedly invoked in a loop for processing different
inputs, instead of for retry. Non-loop retry that involves asynchronous processing (e.g. task
re-enqueuing) and state are even harder—it is difficult to tell whether a method would be
re-executed from this code, not to mention whether the re-execution is for retry or not, and
comprise 45% of the retry logic in our recent study [211] (Section 2).

To successful identify as much retry functionality as possible automaticaly, we propose
a two-prong approach combining structural and non-structural cues—variable names, com-
ments, and flow reachability—to surface retry-location triplets (C, M, E).

First, we use CodeQL [063] to single out any loop whose header is reachable from an
in-body catch and whose body contains any string literals, variables, or methods whose
names include “retry” or “retries” Specifically, we search for every call site C' encapsulated
in method M and throwing exception F whose handler jumps back to the beginning of the
loop. Since, based on our study [211] (Section 2), nearly half of retry logic is implemented
as non-loops structures, we rely on large language models—specifically, GPT-4—promoting
themodel with an individual source file and asking to isolate retry functionality by reminding
GPT-4 of the various shapes this functionality can be implemented as. This second technique
covers both loop and queue/state-machine. Intuitively, this strategy aims to leverage the
fuzzy code comprehension capabilities that LLMs have and infer developer intent when it
comes to which code fragments implement retry. Interested readers can find more design
details, insights, prompts used, and a quantitative analysis of identifying retry in large

software systems in our full conference paper [211] (Sections 3.1, 3.2, 4.2, and 4.3).
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4.2.1.2  Simulating a trigger exception

Once a retry location L is identified, WASABI can instrument a unit test that exercises L so
that a retry-trigger exception is thrown during the test. Of course, static analysis may report
that multiple exceptions could be thrown at a retry location and trigger retry, in which case
WASABI creates multiple unit retry tests, each with one type of exception injected.

We implement this instrumentation using AspectJ, which allows us to register a handler
(a pointcut in Aspect]), that gets executed right before a callee method (i.e., a retried
method) is invoked by a caller method, both specified by us (i.e., a coordinator method).
As illustrated in Listing 4.2, the handler takes as arguments the callee method name, the
caller method name, and the exception to be thrown. The handler simply (1) throws the
exception if this particular injection point was reached less than K times, and (2) writes a

corresponding entry into the test log.

1 onCallAt(callee, caller, exception) {
2 int callCount = hashTable.get({callee, caller, exception})
if (callCount < K) {

| log.debug("Injected {exception} {callCount + 13} times, at callsite {callee} invoked from {

caller}");
hashTable.set({callee,caller,expcetion},callCount+1);

6 throw new exception()

Listing 4.2: Exception Throwing Handler Pseudocode

To decide the value of K, we consider how many retry attempts are needed to expose a
retry bug. For each unit test that targets a specific retry location and retry trigger, WASABI
runs it twice with two different settings of K: 1 and 100. The latter number is chosen to
safely exceed all application-configured thresholds. This exercises different aspects of retry:
with K = 1, the unit test can exercise the code after the retry and get a chance to expose

HOW retry bugs—e.g., incorrect state clean-up [211]; with K = 100, the unit test can
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exercise the retry cap and delay mechanism, yet the application code after the retry logic

may not execute if the application times out.

4.2.1.3  Retry test oracles

Every unit test comes with test oracles often in the form of assert statements, so that
software bugs can manifest as test failures. However, retry bugs may not violate existing test
oracles—they might degrade application performance, but not trigger crashes; or they might
lead to unexpected data corruption that does not violate existing assertions. Furthermore,
a violation of existing test oracles may not reflect true bugs under our exception injection
scheme, as we will explain later.

To tackle this challenge, we designed three retry-specific, application-agnostic test oracles.

“Missing cap” oracle. This oracle classifies test runs based on the number of retry
attempts, and is meant to catch “cap problems” of WHEN-retry bugs. In theory, missing cap
retry bugs are characterized by an unbounded number of retry attempts [211]. In practice,
retry caps are typically no more than 20 retry attempts or 10 minutes [55, 56, 57, 58, 59,

, 61, 62]. In the current prototype of WASABI, each test-run log is examined to see if any
fault injection handler (Listing 4.2) has either thrown 100 exceptions or ran for more than
15 minutes. If so, a missing-cap bug is reported.

Rare cases where a callee method is invoked 100 times for reasons other than retry (e.g.,
handling different tasks) could lead to false positives in WASABI. Similarly, while a unit test
might correctly run for over 15 minutes, this is extremely rare as tests, in our experience,
typically terminate within approximately 30 seconds.

“Missing delay” oracle. This oracle is designed to catch “delay problems” in WHEN-
retry bugs [211]. It checks testing-run logs to see if there were any delays between consecutive
retry attempts, and reports missing-delay bugs if there is no delay between successive retry

iterations.
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WASABI registers an AspectJ handler to generate a log entry together with the call stack
right before every thread sleep API (i.e., Thread.sleep, Object.wait, TimeUnit.sl
eep, TimeUnit.timedWait, TimeUnit.scheduledExecut
ionTime, Timer.wait, and Timer.schedule). After each test, WASABI checks the log to see if
there is a sleep call in-between two consecutive fault injections from the same retry location.
WASABI compares the call stack to only consider a sleep invoked from the corresponding
coordinator.

“Different exception” oracle. This oracle checks exception(s) thrown by the test code,
not by WASABI handlers, and flags an execution as potentially buggy when the exception is
different from the one WASABI injected. This oracle is designed to find HOW-retry bugs [211].

To maintain accuracy, this oracle intentionally avoids reporting correct behavior where,
after a few retry attempts, the unit test gives up and re-throws the same exception that
was initially injected by WASABI. While this causes the unit test to crash, it is typically
correct behavior as it allows the upper layer to handle the error. Additionally, the oracle
avoids reporting false positives resulting from our static analysis inaccuracies (§4.2.1.1): if
an injected exception is not a retry trigger, the unit test will crash and throw the injected

exception without being flagged as a bug.

4.2.1.4 Tests preparation

There are a few remaining roadblocks for WASABI to effectively utilize unit tests.
Restoring default retry configurations. Sometimes software engineers deliberately
restrict retry in unit tests, by explicitly overriding the default configuration of the maximum
number of retry attempts to 0, 1, or 2 (in about 10% of the test cases that cover retry logic
based on our study). To counteract engineer-imposed restrictions on retry logic, we use
a Python script to scan every unit test and pinpoint instances where retry parameters are

altered. Next, we override these values with the default ones in the application’s configuration
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files or documentation. This ensures that WASABI's retry testing accurately reflects the
intended retry behavior without artificial limitations.

Fault-injection planning. A naive testing plan that injects trigger exceptions at every
retry location in every unit test would lead to insufficient testing of some retry locations
and redundant testing of others: (1) When a unit test contains multiple retry locations,
injecting exceptions at an early location could cause later retry locations to be skipped—the
coordinator method may terminate after several retry attempts at the early location. (2)
One retry location and its corresponding coordinator method are often covered by multiple
unit tests; repeatedly triggering retry attempts at the same location across different unit
tests is often a waste of testing resources.

To improve this naive plan, before any fault injection, WASABI instruments every retry
location reported by its static analysis, and runs the entire test suite once to figure out which
retry locations are covered by every unit test at run time. WASABI then conducts a test
planning, with the resulting plan being a list of {unit-test, retry location} pairs. WASABI’s
planning ensures every retry location that could be covered by the test suite appears exactly
once in the plan list; WASABI also tries to maximize the number of unique unit tests covered
by this plan, although there is no guarantee. Specifically, WASABI iterates through every
unit test one by one. For each test £, WASABI identifies its first retry location ¢, if any, that
is not yet covered, adds {¢, ¢} to the plan, and moves on to the next test case. After iterating
through every test case once, if there are still uncovered retry locations, WASABI iterates
through every unit test again (and again), until every retry location is included in the plan.

For each pair in the test-plan list, WASABI uses AspectJ to turn a unit test into a series
of unit retry tests that exercise retry triggered by different exceptions associated with that

retry location, as discussed in §4.2.1.2.
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4.2.2  Detecting retry bugs through static analysis

WASABI’s unit testing depends on the quality and coverage of existing test suites. Moreover,
WASABI’s test oracles do not cover IF bugs. To fill in these gaps, we include static analysis
routines/prompts as part of WASABI’s detection suite.

WASABI tackles the WHEN and HOW retry bugs not cover by tests by combining large
language model reasoning with static control-flow analysis. For WHEN bugs, it provides
GPT-4 with the complete source file and a finely tuned sequence of yes/no prompts that
probe missing retry cap or delay issues across both loop- and asynchronously scheduled
retry constructs For IF bugs, WASABI relies on CodeQL to compute, for every exception E,
the ration between the number of retry loops that throw E and the number of retry loops
that actually actually trigger retry by branching back to the beginning of the loop. Retry
locations whose ratios are near-uniform yet not absolute are surfaced as outliers, flagging
them for software engineers to revisit their retry policy.

The interested reader can learn more about the design decisions, insights, and efficacy of
WASABTI's static analysis checking in the conference paper [211] on which this chapter was

written (Sections 3.2, 4.2 and 4.3).

4.3 Evaluation

We evaluate WASABI on largely the same set of applications used in our issue study. The
difference is that (1) we used the latest version of each application as of March 2023 when
we started designing WASABI; and (2) we excluded Kafka and Spark from the set, and
instead added MapReduce and Cassandra. We excluded Kaftka because its retry logic is
predominantly driven by error codes and application state, rather than exception handling,
and hence is out of WASABI's scope. We excluded Spark, because of an incompatibility
with the AspectJ Maven plugin [190]. Overall, we used 8 applications in our evaluation:

Hadoop-Common (HA), HDFS (HD), MapReduce (MA), Yarn (YA), HBase (HB), Hive
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79 WHEN bugs
, by G?’-4

8 IF bugs
by CodeQL

5 HOW bugs
by repurposed unit test

37 WHEN bugs by
repurposed unit test

Figure 4.2: Bugs found by WASABI’s repurposed unit testing and static checking illustrated
as different circles. Our tool identifies 42 bugs through unit testing (37 “WHEN” and 5
“HOW” bugs, respectively), 79 bugs through LLM-guided static code analysis, and 8 “IF”
bugs where a retry policy either should or should not have been implemented using control-
flow analysis statistically. 20 bugs identified with the help of LLMs happen in retry structures
cover by tests and can therefore be confirmed through the repurposed unit testing workflow
by injecting retry-triggering exceptions. The interested reader can consult our full paper [211]
for more details about WASABI's LLM-guided and statistical bug finding components.

(HI), Cassandra (CA), and ElasticSearch (EL).
We ran each application on an Ubuntu 22.04.3 LTS machine, with a 12-core Intel i7-8700
CPU, 32 GB of RAM, and 512 GB of disk space. We relied on both Java 8 and 11, Maven

3.6.3, AspectJ 1.9.19, and the AspectJ Maven plugin 1.13.1 [190]. Additionally, ElasticSearch

requires Gradle 4.4.1, instead of Maven, as the build system.

4.3.1 Results on Bug Detection

In total, WASABI reports 191 distinct retry problems across all 8 applications evaluated, with
its repurposed unit tests reporting 63 WHEN and HOW retry problems, its GPT-4 static
checker reporting 139 WHEN retry problems, and its CodeQL checker reporting 9 IF retry
problems. We have carefully examined every WASABI report and identified 109 of them as

true bugs—WASABI unit testing has a false positive rate of 2 true bugs vs. 1 false positive,
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and WASABI static analysis has a rate of 1.4 true bugs vs 1 false positive. We are releasing
WASABI [225] along with a detailed description of every bug reported by our tool together
with our paper.

We illustrate the distribution of the 109 reports that we deem to be true bugs in Fig-

ure 4.2, and explain them in depth. Section 4.3.3 will discuss the 82 false positives in detail.

WASABI unit testing As illustrated in Figure 4.2, WASABI identifies 42 bugs through its
repurposed unit testing: 20 are missing-cap WHEN problems (i.e., infinite retry); 17 missing-
delay WHEN problems (i.e., aggressive retry without delay); and 5 issues related to HOW
retry is implemented. Those 5 HOW-retry bugs were exposed by injecting a retry-trigger
exception just once, while the other bugs were exposed by injecting retry exceptions 100
times, as discussed in §4.2.1.2. §4.3.1 shows a detailed breakdown of these bugs per target
application.

As an example, after WASABI injects SocketException once while running testSave And-
LoadFErasureCodingPolicies of HDF'S, the test fails with NullPointerException. WASABI’s
“different exception” oracle flagged this as a potential bug. After inspection, we realized that
when a transient error happens too early in function createBlockReader, not all objects
are properly allocated. However, the catch block that handles SocketException assumes
all objects were constructed and attempts to log the current program state. This logging
results in a NULL pointer dereference.

Note that, one bug can cause multiple WASABI unit test runs to fail. For example, the
above bug also caused crashes when exceptions were thrown at two other retry locations in
the same retry loop. The “different exception” oracle considers two crash failures as the same
bug if they have the same crash stack; the “missing cap” and “missing delay” oracles group
test reports based on retry code structures (e.g., only one missing cap/delay bug is counted
for each retry loop).

Without WASABI, the probability of exposing any of these bugs during unit testing is
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extremely low, if at all. Indeed, we have run the original test suite without WASABI many
times, and none of the problematic retry logic is exercised.

Even if these bugs are exposed during testing by luck, they cannot be effectively handled
by existing test oracles. The three test oracles (§4.2.1.3) are crucial for WASABI unit testing.
Without these test oracles, there will be a large number of additional false negatives (i.e.,
all missing-delay bugs and the majority of the missing-cap bugs will be missed), and false
positives. For example, about 90% of test crashes encountered by WASABI testing are caused
by unit tests re-throwing the injected exceptions, and are correctly filtered out by WASABI

test oracles.

WASABI static checking WASABI's GPT-4 based bug detection finds 79 WHEN bugs.
Of these, 20 are also found by fault injection. Comparing GPT-4 and WASABI’s repurposed
unit testing, the false negatives (missed bugs) of the latter are mainly due to the lack of code
coverage of existing unit tests, while the false negatives of the former are mainly due to GPT-
4 struggling to reason about large files and hence not even realizing the existence of retry,
which we will elaborate in the next sub-section. Also note that, although GPT-4 identified
more WHEN bugs than unit testing (79 vs. 37), it also reported more false positives (60 vs.
16) due to the non-determinism of language models and their tendency to confabulate when
analyzing code [120, 158, 184].

The interested reader can find the full quantitative analysis of WASABI’s static checking

workflow in our full conference paper [211] (Sections 4.2, 4.3).

4.3.2  Retry Code Identification and Coverage

Retry code identified As shown in Figure 4.3, WASABI identifies 323 code structures
across all 8 applications where retry logic is implemented. About 70% of them are loops

(i.e., 239 retry loops in total), while the rest implement retry through finite state machines
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205 retry loops
by CodeQL

140 retry loops &
84 other retry structures
by GPT-4

Figure 4.3: Retry code structures identified by WASABI. Our tool identifies 205 retry struc-
tures through traditional control-flow analysis using CodeQL, all implemented as loop con-
structs. It further identifies 224 retry structures through LLM-informed code comprehension,
140 of which are loop constructs while the remaining 84 are implemented as non-loop struc-
tures (i.e., finite state machines, asynchronous queues).

and task re-enqueuing.

Comparing the two approaches, CodeQL cannot detect non-loop retry but did manage
to identify more than 85% of the retry loops reported by the two techniques. Naturally, it
missed retry loops that contain no string literals, variables, or methods whose names include
“retry” or “retries”. GPT-4 has the advantage of identifying non-loop retry, but it missed
100 retry loops. Our investigation showed that these are located in 53 different large files.
On average, these files are almost twice as large (mean: 10,539, median: 9,304 tokens) than
those where GPT-4 does identify retry logic.

Both approaches occasionally mislabel locations. A manual examination of 40 sampled
retry loops identified by CodeQL reveals 3 false positives: an attempt to obtain a lock
and failure logging if unobtainable after n “retries”; an attempt to generate a unique string
and failure after n “retries”; and token-by-token parsing of a request which may contain a
“retryOnConflict” parameter. The locations found by GPT-4 have a slightly higher false-
positive rate: of 100 sampled locations, we find 16 false positives, which contain re-execution

behavior such as iterating through queues, or status-update polling; as well as object parsing

85



or construction that contains a retry-named parameter. Fortunately, these false positives do
not affect the accuracy of WASABI unit testing: injecting exceptions at non-retry code would
cause a test to crash with the same exception, which would be pruned out WASABI’s “different
exception” oracle. However, the false positives in GPT-4’s retry identification are connected

with the false positives in its bug identification.

4.3.8 Cost and False Positives

Cost of WASABI For most of these 8 applications, WASABI unit testing took around 10
hours, with HBase taking the most time (close to 20 hours). The majority of the time is
spent on running the test cases, with less than 1% spent on static analysis or post-mortem
log processing. The test run time can be further broken down into two parts. First, the
time to run every test in the test suite once to figure out which test case covers which retry
location, as part of the WASABI test planning (§4.2.1.4). This takes 18%-32% of the total
run time—all these applications come with thousands or tens of thousands of unit tests, as
shown in Table 4.2, that take more than an hour to run. Second, the time to run all WASABI
repurposed unit tests with injected exceptions, which takes the remainder of the test run
time. Since WASABI is designed for in-house testing, we consider the overheads acceptable.

Note that, exceptions and exception handling are very costly, not to mention that one of
WASABI’s fault-injection policies is to throw up to 100 exceptions or terminate a unit test at
15 minutes. WASABI’s repurposed unit testing only increases the original unit testing time
by 2x-5x, instead of hundreds to thousands of times, because only a portion of unit tests
actually cover retry locations (4%—27% across all applications as shown in Table 4.2). More
importantly, WASABI's planning stage makes sure that retry locations are not repeatedly
tested across different unit tests (Section 4.2.1.4), which helps cut the number of fault-

injection testing runs by 27x-170x, as shown by the last two columns of Table 4.2.
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App. # Unit Tests # WASABI Test Runs

Total CoverRetry w/o planning w/ planning

HA 7296 841 9156 o4
HD 7642 405 7834 110
MA 1468 393 2940 48
YA 5757 764 4764 42
HB 7052 1438 4248 158
HI 35289 1505 2506 36
CA 5439 952 1132 26
EL 12045 1388 1802 28

Table 4.2: Details of WASABI unit testing. The two “# Unit Tests” indicate the overall
number of tests versus how many cover retry structures; notice that, on average, only ~10%
(4%—-27%) cover the application’s retry logic. The next two (“# WASABI Test Runs”) indicate
the number of tests WASABI needs to run without and with test planning; notice that without
the planning phase, our tool would need to run one or two orders of magnitude more tests
to detect the bugs described in this section.

Cost of GPT-4. To execute the workflow that involves GPT-4, namely retry location
identification and static WHEN bug detection (Figure 4.3), the median number of GPT-
API calls we made for each application was about 2600 (1 call per file and follow ups). The
median amount of data sent through these API calls is around 16MB and 3.3M tokens for each
application. At publication time, the monetary cost of processing this volume of data using
the GPT-4 API was about 8 USD per application. Costs may be further reduced through

additional filtering steps, e.g., excluding from analysis files that clearly do not perform I/0.

False positives of unit testing Through the repurposed unit testing, WASABI reported
63 bugs in total. Our investigation shows 21 of them to be false positives.

There are 5 false positives reported by WASABI as HOW bugs. In all 5 cases, applica-
tions caught the injected exception, wrapped it inside a general exception, and the general
exception led to a crash. These failures were wrongly labeled as HOW bugs by WASABI’s
“different exception” oracle. Future work may prune these false positives by analyzing the

exception propagation and wrapping chains.
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There are 8 false positives reported by WASABI as missing-delay WHEN bugs. For all
these cases, WASABI's judgment is correct—the application indeed did not take a break
between consecutive retry attempts. However, our manual inspection found that the delay
may not be necessary as small changes were made between consecutive retry attempts. For
example, in HDFS, when a file-block fetching fails, the retry will ping a different replica
node. In this case, we conservatively consider WASABI’s bug report as a false positive.

Finally, there are 8 false positives reported by WASABI as missing-cap WHEN bugs. In
these cases, the application actually has a cap for the number of retry attempts, and chooses
to propagate the exception to an upper level after the cap is hit. However, the upper level
turns out to be the test harness, which ignores the exception and continues the unit test.
Making things worse for WASABI, in these unit tests, the method associated with the fault
injection handler is invoked by the test harness many times to handle different tasks. As a
result, the 100 retry attempts occurred across many tasks and triggered a false missing-cap
bug report. Future work that makes WASABI more aware of the call context may be able to

resolve most of these false positives.

4.4 Discussion

4.4.1  Mitigating false positives

Most of WASABT’s unit testing false positives may be removed through further analysis of
the call and exception contexts, as discussed above.

Many of the static detection false positives may be removed by collating the results of
static detection with unit testing results. For code segments not covered by unit tests, other
avenues for reducing false positives include: 1) appending the content of a method M callee
function from a different file into the prompt referencing M, or 2) reducing the token size

of large files using prompt-compression techniques |[114, |. For the specific cases where
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GPT mistakenly identifies non-retry code to be retry-related, the effect of false positives may
be mitigated by presenting every bug report in two parts: which code snippet is considered
as retry (easily reviewable by software engineers), and a description of the bug. We also
expect the accuracy of our LLM-based static analysis to improve with future LLM models.

Note on false negatives. It is difficult to precisely measure the false negatives of a
bug-detection tool. Looking at the root cause categories identify in our extend retry bug
study [211], those “missing or disabled retry mechanism” bugs are not covered in the design
of WASABI and will cause false negatives. Furthermore, if a bug is caused by software
misconfiguration, which happens to about 10% of the cases in our dataset, it will be missed
by WASABI unless the unit tests use the same mis-configured setting. A false negative could
occur even for a bug whose root cause is covered by WASABI when 1) existing unit tests do

not cover related code and/or 2) the retry location is missed by CodeQL and the LLM.

4.4.2  Broader system design considerations

Some design considerations would improve the quality of retry and system at large. For
one, the systems we studied display an overall lack of consistency in encoding retry-errors:
applications will retry based on error-code in some instances and on exceptions in others (even
within the same file); wrap exceptions in an ad-hoc way; or use too-general errors, making
accurate retry-or-not decisions difficult. Retry structures are also widely inconsistent—a
single application might include a range of unique local implementations of queue or state-
machine based retry. Reducing variance of retry structures and error definitions would help
improve the correctness and maintainability of retry-related code.

Another consideration is that application testing frameworks and conventions are ill-
suited to isolated and systematic retry testing. For example, tests will frequently disable retry
or enforce restrictive timeouts, which are difficult to override without tedious workarounds;

or use error-mitigating procedures in test harness code that conceal genuine retry problems.
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More flexible testing frameworks with built-in support for retry-test configurations would

reduce the burden of implementing comprehensive retry tests.

4.4.3  Relationship with prior work

WASABI vs. fault injection tools. A wide array of tools rely on fault injection to trigger
bugs in software systems, as discussed at length in §2.2. In addition, error handling, as a
generic mechanism, has been investigated extensively as it is one of the main root causes
of production failures. As described in §2.4.1), some works use static analysis to check
faulty error propagation or code not conforming to specifications (e.g., [I11]). Others, like
those detailed in §2.4.2 rely on dynamic analysis and, sometimes, fault injection to trigger
those type of bugs. Regardless, these techniques are not tailored to automatically expose
retry-related bugs. Consequently, they differ from WASABI in several aspects.

First, WASABI faces the unique challenge of identifying retry-specific rather than general
error handling problems. As discussed earlier, traditional program-dependency-based static
analysis is not suitable for identifying retry functionality. Meanwhile, code constructs related
to generic error handling like exception blocks yield a wide instrumentation code space where
most of the code is not related to retry.

Second, by targeting retry bugs, WASABI has different fault injection policies regarding
where and what exceptions to inject as well as different test oracles than previous works.
For example, prior work injects domain-specific faults like network partitions, disk faults,
database read/write inconsistencies (§2.2.1); targets specific system components like cluster
management controllers and microservices (§2.2.2); or focuses on certain failure scenarios
like crash-recovery and crash-consistency which are typically triggered by non-recoverable
instead of recoverable errors (§2.2.3). Others ask users to specify or customize injection rules
(§2.2.4), instead of automating these tasks like WASABI.

This difference also applies to recent research [0, |, as detailed in §2.2.1 and §2.2.2.
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Focusing on different types of bugs from WASABI, their design differs from WASABI’s in
terms of where and how to inject faults, how to judge the existence of a bug, and the types
of tests used to drive fault injection.

As discussed earlier, Rainmaker [10] targets bugs triggered by transient errors in appli-
cations interacting with cloud services through REST APIs. Rainmaker perturbs requests
at the HTTP boundary and reuses existing assertions in integration tests, unlike WASABI
which injects exceptions at retry sites inside the application’s core modules and relies on
retry-specific oracles over unit tests to identify retry issues.

Legolas [229] focuses on partial failures in distributed systems, so called gray failures.
Like WASABI, but unlike Rainmaker, it injects faults at the application level by throwing
exceptions. However, it differs from WASABI in almost all other aspects of the design because
the two tools target different types of bugs. Specifically, Legolas strategically injects faults
to maximize a system’s abstract state coverage, whereas WASABI injects faults at retry
locations. Legolas uses existing system-crash and checkers specific to gray failure to judge
whether a bug has occurred, unlike the retry-specific oracles used by WASABI. Similar to
WASABI, Legolas needs to use system tests instead of unit tests to trigger gray failures.

Anduril [180] addresses a different stage of reliability, namely reproducing a known
fault-induced production failure. Given a failure signature and a replayable workload, it
combines static causal pruning with a feedback-driven search to throw a specific exception
at a precise execution point such that the observed execution matches the target incident.
In contrast, WASABI proactively triggers retry bugs before deployment that are unknown
a priori to software engineers, by identifying retry locations and injecting exceptions while

running existing tests, and uses retry-specific oracles to determine whether a bug occurred.

WASABI vs. Al-guided software testing tools. The rise of LLMs has brought oppor-
tunities to software engineering research, with an emergent set of papers applying LLMs to

code generation (§2.8.2), testing (§2.8.1), repair (§2.8.3), analysis (§2.8.4), as well as summa-
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rization and documentation ((§2.8.5). WASABI is orthogonal to these works by using LLMs

to pinpoint a common yet unstructured functionality—retry logic—in large codebases.

WASABI in the broader context of Cloud failures. Much work is dedicated to studying
failures in cloud systems (§2.1). Some papers introduce new taxonomies for bugs in cloud and
distributed systems [30, 90, |, while others focus on new or understudied classes of bugs
like metastable failures [28, 105], cancellation issues [202], or cross-system defects [217]. Our
paper sheds light on retry bugs and provides insights on why retry functionality is difficult

to implement, test, analyze, and reason about.

4.5 Summary

Retry had long served as the last line of defense against transient faults, yet a recent
study [211] showed that faulty retry logic frequently amplified failures by crashing even when
recoverable errors occur, exhausting resources, or corrupting program state. The study found
that correctness hinged on three intertwined decisions: IF a task should retry, WHEN and
how often it should retry, and HOW to execute the retry without harming system state.
Unfortunately, software engineers routinely mishandled all three. The absence of a com-
mon standardized retry libraries and the prevalence of diverse retry implementations, from
simple loops, to asynchronous re-enqueues, to state-machine workflows, rendered conven-
tional program analyses ineffective to detect those bugs, while resilience libraries and testing
frameworks leave most retry paths unexamined.

To solve some of these challenges, this chapter introduced WASABI, a toolkit that com-
bines static program analysis, LLM-guided code reasoning, fault injection, and unit testing
to tackle retry-related issues in software systems. Our toolkit addressed policy mistakes, in
particular when to retry, and mechanism errors like how the retry executed, across loops,
asynchronous queues, and state-machine retry constructs.

We showed how WASABI successfully repurposes existing unit tests into bug-triggers, by
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injecting candidate retriable exceptions at retry sites identified through static and LLM-
guided analysis, and forcing rarely executed retry paths without requiring new test cases.
Specialized oracles then label faulty executions as retry bugs based on the patterns reported
by users [211]. Overall, WASABI identified over 100 distinct, previously unknown retry bugs
in 8 Java applications across all three types of common root causes [211]. In particular,
WASABI identified 42 retry bugs by reutilizing existing unit tests.

This chapter highlights the potential of combining complementary static, dynamic, and
Al-guided approaches to identify and improve bug-finding at the mechanism level. As dis-
cussed earlier, these issues surface because of faulty implementation sometimes often on
top of faulty timing and policy-level behavior which needs to be considered holistically for

effective bug diagnosis.
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CHAPTER 5
ANALYSIS AT THE MODULE LEVEL:
PREDICATE-DIRECTED TEST SYNTHESIS FOR IMPROVING
CODE EFFICIENCY

This chapter explores how to efficiently apply the two principles introduced previously by
showing how Al-guided fuzzing can help isolate performance bottlenecks that require bug-
finding at the module level granularity.

Analyzing and optimizing the performance of software systems requires both (i) locating
cost-apmlifying code paths, namely those whose resource cost increases drastically on specific
inputs, and (ii) generating inputs or workloads that exercise those paths. On the one hand
profiling and analysis tools record the workload provided, typically small and correctness-
oriented tests found in existing test suites. Their measurements, therefore, seldom indicate
bottlenecks that surface only on worst-case inputs. On the other hand, fuzzers can generate
those worst-case inputs, yet only when software engineers annotates specific program state-
ments that guides the fuzzer toward revealing a performance issue (e.g., adding an associated
“cost” like execution frequency). With the increasing adoption of Al in software development,
recent work explores using LLMs to overcome these challenges and directly synthesize perfor-
mance stressing inputs. However, current LLM-guided test generators merely increase input
length, missing semantic triggers that are more likely to reveal more nuanced inefficiencies
and optimization opportunities.

To mitigate these shortcomings we present WEDGE, a novel LLM-guided contrasting
execution analysis that can better guide test generation tools. WEDGE synthesizes explicit
performance-characterizing constraints in the form of branch conditions to partition the
execution space of a target program into performance-specific regions. Our framework relies

on the fuzzy code-comprehension capabilities of LLMs to generate performance constraints
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as an intermediate reasoning step. These constrains are then integrated into the target
programs as branch instructions that a fuzzing tool can explore. Thus, when integrated
with a coverage-guided fuzzer, reaching different regions introduces explicit rewards for test
generation to explore inefficient implementations.

Our evaluation shows that WEDGE introduces a significant slowdown compared to tests
in CodeContests [119], a state-of-the-art C/C++ benchmark used to evaluate LLM-guided
test generators. It also provides a better running time contrast between original programs
and their corresponding versions optimized by state-of-the-art LLM-guided techniques. From
an utility perspective, integrating our synthesized tests substantially improve the existing
code optimization approaches that rely on test-driven execution feedback. We release PERF-
FORGE !, the performance tests generated by WEDGE, to support detecting performance
bottlenecks and to help benchmark future approaches for efficient code generation.

This chapter is, in part, a reprint of the material currently under submission at a premiere
machine learning conference [236]. This chapter focuses on how can how AT approaches help
identifying bottlenecks that lead to performance issues and, more broadly, how to improve
performance testing in software systems through LLM-informed It provides a high-level level
overview of the synergy between Al-guided strategies and fuzzers. Consequently, it only
offers a glimpse of the low-level design decisions that WEDGE makes in order to re-engineer
an off-the-shelf fuzzer, AFL++, to synthesize performance-exercising tests. The interest
reader can find those design details, insights, and additional quantitative analysis in the full

manuscript [230].

5.1 Motivation

Analyzing and optimizing the performance of software systems relies on two complementary

tasks. First, performance analysis techniques must identify the code paths whose resource

1. https://github.com/UChiSeclab/perfforge
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cost grows disproportionately under certain inputs. These paths arise from algorithmic
worst-case behavior (i.e., increased CPU utilization), memory inefficient utilization, excessive
I/O, or cascading bottlenecks [116]. Second, techniques must synthesize concrete inputs or
workloads that drive execution through those paths so that slowdowns become observable
during automated evaluation.

Traditional program analysis and profiling techniques struggle when those workloads are
missing [116]. Many approaches rely on manually crafted stress tests or, worse, on inputs
originally written only to check correctness. Such tests rarely trigger the costly branches
that reveal inefficiencies, leaving software engineers without any hint of potential issues.

This limitation becomes even more pronounced when optimization relies on large lan-
guage models (LLMs). LLMs have shown increasing promise in optimizing code efficiency
beyond compiler techniques [23, 17, 65, , , , , , 205]. Moreover, as some ap-
proaches integrate execution feedback to further optimize the code [101, , |, running
performance stressing tests could incrementaly reveal more precise optimization opportu-
nities by exposing performance bottlenecks iteratively. So, to understand whether those
synthesized optimizations are meaningful or use them as feedback to further optimize the
code, there is a growing need for high-quality stress inputs that are capable reveal subtle per-
formance bottlenecks efficiently and effectively. To illustrate this, consider a program that
computes Fibonacci sequences. An optimization from recursion to iteration in Fibonacci
number calculation incurs only a negligible performance improvement when evaluated with
a default test (n = 3) that focuses on testing correctness, while a performance-stressing input
(n = 40) reveals the orders (10%) of the larger gap. Consequently, providing the appropriate
performance stress input is crucial to accurately reflect this performance gap.

While generating correctness tests has been extensively studied in the past [12, 74, 80,

, 95, , , , , , |, there is far less research available for performance stress

test generation [137]. This is also the status quo for LLM-based gest generation techniques.
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Existing tests in common benchmarks used to evaluate LLM-guided code optimizations like
those described in §2.8.6 (e.g., HumanEval [38]), were shown to have limited scope and low
complexity and thus fail to adequately stress the code performance against more demanding
conditions [159]. As a result, they are also more susceptible to the noise introduced in the
execution environment, thus failing to reliably quantify the optimization and reveal insightful
optimization opportunities.

Typically, fuzzing is a popular technique that has been successfully applied to generat-
ing performance-stress. Tools such as PerfFuzz [137], FuzzFactory [179], or SlowFuzz [185]
demonstrate that guided mutation can discover non-obvious worst-case inputs, yet they re-
quire a signal, like a branch, predicate, or cost proxy, to tell the search that it is on the right
track. Generating high-quality signals automatically remains an open challenge.

With the increasing capabilities of LLMs, other recent works are leveraging LLMs by
prompting them to generate test generators [101, |. For example, EvalPerf [159] in-
troduced a scale parameter to control the input size, with the assumption that it is the
key determining factor to performance-stressing. However, such a biased preference over
large tests misses the opportunity to reason about their relationship to inefficient program
behaviors beyond the size. For example, calling quicksort can suffer from the suboptimal
performance [187] when its input is reversely sorted (O(n?) in the worst case). When two
inputs are both at the maximum length n, the reversely sorted one is more stressing than

another randomly ordered one (O(nlogn)) on average.

Our approach. In this context, the current chapter tackles the first complementary task
mentioned in the beginning, namely identifying the cost-amplifying code paths themselves.
Specifically, we design WEDGE, a framework that generates performance test inputs be-
yond simply stressing the sizes. Our key insight is that the limitation of LLMs in generat-
ing performance-stressing tests boils down to the inherent challenge of connecting the local

performance-related program behavior all the way back to the program inputs [116], while
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directly reasoning about the local behaviors is comparatively easier.

For example, we can easily specify the local variable arr, the argument to a quicksort
deeply nested inside the program, to be reversely sorted to trigger its inefficient behavior,
while predicting what program inputs lead arr to be reversely sorted is more challenging as
that requires reasoning about the control and data flow based on the precise understanding
of the program semantics. Such reasoning is extremely challenging due to an impractically
large search space, e.g., tracking a combinatorial number of program paths [32, 15, , |.

Based on such insight, WEDGE alleviates the reasoning task of LLM on performance-
related behavior by asking it to synthesize the performance-characterizing constraints as
condition checkers, e.g., al1(1[i] > 1[i+1] for i in range(len(l)-1)), and instrument
the program with these checkers at the appropriate program points. WEDGE then leverages
the coverage-guided fuzzers, the search-based testing technique |74, 78] with the goal to
maximize the code coverage, to scale test input generation that sidesteps the expensive
iterative queries to LLMs. As the inputs achieving new coverage are rewarded and prioritized
in the fuzzer, checker branches inserted by WEDGE serve as the coverage signal to bias the
fuzzing to generate likely stressing inputs more efficiently. Because the resulting checkers
are ordinary branches, they can be consumed unchanged by high-scale fuzzing tools such as
Nyx [197], Jackalope [31], or Syzkaller [35], giving Wedge immediate reach to code bases far
larger than our prototype’s context window.

To enhance performance constraint reasoning, we develop a reasoning template that
elaborates on the procedures to contrast the pair of disparate execution profiles to gain
insight into inefficient implementations. We then instruct LLM to reason about performance
constraints (in natural language and code) in multiple phases to localize the appropriate
program points and implement the corresponding constraint checkers. Besides guiding the
fuzzer using constraint checkers, WEDGE further accelerates the input search by replacing

the fuzzer’s default input mutator |741] with a constraint-aware one that steers the input

98



Contrastive Execution Profiling PC-Constraint Synthesis E PC-Constraint Guided Fuzzing .

guided fuzzer

L} 1 1
1 ! 1

1 ] 1
1
1+ Fast input b Perf . ) ] !
! T Code under Profile-annotated ] er| 0rm?nce Cfmstlramt che.cker l’.C-constra:n:s ] PerfForge p
1 s test code 1 g P instr ) i tests 1
] e B (coo i . O !
! rofile | = ; = ! ' Input :‘- 3- p

i I -|va

: Slow input </> _>l</> gj : : i : : mutator <> => Velv=, :
1 Ve 1
N £ : @ B: ! ! Coverage- :
1 Y- | ! ] [
1 I 1 1 1

_________________________________________________________________________________________

Figure 5.1: Workflow of WEDGE. First, our tool profiles the code-under-test to identify a
pair of inputs with contrastive execution profile (“fast” vs “slow” execution). Second, with this
information, it asks a LLM to infer performance-characterizing constraints and instrument
the code with checkers. Third, it runs the instrumented code through a customized fuzzing
tool to find performance-stressing inputs.

mutation towards likely constraint-satisfying inputs, while also enforcing the mutation to
respect the input grammars [153, , , |. Figure 5.1 presents our workflow (see

detailed description in Section 5.3).

Results. Our extensive evaluation shows that the tests generated by WEDGE are sub-
stantially more performance-stressing than the default ones in the existing benchmark and
those generated by the state-of-the-art [159] by 84.5%. With more stressing tests, WEDGE
precisely pinpoints the potential inefficient implementations and thus introduces approxi-
mately 10 percentage points more efficiency improvement on the generated code than that
of default tests when used to guide the iterative code optimization approaches via test-
driven execution feedback [L01]. Our ablations confirm the effectiveness of the synthesized
constraints in guiding the fuzzing and input mutation, i.e., achieving 4x improvement over
plain fuzzing using AFL++. In addition, we show that the generated constraints effectively
characterize the performance, where the constraint-satisfying inputs are 38.6x slower than

constraint-violating inputs.
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5.2 Overview

We start with discussing the related works on code efficiency evaluation and stress test
generation. We then use a motivating example to demonstrate the advantage of WEDGE

over the existing approaches.

5.2.1 Relationship with prior work

While traditional Al-guided code generation primarily focused on generating correct code |13,

, 38, 97, , |, there are growing efforts to generating efficient code beyond correct-
ness [102, , , |. However, existing efficient code generation techniques still largely
rely on correctness tests to evaluate performance improvements |15, | which typically
cannot faithfully measure them [102, , , |. Some of those tools rely on test exe-
cution feedback driven to further optimize the code [103, |. These approaches can miss
optimization opportunities when tests do not reveal the performance bottleneck (as shown
in Section 5.4.3).

To address these challenges, recent works have focused on performance test generation to
benchmark efficient code generation as discussed in §2.8.1. However, these approaches either
generate infeasible or inefficient inputs and thus rely on manual correction, or their task
formulation often prevents the LLMs from reliably reasoning about the program behavior,
i.e., by directly prompting them to generate the stressing inputs based on the full code
snippets. With such a nontrivial task, LLMs have to identify the inefficient implementation,
understand the run-time behavior to exercise it, and reason all the way to program input.
Therefore, they often end up taking reasoning “shortcuts” and reduce to only generating
length-stressing inputs that fail to reveal more intricate/complex inefficient implementation.

Performance testing has been studied extensively before LLM-based approaches, in par-
ticular relying on fuzzing (§2.3.2. Traditional techniques rely primarily on static or dynamic

analysis (e.g., fuzzing). However, some suffer from scalability issues such as path explosion,
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fine-grained performance profiling overhead, and the lack of oracles to precisely capture
inefficient behaviors or symptoms.

Our work aims to support fuzzers overcome those challenges by providing better signal
to indicate their mutation or search components that the generation is making progress
towards exercising cost-amplifying code paths. Additionally, WEDGE restricts LLMs to
focus specifically on local performance-characterizing constraints to avoid overly relying on
reasoning globally about to the input, and leverages the guided-search of fuzzing to reach
those constraints gradually. Therefore, it captures the inefficient behaviors without expensive
profiling and enables the test generation beyond length-stressing.

Finally, a significant number of papers focus on performance bug-finding (§2.6) or on
building efficient software tracing infrastructure for locating such defects (§2.7.2). WEDGE
complements those efforts since it aims to support bug detection and diagnosis by providing

efficient inputs that exercise bottleneck code.

5.2.2  Motivating FExample

Let us consider an example from CodeContests, Codeforces problem 633A [51] (gray box, Fig-
ure 5.2). Given three integers a, b, and ¢ (1 < a,b < 100,1 < ¢ < 10,000), the goal is to
decide whether there exist non-negative integers x, y such that a-x+0-y = c¢. This problem
is classically known as finding solutions to a two-variable linear Diophantine equation [228].

The code snippet (blue region) shows an implementation that solves this problem. The
code systematically tries every pair of values by iterating two nested loops over fixed upper
bounds of 10, 000 (lines 6-7), computing the value of the Diophantine equation, and checking
whether it is equal or exceeds c¢. Because the loops use fixed upper bounds rather than
adapting to the value of ¢, the code could examine nearly the entire 10,0002 value space.
Apart from skipping sums greater than ¢ or breaking once a match is found (lines 9-11), the

code bears the full brute-force cost.
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! Problem Statement: ;Performance—Characterizing Constraints Reasoning:

Dante is engaged in a fight with "The Savior". Before he can fight it with his sword, he needs to break its shields. EhaseEidentityibxpensizeloginefticientlndelSegments
! He has two guns, Ebony and Ivory, each of them is able to perform any non-negative number of shots. For every : L. Co_mparison ofiLinc-Tevel HitCounts:

bullet that hits the shield, Ebony deals a units of damage while Ivory deals b units of damage. In order to break | - L!"C 6 (Outer Loop overx): .....

the shield Dante has to deal exactly c units of damage. Find out if this is possible. 5 = 1Lie 7 (UG L GG )

2. Pinpointing Lines with Significant Differentiation:

- The inner loop on line 7 is heavily stressed under the slow
input, ...... This indicates that the nested loop structure is the
main cont;ibutnr to the slowdown.

.

Input i
! The first line of the input contains three integers a, b, ¢ (1 £ a, b £ 100, 1 £ ¢ £ 10,000)......

! Output
i Print "Yes" if Dante can deal exactly ¢ damage to the shield and "No" otherwise.

.
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-The program implements a brute force search ...... it
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Figure 5.2: Motivating example from Codeforces (prob. 633A, sol. 622) showing how
WEDGE reasons about and generate performance-characterizing constraints, and implements
corresponding checkers.

The right half of Figure 5.2 (green and purple boxes) shows how WEDGE infers per-
formance-characterizing constraints specific to this program, inspired by the contrasting
execution traces that share similar inputs but have disparate behavior (manifested by the
per-statement execution counts). In particular, our tool identifies specific relations among
the local variables a, b, ¢ to stress the nested loops to exhaust their maximum iterations. The
green box shows the LLM’s reasoning process, while the purple box shows the performance-
characterizing constraints synthesized as a C++ checker by the LLM to be instrumented in
the program.

Our key observation is that these constraints are more local, fine-grained, easier to gen-

erate, and cannot be captured by state-of-the-art techniques (e.g., [159, |), which focus
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primarily on maximizing the input values and size. Therefore, such performance-stressing
constraints serve as more appropriate interfaces for LLMs to communicate their reasoning to
the existing test generation tools than directly asking them to generate performance-stressing

inputs.

5.3 WEDGE Framework

This section elaborates on the key components in WEDGE as presented in Figure 5.1.

Problem Statement We formally define the performance-stressing test generation prob-
lem. Given a program P accepting a valid input (conforming to a validity specification V) ,
the set of all valid inputs is denoted as Zy). With a valid input Vi € Zy,, the execution of P
(denoted as E; = P - i) yields an execution time 2 T:. The goal of stress test generation is
to generate a subset of valid inputs I* C Zy,, such that the average execution time of I* is
maximum.

At a high level, WEDGE takes as inputs a coding problem statement S, a correct solution
program P, a set of default correctness tests Zp, and an Large Language Model (LLM), and

produces a set of performance-stressing test inputs I: I = WEDGE(S, P, Zp, LLM).

5.3.1 Contrastive Execution Profiling

We first collect high-quality contrastive execution feedback from fast and slow executions to
facilitate reasoning about performance-characterizing constraints. This is achieved in two

steps.

Contrastive input pair mining. In this step, WEDGE runs P against a set of user-

provided tests Zp, e.g., existing correctness tests provided by the dataset to mine a con-

2. For clarity, we use “execution time” here to represent the execution cost, but in experiments we use
the number of CPU instructions. See our justification in §5.4.1
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trastive (slow, fast) input pair (isy,ifest). During test execution, WEDGE collects the
execution cost of each input, measured by the number of executed instructions (denoted
|I| in our experiments). WEDGE then mines the contrastive input pairs based on the two
metrics: (1) similarity defined as the sum of the match ratio (i.e., the number of common
array elements divided by the length of the shorter array) and the Jaccard similarity [170],
and (2) execution cost ratio, defined as the ratio of the slow input’s cost ||, to that of the
fast input [/|fqs- Input pairs are then ranked based on their similarity and execution cost

ratio, and WEDGE selects the top-ranked pair as the contrastive input pair (isy, @ fast)-

Profiling feedback collection. WEDGE executes P with iy, and ifqg, collecting exe-
cution feedback (coverage and hit count) F,,, and Ff,s. Considering such a contrastive
execution pair provides the key behavior insight [150], we prompt LLM to pinpoint the

differences to reason why one input leads to significantly slower execution.

5.3.2  Performance-Characterizing Constraint Synthesis

WEDGE generates the constraints in two steps: it initially generates the constraints C in
natural language, then prompts the LLM to implement the corresponding constraint checkers

and insert them to the fuzz driver P to produce the instrumented fuzz driver P’.

Performance-characterizing constraint reasoning. A constraint is a predicate on the
program state (e.g., variable values) and expressed as a conditional statement, e.g., if (n
> 1). Given a performance-characterizing constraint ¢ and a given set of inputs Zy), some
inputs may satisfy the constraint while others may not. We denote them as Zg and Zy,
respectively, where Zy) = Zg U Z)/, and the corresponding average execution time Tg > T/

WEDGE first constructs a comprehensive performance reasoning prompt template that
contains the problem statement S, solution program P, contrasting input pair (isou, @ fast),
the profiling feedback information Fg,, and Ff,gq, and multiple manually-crafted con-

straints as few-shot examples. The performance constraint reasoning technique can be de-
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noted as: ReasonPerf(LLM, S, P, (igiow: @ fast)s (Fsiow Frast)) = C, where C = {ci}ijil is a
set of generated constraints. The template explicitly instructs the LLM to reason about
performance constraints in multiple phases, as shown in Figure 5.2. In Phase 1, the LLM
needs to identify expensive or inefficient code segments. This includes: 1) comparing line-
level profiling information, e.g., hit counts, between the fast and slow runs, 2) pinpointing
lines or functions that get significantly more hits under the slow input, and 3) inferring how
these lines might interact with data structures, loops, recursion, etc., especially as they relate
to the input constraints (e.g., n <= 100). In Phase 2, the LLM will derive performance-
characterizing constraints in natural language. By enforcing the LLM to reason about the
constraints with Chain-of-Thought prompting [226], WEDGE collects insights into perfor-

mance and generates high-quality constraints C (Figure 5.2 green part).

Box 1: Main prompt used by WEDGE

(A) Context

You are an experienced C software engineer focusing on performance bottlenecks. You have:
1. A problem statement describing a task or algorithm (with constraints such as n < 100).
2. A C program that implements a solution to that problem.

3. Two inputs: a “fast” input that completes quickly, and a “slow” input that takes much
longer—both inputs have similar size/structure.

4. Line-level hit counts for both runs, showing which lines get hit significantly more often on
the slow input.

Your goal is to diagnose why the program runs slowly for the slow input and derive conditions

or invariants that capture what triggers this slowdown.

(B) Tasks: Analyze the given code and generate performance-characterizing invariants in
natural language

Phase 1: Identify expensive or inefficient code segments.

continued on next page
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continued from next page

1. Compare line-level hit counts between the fast and slow runs.

2. Pinpoint lines or functions that get significantly more hits under the slow input.

3. Infer how these lines might be interacting with data structures, loops, recursion, etc.,
especially as they relate to the input constraints (e.g., n < 100).

Phase 2: Derive performance-characterizing invariants (natural language).

1. Generate natural language statements that describe conditions under which the program
likely enters a slow path.

2. Avoid using specific numeric values from the slow input; abstract them into categories
or thresholds. However, make sure those thresholds adhere to the input constraints of the
problem.

3. Correlate these conditions strongly to input patterns (e.g., “when n is close to 100 and
there is a nested loop,” or “when a data structure is repeatedly sorted”).

4. Ensure your statements are broad enough to catch possible future slow scenarios, but still
reflect realistic triggers given the constraints (like n < 100).

Note that not all performance-characterizing invariants are about maximising input size. You
may refer to the following examples for inspiration — some maximising the input size, some
not — but do not simply replicate them exactly. Rather, use them as inspiration to infer and
tailor performance-characterizing invariants tailored for the C code and problem statement
you were asked to analize:

(Include the same examples you have, with indentation or

to split lines appropriately.)

(C) Output Requirements
1. Provide a list of natural language performance invariants explaining under what conditions
the code slows down.

2. Do not mention or rely on exact values from the provided slow input.

continued on next page
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continued from next page

3. Use or suggest threshold values that align with problem constraints (e.g., n < 100).

4. The output should be a concise, descriptive set of statements about performance triggers.

(D) Important Considerations

1. Avoid hardcoding. Don’t rely solely on the exact values from the provided slow input;
think in terms of categories or thresholds that lead to slow execution.

2. Avoid checks inside tight loops. Place checks in a way that does not significantly degrade
performance.

3. Focus on fuzzer utility. The checks should help a fuzzer detect slow performance triggers

by hitting these conditions.

(E) Problem Statement

problem_statement

(F) Program Solving the Problem Statement

one_solution

(G) The Slow & Fast Inputs
(G.1) Slow Input

slow_input

(G.2) Fast Input

fast_input

(H) Hit Count Information of Slow Input and Fast Input (Aggregated):

product_cov

Constraint checker implementation. WEDGE prompts the LLM with the constraints
C and instructs it to implement the checker code faithfully and produce the instrumented

program. The instrumented program with inserted checker code P’, will be used as the
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target program to fuzz: P’ = Instrument(LLM, P, C).

5.3.8  Performance-Characterizing Constraint Guided Fuzzing

In this stage, WEDGE launches coverage-guided fuzzing against the instrumented program
P’ to search for constraint-satisfying inputs.

At a high level, WEDGE uses AFL++ as its fuzzing engine, however relying on default
mutators are ill-suited for generating performance-exercising inputs. The key shortcoming
is that default mutators are optimized for binary fuzzing through random bit flips. Thus,
these mutators largely generate invalid inputs that breach specification (problem statement)
constraints. To tackle this, WEDGE prompts the LLM with the constraints, specifications,
and code examples to synthesize an input-grammar performance-characterizing constraints
aware mutator. Equipped with custom mutators, WEDGE lanches a fuzzing campaign on
the original program instrumented with performance-characterizing constraints, collects all
generated inputs, and selects those top ten that induce the longest execution in terms of
instruction count, per program. Interested readers can find a more detailed description of
WEDGE in the pre-print manuscript on which this chapter is based on [230].

The set is then collected into a high-quality of performance-exercising test harness, called

PERFFORGE °.

5.4 Experiments

5.4.1 Setup

Test generation baselines. We evaluate PERFFORGE tests against four benchmarks.
The first two serve to compare the efficacy of our performance-stressing inputs. Specif-

ically, we consider (1) EVALPERF [159], which uses LLMs to synthesize a parameterized

3. https://github.com/UChiSeclab/perfforge
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input generator and progressively scales input size until a predefined timeout or out of
memory. Since our dataset lacks canonical reference implementations, we consider two vari-
ants: EVALPERFs1,ow, which uses the slowest solution as the reference, and EVALPERFraND,
which uses a random solution. The second baseline is T'G-prompt following the recent work
[65, , | that instructs an LLM to directly synthesize the performance test generator

given the problem specification and its constraints.

Utility baseline. To measure the utility of our generated tests, we evaluate existing code
optimization approaches based on LLM code generation. We consider running PERFFORGE
against PIE [205], an LLM-based code optimization that fine-tunes the LLM on slow and

fast code pairs, which relied on correctness tests to evaluate its performance improvements.

Metrics. We primarily rely on CPU instruction count to measure the effectiveness of PERF-
FORGE tests, considering it is more stable across runs, platform-agnostic, and strongly corre-
lates with performance bottlenecks [18, 52, 108, 247]. In contrast, physical running time offers
an intuitive measure, it is susceptible to interference from transient system effects—such as
background processes, scheduling variability, and 1/O fluctuations—which can obscure true
computational cost [19, |. To further reduce the noise, we average the CPU instructions
over five runs for each program throughout all experiments.

Recently, LLM-based code analysis tools started to rely on instruction count measured
through hardware counters [159, 186] or emulation [205] to evaluate code efficiency as it pro-
vides a more reliable, low-variance measurement than physical time alone. Recently, exper-
iments in [180] found instruction count measurements are approximately 1000x magnitude
more stable than physical execution time. This mirrors our own findings: our experiments
reveal that physical time is ~400x more variable than CPU instruction counts (12% versus
0.03%, on average, see §5.4.2).

Some prior work (e.g., [205]) rely on CPU simulators like Gemb [24]. While Gemb is

known to be stable, its overhead is significant, and the CPU simulator does not necessarily
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reflect physical performance [24].

Dataset. We evaluate WEDGE on CodeContests [119] with a wide range of competitive pro-
gramming problems and human-written solutions. Test cases include the default inputs from
the original open-judge platforms as well as additional inputs generated by the authors [119].
We largely focus on C++ solutions to ensure comparable measurements, with a small subset
of Python programs for the usefulness investigation (§5.4.3). We rank the problems based
on the coefficient of variation [159] of the CPU instruction counts and select the top 300
problems. This ensures the selected problems feature diverse solutions and potentially have
enough room for optimizations for part of the solutions. WEDGE generates tests for 207 of
them, but after excluding those where baselines cannot produce valid inputs, we arrive at
154 problems and 33,020 C++ programs.

Note that the original CodeContest dataset contains over 3,000 problems with hundreds
C-++ solutions each. It is thus infeasible to evaluate that many executions due to both
computational and monetary costs. To address this, we focus on a smaller yet meaningful
subset by applying the following filtering criteria.

(1) Sufficient computation. We remove problems whose solutions never exceed 100,000 in-
structions on any input to reduce the impact of potential noise following [159].

(2) Sufficient solutions. We remove problems with fewer than 10 correct solutions because
we need to run fuzzing on a reasonable amount of correct solutions to obtain meaningful
measurements.

(3) Sufficient test inputs. We remove problems with fewer than five default tests because we
need enough inputs for fuzzing to be effective and also to identify contrasting input pairs
( §5.3.1).

(4) Single output. We filter out problems that accept multiple correct outputs.

(5) Diversified performance. We only include problems with diversified performance across

the solutions. Specifically, we use the Coefficient of Variance (CV) to measure the diversity,
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following [159]. Low diversity means most solutions have similar performance, indicating the
solutions are likely optimal or close to optimal. Intuitively, there are fewer opportunities to

identify performance-characterizing constraints on the optimal solutions.

Fuzzing and input filtering. To collect inputs, We run WEDGE’s fuzzing (based on our
modified AFL++) for one hour for each solution in parallel. Not all generated inputs strictly
conform to the validity constraints V (§5.3) [159]. WEDGE applies a two-stage automatic
filter to filter out likely invalid inputs. WEDGE first prompts an LLM to generate the
validator based on the problem statement and use the official tests in CodeContests to check
the validity of the validator. WEDGE then checks the output consistency across different
solutions (labeled correct in CodeContests) under the same input, following the existing
work [119]. Any input leading to inconsistent outputs will be filtered out (detailed in [230]).
After these, we rank the tests for each solution in the dataset based on the slowdown they
introduce. We then select the top ten longest-running tests for each program and aggregate

them as part of our benchmark, PERFFORGE.

5.4.2 Main Results

To evaluate the efficiency of WEDGE and its accompanying PERFFORGE benchmark we
run each solution for each problem against the generated tests and compare the number of
instructions executed against the EVALPERF and TG-prompt baselines. To reduce noise, we
run each program five times, and compute the average instruction counts for those runs. We
then compute the average of those values across all programs and all problems.

As Table 5.1 shows that tests generated by WEDGE lead programs to execute, on average,
84.5% and 85.7% (70.5% and 66.7% median) more CPU instructions than the two variants
of EVALPERF, respectively. They also have 54% (25% median) more CPU instructions than

TG-prompt. WEDGE tests dominate the number of programs (59%) where they run the
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# of instructions (x108) Slowdown over CC

Technique Win rate

Average Median Average Median
WEDGE 5.96 0.75 59% 363x 1.65x
TG-prompt 3.87 (11.5x)  0.60 (/1.3x) 15% 275 1.52x
EVALPERFg 0w  3.23 (J1.8x)  0.44 ([1.7x) 12% 146 1.63x
EVALPERFgnp 3.21 (J1.9%) 0.45 (}1.7x) 14% 166 % 1.54x

Table 5.1: WEDGE versus baselines described in §5.4.1. On average, our tool executes an
average of about 84% and 85% (70% and 66% median), more CPU instructions than the
two EVALPERF variants, respectively , and an average of about 54% (25% median) more
CPU instructions than TG-prompt. WEDGE also outperforms all three baselines in a 4-way
comparison of which technique slows down each tested program the most (denoted as “win
rate”), by coming on top approximately 59% of the time. Finally, when compared with the
original tests that the CodeContests dataset is released with, WEDGE outperforms them by
nearly 240x on average (1.59x median).

slowest among all the other baselines (win rate).

Figure 5.3 visualizes the win rate by running head-to-head comparison between WEDGE
and the baselines. Specifically, we count how many programs are slower when using our tests
versus tests generated by the other techniques. We then divide this numbers in buckets of
10% size. A positive percentage indicates that PERFFORGE tests induce more slowdown,
while a negative percentage indicates that the other technique in the head-to-head compar-
ison does. So, higher bars in the right side of each graph indicate WEDGE outperforms that
particular baseline.

WEDGE also outperforms the TG-prompt strategy, albeit by a smaller margin. The
TG-prompt strategy is designed to synthesize an input generator by taking into account
the problem specification and constraints, similar to [65, , |. We manually analyze a
sample of these generators (§5.5). While the LLM attempts to implicitly reason about how
to stress-test programs by inferring more diverse input patterns, these are ultimately focused
on generic patterns specific to the broader class of algorithms that the problem implements
(e.g., large graphs for graph-based problems). Consequently, there is little guarantee that

these patterns reveal more complex performance bottlenecks.
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Execution time (ms)

Technique Average Median Win rate
WEDGE 228.60 82.33 59%
TG-prompt 182.15 (]1.3%) 85.60 (11.1x) 15%
EVALPERFgow 139.83 (11.6x) 61.69 (11.3x) 12%
EVALPERFgnp 134.79 (J1.7x) 60.90 (}1.4x) 14%

Table 5.2: WEDGE versus baselines described in §5.4.1. Similar to the results presented
in Table 5.1, WEDGE outperforms all other techniques both in terms of physical running
time and “win rate” (i.e., the 4-way comparison of which technique sloes down the most).
The only exception is the median physical running time obtained by TG-prompt which is
slightly slower than our tool. We attribute this anomaly to the fact that most of the C/C++
programs analyzed are I/O bound which is known to introduce moderate, but discernible
amount of noise in physical time measurements [217].

Table Table 5.2 shows a similar trend when comparing each technique head-to-head while
measuring physical running time. However, the measurement variance is more significant,
reaching 12%. While multiple factors contribute to this large variance, we argue that the
dominant factor of “noise” is I/O as a sizable fraction of programs need to read thousands
of KB, thus making them 1/O-bound.

We also compute the slowdown the tests achieved over the default tests in CodeContests.
On average, WEDGE tests outperform EVALPERF ones by 2.3x and TG-prompt by 1.3x.

We extensively analyzed the performance-characterizing constraints as well as the test
generators synthesized by WEDGE and the other baselines and benchmarks. We observe
that the inputs generated by WEDGE focus more on the inefficient implementation in the
code identified by the performance-characterizing constraints, while those by EVALPERF are
optimized to stress the input length specified in the problem statement. TG-prompt, while
not explicitly implemented to maximize bounds, faced challenges in reasoning about holistic
program behaviors end-to-end. Even with chain-of-thought prompting, it still reduces to
mostly generic length-stressing inputs specific to the problem statement (e.g., large graphs
for graph-based problems). We leave the detailed description of these qualitative studies in

§5.5 due to space constraints.
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Figure 5.3: A head-to-head comparison between PERFFORGE (M) and the baseline tests
(M). The bars represent the number of programs where one incurs a larger number of
CPU instructions. x-axis shows the corresponding ratio between the corresponding CPU
instruction counts.

Table 5.3 shows the absolute numbers used to generate the histogram in Figure 5.3. Due
to space constraints, we back the original 10% bins into 6 larger buckets. A bucket of x .. y
represents the number of programs one technique incurs between x% and y% (inclusive) larger
instruction count than the other. Specifically, the values outside of parentheses represent the
number of programs that execute more instructions when running PERFFORGE tests, while
those in parentheses indicate the number of programs that execute more instructions when
running tests generated by one of the baselines (each row). Note that with one exception,
TG-prompt tests that determine programs to execute 10x more instructions, our framework
outperforms each technique. Even so, PERFFORGE tests determine more programs for longer

by more than 50% compared to TG-prompt (Table 5.1).

5.4.83 Utility of PERFFORGE

As described in §5.4.1, we investigate the utility of PERFFORGE by comparing PERFFORGE
tests to the default CodeContests tests (CCgefault) that only evaluate the correctness on
measuring performance improvement fairly by where the baseline’s evaluation relied only on
correctness tests generated by PIE [205] a state-of-the-art LLM-backed code optimization

tool.
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Techniques \ Bins 0..199 200 .. 399 400 .. 599 600 .. 799 800 .. 999 1000+

WEDGE vs.
TG-prompt 17,117 (}1,704) 1,524 (163) 158 (160) 148 (/40) 155 (]27) 311 (1768)
EVALPERFg 0w 15,628 (11,856) 1,365 ([69) 425 ([43) 587 (] 7) 311 (411) 1,288 (]454)
EVALPERFganp 15,879 (11,999) 966 ([78) 588 (/13) 664 (122) 367 (114) 1,004 (]450)

Table 5.3: Source numbers for generating Figure 5.3. Due to space constraints, we group
numbers in bins of size 200% instead of 10%. Amounts outside parenthesis indicate the
number of programs where our technique slows down the execution more when compared
head-to-head with one of the baselines techniques. In contrasts, amounts in parenthesis
represent the number of program where one of the baseline techniques outperforms WEDGE
by slowing down their execution more.

We show how PERFFORGE can measure performance improvement claimed by existing
code optimization more fairly than the correctness test. To this end, we consider PIE [205], a
state-of-the-art LLM-based code optimization based on finetuning, but relied on the default
correctness tests to measure their performance improvement. We select their three most
effective models (CodeLlama 13b) finetuned with the following different datasets: (1) HQ
(high-quality) data annotated by the authors (PIEg); (2) performance-conditioned data to
optimize C+-+ programs annotated with a target optimization score reflecting its potential
“peak performance” (PIE(); (3) all data from the entire PIE dataset

We follow the same set of metrics as [205] by measuring the average relative speedup
between the original and optimized code in instruction counts and physical time, as well as
the percentage of programs that the LLM models can optimize by at least 10% (%Opt) [205].
§5.4.3 illustrates how our tests better characterize the performance bottlenecks. PERFFORGE
outperforms the CodeContests default tests (CCgefauit) and its top five slowest tests (CCgjoy)
by 24% to 149% in terms of instruction counts and by 5% to 27% in terms of physical time. It
also helps discover that between 7% and 48% more programs have actually been meaningfully

optimized and run at least 10% faster.
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Speedup (#inst)  Speedup (time) %Opt (#inst) %Opt (time)

Test set
S pIE, PIE, PIE, PIE, PIE. PIE, PIE, PIE. PIE, PIE, PIE, PIE,

CCefaurt 1.32 1.98 1.21 0.93 1.13 1.32 6.0% 162% 4.4% 16.6% 29.2% 56.5%
CCglow 1.30 1.85 1.21 094 1.13 1.32 55% 15.6% 4.4% 181% 27.9% 56.5%
PerfForge 1.62 1.99 3.01 1.18 1.29 1.38 12.1% 18.8% 30.4% 26.6% 41.6% 60.9%

Table 5.4: Pie Experiment: average speedup and fraction of optimized programs, i.e., at
least 10% faster (%Opt) evaluated by different test sets following [205]. The top-performing
test set is highlighted.

5.4.4  Sensitivity Analysis

Comparison with plain fuzzing. We expand our investigation by comparing the per-
formance of tests generated by WEDGE versus two sub-optimal versions of the tool: (1)
guiding the mutator generation with constraints, but fuzzing the original (uninstrumented)
program and (2) instrumenting the original program with constraint checker code, but using
the default AFL++ mutators.

More detailed results presented in [230] shows that WEDGE’s generated tests are on
average between 50% and more than twice as slow in terms of CPU instruction count and
relative slowdown 48.3% and 128.3% slower in case (1), and nearly 4 x more CPU instructions

than those generated.

Effect of input size. We investigate how input size affects the effectiveness of PERF-
FORGE considering that leveraging fuzzing to generate large inputs is a known challenging
problem [137]. We observe our framework outperforms the baselines by larger margins when
we further restrict the input size to be less than 1KB. In particular, for problems whose
inputs are less than 1KB, the slowdown achieved by WEDGE is 3%, almost double that
on the entire problems without such restrictions, 1.5x. These findings underscore that the
performance-stressing characteristics of our tests stem from inputs being designed to target
implementation-specific bottlenecks rather than being simply length-stressing.

To evaluate this, we partition our original dataset (§5.4.1) into subsets of problems based
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# of instructions (x108) Slowdown over CC

Technique Average Median Win rate Average Median
Less than 1IMB
WEDGE 4.29 0.17 59% 113x 1.11x
TG-prompt 2.28 (11.9x)  0.14 ([1.2x) 11% 75X 1.01x
EVALPERFg 0w 257 (11.7%)  0.07 (]2.3%) 14% 57x 1.05x
EVALPERFpanp 259 (11.7%)  0.08 (]2.2x%) 16% 88x 1.05x
Less than 100KB
WEDGE 3.71 0.08 56% 88x 1.06 x
TG-prompt 1.85 (12.0x)  0.06 (11.3x) 10% 60 x 1.00x
EVALPERFg 0w 248 ([1.5x)  0.03 (/2.3%) 16% 49x 1.02x
EVALPERFgAnD 2.52 ([1.5%) 0.03 (12.5%) 18% 84 x 1.02x
Less than 10KB
WEDGE 3.10 0.02 55% 20x 1.02x
TG-prompt 1.26 (12.5%)  0.01 (J1.5x) 5% 9x 1.00%
EVALPERFg 0w  1.79 (11.7%x)  0.01 (}1.4x%) 19% 7X 1.00x
EVALPERFganD 1.53 (J]2.0x)  0.01 (}1.4x%) 21% 8x 1.00x
Less than 1KB
WEDGE 2.98 0.01 54% 95X 1.01x
TG-prompt 1.00 (13.0x)  0.01 (}1.5x%) 6% 1x 1.00x
EVALPERFg; ow 1.63 (11.8x%) 0.01 (41.3x) 16% 1x 1.00x
EVALPERFp vy 1.45 (2.1x)  0.01 (/1.3x%) 24% 1x 1.00x

Table 5.5: WEDGE versus baselines (§5.4.1) for problems whose inputs are below a threshold.

on the maximum input size they require, and compare PERFFORGE against tests by each
baseline. Table 5.5 shows that on average, our framework performs better than its competi-
tors when restricting input size. The largest shift happens when compared with TG-prompt.
For problems whose inputs are less than 1KB, the difference is almost double than compar-
ing the two on the entire dataset, 3.0x vs 1.5, respectively. While we are still inspecting
individual cases, but based on our preliminary investigation we hypothesize that this dif-
ference comes from the TG-prompt’s focus on generating larger inputs with a bias towards

universally edge-case patterns (e.g., near-complete graphs, sorted arrays).
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5.5 Case Studies

In this section, we consider several interesting case studies of performance-characterizing
constraints generated by WEDGE. We first rank the synthesized constraints by the combined
size of their plain language description and corresponding generated checker code. We then

select five out of the top ten problems that belong to different algorithmic classes. We make

the full LLM answers publicly available along with PERFFORGE *

5.5.1 Qualitative Analysis of Interesting Cases

In this section, we investigate the test generators synthesized by each baseline technique and
compare them with the performance-characterizing constraints generated by WEDGE, for

Problem 633A which serves as our motivating example.

1 def perf_input_gen(scale: int):

2 # Assuming scale affects the complexity of the test, but since a and b have a fixed range,
# we will use maximum values for a and b and scale will just determine c¢’s complexity.
a = 99

5 b = 100
c = 10_000 # Maximum possible value for c
return (a, b, c)

Listing 5.1: EVALPERFg1,ow synthesized generator for Problem 633A

Inspecting the test generator synthesized by EVALPERFgsiow (Listing 5.1) shows that it
only generates inputs close to the problem’s upper bounds (i.e., 99, 100, 10000) without even

utilizing the scale parameter.

f perf_input_gen(scale: int):

# Set maximum values for a and b to test edge cases
a randint (1, 100)

b randint (1, 100)

# Scale c to be large, but within the limit

7 # ¢ is chosen to be large to test performance, we still ensure it is within problem
constraints

8 c = min(max (1, scale), 10000)

10 return (a, b, c)

Listing 5.2: EVALPERFranp synthesized generator for Problem 633A

4. https://github.com/UChiSeclab/perfforge
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The test generator synthesized EVALPERFranp (Listing 5.2) random a and b within [1,
100] range and a large ¢ (determined by scale) as the input. Still, the effect is generating

values close to the upper bounds of the problem.

1 def generate_tests(output_directory):

2 test_cases = [

3 # Minimum edge case

| a1, 1, 1),

5

6 # Simple cases

7 (2, 3, 5,

8 (3, 3, 6),

9

10 # Co-prime (a, b) and larger c
11 (17, 19, 100),

12 (101, 103, 5000),

ik

14 # Large c with simple a, b
15 (2, 3, 9999),

16

17 # Boundary cases

18 (50, 50, 10_000),

19 (99, 100, 9_900),

20

21 # Maximum values

22 (100, 100, 10_000),

23

24 # Various patterns

25 (5, 10, 995),

26 (7, 10, 9997),

27 (1, 100, 10_000),

28 (100, 1, 10_000),

29

30 # Co-prime trickiness

31 (4, 7, 9999),

32 (15, 20, 10_000),

33

34 # Just above/below multiples
35 (3, 5, 10002),

36 (5, 3, 99938),

37

38 # Another complex co-prime situation

39 (97, 89, 9999),

41 # Randomized challenging cases

42 (37, 41, 10000),
43 (6, 9, 9999)
44 ]

45 # write test cases
16

Listing 5.3: TG-prompt synthesized generator for Problem 633A

TG-prompt (Listing 5.3) composes a series of concrete test cases rather than synthesizing
a pattern-based generator. While it attempts to implicitly reason about how to synthesize
performance-stressing inputs by including diverse patterns, some appear as generic corner
cases. Thus, there is no guarantee these can trigger performance bottlenecks.

In contrast, WEDGE relies on fuzzing with constraint-aware mutators to efficiently search
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for a diverse set of constraint-satisfying inputs. Listing 5.4 shows a constraint-aware mutator
for Problem 633A. The mutator will mutate a previous input (seed input) to produce the
next input (mutated input). The while loop will search the input space of (a, b, c) and
ensure they conform to the constraints not abs (a - b) >5o0or c%a==0o0r c%b ==
Q,i.e.,abs (a - b) <=5and c % a !=0 and c % b != 0 (already satisfying the first two

out of three constraints in Listing 5.5).

1 def mutate_last_input(buf):

. won
3 Mutate the last input slightly to explore the surrounding input space.
p won

5 parts = buf.decode(’utf-8’).strip().split()

6 a = int(parts[0])

7 b = int(parts[1])

8 c = int(parts[2])

9

10 # Small mutations to each part

11 a = max(1, min(100, a + random.randint(-5, 5)))
12 b = max(1, min(100, b + random.randint(-5, 5)))
13 c = max(1, ¢ + random.randint(-500, 500))

15 # Ensure the mutation leads to potentially challenging inputs
16 while abs(a - b) > 5 or ¢ % a == 0 or ¢c % b == 0:

17 a max (1, min(100, a + random.randint(-5, 5)))

18 b max(1, min(100, b + random.randint(-5, 5)))

19 c max(1, c¢ + random.randint(-500, 500))

21 return f”"{a} {b} {c}”

Listing 5.4: WEDGE synthesized constraint-aware fuzzing mutator for Problem 633A
1 // Check if a and b are close and neither is a direct divisor of c
2 void check_close_values_constraint(int a, int b, int c) {
3 if (abs(a - b) <= 58 ¢c % a != 0 & c % b !=0) {
4

cerr << "Warning: close_values_constraint triggered - a and b are close, and neither
divides c¢" << endl;

Listing 5.5: WEDGE generated performance-characterizing constraints checker code

5.5.2  Other Representative Case Studies

# Case 1: Problem 1209B, solution #328. Given a set of n lights, each initially on/off
and described by two parameters (a;,b;), light i toggles its state at times b;, b;+a;, b;+2a;,

... The goal is to find the maximum number of lights simultaneously on at any moment.

| #include <bits/stdc++.h>

2 using namespace std;

3 const long double pie = 3.14159265358979;
4 const long long mod = 1e9 + 7;

5 string vow = "aeiou";
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6 void solve(int test_case) {

7 int n;

8 cin >> n;

9 string s;

10 cin >> s;

11 int N = 1e3;

12 vector<vector<int> > v(n, vector<int>(N, 0));

13 vector<pair<int, int> > p(n);

14 for (int i = 0; i < n; i++) cin >> p[i].first >> p[i].second;

15 for (int i 0; i < n; it+t+) {

16 if (s[i] - ’0’) v[il[e]l = 1;

17 for (int j = 1; j < plil.second; j++) v[il[j]l = v[il[j - 11;
18 int temp = v[il[0] * 1;

19 for (int j = p[i].second; j < N; j += p[i].first) {
20 for (int k = 0; j + k < N; k++) v[il[j + k] = temp;
21 temp *= 1;

22 }

23 3

24 int ans = 0;

25 for (int j = 0; j < N; j++) {

26 int temp = 0;

27 for (int i = 0; i < n; i++) temp += v[il[j];

28 ans = max(ans, temp);

29 }

30 cout << ans;

31 cout << "\n";

32 }

33 int main() {

34 ios_base::sync_with_stdio(false);

35 cin.tie(0);

36 cout.tie(0);

37 int t = 1;

38 for (int i = 0; i < t; i++) solve(i);
39 return 0;

10 }
Listing 5.6: Example from our dataset: problem 1209B, solution 328

The code in Listing 5.6 simulates a fixed time window N = 1,000, instead of reasoning
analytically about the periodic patterns which requires solving a least-common-multiple type
of problem. Specifically, the program builds a two-dimensional array where for each light ¢
it first copies its initial state up to ¢ = b;, then for each toggle epoch t = b;,b; + a;,... it fills
the remainder of the row in one shot via a nested “for £” loop at line 20. Finally, it scans
each column ¢, sums up ov[i][t] for ¢ = 1,n, and tracks the maximum (line 28). In the worst
case, when a; = 1, the program performs O(N 2) iterations per toggling operation, for an
overall complexity of O(n - N2 +n - N).

1 void check_small_a_values(const vector<pair<int, int>>& p) {
2 int small_a_count = 0;

3 for (const auto& pair : p) {

4

if (pair.first <= 2) { // Assume ’small’ a_i values are <= 2
small_a_count++;

6 }
8 if (small_a_count > 50) { // Arbitrary threshold, adjust as needed
9 cerr << "Warning: Performance bottleneck condition triggered - many lights have small ’

)

a’ values” << endl;
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10

11 }

12
13
14
15

16

void check_synchronized_b_values(const vector<pair<int, int>>& p) {

map<int, int> b_count;
for (const auto& pair : p) {
b_count[pair.second]++;

}
for (const auto& [b_value, count] : b_count) {
if (count > 30) { // Arbitrary threshold for synchronization
cerr << "Warning: Performance bottleneck condition triggered - synchronized ’b’
values” << endl;
}
}

void check_large_number_of_lights(int n) {

if (n > 90) { // Close to the upper constraint
cerr << "Warning: Performance bottleneck condition triggered - high number of lights”
<< endl;

Listing 5.7: PC-constraints as C+-+ checker functions: problem 1209B, solution 328

WEDGE identifies three types of pc-constraints for this program, listed in 5.7.

1. The first performance-characterizing constraint (i.e., check_small_a_values) finds
that if many lights have very small a; (e.g. 1), translates to more iterations of the outer
loop at line 15. Consequently, each iteration invokes a full inner copy (loop at line 20).

Thus, small periods significantly amplify the work performed by the nested-loop work.

2. The second performance-characterizing constraint (check_synchronized_b_values)
points to clusters of b; values: if many lights share the same or close b;, their current
state lineup, causing the code to execute the heavy inner loop at line 20 for multi-
ple lights at the same early offsets. Specifically, low or repeated p[i].second forces

expensive fill operations to execute immediately and for many lights in fast succession.

3. Finally, the third perf-characterizing constraint (check_large_number_of_lights) sim-
ply indicates that as n approaches its upper bound near 100, the total nested work
scales linearly in n. Each additional light multiplies the cost of the O(N 2) toggling

loops and the O(NNV) scan across time.

A purely specification or problem-statement based performance analysis might determine
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that small toggle periods and a large number of lights trigger multiple loop iterations because
any simulation of a periodic, large number of events would exhibit that. However, the actual
performance profile of the code actual performance relies on two highly implementation-
specific choices. First, instead of toggling cell by cell, the implementation writes an entire
suffix of the time-array (for loop at line 20), thus a light toggle to linear (O(NV)) instead
of constant operation. Second, the choice of simulating the maximum number of seconds
possible, 1,000 1, 000, irrespective of the input. An optimal solution would take into account
that each light’s behavior is periodic, namely once it reaches its first toggle at ¢t = b;,
thereafter it repeats every a; seconds. This, naturally, translates into cycles of length equal
to the lowest common multiplier: ¢ = lcm(aq, a9, ...,ap). The complexity of the optimal
program is, therefore, approximately two orders of magnitude since, based on the problem
specifications, 1 < a;,b; < 5. Since ¢ < lem(1,2,3,4,5) = 60 this leads to an optimal
complexity of O(£2 - n) = O(3,600 - n) instead of the current O(N?-n) = O(10° - n).

# Case 2: Problem 1118D1, solution #30. Given a homework of m pages and n coffee
cups with caffeine doses aq, ..., an, the problem asks to compute the minimum number of
days a student must schedule to drink those cups so the pages he writes reach or exceed m.
When the student drinks k& cups on a single day labeled a;, ..., a;, , the first cup lets him
write a;, pages, the second max(0, a;, — 1), the third max(0, a;, — 1), and so on. Thus, the

task is to find the smallest such sequence given n, m, and the list of caffeine values.

1 #include <bits/stdc++.h>

2 using namespace std;

3 const long long int N = 1e6;

1 long long int n, m;

5 vector<long long int> v(N);

6 bool check(long long int days) {

7 long long int pages = 0, k = 0;

8 for (long long int i = 0, j = 0; j < n; i++, j++) {
9 pages += max(@ll, v[jl - k);

10 if (i + 1 == days) i = -1, k++;

11 }

12 return pages >= m;

13 }

14 int32_t main() {

15 scanf ("%11d", &n);

16 scanf ("%11d", &m);

17 long long int sum = 0;

18 for (long long int i = @0; i < n; ++i) {
19 scanf ("%11d", &v[il);
20 sum += v[i];
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3
if (sum < m) {
printf("-1");

NN
[SCR

%)

24 return 0;

25 }

6 sort(v.begin(), v.end(), greater<long long int>());
7 long long int ans = 1lel6;

long long int low 1
long long int high = n;
while (low <= high) {
long long int mid = (low + high) / 2;
32 if (check(mid)) {
ans = min(ans, mid);
3 high = mid - 1;
35 } else {
36 low = mid + 1;

37 }

W W NN NN
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NG

}
39 printf("%11d", ans);
10 return 0;

Listing 5.8: Example from our dataset: problem 1118D1, solution 30

The program in Listing 5.8 implements a binary search on the expected output, m. For
each value of m, the binary search simulates writing pages over days days (function check) by
iterating each cup exactly once, decrementing future cups by an increasing offset £ whenever
a day’s quota is reached at line (lines 9-10).

When the binary search checks a candidate value, it always scans all n cups in the for
loop at line 8, performing O(n) work per invocation. The binary search interval shrinks
slowly, forcing multiple calls to check, which runs in O(n) time. Thus, when n approaches
its upper limit and m nearly equals the sum of all a;, the combination of an O(logn) binary

search multiplied by an linear check becomes the dominant bottleneck.

1 void check_binary_search_invariant(long long sum, long long m, int search_iterations) {

2 if (search_iterations > 100 && sum >=m & (m > 0.9 x sum)) {

3 cerr << "Warning: binary_search_invariant triggered - extended binary search due to
close capacity and requirement” << endl;

4 abort ();

5 }

6 }

8 void check_cup_order_invariant(const vector<long long>& v, long long m) {
9 long long potential_pages = 0;

10 int decrement_operations = 0;

11 for (size_t i = 0; i < v.size(); ++i) (

12 potential_pages += max(0ll, v[i] - (long long)i);

13 if (v[il > (long 1long)i) {

14 ++decrement_operations;

15 }

16

17 if (decrement_operations > 50 && potential_pages < m) {

18 cerr << "Warning: cup_order_invariant triggered - extensive decrement operations” <<
endl;

19 }
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20 }

Listing 5.9: Performance-characterizing constraints as C++ checker functions: problem
1118D1, solution 30

WEDGE identifies two types of performance-characterizing constraints for this program,

listed in Listing 5.9.

1. The first performance-characterizing constraint (check_binary_search_invariant)
finds that the binary search becomes expensive by performing a large number of itera-
tions when the necessary pages m are close to the cumulative caffeine sum of all cups

n and n is particularly large.

2. The second performance-characterizing constraint (check_cup_order_invariant) finds
that the loop in check (lines 8-10) performs on the order of n x days operations. This
happens because check iterates over the entire list of n cups adding max(0,v[j] — k)

per page and resetting the loop counter ¢ every days iterations.

The first performance-characterizing constraint relates to binary search complexity and is
generic since searching over a large range is typically worst-case in terms of time complexity,
the target value lies in the middle, forcing the search to “zig-zag” and perform a large number
of iterations.

In contrast, the second performance-characterizing constraint is implementation-specific.
The LLM reasons about how the check loop resets ¢ and increments k£ to model diminishing
returns and then calculates again maz(0, v[j] — k) for every cup. Note that the LLM borrows
the same loop structure as in the original check function (e.g. reset of 7 and increment of k)

so the checker code faithfully reproduces the slowdown pattern.

# Case 3: Problem 546C, solution #567. Given a deck of n distinct cards split
arbitrarily into two decks, one per player), the problem asks to simulate a game in which, in

each round, both players draw their top card, and the player with the higher value takes the
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opponent’s card first and then their own, placing both at the bottom of their stack. When

one player’s stack becomes empty, the other wins.

1 #include <bits/stdc++.h>
2 using namespace std;
3 queue<int> ril1, r2;
1 int n, x, TLE, asd;
5 bool flag;
6 int main() {
7 cin >> n >> x;
8 for (int i = 1; i <= x; i++) cin >> asd, rl1.push(asd);
9 cin >> x;
10 for (int i = 1; i <= x; i++) cin >> asd, r2.push(asd);
11 while (TLE < 10000000) {
12 if (r1.size() == 0 || r2.size() == 0) {
13 flag = 1;
14 break;
16 3
16 TLE++;
int u = rl1.front(), v = r2.front();
ri.pop(), r2.pop();
if (u > v)
r1.push(v), ril.push(u);
else
r2.push(u), r2.push(v);

(SR
S © 0 3
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3
if (flag)
if (r1.size() == 0)
cout << TLE << " " << 2 << endl;
else
cout << TLE << " " << 1 << endl;
else
puts(”-1");
31 return 0;
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Listing 5.10: Example from our dataset: problem 546C, solution 567

The program in Listing 5.10 simulates the game by representing the player as two
queues. In each round, the implementation pops the head of each queue, compares the two
values and adds both elements to the queue with the highest value of the two. If either
queue is empty, the program terminates. While straightforward, the implementation has
two significant flaws. First, the code does not store past game states after each round. This
leads the simulation to repeat the same deck configurations repeatedly until the TLE = 106
threshold is met instead of breaking early if a cycle is detected, thus wasting many CPU
cycles. Second, if the largest cards in either deck differ by a small amount (e.g., < 1)
the main loop will iterate for significantly more trials. When neither player’s top card is
consistently stronger, the pop/push operations keep both queues nearly the same size. This

balanced exchange prevents either queue from becoming empty quick, forcing multiple extra
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iterations of the same pop/push logic.

1 // Check if the queue configurations have repeated, indicating a cycle

2 void check_cycle_invariant(const queue<int>& r1, const queue<int>& r2, unordered_set<string>&
seenConfigurations) {

3 string config;

1 auto copyl = r1, copy2 = r2;

5 while (copyl.empty()) config += tostring(copyl.front()) + ",";copyl.pop();config += "|";while

(copy2.empty (D)) {
6 config += to_string(copy2.front()) + ",";
7 copy2.pop();

8 ¥

9

10 if (seenConfigurations.find(config) <> seenConfigurations.end()) {

11 cerr << "Warning: Cycle detected - potential infinite loop” << endl;
12 }

13 seenConfigurations.insert(config);

14 }

15

16 // Check if neither player can win quickly due to balanced card strength
17 void check_balance_invariant(const queue<int>& r1, const queue<int>& r2) {

18 int max1 = *max_element(ri1.front(), ri.back());

19 int max2 = *max_element(r2.front(), r2.back());

20 if (abs(max1 - max2) <= 1) { // Arbitrarily chosen threshold for similar max strength
21 cerr << "Warning: Balanced card strength - prolonged game possible” << endl;

22 }

23 }

2
25 // Check for excessive number of rounds
26 void check_excessive_rounds(int TLE) {

27 if (TLE > 1000) { // Example threshold, can be adjusted for practical purposes
28 cerr << "Warning: Excessive number of game rounds"” << endl;

29 }

30 %}

Listing 5.11: PC-constraints as C++ checker functions: problem 546C, solution 567

WEDGE identifies three types of performance-characterizing constraints for this program,

listed in Listing 5.11.

1. The first performance-characterizing constraint (check_cycle_invariant) checks if the
distribution of the two decks is prone to repeated states. The LLM detects that the
original implementation does not take into account repetitions to terminate the main
loop thus inputs with pathology is likely to force the loop at line 11 to iterate until

reaching the TLE = 105 threshold wasting unnecessary cycles.

2. The second performance-characterizing constraint (check_balance_invariant) checks
for “back-and-forth” push operation which cause minimal net change in queue size and
prolong the game. The inefficiency comes from the two push calls per round (lines 20
and 22) and the fact that the losing card is enqueued first. This particular ordering

choice leads to “reversing” of the first player’s win since eventually, the smaller card,
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which was enqueued first will move back to the second player, canceling the gains of

the first one.

3. The third performance-characterizing constraint (check_excessive_rounds) simply re-
flect a generic and straightforward intuition: more loop iterations means more CPU

cycles and more running time.

While the third performance-characterizing constraint is generic and could have been
synthesized by an LLM without reasoning about the code, the first two are implementation-
specific. Any queue-based simulation with a bounded state that can revisit prior configura-
tions is prone to cycles. However, this is problematic only when such a program does not
track repeated states, which is precisely what happens in this case. Moreover, the “back-
and-forth” card exchange property is highly specific to the program the LLM is reasoning
about. It happens precisely because of the choice of enqueuing order. Should the imple-
mentation enqueue the two values in the opposite order, it would be unlikely that there is
any observable “back-and-forth” where cards move from one queue to another and then back
again.

# Case 4: Problem 16B, solution #34. Given a set of m containers, where the i-th
container holds a; match boxes, each containing b; matches, the goal is to select up to n
boxes (without splitting boxes) to carry in a backpack so as to maximize the total number

of matches carried away.

| #include <bits/stdc++.h>
2 using namespace std;
3 long long sumofdigits(string s) {
4 long long sum = 0;
for (long long i = 0; i < s.size(); i++) {
€ int digit = s[i] - ’07;
7 sum += digit;
8 1}
) return sum;
10 }
11 int main() {
12 int n;
13 vector<pair<int, int>> v;
14 cin >> n;
15 int m;
16 cin >> m;
17 for (int i = 0; 1 < m; i++) {
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18 int x, y;

19 cin >> x >> y;

20 pair<int, int> p(x, y);
21 v.push_back(p);

22 }
23 int sum = 0;
for (int i = 0; i < v.size() - 1; i++) {

for (int j =1 + 1; j < v.size(); j++) {
if (v[jl.second > v[i].second) {
pair<int, int> p = v[i];

VNN

0

2

28 vlil = v[jl;

29 v[jil = p;

30 }

31 }

32 }

33 int ans = 0;

34 for (int i = 0; i < v.size(); i++) {
35 int counter = 0;

36 if (sum == n) {

37 break;

38 }

39 int t = n - sum;

10 while (counter < v[i].first && t--) {
11 counter++;

12 sum++;

43 ans += v[i].second;
44 }

45 }

16 cout << ans << endl;

17 return 0;

18 }

Listing 5.12: Example from our dataset: problem 16B, solution 34

The code in Listing 5.12 performs two stages to solve the problem. First, it performs
a simple O(m?) sort (lines 24-32) that orders the containers by their matches per box b;
descendingly. Second, it tries to fill the backpack in a greedy fashion (lines 34-45), as
follows: For each container in sorted order, it enters a while loop (line 40) picks boxes one
by one, decrementing the remaining capacity per box until either the container’s supply is
exhausted, or the capacity aggregator variable sum reaches n. Note that before entering
the inner loop decrements ¢ exactly once per box being packed (line 39). Thus a large n
causes the code to run one iteration for each available box across all containers. Moreover,
if n is much larger than the sum of all box capacities, the code still visits every box which
yields a computational cost linear in the total capacity. Also, the code does not appear to
terminate early if the box supply is exhausted. The code breaks out of the outer loop only
if the current aggregated box capacity is equals to n (lines 36-37). If the supply is smaller,

however, the outer loop iterates unnecessarily through all containers.

1 void check_large_n_invariant(int n, int m, const vector<pair<int, int>>& v) {
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2 long long totalBoxes = 0;

3 for (const auto& container : v) {
4 totalBoxes += container.first;
D
)

if (n > 10 * totalBoxes) {

7 cerr << "Warning: Performance bottleneck condition triggered - n is much larger than
available matchboxes"” << endl;

8 3

9}

1(

11 void check_small_total_boxes_invariant(int n, int m, const vector<pair<int, int>>& v) {

12 long long totalBoxes = 0;

13 for (const auto& container : v) {

14 totalBoxes += container.first;

15 }

16 if (totalBoxes < n / 10) {

17 cerr << "Warning: Performance bottleneck condition triggered - insufficient matchboxes
compared to n” << endl;

18 }
Listing 5.13: PC-constraints as C-++ checker functions: problem 16B, solution 34

WEDGE identifies two types of pc-constraints for this program, listed in 5.7.

The first performance-characterizing constraint (check_large_n_invariant) detects when
the target capacity n vastly exceeds the total number of available boxes. The inner loop (lines
40-44) executes exactly one iteration per box taken. So, the mode infers that when n is sig-
nificantly larger than the available boxes, the code performs O(}; a;) iterations since each
time it decrements ¢ by 1.

The second perf-characterizing constraint (check_small_total_boxes_invariant) de-
tects when the aggregate supply of boxes is substantially less than n, since the loop break
condition (line 37) applies only when the bag is exactly full. Otherwise, the outer loop (line
34) iterates over all containers, wasting cycles when capacity is no longer available.

A purely specification or problem-statement based performance analysis could infer that
larger n could cause longer execution, and that a typical implementation would iterate until
the capacity is full or exceeded. However, the first constraint hinges on the implementa-
tion choice of simulating each box by decrementing ¢. This is suboptimal because to solve
the problem, the algorithm only needs to know how many boxes to take, not to process
them individually. Similarly, the second constraint speculates that the code does not exit

immediately once it is determined that the matchbox supply is depleted before reaching n.
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5.6 Summary

This chapter reframes performance stress test generation as a two-step search problem: (i)
reasoning about performance-characterizing constraints—predicates on program state that
indicate worst-case performance behavior—and (ii) searching for inputs that satisfy them.

Guided by a contrast between fast and slow execution profiles, WEDGE identifies cost-
amplifying (hot) code regions and synthesizes Boolean checkers in the form of ordinary
branches that existing coverage engines could consume unchanged. A constraint-aware mu-
tator then steers the fuzzer toward grammatically valid, constraint-satisfying inputs, con-
tinually pushing the workload further into worst-case territory and exposing complex ineffi-
ciencies invisible to correctness-centric tests.

We showed that WEDGE can outperform all baseline techniques on 59% of the programs
tested, on average slowing down execution 1.5x more than the second-best baseline. We
further demonstrated that PERFFORGE helps better evaluate and improve existing code
optimization techniques, such as PIE [205]. We released our performance-stressing tests,
along with the CodeContest programs, as a new benchmark PERFFORGE °.

The methodology developed in this chapter combines the advantage of LLMs’ reasoning
abilities, namely fuzzy their code comprehension capabilities, with the guided searching abil-
ity of fuzzing. We hope our work marks a step toward fully automated, domain agnostic

performance analysis.

5. https://github.com/UChiSeclab/perfforge
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CHAPTER 6
CONCLUSION AND FUTURE WORK

This dissertation demonstrated that latent, complex bugs present in modern software systems
can be systematically exposed by perturbing ordinary (test) executions with lightweight,
semantics-aware strategies. This work described three systems—WAFFLE, WASABI, and
WEDGE—showing that forcing small, semantics-guided disruptions while running existing
tests, reliably expose memory ordering violations (MEMORDER bugs), faulty retry logic, and
obscure performance bottlenecks that traditional analysis tools and testing frameworks miss.
Each system operates at a increasingly broader semantic scope: WAFFLE delays individual
statements to force adversarial thread interleavings, WASABI injects transient faults to steer
retry mechanisms into rarely-exercised faulty states, and WEDGE synthesizes branch-level
performance-characterizing constraints to guide fuzzing toward exposing code inefficiencies.
In every case, execution perturbation is informed by lightweight program analysis often
complemented by Al-guided code comprehension techniques, in order to strike a balance
between scalability, efficiency, and bug detection coverage.

While the research presented in this dissertation attempts to cover many of the existing
literature gaps when it comes to surfacing latent, complex bugs in modern systems, important

open problems remain for future work.

Resiliency functionality on emerging platforms. Traditional resilience logic (task
retry, throttling, cancellation) assumes failures are rare and transient. These assumptions,
however, do not always hold on emerging computing platforms such as cloud native systems.
Our previous work (Chapter 4) studies faulty retry patterns and discovered that some, like
those triggered during redeployment, can overwhelm resources and mask real incidents [211].

Cloud native systems amplify volatility through frequent container restarts, I[P reassign-
ments, and auto-scaling. What once appeared as a failure can be a routine scale-down

or redeployment. Oversimplified retry policies, especially under such cursory conditions,
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risk overwhelming the system and obscuring faults. Although back-off and circuit breakers
mitigate transient errors, they often cannot distinguish planned reconfigurations from real
disruptions.

Thus, traditional resilience paradigms need to be revisited in the context of these emerg-
ing platforms. One potential solution is developing context-aware resilience logic based on
telemetry, to make that distinction. Consequently, future work could investigate how re-
silience functionality can evolve to integrate cluster-level insights (e.g., rollout updates) and

become platform-level functionality, rather than being retrofitted after-the-fact.

Understanding and addressing system unpredictability at scale. Recent studies
on cloud-scale incidents [0, 93, , , , | reveal that modern large-scale systems
are often tested in well-provisioned environments that mask performance issues, yet real
deployments frequently run at capacity due to cost or workload spikes. When memory;,
CPU, or I/O saturate, or software constraints like connection limits are reached, operational
issues can increase unpredictably and disrupt normal operation. Operators and software
engineers often fail to reproduce these issues in smaller-scale test environments, making
capacity-driven failures a major cause of high-impact incidents [0, 93, |. Understanding
how capacity constraints affect large-scale performance is crucial for closing the gap between
“works as expected when deployed on 10 nodes” and “fails when scaled to 100 nodes”.

To address this challenge, future work could continue investigating how capacity satura-
tion leads to operational unpredictability. Being “at capacity” goes beyond CPU or memory
“being full”. It can also mean that the system reached throughput/latency boundaries or
internal operational limits (e.g., maximum connections, data structure load, etc.), often ob-
scured from operators and engineers. While existing tools excel at identifying the former,
visible or “external” pressure points, they often struggle to pinpoint the latter, less visible or

“internal” ones, thus falling short of isolating likely performance bottlenecks.

Al-informed incident flow orchestration. Modern large-scale systems produce vast
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streams of operational data that demand effective, informed incident responses. Currently
available solutions often piece together a variety of monitoring tools, log analyzers, and
documentation mining, yet do not seamlessly integrate historical knowledge and real-time
context. This makes automated cross-referencing and contextual linking more challenging,
and prevent the incident response layer (and, ultimately, system operators) to adapt to new
and emerging failure patterns.

Future work could therefore explore designing an “incident orchestration” layer that inte-
grates Al approaches with existing observability to coordinate response from alert to post-
mortem analysis. Once an incident is detected, the system retrieves relevant logs, traces,
metrics, and recent change events using structure-aware search with semantic matching, re-
taining provenance. This information could then populates a typed incident graph whose
nodes represent services, software versions, resources, symptoms, and candidate causes, and
whose edges capture temporal and causal relations between them. By matching this graph
against prior incidents, the incident orchestration layer assigns labels and priority, and pro-
poses ranked mitigation strategies with explicit preconditions and expected effects. For
example, recent research on production cloud incidents [30, , , | showed that soft-
ware engineers submit short, straightforward mitigation fixes (e.g., rolling back to an older
version, restarting nodes or processes) in over 50% of incidents reported. These actions can
be easily automated with the appropriate safety checks through policy and dependency vali-
dation, sandboxing, and staged rollout, as well as going through operator approval for more

complex systemic changes.

AT support for system design. Modern systems are developed and deployed at a pace
that assumes software engineers can quickly perform baseline evaluations. In other words,
obtain source code, resolve dependencies, configure environments, execute test cases, and
verify specifications. In practice, documentation is incomplete and execution environments

diverge, turning setup and validation into a time-consuming task. These gaps can also mask

134



regressions and undermine reproducibility, portability, and reusability.

A promising direction is an Al-assisted framework that reads code repositories and doc-
umentation to construct deployment plans and scripts, infer prerequisites, and run minimal,
representative usecases that check documented properties. Such an agent would package con-
figurations in containers, verify consistency between containerized and host versions, report
mismatches, and suggests actionable steps, code patches, or checklists for software engineers
to review. Future work should examine how such agents integrate with CI/CD and change-
management systems so that reproducibility becomes a routine automated function rather
than a manual task or, worse, an afterthought. Beyond deployment, the same agents can
parse specifications and design documents, align design assumptions with the implementa-
tion, flag omissions or deviations, proposing patches along with optimizations under various
performance and correctness constraints.

This direction is, arguably, the logical next step beyond Al-guided approaches for software

engineering.
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